TEST 1 - AFFIRMTRUST’S ROOTS

When we have a fresh standard download of FF 6.0 with no preferences, here is the root store. The four AffirmTrust roots are
included, but no sub-CAs.

’@ Certificate Manager E] @ -

\Your Certificates | People | Servers | Authorities | Others |

You have certificates an file that identify these certificate autharities:

. I;C-erti-l:ic.;te.r';l.-;me uﬁecurii:';.-' I.Ziléx-'-i.uée E'i
fddTrust Class 1 C4 Root Builtin Cbject Taken f |
AddTrust Public CA Roat Builkin Ohject Token [=
AddTrusk Qualified CA Roaok Builkin Ohject Token |

[=] AFFirmTrosk
AffirmTrust Cormmercial Builkin Ohiject Token
AFfirmTrusk Premium Builkin Ohject Token
AFfirmTrusk Premiunm ECC Builkin Ohject Token
AfFirmTrust Metworking Builtin Object Taken

[= Arnerica Online Inc, _
| '-

America Onling Ronk Certification author Fuilkin Ohiect Tnken
Import...

Next we visit any of the four AffirmTrust EV test URLS:

https://commercial.affirmtrust.com/
https://networking.affirmtrust.com:4431/
https://premium.affirmtrust.com:4432/
https://premiumecc.affirmtrust.com:4433/




Using the first URL for the Commercial root, we get the green bar:

@

| Affirmbrust Test Certificates

x| @ Mozilla Firefox Stark Page

&

e

Welcome to the AffirmTrust Test Certificate Page

@

O [ &
L I_.‘ =
General  Permissions  Securiby

‘Web Site Identity

Wb site! commercial.affirmtrust.com
Owner: AffirmTruskt LLC - Test
werified by, AffirmTrust

Privacy & Histary
Havwve I visited this web site prior to boday?

Is this web site storing information {cookies) on my
compuker?

Have I saved any passwards Faor this weh site?

Technical Details
Connection Encrypted: High-grade Encryptid
The page you are viewing was encrypted before by

Encryplion makes it very difficult for unauthorized [
therefaore very unlikely that anyone read this page

|| AffirmTrusk LLC - Test {US) | https:/fcommercial. affirmtrust, com)

Certificate Viewer:"commercial.affirmtrust.com™

General Details

Certificate Hierarchy
=1 AffirmTrust Commercial
=| AffirmTrust Commercial Extended Walidation CA
cormmercial, aFfirmerust, com

Certificate Fields
[=! commercial, affirmtrusk, com
=l Certificate
Wersion
Serial Number
-izertificate Signature Algarithm
Issuer
[=1walidity
Mok Befare
Mok Afker
Field value




We also see that the FF 6.0 root store has ADDED the AffirmTrust Commercial Extended Validation CA sub-CA:

’.@ Certificate Manager g

Your Certificates Pecple Servers | Authorities | others |
Wou hawve certificates on file that identify these certificate authorities:

Certificate Mame Security Device E'ii
AddTrust External Ca Rook Builtin Object Taken i_h_i
fddTrust Class 1 CA Roak Builtin Object Taken (=
AddTrust Public C4A Rook Builtin Object Taken '
AddTrust Qualified CA Fiook Builkin Ohject Token

[=] AFFirrnTrosk
AffirmTrust Cormrmercial Builkin Ohject Taken
AFFirmTrust Premionm Builtin Object Taken
AffirmTrust Premium ECC Builkin Ohject Token
AFfirmTrust Mebworking Builkin Ohiject Token
AffirrnTrust Commercial Extended Validation Ca Software Security Device [
Import...




Next, we manually remove the AffirmTrust Commercial Extended Validation CA sub-CA:

@

| Goldman Sachs Wealth Management | + |

(- || @oldman Sachs and Co. (USY | Rtk

i, goldman, comyloginglogin_a. cgivtarget=Lw==

Your Certificates | People | Servers | Authorities | Qthers

‘fou have certificates on file that identify these certificate authorities:

Certificate Mame Security Device B
| AddTrust Qualified CA Root Builtin Object Token ||
| =1 AffirmTrusk [

AffirmTrust Commercial Builtin Object Token
AffirmTrust Premium Builtin Object Token
AffirmTrust Premium ECC Builtin Object Token
AffirmTrust Metworking Builtin Object Token
AffirmTrust Commercial Extended Yalidation Ca Software Security Device
| America Onling Inc. [+

Wiew... ] [gditTrust...] [ Import... ] [ Export... ] [QeleteorD\strust...]

Delete or Distrust CA Certificates

‘fou have requested to delete these CA certificates, For built-in certificates all brust
will be removed, which has the same effect, Are you sure you want to delete or

distrust?
n Sac
AffirmTrust Commercial Extended Yalidation Ca
Help
If vou delete or distrust a certificate authority (CA) certificate, this application will Goldn
no longer trust any certificates issued by that Ca, Galdman, Sachs &

d certain other auth|
erformance and ot




Now, when we return to the same AffirmTrust Commercial EV test URL, https://commercial.affirmtrust.com/, we no longer get the
green bar:

@ Affirmtrust Test Certificates - Mozilla Firefox
File Edit ‘ew History Bookmarks Tools  Help

| | AfFirmErust Tesk Certificakes | + |
_ (- _ | | affirmtrusk,com  hitkps: ) fcommercial, affirmbrust, cam)
Mo

Welcome to the AffirmTrust Test Certificate Page




Our sub-CA AffirmTrust Commercial Extended Validation CA sub-CA has not been downloaded — and the end-entity certificate
securing the test URL does not show ANY hierarchy — not the issuing sub-CA or even the Root! Yet it still gets a blue bar, indicating

it comes from a trusted root — but which one? No trusted root is shown:

@

==

| AFfirmtrust Tesk Certificates

6:

Welcome to the AffirmTrust Test Certificat @)

|| affirmbrust.com | hbtps: | fcommercial, aFfiemerust. com)

General  Permi

1 r

Certificate Viewer:"commercial affirmtrust.com”

‘Web Site Identity
‘Weh sike:

ol
Ownet TH
Verified by: A

Privacy & History
Have I visited this

Is this weh site skd
compuUke:?

Have I saved any

Technical Details
Connection Encr
The page vou are

Encryption makes
therefore wery unl

ceneral | Details

Certificate Hierarchy

commercial, affirmtrust, com

Certificate _Fiélds'
=I commercial, aFfirmtrust, com
=l Certificate
Version
Serial Mumber
Certificate Signature Algorithm
Issuer
[=Hyalidity
Mok Before
Mok After
Field ¥alue




Likewise, the sub-CA AffirmTrust Commercial Extended Validation CA is not in the root store any more (although the roots remain).

5y

’.@ Certificate Manager g

Your Certificates Pecple | Servers | Authorities | others |

Wou hawve certificates on file that identify these certificate authorities:

Certificate Mame SEELIrit‘;.-'EE\-'iEE E|
AddTrust Public CA Roat Builtin Object Token (o
AddTrusk Qualified CA Roaok Builkin Ohijeck Token | ;i

[=] AFFirm Trusk
AffirmTrust Cormmercial Builtin Ohiject Token
AFfirmTrust Premiunm Builtin Ohject Token
AFfirmTrusk Premiunm ECC Builkin Ohijeck Token
AfFirmTrust Metwarking Builtin Object Taken
[= America Online Inc, [
Import...

However, the result is very different for VeriSign’s roots — see test screen shots on the following pages.

END OF TEST 1



TEST 2: VERISIGN’S ROOTS
We will conduct the same test for the VeriSign roots at two VeriSign EV sites secured by different VeriSign issuing sub-CAs:

https://www.bankofamerica.com
http://www.goldman.com (which redirects to a secure page)

First, we have a fresh standard download of FF 6.0 with no preferences, and view the root store. Fifteen VeriSign roots are included,
but no sub-CAs.

@ Certificate Manager g@
| Your Certificates | People | Servers | Authorities | others
¥ou have certificates on file that identify these certificate authorities:

tertificate Mame Security Device [z}
hitkp: ) fwe, valicert, com Builtin Object Token |
hitkp: v, valicert, comf Builtin Object Token

[=] WeriSign, Inc,

‘erigign Class 3 Public Primary Certification Authority - @5 Builtin Object Token
Verisign Class 1 Public Primary Certification futharity Builtin Object Token
Verisign Class 2 Public Primary Certification Autharity Builtin Object Token
‘rerisign Class 3 Public Primary Certification Authority Builtin Object Token
‘erisign Class 1 Public Primary Certification Autharity - G2 Builtin Object Token
Verisign Class 2 Public Primary Certification futharity - G2 Builtin Object Token
‘erisign Class 3 Public Primary Certification Autharity - G2 Builtin Object Token
‘rerisign Class 4 Public Primary Certification Authority - G2 Builtin Object Token
VeriSign Class 1 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Class 2 Public Primary Certification Autharity - G3 Builtin Object Token
‘erisign Class 3 Public Primary Certification Authority - @3 Builtin Object Token
‘eriSign Class 4 Public Primary Certification Authority - G3 Builtin Object Token
VeriSign Universal Root Certification Authority Builtin Object Token
VeriSign Class 3 Public Primary Certification Authority - G4 Builtin Object Token
‘erisign Class 1 Public Primary Certification Authoriby Builtin Object Token
Verisign Class 3 Public Primary Certification Autharity Builtin Object Token w




Next, we visit the Bank of America EV site, https://www.bankofamerica.com, and get the green bar. When you view the certificate
chain for this site, you see the intermediate issuing sub-CA is named “VeriSign Class 3 Extended Validation SSL CA”.

@0

@ Bank of America | Home | Personal | o |

6 % Bank of America Corporation (US) | htkps: )/ fwiww, bankof america. com/

ﬂ Muozilla Firefox is free and open source software from the non-profit Mozila Foundation.,

BankofAm @ & 4 &

General  Mediz Certificate Viewer:"www.bankofamerica.com™

Erter “our Online D ‘Wweb Site Identity gener;al Dt ails
‘Web site: o] ] - )
B =ave this Online ID Cwner: Bd _Eertiﬁcate Hierarchy

Select accourt location Yerified by: e | = werisign Class 3 Public Primary Cettification Authority - G5
Help/options [=] VeriSign Class 3 Extended Yalidation S5L ChA
wiww, bankof america. com

Flaa oo :Eertiﬁcate Fields
Liave Ivictad this | = v, barkeoF america. com

\‘l

1s this weh site std = Certificate
Take computer? Wersion
Hawve I saved any - Serial Murmber
- Certificate Signature Algaorithm
E - Issuer
(=Y alidity
Technical Dekails Mot Before
Connection Encr . Mot After
Yepovas Field Yalue

Encryption makes

therefare wery unl
Information for: | Se

As you see, the site is secured by an EV end-entity certificate issued from the following VeriSign ROOT: Class 3 Public Primary
Certification Authority — G5, and from the following VeriSign SUB-CA: VeriSign Class 3 Extended Validation SSL CA.



Oddly enough, when we return to the FF 6.0 root store, we now see THREE sub-CAs have been downloaded for VeriSign roots:

VeriSign Class 3 Secure Server CA - G3
VeriSign Class 3 Extended Validation SSL CA [the only sub-CA in the chain securing the Bank of America EV site]
VeriSign Class 3 International Server CA — G3

@ Certificate Manager g@
|"our Certificates | People || Servers | Authorities | Others
¥ou have certificates on file that identify these certificate autharities:
I;CerI:iI“ical:e Mame Securit.y Devic.e R
hiktp: /v, valicert, comf Builtin Object Token |
[=] WeriSign, Inc.
WeriSign Class 3 Public Primary Certification duthority - G5 Builtin Objeck Token
Werisign Class 1 Public Primary Certification Authority Builtin Object Token
Verisign Class 2 Public Primary Certification Authority Builtin Object Token
Verisian Class 3 Public Primary Certification Authority Builtin Objeck Token
Werisign Class 1 Public Primary Certification Authority - G2 Builtin Object Token
Verisign Class 2 Public Primary Certification Authority - G2 Builtin Object Token
Verisign Class 3 Public Primary Certification Authority - G2 Builtin Objeck Token
Werisign Class 4 Public Primary Certification Authority - G2 Builtin Object Token
Werisign Class 1 Public Primary Certification Authority - G3 Builtin Object Token
WeriSign Class 2 Public Primary Certification duthority - G3 Builtin Objeck Token
WeriSign Class 3 Public Primary Certification Authority - G3 Builtin Object Token
Werisign Class 4 Public Primaty Certification Authority - G3 Builtin Object Token
WeriSign Universal Roat Certification Autharity Builtin Objeck Token
WeriSign Class 3 Public Primary Certification Authority - G2 Builtin Object Token
Werisign Class 1 Public Primary Certification Authority Builtin Object Token
Verisign Class 3 Public Primary Certification Autharity Builtin Object Taken
WeriSion Class 3 Secure Server Ch - 63 Software Security ...
WeriSign Class 3 Extended Yalidakion S50 Ca Software Security ...
VeriSign Class 3 International Server CA - G3 Software Security ..
Impork..




Question: Why did a visit to the Bank of America EV site result in THREE sub-CAs being downloaded to the Mozilla FF 6.0 trusted
root store, not just the issuing sub-CA?

Next, we delete/distrust the issuing sub-CA, VeriSign Class 3 Extended Validation SSL CA:

istory

“# Bank of America | Home | Personal | + |

(- 4 :9‘ Bank of America Corporation (US) | htkps: /v bankofametrica,com/
i

) Mozlla Firefox is free and open source software from the non-prafit Mozila Foundation,

Bankof America 25~

|| nline I

-

% Online

Take charge

Information for: | Select 3 state

Choose the best
checking account
for you.

Get Started »

Lending and Investing Upd:

Bank of Armerica continued to support
recovery by extending approximately
to consumers, small businesses, large
others in the first quarter of 2011,

Read the report ¥

Personal Small Business Wealth Management

Locations © Contactls - Help © En espafiol

] ... —

Enrall

Invest 3%

Corporate & Instituti

Se

Prote

Select accourt location |

| Your Certificates | Peaple | Servers | Authoritiss | others|

x

You have certificates on file that identify these certificate authorities:

Certificate Name

Verisign Class 2 Public Primary Certification Autharity - G2
Werisign Class 3 Public Primary Certification Autharity - G2
Verisign Class 4 Public Primary Certification Authority - G2
Verisign Class 1 Public Primary Certification authority - G3
VeriSign Class 2 Public Primary Certification Authority - 33
weriSign Class 3 Public Primary Certification Autharity - G3
weriSign Class 4 Public Primary Certification Authority - G3
Verisign Universal Root Certification Authority
Verisign Class 3 Public Primary Certification Authority - G4
Werisign Class 1 Public Primary Certification Authority
Werisign Class 3 Public Primary Certification Authority
WeriSign Class 3 Secure Server CA - G3
Verisign Class 3 Extended Yalidation S5L CA
VeriSign Class 3 International Server CA - G3

(=) VISA

Security Device
Builtin Object Token |
Builtin Object Taken
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Eiuiltin Object Taken
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Taken
Software Security ...
Software Security ...
Software Security ...

3la

Delete or Distrust CA Certificates

Token

distrust?

WeriSign Class 3 Extended Validation S5L CA

no longer trust any certificates issued by that Ca,

You have requested to delete these CA certificates, For bult-in certificates all trust  |[Token
will be removed, which has the same effect, Are you sure you want ko delete or

If vou delete or distrust a certificate autharity (CA) certificate, this application will

Learn More »
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But when we return to the site https://www.bankofamerica.com, we continue to see the green bar, and the issuing sub-CA VeriSign
Class 3 Extended Validation SSL CA continues to show in the root chain for the site (see below). This is very different for the
results with AffirmTrust’s roots:

“# Bank of America | Home | Personal | o |
(- | i & Bank of America Corporation (US| https: /e, bankofamerica, com/
o —

ﬂ fozilla Firefox is free and open source softweare From the non-profit Mozilla Foundation.

Personal Small Business Wealth Manad

Page Info - hitps:/fwww.bankofame
O E 1@
= ) ] ==
Erter “our Online 1D Sign In i General  Media Permissions  Security

M =:5ve this Online [0 Enrall B8 Web Site Identity

BankofAmerica % ™

Select accourt location | Web site: www.bankofamerica.com
Owiner; Bank of America Corporation
verfiedby:  YeriSign, Inc.

Helploptions

>

Certificate Viewer:"www.bankofamerica.com”

Onli| e

Take ¢ Certificate Hierarchy
(= werigign Class 3 Public Primary Certification Authority - G5

[=l WeriSign Class 3 Extended Yalidation S50 CA

m v, barkofamerica.com

Certificate Fields

= v bankofamerica,com

[=] Certificate
© ¥ersion
Information for: | Select a g Serial Nurmber

Certificate Signature algarithm




When we return to the FF 6.0 trusted root store, it appears the root store had again DOWNLOADED the sub-CA VeriSign Class 3
Extended Validation SSL CA even though we previously removed / distrusted the sub-CA:

= 1

@ Certificate Manager g@
| Your Certificates | People | Servers | Authorities | others
You have certificates an file that identify these certificate autharities:
';:EFtiFiEatE Marme Securit.';.f Deviﬁe ua}
hitkp: f funanay, walicert, comyf Builtin Object Taken  |#
(=] Yeriign, Inc.
Werisign Class 3 Public Primary Certification Authority - G5 Builtin Ohjeck Token
Werisign Class 1 Public Primary Certification Authoriky Builtin Object Token
Werisign Class 2 Public Prinary Certification Authority Builtin Object Taken
Werisign Class 3 Public Primary Certification Authority Builtin Object Token
Werisign Class 1 Public Primary Certification Authority - G2 Builtin Ohjeck Token
Werisign Class 2 Public Primary Certification Authority - G2 Builtin Object Token
Werisign Class 3 Public Primary Certification Authority - G2 Builtin Object Taken
Werisign Class 4 Public Primary Certification Authority - G2 Builtin Object Token
Werisign Class 1 Public Primary Certification Authority - G3 Builtin Ohjeck Token
Werisign Class 2 Public Primary Certification Authority - G3 Builtin Object Token
WeriSign Class 3 Public Primary Certification Authority - G3 Builtin Object Taken
WeriSign Class 4 Public Primary Certification Authority - 53 Builtin Object Token
Werisign Universal Root Certification Authority Builtin Ohjeck Token
Werisign Class 3 Public Primary Certification Authority - G4 Builtin Object Token
Werisign Class 1 Public Prinary Certification Authority Builtin Object Taken
Werisign Class 3 Public Primary Certification Authority Builtin Object Token
Werisign Class 3 Secure Server Ch - G3 Software Security .
Werisign Class 3 Extended Yalidation S50 CA Software Security .
WeriSign Class 3 International Server CA - G3 Software Security .
Import...




QUESTION: Why did FF 6.0 re-load the issuing sub-CA that was previously removed for the VeriSign root, but did not re-load the
issuing sub-CA that was previously removed for the AffirmTrust root?
END OF TEST 2

TEST 3: GOLDMAN SACHS EV SITE

A similar result is true when we visit http://www.goldman.com (which then redirects to a VeriSign EV secured page):

@ Waalth Manacement - Mozilla Firefox

|_'I Goldman Sachs Wealth Management x |@ Mozilla Firefox Start Page " | + |

(- J Iu Goldman Sachs and Co., (LIS) | hktps: ) fen, goldman, comyloginglogin_a, cgittarget=Lw==
e i
ﬂ Mogzilla Firefox is Free and open source software From the non-profit Mozila Foundation,

@ Info - hHtps: fiwww.eoldman. comflogin/logir
‘ . e
o E [

' |
1.C00 EINAOIN_a. CE1riare = | . sy
N
=
Gaeneral Media Permissions  Security
b Site Identi e = = — - =
S0 ot it Certificate Viewer:"www.goldman.com”
Web site: www.goldman.com P
Owiner: Goldman Sachs and 0] | General | Details |
Verifiedby:  weriSign, Inc.
Certificate Hierarchy
[=) Werisign Class 3 Public Primary Certification Autharity - G5
I=I WeriSign Class 3 Extended Yalidation S5L SGC CA
wiany, goldman, com
Privacy & Histary
Hawe [ wisited this web site prior ko toda
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When you visit the Goldman site, you see that it is secured by an EV cert issued from the same VeriSign root as secured the Bank of
America EV site, Class 3 Public Primary Certification Authority — G5, but the actual EV certificate was issued by a DIFFERENT
sub-CA than the Bank of America site, the VeriSign Class 3 Extended Validation SSL SGC CA.

Oddly enough, this time only ONE sub-CA is downloaded when you visit the Goldman site, the issuing sub-CA VeriSign Class 3
Extended Validation SSL SGC CA (recall that at the Bank of America EV site, two other sub-CAs were automatically downloaded
to the FF 6.0 root store along with the issuing sub-CA):

.~

@ Certificate Manager [:]@
| Your Certificates | People || Servers | Authorities | Others
‘ou have certificates on File that identify these certificate authorities:

I;Certil:icate Marne Securit.';.-' Deviu:.e [z}
= Verisign, Inc, |
VeriSign Class 3 Public Primary Certification Autharity - G5 Builtin Object Token
Werisign Class 1 Public Primary Certification Authority Builtin Object Token
Verisign Class 2 Public Primary Certification Authority Builtin Object Token
Verizign Class 3 Public Primary Certification Authority Builtin Object Token
‘Werisign Class 1 Public Primary Certification Authority - G2 Builtin Object Taken
Werisign Class 2 Public Primary Certification Authority - G2 Builtin Object Taken
‘erisign Class 3 Public Primary Certification Authority - G2 Builtin Object Taken
Verisign Class 4 Public Primary Certification Autharity - G2 Builtin Ohject Token
VeriSign Class 1 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Class 2 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Class 3 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Class 4 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Universal Root Certification Authoriby Builtin Object Token
‘eriSign Class 3 Public Primary Certification Authority - G4 Builtin Object Token
Verisign Class 1 Public Primary Certification Authority Builtin Object Token
Verizign Class 3 Public Primary Certification Authority Builtin Object Token

Werisign Class 3 Extended Yalidation S5L 9GC CA Software Security . [,

15



Next, we manually remove / distrust this sub-CA, VeriSign Class 3 Extended Validation SSL SGC CA.

W@ Get More From Your Firefox — Mobile, Add-ons & Other Stuff - Mozilla Firefox (=
File Edit Mew History Bookmarks Tools  Help
w Get More From Your Firefox — Mobils, A... > |wMozilla Firefox Start Page x | + | =
| ‘- w http: f v, mozilla.comyen-LIS firef o b d Google }- '| M| Feedback -
o —
€} Mozila Firefox is free and open source software from the non-profit Mozills Foundation. x
> il | | | | -~
E‘i’z"'eafox DESKTOP | MOBILE  ADD-ONS | SUPPORT | ABOUT l
Uptions
Lot — o
F- 3 s Iﬂ El wwnil. te Manag |
II QfO« General Tabs
S— Your Certificates Hﬁu%l Authorities | Others|
D I S General | Network | L
You have certificates on file that identify these certificate authorities:
Pratocols
Use 55130 Certificate Mame Security Device
=] YeriSign, Tnc. [ 1
M 0 Certificates ‘eriSign Class 3 Public Primary Certification Authority - G5 Builtin Object Token i
‘“When a server n Verisign Class 1 Public Primary Certification Autharity Builtin Object Token
O Select one a Verisign Class 2 Public Primary Certification Authority Builtin Object Token
Yerisign Class 3 Public Primary Certification Authority Builtin Object Token
@ Yerisign Class 1 Public Primary Certification Authority - G2 Builtin Object Token
“erisign Class 2 Public Primary Certification Authaority - G2 Euiltin Object Token
‘erigsign Class 3 Public Primary Certification Autharity - G2 Builtin Object Token
‘erisign Class 4 Public Primary Certification Authority - G2 Builtin Object Token
‘eriSign Class 1 Public Primary Certification Authority - 53 Builtin Object Token
VeriSign Class 2 Public Primary Certification Autharity - G3 Builtin Object Token
VeriSign Class 3 Public Primary Certification Authority - G3 Builtin Object Token
YeriSign Class 4 Public Primary Certification Authority - G3 Builtin Object Token
- - YeriSign Universal Rook Certification Authority Builtin Object Token
(Tf.) t Fl YeriSign Class 3 Public Primary Certification Authority - G4 Builtin Object Token
“erisign Class 1 Public Primary Certification Authority Builtin Object Token {GS To YO u
If youneed ¢ Verisign Class 3 Public Primary Certification Authority Builtin Object Taken | | =
Firefox, you YeriSign Class 3 Extended Yalidation SSL SGC CA Software Security .. [, “ip and show
iew ] [ Edit Trust ] Munrt ] [ Export. 1 l Delete or Distrust ]
Delete or Distrust CA Certificates E
Privacy Policy | Other System) ‘fou have requested to delete these CA certificates. For built-in certificates all trust
;\:!Itlr:fs;?movad, which has the same effect, Are you sure you wank to delete or

VeriSign Class 3 Extended Yalidation 551 SGC CA

IF you delete or distrust a certificate autharity (CA) certificate, this application wil
no longer trust any certificates issusd by that Ca.

DO = 11:304m




When we return to the site http://www.goldman.com, once again the green bar shows, and once again FF 6.0 has DOWNLOADED
the issuing sub-CA, VeriSign Class 3 Extended Validation SSL SGC CA, even though we just manually removed / distrusted the

issuing CA.
@

| | Goldman Sachs Wealth Management x | @ Mozilla Firefox Start Page | + |

6 || Goldman Sachs and Co. (USY | https:) frase . goldman.comyfloginglogin_a. caivtarget=Lw==

\‘-\_:—'

ﬂ Mozilla Firefox is free and open source sofbware From the non-profit Mozilla Foundation.

@

: — A
w4 -
ﬁ E IT_'I =
General  Media Permissions  Security

-

wieh Site Identity Certificate Viewer:"www.goldman.com”

Wieb site: www.goldman.com
CHaner: Goldman Sachs and Co.
Verified by:  YeriSign, Inc.

Seneral Details |

Certificate Hierarchy
— werisign Class 3 Public Primary Certification Authority - G5
=l Yerigign Class 3 Extended Yalidation 5301 5GC Ca
wiey, goldman.com

Privacy & History

Hawe I visited this web site prior to today? Certificate Fields
15 this wehb site staring information {cookies) on | = v goldman, com
compukery | i

E =IZertificate

Have I saved any passwards for this web sike? :
“Mersion

Serial Mumber




When we return to the root store, the issuing sub-CA shows AGAIN, even though we previously removed / distrusted it:

s =
@ Certificate Manager g@
| Your Certificates | People | Servers | Authorities | others
You have certificates on file that identify these certificate autharities;
tEftiFiEatE Marne Securit.y Deviﬁe ua}
hikkps i, walicert, corn) Builkin Objeck Token |
[=] VeriSign, Inc.
Yerisign Class 3 Public Primary Certification Authority - G5 Builtin Ohjeck Token
Werisign Class 1 Public Primary Certification Authoriky Builtin Ohjeck Token
Verisign Class 2 Public Primary Certification Authoriky Builkin Ohijeck Token
Werisign Class 3 Public Prinary Certification Authority Builtin Object Taken
Werisign Class 1 Public Primary Certification Authority - G2 Builtin Ohjeck Token
Werisign Class 2 Public Primary Certification Authority - G2 Builtin Ohjeck Token
Verisign Class 3 Public Primary Certification Authoriky - G2 Builkin Ohijeck Token
Werisign Class 4 Public Primary Certification Authority - G2 Builtin Object Taken
Yerisign Class 1 Public Primary Certification Authority - G3 Builtin Ohjeck Token
Werisign Class 2 Public Primary Certification Authority - G3 Builtin Ohjeck Token
Verisign Class 3 Public Primary Certification Authaority - G3 Builkin Ohijeck Token
WeriSign Class 4 Public Primary Certification Authority - G3 Builtin Object Taken
Yerisign Universal Root Certification Autharity Builtin Ohjeck Token
Werisign Class 3 Public Primary Certification Authority - G4 Builtin Ohjeck Token
Verisign Class 1 Public Primary Certification Authoriky Builkin Ohijeck Token
Werisign Class 3 Public Prinary Certification Authority Builtin Object Taken
Verisign Class 3 Extended validation 551 9GC CA Saftware Security [ |
Import...

END OF TEST 3



SUMMARY: Again, why does FF 6.0 keep downloading and restoring the VeriSign issuing sub-CAs correctly every time you
visit a VeriSign secured EV site (and in some cases, FF 6.0 downloads three VeriSign sub-CAs, not just the issuing sub-CA)
even after the sub-CAs have been manually removed / distrusted, but NOT for the AffirmTrust secured EV sites?
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