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Mozilla - CA Program

Case Information

Case Number

CA Owner/Certificate
Name

00000036

PSC-FII

Additional Case Information

Subject

Bugzilla Information

Link to Bugzilla Bug

New Owner/Root inclusion requested

https://bugzilla.mozilla.org
/show_bug.cgi?id=667466

General information about CA's associated organization

CA Email Alias 1
CA Email Alias 2
Company Website
Organizational Type

Organizational Type
(Others)

Geographic Focus

Primary Market /
Customer Base

Impact to Mozilla Users

dmin-pki@fii.gob.ve

https://ar.fii.gob.ve/
Government Agency

The CA is operated by a government
agency of Venezuela (Fundacion Instituto
de Ingenieria para Investigacion y
Desarrollo Tecnoldgico) and The type
national.

Venezuela

Customers are the public and private sector
of Venezuela.
Market Segment: E-government secure.

PSC-Fll is a public entity belonging to the
Government of the Bolivarian Republic of
Venezuela accredited as a Provider of
Electronic Certification Services (PSC) by
the Superintendence of Electronic
Certification Services (Spanish acronym,
SUSCERTE) under the Law on Data
Messages and Signatures Electronic.
PSC-FII's primary market are public and
private users in Venezuela.

Response to Mozilla's list of Recommended Practices

Recommended
Practices

https://wiki.mozilla.org
/CA:Recommended_Practices#CA_Recommended_Practices Practices Statement

Case Record Type

Request Status

Case Reason

Print this page

CA Owner/Root Inclusion Request

Need Information from CA

New Owner/Root inclusion requested

Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified
Recommended

@Lave reviewed Mozilla's list of
commended Practices, and

confirm that we follow those
practices, with exceptions and
clarifications noted in the text box
below.


kpichardo
Resaltado

PSC-FII
Response CA Email Alias 1
The correct is: admin-pki@fii.gob.ve

PSC-FII
Response Recommended
The CP/CPS are available in an Spanish version:
https://publicador-psc.fii.gob.ve/dpc/ ; https://publicador-psc.fii.gob.ve/pc 


The CP/CPS are available in an English version:
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf,
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_email-F017/080-PCS-F017-INGLES.pdf
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_vpn-F072/080-PCS-F072-INGLES.pdf 
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20firma%20codigo/080-PCS-F075-INGLES.pdf 




kpichardo
Nota adhesiva
Accepted definida por kpichardo

kpichardo
Nota adhesiva
Accepted definida por kpichardo


CA's Response to
Recommended
Practices

NEED CA's response to each of the items listed in
https://wiki.mozilla.org
/CA:Recommended Practices#CA Recommended Practices

Verif@

Need Response From CA

Response to Mozilla's list of Potentially Problematic Practices

Potentially  https://wiki.mozilla.org Problematic | have reviewed Moxzilla's list of
Problematic  /CA:Problematic_Practices#Potentially_problematic_CA_practices Practices  Potentially Problematic
Practices Statement

Practices, and confirm that we
do not do those practices, with
exceptions and clarifications
noted in the text box below.

CA's Response to
Problematic
Practices

NEED CA's response to each of the items listed in

https://wiki.mozilla.org
/CA:Problematic Practices#Potentially problematic CA practices

Need Response From CA

a=

Root Case Record # 1

Root Case Information

Root Certificate Name  PSC Publico del MppCTIl para el Estado Root Case No  R00000044
Venezolano
Request Status  Need Information from CA Case Number 00000036
Additional Root Case Information
Subject  Include PSC Publico del MppCTII para el
Estado Venezolano root cert
Technical Information about Root Certificate
O From Issuer Field  Sistema Nacional de Certificacion Verified?  Verified
Electronica
OU From Issuer Field  Superintendencia de Servicios de Verified?  Verified
Certificacion Electronica
Certificate Summary  This is a sub-CA of the “Autoridad de Verified?  Verified
Certificacion Raiz del Estado Venezolano”
root certificate owned by SUSCERTE. In
Bug #489240 it was determined that
SUSCERTE's sub-CAs would apply for
inclusion themselves as separate trust
anchors.
Root Certificate  https://bugzilla.mozilla.org Verified?  Verified
Download URL  /attachment.cgi?id=8670003
Valid From 2011 Jan 25 Verified? Verified
Valid To 2021 Jan 22 Verified?  Verified
Certificate Version 3 Verified? Verified
Certificate Signature SHA-256 Verified? Verified
Algorithm
Signing Key 4096 Verified?  Verified
Parameters
Test Website URL  https://publicador-psc.fii.gob.ve Verified?  Verified

(SSL) or Example Cert
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PSC-FII
Response CA's Response to
***References: In chapter or Section 4 are the normative references of documents DPC 


***CAHierarchy:
In Section 8.9 are the Ca Hierarchy of document DPC. 
The FII-CA PSC-FII is signed by the SUSCERT root.
The FII-CA PSC-FII signs end-entity certificates directly.
Until now The FII-CA PSC-FII  has not signed any intermediate certificates. SUSCERTE has a policy for the operation of certifications authorities of third level. The policy is shown in section 8.9 of document PDC.

***The CA should indicate the general types of certificates (i.e., for SSL/TLS servers, email signing/encryption, and code signing) issued by each subordinate CA under each root. 
Answer: In Section 9.1 are the types of document DPC.
Where a CP/CPS applies to multiple subordinate CAs and/or multiple CA hierarchies, the CA should indicate whether particular sections of the CP/CPS apply to different subordinates and/or hierarchies and, if so, what the differences are.
Answer: The FII-CA PSC-FII only has the DPC and for each type of certificate your PC 

***Audit Criteria:
This is the link from SUSCERTE´s Web page where you can find the information about the list of auditors.
https://http://www.suscerte.gob.ve/registro/ 

The criteria of audit are according to Republic Bolivarian of Venezuela legislation and local standards (SUSCERTE), that includes to Operating Standard ETSI TS 102 042, FIPS PUB 140-2 and others.

***Document Handling of IDNs in CP/CPS:
The PSC-FII guarantees delivery of key container (Hardware or Software)following
authentication of the Signatory’s identity referenced in the document 080-PSC-F073 (HYPERLINK "https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf" https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-HYPERLINK "https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf" F073-INGLES.pdf) Section 12 IDENTIFICATION AND AUTHENTICATION.

***Revocation of Compromised Certificates
In The Sections 11.3. (FREQUENCY OF PUBLICATION), 13.1.5. (PROCEDURE TO GENERATE A REQUEST FOR CERTIFICATE REVOCATION), 13.8.1. (REASONS FOR REVOCATION OF CERTIFICATE are the normative references of documents DPC ( https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf)

***Verifying Domain Name Ownership
http://www.iana.org/domains/root/db/ve.html
https://registro.nic.ve/nicve/registro/index.html 


PSC-FII
Response CA's Response to Problematic
ssl certificates y widcard ssl certificates:
Web Service SSL certificates issued where you can from issuing certificate to a domain as subdomains (wildcard ssl certificates) for the same cost. 
https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf

Email Address:
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Sections:
13.1.2. CERTIFICATE REQUEST GENERATION PROCESS AND OBLIGATIONS,
8. RA Operator or VA Operator, (verification of all data on identity of the applicant is made)
9. RA operator or VA operator (the RA then sends an e-mail to the subscriber; this includes the
Validation Serial Number that will allow him to place the EC request)
10. Subscriber (Receives the Admin-pki@fii.gob.ve e-mail with the "Validation Serial")

***The domain/email validation is performed by the RA Operator or VA Operator.

Issuing end entity certificates directly from
CA hierarchy:
The FII-CA PSC-FII is signed by the SUSCERT root
The FII-CA PSC-FII signs end-entity certificates directly.
PSC-FII does not have CA intermediate certificates. SUSCERTE has a policy for the operation of certifications authorities of third level. 

The subordinate CA  FII-CA PSC-FII is by SUSCERTE root.

OCSP Responses: 
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 13.8.9. AVAILABILITY OF ONLINE REVOCATION AND CERTIFICATE STATUS VERIFICATION
The checking services are performed using a protocol called OCSP which provides the latest information  bout the status of a EC available at https://publicador-psc.fii.gob.ve:2560/ocsp

SHA-256 Certificates:
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 16.1.3. OBJECT IDENTIFIER (OID) OF ALGORITHMS
The OID cryptographic algorithm used by PSC-FII is:  SHA25withRSAEncryption 1.2.840.113549.1.1.11

Minimum Key Sizes:
Key size of the FII-CA PSC-FII
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 15.1.5. SIZE OF KEYS
The key to the CA-FII, belonging to the PSC-FII confidence hierarchy is RSA 4096 bits long
and the key of the EC of the signatories is specified in the respective CP.

The size of the EC (WEB SERVER (SSL), E-MAIL SERVER, VPN SERVER, CODE SIGNATURE) key is 2048 bits.

Validate all Data included in Certificates
The domain/email validation is performed by the RA Operator or VA Operator. As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 13.1.2. CERTIFICATE REQUEST GENERATION PROCESS AND OBLIGATIONS and Section 8. RA Operator or VA Operator.
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CRL URL(s)

OCSP URL(s)

Revocation Tested

Trust Bits

SSL Validation Type

EV Policy OID(s)

EV Tested

Root Stores Included In

Mozilla Applied
Constraints

http://www.suscerte.gob.ve
/lcr/CERTIFICADO-
RAIZ-SHA384CRLDER.crl
https://publicador-psc.fii.gob.ve/crisha256
[cacrl.crl

http://ocsp.acraiz.suscerte.gob.ve
http://publicador-psc.fii.gob.ve:2560/ocsp

NEED to resolve all errors returned by
https://certificate.revocationcheck.com
/publicador-psc.fii.gob.ve

Code; Email; Websites

DV

Not EV

Not requesting EV treatment.
Microsoft

NEED: Mozilla has the ability to name
constrain root certs; e.g. to *.gov or *.mil.
CAs should consider if such constraints
may be applied to their root certs.

Digital Fingerprint Information

SHA-1 3E:B1:8B:67:37:B3:30:2F:03:55:16:34:58:1C:FB:BF:38:EA:92:96

Fingerprint

Verified?

Verified?

Verified

Verified

Verifiet@Need Response From CA

Verified?

Verified?

Verified?

Verified?

Verified?

Verified
Verified
Not Applicable
Not Applicable
Verified

Verifi@ Need Response From CA

Verified?

SHA-256  24:A9:C8:E1:15:0D:89:0D:42:D8:2B:1D:57:BF:3A:BB:F2:AD:AE:84:6B:3A:DD:EC:7A:79:28:5C:9D:4C:C7:7C Verified?

Fingerprint

CA Hierarchy Information

CA Hierarchy

Externally Operated
SubCAs

Cross Signing

Technical Constraint
on 3rd party Issuer

The PSC Publico del MppCTlI para el Estado
Venezolano (PSC-FII) is the first public provider
credited by the Venezuelan state to offer electronic
signature certificates.

Is a subCA under the venezuelan root of certification
("Sistema Nacional de Certificacion Electronica").

This root signs end-entity certificates directly.

NEED: Can this certificate sign externally-operated
subCA certificates?

NEED:

- List all other root certificates for which this root
certificate has issued cross-signing certificates.

- List all other root certificates that have issued cross-
signing certificates for this root certificate.

- If any such cross-signing relationships exist, it is
important to note whether the cross-signing CAs'
certificates are already included in the Mozilla root store
or not.

NEED: CP/CPS documentation describing the technical
and contractual controls over any 3rd party who may
issue certs in this CA Hierarchy. This includes external
RAs as well as External subCAs.

References:

- section 7.1.5 of version 1.3 of the CA/Browser
Foruom's Baseline Requirements

- https://www.mozilla.org/en-US/about/governance
[policies/security-group/certs/policy/inclusion/

- https://wiki.mozilla.org
[CA:CertificatePolicyV2.1#Frequently Asked Questions

Verified?  Verified

Veri@ Need Response From CA

Verified?  Need Response From CA

Vev@ Need Response From CA

Verified

Verified


PSC-FII
Response CRL y OCSP
The Certificate Revocation List (CRL) is well

OCSP service is on port 2560 



PSC-FII
Response
GOV:
In The Section 11.2. PUBLICATION OF CERTIFICATION INFORMATION, are the websites of the PSC-FII: https://ar.fii.gob.ve  https://publicador-psc.fii.gob.ve. 


PSC-FII
Response Operate Sub CAs
The PSC-FII does not has Sub-CA current.

PSC-FII
Response Controls
Controls:
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Sections:
11 PUBLICATION OF PSC-FII INFORMATION AND CERTIFICATE REPOSITORIES
14 PHYSICAL SECURITY, MANAGEMENT AND OPERATION CONTROLS
15 TECHNICAL SECURITY CONTROLS
17.4. TOPICS COVERED BY COMPLIANCE CONTROL
18.3.1. CONFIDENTIALITY CONSIDERATIONS
18.6.6. OBLIGATIONS OF THE SIGNATORY
18.6.7. OBLIGATIONS OF BONA FIDE THIRD PARTIES
18.6.8. REPOSITORY OBLIGATIONS
18.14. CONFLICT RESOLUTION
18.17. INTERPRETATION OF A DISPUTE PROCESS



Verification Policies and Practices

Policy
Documentation

CA Document
Repository

CP Doc
Language

CP

CP Doc
Language

CPS

Other Relevant
Documents

Auditor Name

Auditor Website

Auditor
Qualifications

Standard Audit

Standard Audit
Type

Standard Audit
Statement Date

BR Audit

BR Audit Type

BR Audit
Statement Date

EV Audit

EV Audit Type
EV Audit
Statement Date
BR
Commitment to
Comply

SSL Verification
Procedures

Email CP: https://ar.fii.gob.ve/pub/docs/DPC_PC2015/PC/pc%20servidor/pc_serv_email-
F017/Aprobar_080-PCS-F017.pdf

SSL CP: https://ar.fii.gob.ve/pub/docs/DPC PC2015/PC/pc%20servidor/pc_serv_ssl-
FQ73/Aprobar_080-PCS-F073.pdf

Code Signing CP: https://ar.fii.gob.ve/pub/docs/DPC PC2015/PC/pc%20firma%20codigo
/Aprobar 080-PCS-F075.pdf

Operadores AR/AC CP: https://ar.fii.gob.ve/pub/docs/DPC_PC2015/PC/PC%200perador
/Aprobar 080-PCO-F018.pdf

https://ar.fii.gob.ve/

Spanish

https://ar.fii.gob.ve/pub/docs/DPC_PC2015/PC/pc%20servidor/pc_serv_ssl-
FO73/Aprobar_080-PCS-F073.pdf

Spanish

https://ar.fii.gob.ve/pub/docs/DPC_PC2015/DPC/080-DPC-F014.pdf

Accredited provider: http://www.suscerte.gob.ve/acreditacion/

Milthon J. Chavez

http://www.suscerte.gob.ve/reqgistro/

https://bugzilla.mozilla.org/attachment.cqi?id=8665614

ETSI TS 102 042

6/12/2015

NEED: If requesting Websites trust bit, then also need a BR audit as described here:
https://wiki.mozilla.org/CA:BaselineRequirements

NEED section in the CP/CPS that has the commitment to comply with the BRs as

described in section 2.2 of version 1.3 of the CA/Browser Forum's Baseline Requirements.

NEED Sections of CP/CPS that sufficiently describe the verification steps that are taken to
confirm the ownership/control of the domain name to be included in the SSL/TLS cert.

As per section 3 of https://wiki.mozilla.org

[CA:Information checklist#Verification Policies and Practices

https://wiki.mozilla.org/CA:BaselineRequirements#CA Conformance to the BRs
It is not sufficient to simply reference section 11 of the CA/Browser Forum's Baseline
Requirements (BR). BR #11.1.1 lists several ways in which the CA may confirm that the

Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified
Verified? Verified

Verified? Not

Applicable
Verified?  Verified
Verified?  Not Verified
Verified?  Verified
Verified?  Verified
Verified?@eed
esponse
From CA
Verifiel@eed
esponse
From CA
Verifie@ Need
Response
From CA
Verified? Not
Applicable
Verified?  Not
Applicable
Verified? Not
Applicable
Veri@ Need
Response
From CA
Ve@ Need
Response
From CA


kpichardo
Nota adhesiva
Auditor:
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 17.2. AUDITORS
The external auditor shall be selected at the time of completion of each audit.
Any company or person hired to perform the PSC-FII audit shall meet the following
requirements:
• Registration with the SUSCERTE auditors registry.
• Comply with provisions of SUSCERTE Standard No. 047
• Adequate training and experience in PKI, security, audit processes and
cryptographic technology.
• Independence of the organization with respect to PSC-FII.


PSC-FII
Response
ETSI TS 102 042

PSC-FII
Response
6/12/2015

PSC-FII
Response
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 4 NORMATIVE REFERENCE


PSC-FII
Response
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 13 PSC CERTIFICATES AND EC LIFE-CYCLE

As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf), Section 13 PSC CERTIFICATES AND EC LIFE-CYCLE
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EV SSL
Verification
Procedures

Organization
Verification
Procedures

Email Address
Verification
Procedures

Code Signing
Subscriber
Verification Pro

Multi-Factor

Authentication

Network
Security

certificate subscriber owns/controls the domain name to be included in the certificate.
Simply referencing section 11 of the BRs does not specify which of those options the CA
uses, and is insufficient for describing how the CA conforms to the BRs. The CA's CP/CPS
must include a reasonable description of the ways the CA can verify that the certificate
subscriber owns/controls the domain name(s) to be included in the certificate.

https://wiki.mozilla.org/CA:Recommended Practices#Verifying Domain Name Ownership

Not requesting EV treatment

NEED: CP/CPS sections that describe identity and organization verification procedures for
cert issuance.

NEED Sections of CP/CPS that sufficiently describe the verification steps that are taken to
confirm the ownership/control of the email address to be included in the cert.

As per section 4 of https://wiki.mozilla.org
[CA:Information checklist#Verification Policies and Practices

https://wiki.mozilla.org/CA:Recommended Practices#Verifying Email Address Control

NEED:

- URLs and section/page number information pointing directly to the sections of the
CP/CPS documents that describe the procedures for verifying the certificate subscriber's
identity and authority, and the organization's identity and existence.

https://wiki.mozilla.org

/CA:Recommended Practices#Verifying Identity of Code Signing Certificate Subscriber

NEED CA response (and corresponding CP/CPS sections/text) to section 6 of
https://wiki.mozilla.org/CA:Information checklist#Verification Policies and Practices

NEED CA response (and corresponding CP/CPS sections/text) to section 7 of
https://wiki.mozilla.org/CA:Information_checklist#Verification_Policies and_Practices

Link to Publicly Disclosed and Audited subordinate CA Certificates

Publicly Disclosed &
Audited subCAs

NEED URL to publicly disclosed
subordinate CA certificates that chain up
to certificates in Mozilla's CA program, as
per Items #8, 9, and 10 of Mozilla's CA
Certificate Inclusion Policy.

Verified?

Veri@
W)

=

V@i?
@d?

Verified?@eed Response From CA

Not
Applicable

Need
Response
From CA

Need
Response
From CA

Need
Response
From CA

Need
Response
From CA

Need
Response
From CA



PSC-FII
Response
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 12 IDENTIFICATION AND AUTHENTICATION


PSC-FII
Response
Validate all Data included in Certificates
The domain/email validation is performed by the RA Operator or VA Operator. As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 13.1.2. CERTIFICATE REQUEST GENERATION PROCESS AND OBLIGATIONS and Section 8. RA Operator or VA Operator.


PSC-FII
Response
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 13 PSC CERTIFICATES AND EC LIFE-CYCLE

As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 12 IDENTIFICATION AND AUTHENTICATION

As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20firma%20codigo/080-PCS-F075-INGLES.pdf), Section 13 PSC CERTIFICATES AND EC LIFE-CYCLE


PSC-FII
Response
The Ca data estructure
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Section 16.1. CERTIFICATE PROFILE

The SSL Web Server EC profile
As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_ssl-F073/080-PCS-F073-INGLES.pdf) Section 16.1. CERTIFICATE PROFILE

The Code Signature EC profile:
As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20firma%20codigo/080-PCS-F075-INGLES.pdf),  Section 16.1. CERTIFICATE PROFILE

The VPN Server EC profile:
As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_vpn-F072/080-PCS-F072-INGLES.pdf),  Section 16.1. CERTIFICATE PROFILE

The E-mail Server EC profile:
As specified in the CP (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/PC/pc%20servidor/pc_serv_email-F017/080-PCS-F017-INGLES.pdf),  Section 16.1. CERTIFICATE PROFILE

As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Sections:
14.4. SECURITY CONTROL PROCEDURES
14.5.5. AUDIT FILES REPOSITORY SYSTEM (INTERNAL VS. EXTERNAL)
17. COMPLIANCE AUDIT



PSC-FII
Response
As specified in the CPS (https://publicador-psc.fii.gob.ve/docs/DPC_PC2016/DPC/080-DPC-F014-INGLES.pdf), Sections:
14. PHYSICAL SECURITY, MANAGEMENT AND OPERATION CONTROLS.
15. TECHNICAL SECURITY CONTROLS.


PSC-FII
Response
The PSC-FII does not has Sub CA




