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1. INTRODUCtion
1.1 SUMMRY
This Certification Practice Statement (CPS) is a statement of the criteria to be committed to following the Certification Service Provider of Foundation Engineering Institute (hereinafter FEI CSP).
In this CPS sets out the rules and conditions that apply to the certification services provided by the FEI CSP to any entity of the Venezuelan state, the private sector, and who in turn has an agreement to provide this service . Similarly, the application process includes identification, generation, activation, revocation of Certificates, and management and use of the devices signature generation and verification. Is an integral part of this document and its annexes Certification Policy is submitted to each of the different types of certificates issued by FEI CSP.
This CPS is inspired by RFC 3647 "Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framewortk" Internet Engineering Task Force (IETF) (which supersedes RFC2527) as a guide for assistance in drafting such documents. The CSP-FEI CPS covers all key sections of the specification, however the author has found it necessary to include other sections, in his opinion, considers necessary for the proper adaptation to the requirements of the framework of existing legislation, in particular, Decree Law on Data Messages and Electronic Signatures (LMDES).

1.2 DOCUMENT IDENTIFICATION
	Name
	Practice Statement and Certificate Policies

	Version
	1.0

	Status
	Valid

	Reference 
	2.16.862.2.6

	Issue Date
	May 2010

	Expiration Date
	In 10 years

	Electronic Location
	http://ar.fii.gob.ve 


1.3 REACH
Practice Statement and Certificate Policies (CPS) of CSP-FEI describes the creation, management and use of public key certificates X.509 version 3 in applications requiring communication between networked computer systems and applications that require integrity and confidentiality of electronic information. Such applications include, among others, and without being restricted to them, e-mail, transmit information to electronic and digital signature. 

Regarding the applicability, processing, interpretation and validity of this CPS, the CSP-FEI will be governed by the legal framework of the Bolivarian Republic of Venezuela.

1.4 APPLICABILITY
Practices described in this CPS applied to the CSP-FEI, the respective CA and their managers, the RA and their managers, the repositories used by the CA, a certified end entities and relying parties. 

The uses for which certificates may be generated for, are restricted to those specified in the respective Certificate Policies (CP).

1.5 LEGAL AND REGULATORY FRAMEWORK
· Organic Law of Public Administration.

· Administrative Procedures Organic Law (APOL).

· Computer Crimes Law.

· Decree Law on Data Messages and Electronic Signatures (LMDES).

· Partial Regulations to the Law on Data Messages and Electronic Signatures (PRLDMES).
· Certification Practice Statement of the Superintendence of Electronic Certification Services (SUSCERTE).

· Certification Policies of SUSCERTE.

· ISO 17799 

· ETSSI TI 102 042 
· RFC 3647
· COBIT
1.6 CONCEPTUAL FRAMEWORK
Below we will examine some concepts that will be discussed throughout this document:

1.6.1 PUBLIC KEY INFRAESTRUCTURE (PKI)
Public Key Infrastructure is a way to ensure the exchange of information, which is based on the use of cryptographic and key elements that serve as keys to grant or deny access to information. It is a combination of hardware and software, policies and procedures for ensuring the identity of participants in an exchange of data using public key cryptography.

The PKI can be used in: a) communication and transactions through SSL, IPsec, VPN and HTTPS, b) safety in shipping and receiving documents and emails, c) electronic signature database, and d) identification "clear "of domains and users.

The relationship of trust based on the use of PKI required to have: a) a node Database management repositories (LDAP) to register the electronic certificates and other information on your application, validity, revocation, etc.., b) CA 's RA's that perform operations associated with the management of electronic certificates, c) public elements to interact with users of PKI, d) entities or signatories to interact with the PKI. These elements make possible the relationship of trust through their relationship as shown in the diagram below, where end entities are those that possess a key pair (public and private) and a certificate associated with your public key. 
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Figure 1  Relationship of Trust
Under the concept of Free Software set forth in Decree 3301, the Foundation Engineering Institute (FEI) implements the PKI according to the following scheme:

[image: image1.jpg]System Of Science, Technology, Innovation

Fll

] e
5@ -4 5\% [u = &% |4
o = P X\

Ac

1) Operator Cetfcation AR

2) ssuing of certifcates ey generation
3) Estabistin and publisting poicies

(CPS) and the practical-appications (CPs)
4 Broadast CRL

AR

2) Smert Card priting

Sarce by ot meae
) Revosation Management
5)lfecycle managemet of cetficates

1) entification and authertication of applcarts

3) Storaue apd deiveryof cerifcates onsmart |

[ mr—

ATk

CHECK shigh
Reguinton
ki

et cands ceniates

=

e i o

Riguizton miguimton fgitmten Rogetan
ey Auperys donts ot s

Functional Model PSC
21/03/2008





Figure 2  Functional CSP-FEI Model
1.6.2 X.509

X.509 is an ITU-T standard (standardization sector of ITU Telecom) for PKI (Public Key Infrastructure). Among other things, defines specific formats for public key certificates and algorithm validation certificate path.

1.6.3 CERTIFICATE REVOCATION LISTS (CRLS)
Certificate revocation lists (CRLs) are a mechanism by which the CA publishes and distributes information about the canceled licenses for applications that employ them. A CRL is a data structure signed by the CA that contains the date and time of publication, name of the certifying entity and the serial numbers of the canceled licenses that have not expired.

When an application works with Certificates should obtain the latest CRL of the entity that signs the certificate you are using and check that your serial number is not included in it. 

1.6.4 ELECTRONIC CERTIFICATES
Electronic certificates are digital documents digitally signed by a certification authority, which associates a public key with its owner during the period of life of certificate. 

Electronic Certificate comprises:
· A holder's name or pseudonym.

· Certificate version.

· A unique code that identifies the certificate.

· A CSP ID issuing the certifícate.
· A period of validity of the certificate. 

· The Electronic Signature of Certifying CSP.

· A signature verification device address that corresponds to a device for creating electronic signatures under owner's control.

· A specific attribute of the holder.

· limits use of the certificate, if applicable.

· Management of the Consultation of CRL.

· The limits of responsibility of the CSP and the value of transactions for which the certificate is valid.

1.6.5 ELECTRONIC CERTIFICATION SERVICE PROVIDER (CSP)
A Certified Service Provider corresponds to a CA Electronic signature. From the operational point of view, comprises a functional system consisting of a Registration Authority (RA) and Certification Authorities (CA's). Within the dynamics of operation handles Certificate Revocation Lists (CRL), Lists of Certified Asset Register of applications for Certificates, ANSWER OSCP (Online) and CSR Request for Certificate Signing. 

The CSP operate with a Public Key Infrastructure (PKI) (X.509 Public Key Infrastructure: RFC 2459 & 3280), pairs keys and use of cryptography and security elements.

Among the services provided by a CSP include:

· Emission of Electronic Certificates 
· Key Generation 

· Distribution of Certificates
· Cross-Certification
· Key Safeguard
· Suspension and revocation of certificates

1.6.6 Root Certification Authority (CA ROOT)

The Root CA is the root certification authority of the PKI of Venezuela, whose main function is to issue electronic certificates to Providers of Electronic Certification Services (CSP). Has a root certificate that no other superior entity trusted can sign electronically as root, it means, has a self-signed certificate that complies with applicable international standards and ensuring interoperability. This self-signed certificate with its private key is with the signing public key certificates of the CSP and in turn these private keys used to sign certificates of end entities, so that the entire hierarchy is covered by trusted root CA of Venezuela PKI.

1.6.7 Certification Authority (CA)
These entities are responsible for issuing and revoking digital certificates to subordinate authorities. CA should handle all repositories for registration certificates and revocation lists, and other data related to the management of Electronic Certificates.

1.6.8 Registration Authority (RA)
The Registration Authority (RA) is responsible for communication between the user and the certification authority (CA). Is linked to a CA and aims to receive, validate, verify and manage requests for issuance or revocation of digital certificates and in accordance with the policies and procedures defined by the corresponding CA.

The role of RA is to control the generation of certificates for members of an entity. Upon identification, the Registration Authority is responsible for making the certificate request and store the relevant data. 
1.6.9 End entities
End entities or natural persons or legal signatories that are able to request and obtain an electronic certificate in the conditions set forth in this document and in the respective certification policies for each type of certificate.

1.6.10 HIERARCHY OF CERTIFICATION ENTITIES
The Certification Authority hierarchy consists of three levels (see diagram) that includes a root CA, CSP's certifying CA's level 3 and taking direct applications of RA function. The CA's Level 3 certification functions performed by a set of RA's recognized, and the latter in turn serve license applications to be processed through an CA. 

The CA always must have infrastructure for certification activities, while the RA function in this sense remotely via Web applications.

 SHAPE  \* MERGEFORMAT 



Figure 3 Hierarchy Model 
1.6.11 REPOSITORIES
Repositories are the structures responsible for storing information on the PKI. The two most important repositories repository repository certificates and certificate revocation lists (CRL).

1.6.12 PRIVATE KEY PROTECTION
Private keys are the responsibility of the signatory owner and should be protected through one of the following means:
· Storage hard drive encryption (pgp, browsers)

· Storage device "Smart Card”

· Model selection for private key (key length and use of alphanumeric characters)

1.6.13 TYPES OF ELECTRONIC CERTIFICATES
The CA's handle 4 types of Electronic Certificates:

· Certified's signatories from 128 bit SSL.
· Certificates for servers (email, Web, etc.) from 256-bit SSL.
· Certificates for VPN.
Hardware-based certificates. Examples of these are recommended or smart card's Smart Card.

1.7 USER COMMUNITY AND APPLICABILITY
1.7.1 POLICY APPROVAL AUTHORITY
The Policy Approval Authority (PAA) created within the CSP-FEI in the shape of the Organization and Methods Unit, under the highest authority of the Foundation Institute of Engineering has attributed the role of development and proposal of adoption of this CPS And its modifications.

1.7.2 PROVIDER CERTIFICATION
The PSC-FEI will act as Certification Authority (CA) is responsible for managing electronic certificates in this regard, will address requests for issuance, suspension and revocation of certificates, likewise, will perform the update operations and synchronization of repositories and publish current license lists, suspended or dismissed due to him. All these activities will be made in accordance with the terms of this document and the Certificate Policy (CP) of each type of Certificates.

1.7.3 REGISTRATION AUTHORITY
The CSP-FEI delegate the verification of identities in one or more Registration Authorities (RA). This situation is formalized in an agreement for Registration Authority. Delegated registration authorities will check the identity of applicants in order to grant licenses according to the rules of the CPS, the PC of each type of certificates and Registration Authority Agreement. 

1.7.4 APPLICANT
For the purposes of this CPS, applicant shall mean the natural person or legal entity acting on behalf of itself or a legal person it represents, and is authorized, depending on each CP of each certificate, request an electronic certificate.

1.7.5 SIGNATORY
Signatory means the certificate to the person who willfully uses trusts and certificates provided by the CSP-FEI. 

1.8 USE OF CERTIFICATES
1.8.1 PERMITTED USES FOR CERTIFICATES
Certificates issued by the CSP-FEI will be used for a variety of purposes, among which mention the following:

CERTIFICATE OF NATURAL PERSONS
These certificates authorizing signature and / or encryption of emails and documents with the electronic certificate on behalf of the individual who appears in it as a signatory. There are two types of certificates of natural persons, which will be stored on a software (applications such as Mozilla, Thunderbird, etc.). and that will be stored on a hardware level (Smart Cards), each of these types of certified individuals are differentiated in the length or validity and size.

CERTIFICATES OF LEGAL PERSONS
This type of certificate identifies a company or society as such when making transactions electronically. It is issued to a legal person but always guarded by a legal representative or agent of the company.

Normally, the signing of a legal person shall be employed by the person who requests it on behalf of those who have a special duty of custody, because, ultimately, be accountable for the mismanagement that it is done (uses materials are prohibited or not permitted), which will take caution and adequate precautions for the signature creation data that the custodian not moving out of control.

SERVER CERTIFICATES
Server certificates can incorporate SSL into a web server. Thanks to this protocol all communication that occurs between the client and the server remains secure by encrypting information sent between two parties. Server certificates can not be used for electronic signature or electronic signature endorsing that signatory.

CERTIFICATE FOR OPERATORS OF CSP (RA / CA)
The signatories of such certificates are the people responsible for administrative tasks Registration Authorities and Certificate Authorities.
CERTIFICATES OF AUTHENTICATION
These certificates are designed to ensure the signer's identity electronically. It may not be used to sign any such transaction or electronic document.
1.8.2 USE RESTRICTIONS FOR CERTIFICATES
Not permitted to use the certificates issued by the CSP-FEI are those that are not covered in the previous section. 
1.9 ADMINISTRATION OF POLICY
1.9.1 Organizer SPECIFICATION
The CPS is owned by the foudation Institute of Engineering:

National road Hoyo de la Puerta – Baruta, Monte Elena II Urbanization – Altos de Sartenejas, postal code 1080. Section 40200 – Caracas 1040 – A. Venezuela. 

it is being administered by the Organization and Systems Unit of the CSP-FEI.

1.9.2 CONTACT PERSON
For any information regarding this CPS:

Contact person: Eng. Karola Guerrero León.

e-Mail: karog@fii.org
1.9.3 INTELLECTUAL PROPERTY RIGHTS
FEI CSP is the exclusive holder of all intellectual property rights resulting from the certification system and regulates described herein.

The certificates, keys, and generally, any documents, information or material of any nature CSP FEI available to certificate holders are their intellectual property. Is granted a nonexclusive license and unpaid copying and distribution of certificates to the parties, provided it respects the integrity of them and not published in a public warehouse without the permission of this entity. 

1.10  ACRONYMS
	CA
	Certification Authority

	RA
	Certification Authority

	CRL
	Certificate Revocation List

	DIC
	Direction of Inspection and Control SUSCERTE

	CPS
	Practice Statement and Certificate Policies

	OLPA
	Organic Law of Public Administration

	OLAP
	Organic Law on Administrative Procedures

	LDMES
	Identifying Initials Decree with the force of Law on Data Messages and Electronic Signatures (1204).

	CSP
	Electronic Certification Services Provider.

	CSP-FEI
	Certification Service Provider of Foundation Engineering Institute.

	SUSCERTE
	Superintendence of Electronic Certification Services (Superintendencia de Servicios de Certificación Electrónica). 
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2. ORGANIZATIONAL MODEL OF CSP-FEI
2.1 ORGANIZATIONAL UNITS REQUIRED FOR THE OPERATION OF CSP-FEI
For the operation of CSP-FEI is required to have a set of organizational units or its equivalent as determined by responsible persons the volume of services that are present. These units can be grouped into two operating groups and a governing body as described below:
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Figure 4  Organizational Units of CSP-FEI
2.1.1 GENERAL DIRECTION OF CSP-FEI 
The governing body of the CSP-FEI. SUSCERTE liaises with Venezuela as CA Root.

ORGANIZATION AND SYSTEMS UNIT
Assists other organizational units regarding the definition of the organizational structure, rules and procedures that govern and applications development. Among its general functions are:

· Analyze the administrative processes in order to reduce time and costs.

· To study, analyze and propose changes in the organizational structure and restructure units that require it.
· Prepare technical reports, making appropriate recommendations to the optimization process.

· Develop and maintain manuals of the various administrative areas and manuals.

· Channel design applications and / or update applications.

· User training regarding the implementation of systems and procedures.

· Develop, monitor and control print designs that are necessary for the CSP-FEI.
· Establish meetings with the different units, when required.

· Provide necessary support to the various units, as for the evaluation and definition of new tools.

 AUDIT UNIT 
This unit is responsible for using procedures, techniques and methodologies, in order to predict and verify the data integrity, reliability of internal controls, financial information and the security of information assets are stored on computer media of CSP. 

LEGAL CONSULTING UNIT 
This unit is responsible for advising on all matters relating to legal matters, serves and represents the CSP in all actions of a legal, and organizing, directing and coordinating activities related to the processing of legal documents. 

SUPPORT UNIT OPERATIONS AND TECHNOLOGY
It is for this unit to ensure, plan, direct and control the evaluation and design of the technological platform and systems in the CSP-FEI. Come embedded diagnosis, design, configuration and upgrading the technological factor required to achieve good performance and increased productivity index. 

In this regard, will be responsible for permanently maintaining the availability of hardware and software to allow the operation conditions of the units receiving the service users.

2.1.1.1.1 Department of Research, Development and Innovation
Is responsible for the continuous updating of technology support services and operations provided in the CSP-FEI. Also develop and conduct tasks that enable the evaluation of software and hardware supplies indispensable to the basic processes and subsequently be presented to management level for decision-making authority for future acquisition. 

2.1.1.1.2 Department of Technology Support
This department is responsible for the proper functioning of the hardware platform and applications that support the operation of CSP-FEI.
2.1.1.1.2.1 Infrastructure Area 
This area is responsible for everything related to communications and networks in the CSP-FEI. Among the general functions we have:

· Implement, manage and maintain the operation of existing networks. 

· Defining roles in general management, control and verify the operation of networks.

· Establish policies for installation, configuration, maintenance, upgrading, fault tolerance, and any task that involves a normal development in the operation of networks.

· Define and perform audits necessary to verify the operational status and control of networks.

· Define, maintain and monitor the policies of preventive management for networks.

· Define the technical specifications in the networking area.

· Manage and implement perimeter security policies.

· Maintain or to maintain the equipment that provides connectivity services.

2.1.1.1.2.2 Applications Area
This area is responsible for formulating, directing and carrying out developments, allowing the implementation of various applications that meet the requirements of the CSP-FEI and users. 

2.1.1.1.2.3 Database Area
This area efficiently develop activities concerning the design, structure and administration of existing databases.
2.1.1.1.2.4 Security Area
This area carries out activities concerning the implementation of the various controls to maintain the security of information assets, as well as to verify compliance with security policies and contingency plans in place.

MARKETING SUPPORT UNITS  
2.1.1.1.3 Operating Department CSP-FEI in its CA level function  

The CSP-FEI as CA level 2 must perform operations of CA characteristics. In that sense, this unit will be responsible for issuing and revocation of Electronic Certificates, likewise, be responsible for accreditation and operational control of the so-called Level 3 CA linked to CSP-FEI.

2.1.1.1.4 Operating Department CSP-FEI in its RA Function
Although not the prime role of the CSP-FEI respond to requests for signatories, this unit will perform the function of RA, meeting the requests submitted for processing through the CA function.
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3. REPOSITORY RESPONSIBILITIES AND DISCLOSURE OF CSP-FEI INFORMATION
3.1 REPOSITORIES
Publishing services to which the signatories can access will be available 365 days a year, 24 hours a day in case of interruption due to force majeure, it shall be restored in the shortest time possible and this will not more than four (4) consecutive hours and thirty-six (36) hours per year.

The public repository of CA-FEI does not contain any information considered confidential or proprietary.

3.2 PUBLICATION OF CERTIFICATION INFORMATION
As indicated by the Law on Data Messages and Electronic Signatures, the CSP is required to ensure the integrity, availability and accessibility of information and documents related to the services provided. In this regard, the CSP-FEI will make publications of all that information into the public domain, which is done through the website. In this sense: 

This document and its attachments are public and are available on the website of the CSP-FEI: https://ar.fii.gob.ve 

Certification Policies are public and are available on the website of the CSP-FEI: https://ar.fii.gob.ve 

The root certificate is public and available on the website of the CSP-FEI: https://ar.fii.gob.ve
The certificate issued by the CSP-FEI are public and are available on the website of the CSP-FEI: https://ar.fii.gob.ve
The certificate revocation list is public and is available on the website of the CSP-FEI https://ar.fii.gob.ve. CRL's lists have been published by the CSP-FEI remain available to the public, in no circumstances shall deletion or destruction.

All documents are signed electronically by the CSP-FEI. 

3.3 TIME OR FREQUENCY OF PUBLICATION
Practice Statement and Certificate Policies and Certification respective policies will be published on the Web site from the time of its creation. The certificates issued by the CSP-FEI will be published immediately to his generation, suspension or revocation. The CSP creates, simultaneously with the act of revocation of the certificate, a new CRL that includes. 

3.4 REPOSITORIES CONTROL ACCESS 
The information published by the CSP-FEI, can only be accessed and changed at any time by unauthorized persons. It will only be updated by internal staff who will be trained and authorized to do so.
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4. IDENTIFICATION AND AUTHENTICATION
4.1 INITIAL REGISTRATION
4.1.1 TYPES OF NAMES
The CSP only generates and signs certificates to types of names in accordance with the standard X. 500.
Distinguished name (DN) for the certificate of the Certification Service Provider is comprised of the following attributes:

· CN= PSC del MCT para el Estado Venezolano (CSP Ministry of Science and Technology MST for the Venezuelan state)
· O=Sistema Nacional de Certificación Electrónica (National Electronic Certification System)
· OU= Fundación Instituto de Ingeniería (Foundation Engineering Institute)
· C=VE

· E=psc@fii.gob.ve

The alternative name (AN) of the CSP consists of the following attributes:

· dNSName=ar.fii.gob.ve

· OID 2.16.862.2.1=[Código identificador del PSC] (CSP Identifier Code)
· otherName= OID 2.16.862.2.2=RIF-G-20004650-3

For certificates issued by the CSP:

The DN of certificates issued by the CSP is comprised of the following attributes:

· CN=Nombre o Razón Social del usuario del certificado [identificación de la persona] (Name and address of the user of the certificate [ID's])
· O=Sistema Nacional de Certificación Electrónica (National Electronic Certification System)
· OU= [nombre o razón social de la Autoridad de Registro] (name or trade name of Registration Authority)
· C=VE

· E=[correo electrónico del signatario del portador del certificado] (email Carrier signer certifícate)
The alternative name (AN) of the certificates issued by the CSP is comprised of the following attributes:

· dNSName=pagina principal de la Autoridad registro que aprueba el certificado [dominio del registrado ante nic.ve] (homepage registration Authority approves the certificate [domain registered with nic.ve])
· otherName=otherName

· OID 2.16.862.2.1=[Código identificador del PSC] (CSP Identifier Code)
· OID 2.16.862.2.2=RIF-[RIF o numero de documento de identidad del portador del certificado] (TIR-[TIR or identity card number of the certificate holder]
4.1.2 NEED FOR SIGNIFICANT NAMES
If the applicant is a signatory or person (Natural), the name assigned to the Common Name attribute is the name of the signatory (name).

If the signatory is an organizational entity, the name assigned to be the Common Name for your Company name.

4.1.3 INTERPRETATION OF NAMES FORMATS
The rules used for the interpretation of the distinguished names on the certificates issued are described in ISO / IEC 9595 (X.500) Distinguished Name (DN). Additionally, all certificates issued using UTF8 encoding for all attributes, according to RFC 3280 (“Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”).
4.1.4 UNIQUENESS OF THE NAMES
The CSP based on the statement of certification policies and practices issued by SUSCERTE, defined as a field DN (Distinguished Name), all certificates issued as a single and unambiguous. This will include as part of DN, in the OU field, the name and address of the applicant and spread under the OID 2.16.862.2.2 which corresponds to the identification document or TIR. Therefore, the uniqueness is ensured by reliance upon the uniqueness of trade names in the business register national register of citizens by the National Office of Identification and Immigration - ONIDEX.

4.1.5 CONFLICT RESOLUTION FOR NAMES
The CSP of the FEI shall not act as arbitrator or mediator, or resolve any dispute concerning the ownership of the names of individuals or organizations, domain names, trademarks or trade names, etc.. Also, the agency reserves the right to reject a license application due to name conflict.

4.2 INITIAL IDENTITY VALIDATION
4.2.1 TEST METHODS FOR POSSESSION OF PRIVATE KEY 
The certification system implemented and used by the CSP of FEI for managing the lifecycle of their certificates controls and automatically guarantee the issuance of the signed certificate to the holder of the private key corresponding to public key included in the application. This guarantee is achieved through the PKCS # 10 which includes in the request a digital signature of it made ​​with the private key corresponding to public key certificate.

4.2.2 AUTHENTICATION OF IDENTITY OF THE ORGANIZATION
Public key certificates are issued to legal persons. 

The future identification and authentication of the signatory or signatories following procedure is set by:

· RA verifies the identity and authority of the person acting on behalf of prospective signatories and their ability to receive the keys on behalf of that organization, by submitting documents proving so.

· The AR or CA keeps track of the type and details of identification used, in addition, the RA or CA shall retain the name of the person responsible for the petition which is issued the certificate of organization or individual.

· The procedures for the issuance of a certificate of organization do not conflict with other provisions of this CPS (eg, key generation, private key protection and obligations of the signatories).

4.2.3 Identity authentication SIGNATORY
The application for a certificate must be lodged by the person concerned. In addition to their identification and signed the application document, the signatory must complete future web application to your RA for authentication prior to the issuance of the certificate.

The RA is responsible for obtaining confirmation of the membership of the organization and will be responsible for obtaining confirmation of the identity of the signatory who applies for a certificate. The identity verification is carried out either at the time of application for the certificate or prior to that request authentication using the documentation included in the directories and files of the RA.

In case of certificates of legal person - public body must be verified in the Official Gazette of the Bolivarian Republic of Venezuela, the creation of the entity or agency, functions of the applicant and the appointment of office.

In case of certificates of legal person - a private institution, it must be verified in the document establishing the company's creation of the entity, the functions of the applicant and the appointment of office.
4.2.4 CRITERIA FOR USE WITH EXTERNAL CA
Currently we do not pay this service.
4.3 IDENTIFICATION AND AUTHENTICATION OF APPLICATIONS FOR RENEWAL OF KEY
4.3.1 IDENTIFICATION AND AUTHENTICATION OF APPLICATIONS FOR RENEWAL ROUTINE
The identification and authentication for certificate renewal must be done using techniques for early identification and authentication. This method of renewal requires that the private key is not expired or revoked.

4.3.2 IDENTIFICATION AND AUTHENTICATION OF APPLICATIONS FOR RENEWAL OF A RENEWAL AFTER KEY - KEY NOT INVOLVED
The identification and authentication policy for the renewal of a certificate after revocation without compromising key will be the same as for initial registration. Additionally, the CSP discretion may deny renewal of a special certificate for a signer.

4.4 IDENTIFICATION AND AUTHENTICATION OF APPLICATIONS FOR WITHDRAWAL OF THE KEY
The identification policy for requests for withdrawal may be the same as for initial registration. The authentication policy reversal accept applications digitally signed by the Registration Authority after validating the request by the person electronically
The CSP or any of its component entities (RA) can automatically request the revocation of a certificate if they have the knowledge or suspicion of the commitment of the signatory's private key, or any other fact to take such action to recommend.
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5. OPERATIONAL MODEL
5.1 CSP-FEI OPERATIONS
The operational activities of the CSP-FEI are divided into three groups described in the following sections of this manual. The first group is addressed to the attention of the own commercial CSP-FEI, the second group is directed to the attention of the media owned operations that makes possible the commercial work, and the third group is focused on meeting the operational requirements staff, which should be directed to the implementation of this Declaration of Certification Practices and Policies.

The operations of the CSP-FEI, in their roles of RA, CA, and CSP, have associated costs for applicants, which must be paid before processing any request.

5.1.1 BUSINESS OPERATIONS
The CSP-FEI in its role of service, carry out the operations are linked to their business model. These operations are divided into 2 groups according to whether the functions related to its role of RA, CA or CA third level (CA3). In the case of CA3 will be made identical to the RA functions except for its ability to create electronic certificates and to notify their creations to the higher-order CA.

AS CA
As CA, the CSP-FEI must manage electronic certificates processed through third level CA and RA to be involved, as such, will address requests for issuance, suspension and revocation of certificates, make the update operations and synchronization of repositories and publish lists of certificates in force, and removed that correspond. 

As part of the business model of CSP-FEI, the CA may be certified as a third-level CA (CA3) to the RA than volume of transactions may be considered as CA despite not having the infrastructure necessary for a formally constituted CA.

As post-certification service, the CSP-FEI shall respond to requests for validation of electronic certificates and signatures for secure transmission and legal security of electronic documents.

5.1.1.1.1 Issuance of Certificates
The issuing of certificates will be a batch process in which all applications be considered that the RA have been processed within 24 hours prior to the synchronization of repositories. The certificates issued will be stored in the repository of the CA and sent to RA during the next synchronization.
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Figure 5  Certificates Emission Process 
5.1.1.1.2  Certificate Revocation 
The electronic certificate revocation is given as a contingency measure against the violation of the safety of CA3 and CA or misuse of the certificate. In all cases, this procedure will be used only in the CA, through a request made at the Web site of the CSP-FEI. 

In case of misuse of certificates, loss or alteration of, or in the presence of unapproved audits, certificate holders will receive notification of audit completion certificate revocation possibilities. Once this audit, the certificate may be revoked or released to the possible revocation and the owner receives the notification, as shown in the diagram below.
[image: image6.png]Cerification authority CSP-FEI

misuse of
electronic
cerficates

send lotof
revoked
electronic
cerficates
for 24 hours

electronic
cerificate
revacation

record
revacation
inrepository
igentitcation
of CSP-FEI
safety
violations





Figure 6  Certificates Revocation Process 
5.1.1.1.3 Updating and Synchronizing Repositories
Updating and synchronization of repositories is a repository maintenance process that occurs every day as a result of the synchronization of repositories as security certificates and the operation of CSP-FEI. This procedure will generate the historical records required as a guarantee of operation of the CSP-FEI.
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Figure 7  Updating and Synchronizing Process Repository
5.1.1.1.4 Publication List Outstanding Certificates and Revocation
As the final close of the day, the CSP-FEI shall publish lists of electronic certificates and corresponding validity and revocation status.
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Figure 8  Publication Process 
5.1.1.1.5 CA Certification Level 3 (CA3)
When an RA, by the volume of operations can be certified as CA3, the CSP in its role as CA grant such certification. From that moment the CA3 exercise the functions assigned.

Additionally there will be institutions that initial requirements are eligible for a direct implementation of CA3.
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Figure 9  Certificate CA level 3 Process
AS RA
5.1.1.1.6 Care Applications of Electronic Certificates
Licence applications may be made by electronic mail or Web application. Once the application, the RA will perform the necessary checks to verify the technical conditions for the granting of certificates in accordance with the provisions of the conditions published on the website of CSP-FEI and the various Certification Policies. If satisfied the requirements of RA will issue the certificate, register the award and send the applicant the requested certificate. If no satisfactory control of technical conditions, it is recorded the denial of the request and sent to the applicant's rationale for denial, as shown in the diagram below.
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Figure 10  Application Attention Process
5.1.1.1.7 Using Audit Certificates
RA shall perform periodic audits (approximately 2 times per year) to owners of certificates, these audits include checks of technical maintenance of certificates and if no satisfactory can activate a license revocation proceeding. When the results of the audit are satisfactory, the owner of the certificate receive the corresponding notification as shown in the diagram below. 
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Figura 11  Proceso de Auditoria

5.1.1.1.8  Care Change Requests 
To ensure the use of electronic certificates and electronic signatures, the CSP-FEI requires that all changes are notified that an electronic certificate owner should do about the attributes that make up the certificate. Attention to requests for changes shall include evaluation of changes by the CSP-FEI, which may be granted or denied the application of the changes requested.
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Figure 12  Process of Attention to Change Requests
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6. OPERATIONAL REQUIREMENTS FOR THE LIFE OF CERTIFICATES
6.1 CERTIFICATE APPLICATION
As stated in paragraph 5.1.1.2.1
6.1.1 WHO CAN MAKE AN APPLICATION FOR A CERTIFICATE?

The same may be requested by any natural person or legal entity who meet the following requirements:

· Natural Person
· Legal age.

· Have a valid ID to the Bolivarian Republic of Venezuela.

· Perform Web application through the registration authority.

· Legal Entity
· In addition to the requirements stipulated in the previous issue, you must have the number of tax identification registration (TIR).

6.1.2 REGISTRATION PROCESS AND RESPONSIBILITIES
	
	

	Signatory
	Obtains from web Site of CSP-FEI, the requirements for certification and complete digital form (this is done depending on the person requesting it (natural or legal) and the purpose of). 

	Registration Authority
	Processes the information in the previous step and receives for the applicant the other requirements (in physical), and proceeds to verify its accuracy. This is done within no more than 36 consecutive working hours and can approve or reject this request.

	Certification Authority
	Starts the process of issuing the certificate and sends it to the registration authority.

	Registration Authority
	Publish and notifies the respective signatory issuing certificate.

	Signatory
	Access to the website of CSP-FEI and proceeds the download of the certificate.


6.2 CERTIFICATE APPLICATION PROCESSING
6.2.1 EXECUTION OF FUNCTIONS OF IDENTIFICATION AND AUTHENTICATION
These functions must be performed by operators of the registration authority, being of equal way specified in the job descriptions of the CSP-FEI. This designation of functions was adopted following the regular channels of the institution.
6.2.2 APPROVAL OR REJECTION OF APPLICATIONS FOR CERTIFICATES
The registration authority will only approve applications from citizens who meet the requirements specified in paragraph 5.1.1, and whose information has been verified and substantiated. Any application that has not been validated by the CSP authority FEI registration should be refused. 

6.2.3 PROCESSING TIME FOR A CERTIFICATE
The certificates will be processed within 24 hours. The signatory may know the status of the application through the Web page (https://ar.fii.gob.ve), the Certificate Management option. 
6.3 ISSUANCE OF CERTIFICATES
6.3.1 CA ACTIONS FOR THE ISSUANCE OF CERTIFICATES
As stated in paragraph 5.1.1.1.1.

6.3.2 NOTICE TO APPLICANT FOR THE CA OF THE ISSUANCE OF CERTIFICATE 

The signatory may know the status of the request via Web page, and once issued the certificate will receive an email notifying the availability of it, in the same way, he or she can contact the CSP-FEI facilities and be informed by staff that there laboratory.

6.4 CERTIFICATE ACCEPTANCE
6.4.1 HOW TO ACCEPT THE CERTIFICATE
Acceptance of certificate by the signatory is made at the time of issuance thereof, in signing the application and thereby accepts the conditions stated in this policy document and the respective certificate.
6.4.2 RELEASE OF CERTIFICATE BY CA
The CSP-FEI uses various means of publication such as: LDAP and OCSP.
6.4.3 NOTIFICATION OF THE ISSUANCE OF CERTIFICATE BY CA TO OTHER AUTHORITIES
Not applicable.
6.5 USE OF PRIVATE KEY AND CERTIFICATE
The use of certificates issued by the CSP-FEI are arranged in the respective certificate policies. The signatory is responsible for its private key and all actions that run with it.
6.6 RENEWAL OF CERTIFICATE TO CHANGE CODE
6.6.1 REASONS FOR RENEWAL OF A CERTIFICATE
The cause for which is made the renewal of a certificate is expire.
6.6.2 ENTITY THAT MAY APPLY FOR RENEWAL OF CERTIFICATE
The renewal of a license may be requested by the user for whom it was issued  by the operators of the authorities for registration or certification. 

6.6.3 APPLICATION PROCEDURE FOR THE RENEWAL OF A CERTIFICATE
It performs the same process when issuing certificates. This is indicated in paragraph 5.1.1.2.1
6.6.4 NOTIFICATION OF THE ISSUANCE OF NEW CERTIFICATE TO CSP
As indicated in paragraph 6.3.2.

6.6.5 RELEASE OF CERTIFICATE RENEWED BY CA
As indicated in paragraphs 5.1.1.1.5 and 6.4.2.
6.7 REVOCATION AND SUSPENSION OF CERTIFICATES
6.7.1 CIRCUMSTANCES FOR THE WITHDRAWAL OF A CERTIFICATE
Licences may be revoked on grounds of: expiration, loss or lost or if the private key is considered compromised. Additionally, may be revoked by: dismissal or suspension motivated violation or alleged violation of security, to employment.

6.7.2 ENTIDAD ENTITY MAY APPLY FOR CERTIFICATE REVOCATION
The revocation of a license may be requested by the user for whom it was issued, or by operators of the registration authority and / or certification (previous request written by the signatory).
6.7.3 APPLICATION PROCEDURE FOR THE REVOCATION OF A CERTIFICATE
As indicated in paragraph 5.1.1.1.3 and 5.1.1.1.2 respectively.
6.7.4 NOTIFICATION OF THE ISSUANCE OF NEW CERTIFICATE TO CSP
SUSCERTE will notify the CSP on the actual issue of a certificate for a new CSP, through a letter issued by the legal representative of the SUSCERTE directory.
6.7.5 LIMITS OF THE WITHDRAWAL PERIOD
Once the revocation process had started, it will be processed as a batch request for the 24 hours after the last synchronization of repositories.

6.7.6 FREQUENCY OF CRL'S ISSUE
The CSP-FEI revocation lists issued daily and are available through the publishing services.

6.7.7 AVAILABILITY OF ON-LINE CHECKING OF WITHDRAWAL AND STATE OF CERTIFICATES
The CSP-FEI revocation lists issued daily and are available through the publishing services.
6.7.8 REQUIREMENTS FOR ON-LINE CHECKING OF WITHDRAWAL
The CSP-FEI keep updated revocation lists, anyone can access it via the website.

6.7.9 OTHER FORMS OF DISCLOSURE OF INFORMATION AVAILABLE REVOCATION
The CSP-FEI revocation lists issued only to disclose such information.

6.8 CHECKING SERVICES OF CERTIFICATE STATUS
6.8.1 OPERATIONAL CHARACTERISTICS
The service check is performed using a protocol called OCSP, which provides more recent information about the status of a particular certificate.

6.8.2 AVAILABILITY OF SERVICE
The checking service for the states of the certificates are available continuously, keeping the following exceptions: the maintenance periods will not exceed more than 4 continuous hours and no more than 36 hours per year. 

6.9 TERMINATION OF SUBSCRIPTION
The extinction of the validity of a certificate is produced in the following cases: revocation of the license for any of the causes mentioned in paragraph 6.8.1, or revocation of the certificate validity.
6.10 CUSTODY AND KEY RECOVERY
6.10.1 PRACTICES AND POLICIES KEY RECOVERY
The private keys are created in the cryptographic module at the time of the creation of each of the CSP-FEI entities that make use of these modules. 

Private keys are under multi-person control. All of them are divided into several pieces and requires a minimum of two of these fragments to reconstruct the key again.. 

Backup copies of the private key component of the CSP-FEI are stored encrypted in the Vault, which contains several additional security mechanisms. 
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7. PHYSICAL CONTROL OF INSTALLATION, AND OPERATIONAL MANAGEMENT
7.1 PHYSICAL CONTROLS
7.1.1 PHYSICAL LOCATION AND CONSTRUCTION

To avoid damage to facilities, is equipped with various safety measures such as:

· The facilities are far from venting.

· It has no windows to the outside of the building.

· Closed Circuit TV in critical areas or restricted.

·  Based Access Control Proximity Card, PIN and biometrics.

· Protection systems and fire prevention: detectors, fire extinguishers, training of staff to act against fire, etc.
· Existence of transparent screens, limiting the different areas that allow the observation rooms from access corridors to detect intrusions or illegal activities inside.
7.1.2 PHYSICAL ACCESS

Access to PSC-FII facilities is restricted to authorized personnel.
7.1.3 ELECTRICITY AND AIR CONDITIONING

The computer center has air conditioning systems operating simultaneously and redundant, ensuring the stability of the temperature rise. This contributes to optimal and reliable operation of equipment are arranged there.
7.1.4 WATER EXPOSURE
The CSP-FEI facilities are adequately protected against exposure to water, using moisture detectors, flood and other security mechanisms appropriate to the environment.
7.1.5 PREVEntion and fire protection
Facilities include fire safety of both equipment and cabling. 

7.1.6 STORAGE SYSTEM

Information regarding the CSP-FEI (CPS, PC, operating manual, Contingency Plan, Backs and any other information that support services) is stored in a vault which has reinforced the highly secure features to prevent damage and unauthorized access.
7.1.7 DISPOSAL OF MATERIAL FOR STORAGE OF INFORMATION

This is specified in the overall policy document for the destruction of information.
7.1.8 BACKUP STORAGE
As indicated in paragraph 7.1.6.
7.2 OPERATING CONTROLS
7.2.1 Trusted Roles
The data concerning this section should be considered confidential information.
7.2.2 NUMBER OF PEOPLE REQUIRED BY ROLE

It is considered necessary a professional support for each role of confidence there is. This ensures compliance with the functions of each area, in case of absence of some staff.
7.2.3 Identification and authentication for each role

The authentication of users designated for each role, is performed by the use of biometric devices. The details of this are specified in the respective Security Policy (Chapter relating to Access Controls). 

7.3 PERSONNEL CONTROLS
7.3.1 QUALIFICATION REQUIREMENTS, KNOWLEDGE AND PROFESSIONAL EXPERIENCE 

All personnel providing services to the CSP-FEI must possess the knowledge, experience and training resources, to the best role of the assigned functions.
In this regard, the CSP will conduct the recruitment process that considers necessary in order that the employee's professional profile fit as possible to the characteristics of the tasks to be performed.
The requirements are:

· Knowledge related to the issue of digital certificates.

· Basic Education in information systems security.
· Degree or experience in computer science, among others.

7.3.2 TRAINING REQUIREMENTS
Members who work at the CSP-FEI, is assigned a role that is intended to comply with security policies of the CSP-FEI. Similarly, the knowledge, skill and experience ensures his ability to carry out every one of his obligations. 

In this sense, it has plans for staff training to enhance the capacity of professionals. In this sense, it includes training associated with: 

· Operation of the software and hardware used in the CSP-FEI.

·  Physical security, logical and technical.

· Incident Management.

·  Concepts related to the issue of digital certificates, among others.

7.3.3 Sanctions for unauthorized actions
Personnel practices of the CSP-FEI, define the disciplinary procedure for employees who violate them, specifying the penalties for making an unauthorized action, the unauthorized use of the authority or the unauthorized use of systems.
7.3.4 Documentation supplied to personnel
The CSP-FEI provides employees who work in it, a series of documents that support their daily management. Among those are:
· Practice Statement and Certificate Policies. 

· Operation Manuals, administration, installation and use of hardware and software. 

· Standards and Safety plans. 
· Certification Policy. 
· Privacy Policy. 
· Description of charge.

7.3.5 REQUIREMENTS AND FREQUENCY OF UPDATE TRAINING
Training programs are held annually covering all operational areas of the CSP. The requirements and frequency of this training depends on the identified needs and possible lines of inquiry arising from daily activity.  

7.3.6 ROTATION FREQUENCY AND SEQUENCE OF TASK

Under the procedures established by the FEI.
7.4 SECURITY AUDIT PROCEDURES
7.4.1 TYPES OF REGISTERED EVENTS
The following items, are described aspects of the audit system and registration of events implemented by the CSP-FEI in order to maintain a safe environment. The certification system used is located in a security level 3 and is mounted on a platform of high security network.
The CSP-FEI registers in audit records all events related to security certification systems. The following events are required to include in the system log:

· Initialization of certification systems.
· Attempts to remove, modify, change or set any privileges attendant systems of the CA-FEI.
· Configuration changes or creation of new keys.
· Changes to certificate creation policies.
· Operations scripture reading, or certificate repository and other repositories, as applicable.

· Operations described in the repository, as applicable.
Audit records, electronic or manual, containing information, time of event registration and identification of the agent that caused it.
The documentation relating to the services of the CSP-FEI is generated electronically or manually, and assembled in one place, so to structure for easy access and view audit processes, to meet security policies.

The frequency with which audit logs are analyzed CSP-FEI by operational personnel is one week (unless you have knowledge of a situation to justify its advance). All significant events are explained in a list of audit records, such analysis includes a brief inspection of all records, verifying that it is not altered, suggesting further investigation of any alerts or irregularities in the records. All actions taken product of this analysis will be documented.

The registration system maintains audit events stored at least 2 months in the manner described above. It also includes mechanisms to protect files and audit trails against unauthorized reading, modification and revocation through native operating system functionalities. The tools available on operating systems liberates logical access in audit records to only authorized users or applications. The operating system itself also logs file accesses that are located where audit records. It also records the access of the files that are located where the audit records.

Information regarding the audit manuals is also protected against unauthorized reading, modification and removal.

The backup generation of audit records is performed in specialized ways, by a professional licensed of the CSP-FEI regularly. The storage system audit data is a combination of automated and manual processes that are executed by the operating personnel or other systems.

The recorded events have at least the following information:

Category: Indicates the importance of the event.

· Information: The events in this category contain information about successful operations.

· Brand: each time it starts and ends a management session, it registers an event of this category.

· Warning: it indicates that something unusual was detected during an operation, but did not cause the operation to fail. (For example: a batch request denied).

· Error: indicates the failure of an operation due to a predictable error (For example: a batch that has not been processed since RA called a template for which certification was not authorized).

· Fatal Error: Indicates that an exceptional circumstance has occurred during an operation (For example: a database table which can not be accessed).

Date: Date and time the event occurred.
Author: Distinguished Name of the Authority that generated the event.

Role: Type of Authority that generated the event.

Event Type: Identifies the type of event, distinguishing, among others, the events cryptographic user interface, library.

Module: Identify the module that generated the event. For example: CA, RA, among others.

Description: Textual representation of the event.
7.4.2 FREQUENCY OF AUDIT RECORDS PROCESSED
The frequency with which audit logs of CSP-FEI are analyzed  by operational personnel is one week (unless you have knowledge of a situation to justify its advance).

7.4.3 Retention period for audit logs
The CSP-FEI shall maintain all audit records generated by the system for a minimum period from the date of its creation:

· Two (2) years for the belongings from weekly audits.

· Five (5) years for a month.

· Fifteen (15) years for annual and special audits.
7.4.4 PROTECTION OF AUDIT LOGS
The backup generation of audit records is performed in specialized ways, by a professional licensed of the CSP-FEI regularly, these will be placed in the safe of CSP-FEI, which will be located in a place outside the main hall operations.

7.4.5 PROCEDURES FOR BACKUP OF AUDIT RECORDS
As a security measure to prevent failures that could jeopardize the repositories, there will be periodic backup operations, and these will be stored in a safe place. In this regard, the CSP-FEI handle the following methodology: 

· There will be daily backups to cover the logs and information is stored in the database, in that moment. 

· There will be weekly backups which contain both the information stored as the structure of the database.
By this way, daily backups and weekly at first be disposed on the hard disk of a server designed for that purpose, and the first week of next month, will be passed onto other storage media (DVD's), that are subsequently placed neatly in the safe of the CSP-FEI, which will be located in a place outside the main operating room.
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Figure 13  Backup process

In this sense, it is summarized on the following considerations:

· Should be stored in fireproof cabinets.

· Only authorized persons have access to the backups.

· Copies should be identified.

· If a material has contained backup (floppy, dvd's ...) and it wants to be reuse, we will make sure that the data has been completely erased content making it impossible for their recovery.
· It's expressly authorized the removal of backing out of the Entity, by filling a form about it and noting the corresponding detail in a log book.

In case of failure, the repositories could be recovered from their daily backup, synchronize again with the records obtained from the timing of the last 24 hours.
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Figure 14  Recovery process
7.5 FILE OF INFORMATION AND RECORDS
The CSP-FEI should ensure that all information relating to the certificates stored for an appropriate period, as provided in this Certification Practice Statement..

7.5.1 TYPE OF INFORMATION AND EVENTS REGISTERED
The following items are described aspects of the recording of events implemented by the CSP-FEI  in order to maintain a safe environment. The certification system used is located in a security level 3 and is mounted on a platform of high security network.

The records of the information, electronic or manual, containing information, time of event registration and identification of the agent that caused it.

The documentation relating to the services of the CSP-FEI is generated electronically or manually, and assembled in one place, so to structure for easy access and view audit processes, to meet security policies.

The system event log includes mechanisms to protect files and logs against unauthorized reading, modification and revocation functionality through native operating system. The tools available on operating systems liberate logical access in audit records to only authorized users or applications. The operating system itself also records the access to files where records are located.
Information regarding the audit manuals is also protected against unauthorized reading, modification and removal.
Generating security backup of records is done in specialized ways, by a professional licensed of the CSP-FEI regularly. The storage system audit data is a combination of automated and manual processes that are executed by the operating personnel or other systems.
The recorded events have at least the following information:

Category: Indicates the importance of the event.

· Information: The events in this category contain information about successful operations.

· Brand: each time it starts and ends a management session, it registers an event of this category.

· Warning: it indicates that something unusual was detected during an operation, but did not cause the operation to fail. (For example: a batch request denied).

· Error: indicates the failure of an operation due to a predictable error (For example: a batch that has not been processed since RA called a template for which certification was not authorized).

· Fatal Error: Indicates that an exceptional circumstance has occurred during an operation (For example: a database table which can not be accessed).

Date: Date and time the event occurred.
Author: Distinguished Name of the Authority that generated the event.

Role: Type of Authority that generated the event.

Event Type: Identifies the type of event, distinguishing, among others, the events cryptographic user interface, library.

Module: Identify the module that generated the event. For example: CA, RA, among others.

Description: Textual representation of the event.

7.5.2 Retention Period for Archive
The CSP-FEI  keeps the records specified in this Certification Practice Statement for 15 years..

7.5.3 PROTECTION OF FILE
Defined security measures are designed to protect files from access (internal or external) unauthorized, so only certain people can view, modify or delete files. 

The files are stored in a safe place outside the premises with all the security measures needed to protect natural factors. 

7.5.4 REPOSITORY FILE SYSTEM OF AUDIT
The collection and storage of the files is performed by qualified personnel authorized by CSP-FEI, and sheltered under security measures provided for in this CPS and documentation associated with the Policy on Information Security.
7.6 RECOVERY IN CASE OF AN UNDERTAKING OF KEY NATURAL DISASTER OR OTHER CATASTROPHE 

7.6.1 PROCEDURES OF INCIDENT MANAGEMENT AND VULNERABILITIES
In the event of natural disaster or major force such as fire, flood, or in case the location cannot be accessed, area of infrastructure, the responsible for contingency will notify the security area and follow the procedure specified in the contingency plan business, described in the following steps:




a) Ensure the physical integrity of persons who are in the facilities of the CA-FEI.




b) Monitor the focus of contingency.

c) To minimize damage to the assets of processing of CA-FEI, in order to avoid disruption of services.
7.6.2 ALTERATION OF RESOURCES OF HARDWARE, SOFTWARE AND / OR DATA
If hardware resources, software and / or data are altered or suspected of having been tampered, it will stop the operation of CSP-FEI until the restoration of a secure environment with the addition of new components creditable efficiency. In a parallel form, an audit will be done to identify the cause of the disturbance and ensure the non-reproduction of it. In the case of certificates issued to be affected, the incident will be notified to the signatories thereof and shall be reissued. 

7.6.3 PROCEDURE FOR ACTION BY THE VULNERABILITY OF THE AUTHORITY'S PRIVATE KEY
If it's considered compromised the CA key, shall immediately notify the security area and SUSCERTE, together with the coordinator of applications, which will decreed the beginning of the response phase and will follow the plan of action to analyze the accuracy and scale of the event. In the case there is the need, the contingency will be declared and then the following orders will be taken:





     a) All affected certificates will be revoked and parties will be notified.

b) The specific events will manage new key pairs. A similar procedure will happen if the CA-FEI closed its activities.
7.6.4 RECOVERY CAPACITY AFTER A NATURAL DISASTER OTHER
In the case of unavailability of the facilities of the CSP-FEI, for a period not less than four hours, will proceed to the activation of the Recovery Plan.
7.7 TERMINATION OF AN CA
In the case of the closure of activities such as CA, the CA-FEI will follow the requirements and procedures, this plan addresses multidisciplinary activities involving various aspects of several areas of the institution, such as legal and technical / technological, etc. . According to plan, CA is committed to:

a) Terminate the services of certificate issuance.

b) Transmit the termination of their services, through publications in national newspapers.

c) They must ensure the continuity of the certificates generated by CA extinct within 72 (seventy two) hours of the publication and communication of the affected parties through e-mails.

d) Transfer data from the recordings of the CA for certifying successor, approved by the CA-Root (SUSCERTE).

e) Transfer the public keys certified by the CA-FEI for successor certification bodies approved by the CA-Root (SUSCERTE).

f) Transfer the public key certificates issued by the CA-FEI to be stored on the other CA approved by the CA-Root. When there is more than one CA concerned, it will assume the responsibility for storage of public keys, one that is indicated by the CA-Root. In case that public keys are not taken over by another CA, documents relating to digital certificates and public keys will be returned to the CA-Root (SUSCERTE).

g) Extinguishing revocation services as issuing revocation lists.

h) Destroy the private keys of CA-FEI.

I)   Be responsible for keeping the data according to the requirements of the CA-Root (SUSCERTE).
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8. TECHNICAL SECURITY CONTROLS 
8.1 GENERATION AND INSTALLATION OF KEY PAIR  

8.1.1 KEY PAIR GENERATION 

Key pairs for all the internal components of CSP-FEI are generated in hardware cryptographic modules to FIPS Level 3 Certification. 

CA keys are 4096 bit RSA key length. 

The pairs of keys for end entities are generated according to the provisions of the applicable Certificate Policy. 

8.1.2 DELIVERY OF THE PRIVATE KEY TO THE ENTITY 

In cases where the key generation is not executed by media controlled by the entity itself will end the corresponding Certificate Policy which specifies the procedure to be used for delivery of the private key to end entities. 

8.1.3 DELIVERY OF THE ISSUER'S PUBLIC KEY CERTIFICATE 

The media-generated public key under the control of the end entities are sent to the CSP-FEI as part of a certification request in PKCS # 10, signed electronically with the private key corresponding to public key certification is sought. 

8.1.4 DELIVERY OF THE PUBLIC KEY OF THE SIGNATORIES CA 

The public keys of all CAs belonging to the trust hierarchy of CSP-FEI can be downloaded from Web site https://ar.fii.gob.ve
8.1.5 AVAILABILITY OF PUBLIC KEY 

The public keys of all CAs belonging to the trust hierarchy of CSP-FEI can be downloaded from Web site https://ar.fii.gob.ve
8.1.6 KEY SIZE 
CA keys are 4096 bit RSA key length. 

8.1.7 PARAMETERS OF THE PUBLIC KEY GENERATION 

The key generation parameters for each type of certificate issued by the CSP-FEI are defined by the Certification Policy that apply to you. 

8.1.8 HARDWARE / SOFTWARE KEY GENERATION  

The keys to the entities of the PKI devices are generated in FIPS-certified cryptographic HSM Level 3.

Hardware devices or software to use in the generation of keys for each type of certificate issued by the CSP-FEI, is defined by the Certificate Policy which is applicable. 

8.1.9 PURPOSES OF THE USE OF THE KEY 

The purpose of the use of the key for each type of certificate issued by the CSP-FEI are defined by the Certification Policy that apply to you. 

All certificates issued contain extensions KEY USAGE and EXTENDED KEY USAGE defined by the X.509 v3 standard for defining and limiting those purposes. 

8.2 PRIVATE KEY PROTECTION 

8.2.1 Standards for Cryptographic Module  

Modules are required for the creation of keys used by CA and RA's of CSP-FEI meet FIPS Level 3. 

8.2.2 Multiway CONTROL OF PRIVATE KEY  

Private keys are under multi-person control. All of them are divided into several pieces and requires a minimum of these fragments to reconstruct the key again. 

8.2.3 CUSTODY OF PRIVATE KEY  

No private keys firm signatories are guarded. 

The private keys of Certification Authorities and Registration Authorities (and other subordinate) that make up the CSP-FEI are housed in cryptographic hardware devices with FIPS Level 3 Certification. 

All other private keys of entities CSP-FEI components are contained in cryptographic smart cards held by each entity managers. 

8.2.4 BACKUP OF PRIVATE KEY  

Backup copies of the private key component of the CSP-FEI are stored encrypted in the Vault, which contains several additional security mechanisms. 
8.2.5 PRIVATE KEY FILE
The private keys of Certification Authorities and Registration Authorities (and other subordinate) that make up the CSP-FEI are housed in cryptographic hardware devices with FIPS Level 3 Certification. 

8.2.6 INTRODUCTION OF PRIVATE KEY CRYPTOGRAPHIC MODULE. 

The private keys are created in the cryptographic module at the time of the creation of each of the CSP-FEI entities that use these modules. 

8.2.7 METHODS OF ACTIVATION OF PRIVATE KEY. 

The CA private key is activated by software initialization CA. 

8.2.8 METHOD OF DISABLING THE PRIVATE KEY 

An administrator can proceed to the deactivation key Certification Authorities CSP-FEI by stopping the CA software. 

8.2.9 METHOD OF DESTRUCTION OF PRIVATE KEY 

The first instance should be deleted in the cards containing the pointer operators internally and routed to the private key within the cryptographic hardware device. In this way it is already disabled access to the private key. It is worth mentioning that access must use at least 3 cards of the 5 required by the regulations. 

The next step is to remove within the cryptographic hardware device worlds of security and this in turn automatically deletes the private keys associated with them.

8.3 OTHER ASPECTS OF KEY PAIR MANAGEMENT. 

8.3.1 ARCHIVE OF PUBLIC KEY 

The CSP-FEI keeps a file of all certificates issued for a period of fifteen (15) years. 

8.3.2 PERIOD OF USE FOR PUBLIC AND PRIVATE KEYS 

The CA certificate is valid for ten (10) years, and the other entities of the CSP-FEI three (3) years, with annual verification. 

The period of validity of certificates of end entities will be established by the Certification Policy applicable in each case. 

8.4 ACTIVATION DATA  

8.4.1 GENERATION AND INSTALLATION OF ACTIVATION DATA 

The activation data of Certification Authorities CSP-FEI are generated and stored cryptographic smart cards in possession of authorized personnel. 

8.4.2 ACTIVATION DATA PROTECTION 
Only authorized personnel know the PINs and passwords to access the activation data. 

8.5 COMPUTER SECURITY CONTROLS
8.5.1 Technical requirements 

This information is detailed in the Security Policy set out in the CSP-FEI, specifically the section on Asset Management. 

8.5.2 Computer security ratings 

As part of the cryptographic operations that are carried out, the equipment has been certified under safety standards, similarly to controls set out in ISO 17799 for the treatment of various processes. 

8.6 SECURITY CONTROL LIFE CYCLE
8.6.1 Systems Development Controls
All applications must be developed using the design and development standards that apply to systems developed within the Information Technology Unit (ICU) of the Foundation Engineering Institute.

8.6.2 Security Management Controls
This information is detailed in Security Policy CSP-FEI, including: accountability, inventory, property and acceptable use of assets. 

8.6.3 Safety Ratings Lifecycle 

In order to maintain the security of the life cycle of CSP-FEI, are used to ensure the operational control of the activities that comprise the service. These are contained in the respective Security Policy. 

8.7 NETWORK SECURITY 

The data concerning this section is held confidential and only provided to any person proving a need to know. 

8.8 ENGINEERING CONTROLS CRYPTOGRAPHIC MODULES  

As part of the technological infrastructure available to the CSP-FEI, there are cryptographic devices, on which state the following:

- If a secure cryptographic device is accessible, and is permanently out of service, all private keys that have been stored within it, and that in turn have been used or potentially can be used with cryptographic purposes are destroyed.

- If a secure cryptographic device is being pushed aside permanently out of service, all keys contained within the device have been used for cryptographic purposes, they are removed.

- If the container of a cryptographic device is intended to provide evidence of counterfeiting and the device is permanently out of service, the container must also be destroyed.

- The process by which the cryptographic hardware CSP-FEI is dismantled and removed from use is made in the presence of at least two trusted employees. It proceeds to the corresponding entry in the respective inventory.

- It requires suppliers of cryptographic hardware as appropriate to transport a package using inviolable. The reception of this material is assigned to authorized persons of CSP-FEI, which checks that the packaging and the seals are intact, then it makes an acceptance test and verification of software
 - The devices used for storage and retrieval of private key and its interfaces are subjected to an integrity test before use.

- Periodically checked correct processing of cryptographic hardware.

- Diagnosis is made ​​during the test verification of cryptographic hardware problems in the presence of at least two trusted employees.

To prevent fraud, the cryptographic hardware CSP-FEI is stored in a secure location where access is limited to authorized personnel, with the following characteristics:

a) Inventory control processes and procedures for administering the origin, reception conditions, departure and destination of each device.

b) Access control processes and procedures to limit physical access to authorized personnel.

c) All attempts to access, authorized or not, the services of the CSP and the storage mechanism of the devices entered in an event log.

d) Incident processes and procedures for handling abnormal events, security breaches, investigations and reports.

e)  Audit processes and procedures to verify the effectiveness of controls. 

The CSP-FEI uses hardware cryptographic modules and commercially available software developed by third parties. CSP-FEI uses only FIPS-certified cryptographic modules or ITSEC. 
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9. PROFILES OF CERTIFICATES, CRL and OCSP
9.1 CERTIFICATE PROFILE
CERTIFICATE OF NATURAL PERSONS

These certificates authorizing signature and / or encrypt email messages and documents with the electronic certificate on behalf of the individual who appears in it as a signatory. There are two types of certificates of natural persons, which will be stored on a software (applications such as Mozilla, Thunderbird, etc.). and that will be stored on a hardware level (Smart Cards), each of these types of certified individuals are differentiated in the length or validity and size.
CERTIFICATES OF LEGAL PERSONS

This type of certificate identifies a company or society as such when making transactions electronically. It is issued to a legal person but always guarded by a legal representative or agent of the company.

Normally, the signing of a legal person shall be employed by the person who requested it on behalf of those who have a special duty of custody, because, ultimately, be accountable for the mismanagement that it is done (uses materials are prohibited or not permitted), which will take caution and adequate precautions for the signature creation data that the custodian not moving out of control.

SERVER CERTIFICATES
Server certificates can incorporate SSL on a Web server. The same will allow secure communication between the client and the server, encrypting information sent between two parties.

Server certificates can not be used as electronic certificates supporting electronic signatures of the signatory.

CERTIFICATE FOR OPERATORS OF CSP (RA / CA)
The signatories of such certificates are the people responsible for administrative tasks Registration Authorities and Certificate Authorities.

CERTIFICATES OF AUTHENTICATION
These certificates are designed to ensure the signer's identity electronically. It may not be used to sign any such transaction or electronic document.
9.1.1 VERSION NUMBER
The Certification Authority Service Provider Certification for the Venezuelan State issues certificates under the X.509 standard ITU-T (International Telecommunication Union) version 3 in accordance with the Venezuela root CA certificate issued by SUSCERTE. 
9.1.2 CERTIFICATE EXTENSIONS
The tables list shows the attributes of certificates of natural persons, legal and servers, all of these fields are supported by the standard x509v3.

The additional fields required by the certificate should be added to the same extent in the field using the label subjectAlternativeName otherName to indicate the OID for the field. The SUSCERTE has reserved the OID 2.16.862.2 for any additional fields that are required in the certificate. In principle, the OID 2.16.862.2.1 must enter the code that identifies the service provider, from there the following OID for the fields you want to add must be consecutive numbers to it, eg. 2.16.862.2.2, 2.16.862.2.3, and so on.

Certificates of Natural Persons
The following items are the fields that are part of the natural and certificates in the following table, the sub-classification of the certificates of natural persons for key size, validity, algorithms and storage medium:

	X509 Standard Field
	Field Value 
	Location
	Field description 

	Version
	V3
	Certificate
	Indicates the version of the X509 standard with which it is issuing the certificate

	Serial Number
	Corresponding positive number 
	Certificate
	Indicates the unique number, not negative for the certificate identification

	Signature Algorithm
	- sha1WithRSAEncryption (for certificates to be used in Windows environments).

- sha256WithRSAEncryption (for certificates to be used on platforms other than Windows)
	Certificate
	Indicates the hash algorithm used to generate the certificate signing

	Issuer
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

Miranda

Indicates the state in which is located the certificate issuer
L (Locality)

Sartenejas

Indicates the specific location where the CSP is located
CN (Common Name)

Public CSP's MCT for the Venezuelan State
Indicates name that identifies the Certification Service Provider
E o emailAddress

admin.-pki@fii.org

Indicates the CSP's email

	Certificate
	Contains information about the issuer of the certificate, following the format DN (Distinguished Name)

	Validity
	Field
Description
Not Befote

Indicates the date in GMT format from which the certificate is valid
Not After

Indicates the date in GMT format from which the certificate becomes invalid

	Certificate
	Contains information about the validity of the electronic certificate

	Subject
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

The selected by the user
Indicates the state in which is located the owner of the certificate
L (Locality)

User-directed
Indicates the location or direction shorter than the certificate holder indicated at the time of application.

CN (Common Name)

Full Name of the certificate holder
Indicates the name of the natural person
E o emailAddress

Email indicated by individual
Indicates the certificate owner Contact e-mail

	Certificate
	Contains information about the individual owner of the electronic certificate

	Subject Public Key Info
	Field
Value
Description
Public Key Algorithm

rsaEncryption

Indicates the encryption algorithm with which they were generated cryptographic keys
RSA Public Key

Modules (1024 bit) + Public Key
Displays the hexadecimal value of the public key contained in the certificate

	Certificate
	Contains the public key information contained in the certificate, and the algorithm which was generated

	Basic Constraints
	CA:False
	Extensions
	This indicates whether the certificate can be used as an CA, it may be issuing other certificates

	Key Usage
	Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
	Extensions
	Containing the permitted uses for the electronic certificate

	Extended Key Usage
	TLS Web Client Authentication, E-mail Protection, Microsoft Smartcardlogin
	Extensions
	Contains additional permitted uses for the certificate. This field is positioned to add uses not supported by the Key Usage field

	Subject Key Identifier
	Hexadecimal value of the key identifier
	Extensions
	Contains the public key identifier, the value assigned is a hash

	Authority Key Identifier
	Field
Value
Description
Keyid

Hexadecimal Value
Public key identifier of the Root CA
DirName

Contains the DN (C, O, OU, ST, L, CN, E) of the Root CA
Contains information about the format Root CA DN (Distinguished Name)
serial

Nonnegative positive number
Contains the number of the certificate issuer

	Extensions
	Contains information for identifying of the public key of the Root Certification Authority

	Authority Information Access
	OCSP - URI:http://publicador-psc.fii.gob.ve:2560
	Extensions
	Contains the URL where the service is available online certificate verification

	Certificate Policies
	Policy: 2.16.862.2.7

Policy: 2.16.862.2.8.1

  CPS: https://ar.fii.gob.ve
  CPS: https://ar.fii.gob.ve
	Extensions
	Contains the URI where policies are available specific license for the type of natural personal certificate and certification practice statement

	Subject Alternative Name
	Field
OID

Value
Description
otherName

2.16.862.2.3
ID-V-XXXXXXXX

contains the person ID number
otherName

2.16.862.2.4
naturalTI, naturalOthers, naturalMS

Contains the type of natural person certificate (smart card, Microsoft and Others for other technologies)
otherName

2.16.862.2.5
http://ar.fii.gob.ve

Contains the web address of the RA that processed the certificate
otherName

2.16.862.2.6
http://www.fii.org

Contains the web address of the CA that generated the certificate

	Extensions
	Contains additional information not supported by the X509 standard, such as identification of the owner of the certificate, the certificate type, the web address of the RA that processed the certificate and the web address of the CA that generated the certificate

	Issuer Alternative Name
	Field
OID

Value
Description
DNS

N/A

fii.gob.ve

DNS of CSP
otherName

2.16.862.2.1

CSP-0000001

CSP's unique identifier
otherName

2.16.862.2.2

TIR-G-20004650-3

CSP identification document (TIR)

	Extensions
	Contains information about the certificate issuer. The DNS information is stored, TIR of CSP and CSP identifier.

	CRL Distribution Points
	URI: https://ar.fii.gob.ve
URI:ldap: https://ar.fii.gob.ve
	Extensions
	Contains the URL where it is available the certificate revocation list (HTTP and LDAP)


	Tipe
	Storage
	Validity
	Algorithm
	Key Size
	Function 

	High Security 
	Hardware
	3 Years
	SHa256WithRSAEncryption
	2048
	Signature or Authentication 

	Medium Security
	Software
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication

	Smart Card
	Hardware
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication


Certificate of Legal Persons 
The following lists the fields that are part of the certificates of legal persons in the following table, the sub-classification of the certificates as key size, validity, algorithms:

	X509 Standard Field
	Field Value 
	Location
	Field description 

	Version
	V3
	Certificate
	Indicates the version of the X509 standard with which it is issuing the certificate

	Serial Number
	Corresponding positive number
	Certificate
	Indicates the unique number, not negative for the certificate identification

	Signature Algorithm
	- sha1WithRSAEncryption (for certificates to be used in Windows environments).

- sha256WithRSAEncryption (for certificates to be used on platforms other than Windows)
	Certificate
	Indicates the hash algorithm used to generate the certificate signing

	Issuer
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification

Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

Miranda

Indicates the state in which is located the certificate issuer
L (Locality)

Sartenejas

Indicates the specific location where the CSP is located
CN (Common Name)

Public CSP's MCT for the Venezuelan State
Indicates name that identifies the Certification Service Provider
E o emailAddress

admin.-pki@fii.org

Indicates the CSP's email

	Certificate
	Contains information about the issuer of the certificate, following the format DN (Distinguished Name)

	Validity
	Field
Description
Not Befote

Indicates the date in GMT format from which the certificate is valid
Not After

Indicates the date in GMT format from which the certificate becomes invalid

	Certificate
	Contains information about the validity of the electronic certificate

	Subject
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

The selected by the user
Indicates the state in which is located the owner of the certificate
L (Locality)

User-directed
Indicates the location or direction shorter than the certificate holder indicated at the time of application.

CN (Common Name)

Full Name of the certificate holder
Indicates the name of the legal person
E o emailAddress

Email indicated by the legal person
Indicates the certificate owner Contact e-mail

	Certificate
	Contains information about the individual owner of the electronic certificate

	Subject Public Key Info
	Field
Value
Description
Public Key Algorithm

rsaEncryption

Indicates the encryption algorithm with which they were generated cryptographic keys
RSA Public Key

Modules (1024 bit) + Public Key
Displays the hexadecimal value of the public key contained in the certificate

	Certificate
	Contains the public key information contained in the certificate, and the algorithm which was generated

	Basic Constraints
	CA:False
	Extensions
	This indicates whether the certificate can be used as an CA, it may be issuing other certificates

	Key Usage
	Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
	Extensions
	Containing the permitted uses for the electronic certificate

	Extended Key Usage
	TLS Web Client Authentication, E-mail Protection, Microsoft Smartcardlogin
	Extensions
	Contains additional permitted uses for the certificate. This field is positioned to add uses not supported by the Key Usage field

	Subject Key Identifier
	Hexadecimal value of the key identifier
	Extensions
	Contains the public key identifier, the value assigned is a hash

	Authority Key Identifier
	Field
Value
Description
Keyid

Hexadecimal Value
Public key identifier of the Root CA
DirName

Contains the DN (C, O, OU, ST, L, CN, E) of the Root CA
Contains information about the format Root CA DN (Distinguished Name)
serial

Nonnegative positive number
Contains the number of the certificate issuer

	Extensions
	Contains information for identifying of the public key of the Root Certification Authority

	Authority Information Access
	OCSP - URI:http://publicador-psc.fii.gob.ve:2560
	Extensions
	Contains the URL where the service is available online certificate verification

	Certificate Policies
	Policy: 2.16.862.2.7

Policy: 2.16.862.2.8.2

  CPS: https://ar.fii.gob.ve
  CPS: https://ar.fii.gob.ve
	Extensions
	Contains the URI where policies are available specific license for the type of natural personal certificate and certification practice statement

	Subject Alternative Name
	Field
OID

Value
Description
otherName

2.16.862.2.3
TIR-J-XXXXXXXXX

contains the person ID number
otherName

2.16.862.2.4
naturalTI, naturalOthers, naturalMS

Contains the type of natural person certificate (smart card, Microsoft and Others for other technologies)
otherName

2.16.862.2.5
http://ar.fii.gob.ve

Contains the web address of the RA that processed the certificate
otherName

2.16.862.2.6
http://www.fii.org

Contains the web address of the CA that generated the certificate

	Extensions
	Contains additional information not supported by the X509 standard, such as identification of the owner of the certificate, the certificate type, the web address of the RA that processed the certificate and the web address of the CA that generated the certificate

	Issuer Alternative Name
	Field
OID

Value
Description
DNS

N/A

fii.gob.ve

DNS of CSP
otherName

2.16.862.2.1

CSP-0000001

CSP's unique identifier
otherName

2.16.862.2.2

TIR-G-20004650-3

CSP identification document (TIR)

	Extensions
	Contains information about the certificate issuer. The DNS information is stored, TIR of CSP and CSP identifier.

	CRL Distribution Points
	URI: https://ar.fii.gob.ve
URI:ldap: https://ar.fii.gob.ve
	Extensions
	Contains the URL where it is available the certificate revocation list (HTTP and LDAP)


	Tipe
	Storage
	Validity
	Algorithm
	Key Size
	Function 

	High Security 
	Hardware
	3 Years
	SHa256WithRSAEncryption
	2048
	Signature or Authentication 

	Medium Security
	Software
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication

	Smart Card
	Hardware
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication


 Server Certificates 
The following lists the fields that are part of the licenses for servers and in the following table, the sub-classification of the certificates of servers key size, validity, algorithms:

	X509 Standard Field
	Field Value 
	Location
	Field description 

	Version
	V3
	Certificate
	Indicates the version of the X509 standard with which it is issuing the certificate

	Serial Number
	Corresponding positive number
	Certificate
	Indicates the unique number, not negative for the certificate identification

	Signature Algorithm
	- sha1WithRSAEncryption (for certificates to be used in Windows environments).

- sha256WithRSAEncryption (for certificates to be used on platforms other than Windows)
	Certificate
	Indicates the hash algorithm used to generate the certificate signing

	Issuer
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification

Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

Miranda

Indicates the state in which is located the certificate issuer
L (Locality)

Sartenejas

Indicates the specific location where the CSP is located
CN (Common Name)

Public CSP's MCT for the Venezuelan State
Indicates name that identifies the Certification Service Provider
E o emailAddress

admin.-pki@fii.org

Indicates the CSP's email

	Certificado
	Contiene la información de la entidad emisora del certificado, siguiendo el formato DN (Distinguished Name)

	Validity
	Field
Description
Not Befote

Indicates the date in GMT format from which the certificate is valid
Not After

Indicates the date in GMT format from which the certificate becomes invalid

	Certificate
	Contains information about the validity of the electronic certificate

	Subject
	Field

Value

Description

C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

The National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation engineering Institute 
Indicates the organizational unit to which the certificate belongs
ST (State)

Selected by user
Indicates the state in which the server is located
L (Locality)

User-directed
Indicates the location or brief address of the server 
CN (Common Name)

Full Name of the certificate holder
Indicates the domain name in which to install the certificate
E o emailAddress

Email indicated by legal person 
Contact e-mail Indicates the certificate owner

	Certificate
	Contains information about the individual owner of the electronic certificate

	Subject Public Key Info
	Field
Value
Description
Public Key Algorithm

rsaEncryption

Indicates the encryption algorithm with which they were generated cryptographic keys
RSA Public Key

Modules (1024 bit) + Public Key
Displays the hexadecimal value of the public key contained in the certificate

	Certificate
	Contains the public key information contained in the certificate, and the algorithm which was generated

	Basic Constraints
	CA:False
	Extensions
	This indicates whether the certificate can be used as an CA, it may be issuing other certificates

	Key Usage
	Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
	Extensions
	Containing the permitted uses for the electronic certificate

	Extended Key Usage
	TLS Web Server Authentication
	Extensions
	Contains additional permitted uses for the certificate. This field is positioned to add uses not supported by the Key Usage field

	Subject Key Identifier
	Hexadecimal value of the key identifier
	Extensions
	Contains the public key identifier, the value assigned is a hash

	Authority Key Identifier
	Field
Value
Description
Keyid

Hexadecimal Value
Public key identifier of the Root CA
DirName

Contains the DN (C, O, OU, ST, L, CN, E) of the Root CA
Contains information about the format Root CA DN (Distinguished Name)
serial

Nonnegative positive number
Contains the number of the certificate issuer

	Extensions
	Contains information for identifying of the public key of the Root Certification Authority

	Authority Information Access
	OCSP - URI:http://publicador-psc.fii.gob.ve:2560
	Extensions
	Contains the URL where the service is available online certificate verification

	Certificate Policies
	Policy: 2.16.862.2.7

Policy: 2.16.862.2.8.3

  CPS: https://ar.fii.gob.ve
  CPS: https://ar.fii.gob.ve
	Extensions
	Contains the URI where policies are available specific license for the type of natural personal certificate and certification practice statement

	Subject Alternative Name
	Field
OID

Value
Description
otherName

2.16.862.2.3
TIR-J-XXXXXXXX

Contains the ID of the responsible person or company
otherName

2.16.862.2.4
servidorOthers, servidorMS

Contains the type of server certificate (Microsoft and Others for other technologies)

otherName

2.16.862.2.5
http://ar.fii.gob.ve

Contains the web address of the RA that processed the certificate
otherName

2.16.862.2.6
http://www.fii.org

Contains the web address of the CA that generated the certificate
IP Address

N/A

Server IP Address
Server IP Address
DNS

N/A

Primary DNS

Primary DNS

DNS

N/A

secondary DNS 

secondary DNS


	Extensions
	Contains additional information not supported by the X509 standard, such as identification of the owner of the certificate, the certificate type, the web address of the RA that processed the certificate and the web address of the CA that generated the certificate

	Issuer Alternative Name
	Field
OID

Value
Description
DNS

N/A

fii.gob.ve

DNS of CSP
otherName

2.16.862.2.1

CSP-0000001

CSP's unique identifier
otherName

2.16.862.2.2

TIR-G-20004650-3

CSP identification document (TIR)

	Extensions
	Contains information about the certificate issuer. The DNS information is stored, TIR of CSP and CSP identifier.

	CRL Distribution Points
	URI: https://ar.fii.gob.ve
URI:ldap: https://ar.fii.gob.ve
	Extensions
	Contains the URL where it is available the certificate revocation list (HTTP and LDAP)


	Tipe
	Storage
	Validity
	Algorithm
	Key Size

	High Security 
	Hardware
	3 Years
	SHa256WithRSAEncryption
	2048

	Medium Security
	Software
	1 Year
	SHA1WithRSAEncryption
	1024


Certified operators (RA / CA)
Then lists the fields that are part of the licenses of operators of RA and the CA and in the following table, the sub-classification of operators licenses key size, validity, algorithms and storage medium:

	X509 Standard Field
	Field Value 
	Location
	Field description 

	Version
	V3
	Certificate
	Indicates the version of the X509 standard with which it is issuing the certificate

	Serial Number
	Corresponding positive number
	Certificate
	Indicates the unique number, not negative for the certificate identification

	Signature Algorithm
	- sha1WithRSAEncryption (for certificates to be used in Windows environments).

- sha256WithRSAEncryption (for certificates to be used on platforms other than Windows)
	Certificate
	Indicates the hash algorithm used to generate the certificate signing

	Issuer
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification

Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

Miranda

Indicates the state in which is located the certificate issuer
L (Locality)

Sartenejas

Indicates the specific location where the CSP is located
CN (Common Name)

Public CSP's MCT for the Venezuelan State
Indicates name that identifies the Certification Service Provider
E o emailAddress

admin.-pki@fii.org

Indicates the CSP's email

	Certificado
	Contiene la información de la entidad emisora del certificado, siguiendo el formato DN (Distinguished Name)

	Validity
	Field
Description
Not Befote

Indicates the date in GMT format from which the certificate is valid
Not After

Indicates the date in GMT format from which the certificate becomes invalid

	Certificate
	Contains information about the validity of the electronic certificate

	Subject
	Field

Value

Description

C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

The National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation engineering Institute 
Indicates the organizational unit to which the certificate belongs
ST (State)

Selected by user
Indicates the state in which the server is located
L (Locality)

User-directed
Indicates the location or brief address of the server 
CN (Common Name)

Full Name of the certificate holder
Indicated in the name of natural person (operator)

E o emailAddress

Email indicated by natural person (operator)
Contact e-mail Indicates the certificate owner

	Certificate
	Contains information about the individual (operator) owner of the electronic certificate

	Subject Public Key Info
	Field
Value
Description
Public Key Algorithm

rsaEncryption

Indicates the encryption algorithm with which they were generated cryptographic keys
RSA Public Key

Modules (1024 bit) + Public Key
Displays the hexadecimal value of the public key contained in the certificate

	Certificate
	Contains the public key information contained in the certificate, and the algorithm which was generated

	Basic Constraints
	CA:False
	Extensions
	This indicates whether the certificate can be used as an CA, it may be issuing other certificates

	Key Usage
	Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
	Extensions
	Containing the permitted uses for the electronic certificate

	Extended Key Usage
	TLS Web Server Authentication
	Extensions
	Contains additional permitted uses for the certificate. This field is positioned to add uses not supported by the Key Usage field

	Subject Key Identifier
	Hexadecimal value of the key identifier
	Extensions
	Contains the public key identifier, the value assigned is a hash

	Authority Key Identifier
	Field
Value
Description
Keyid

Hexadecimal Value
Public key identifier of the Root CA
DirName

Contains the DN (C, O, OU, ST, L, CN, E) of the Root CA
Contains information about the format Root CA DN (Distinguished Name)
serial

Nonnegative positive number
Contains the number of the certificate issuer

	Extensions
	Contains information for identifying of the public key of the Root Certification Authority

	Authority Information Access
	OCSP - URI:http://publicador-psc.fii.gob.ve:2560
	Extensions
	Contains the URL where the service is available online certificate verification

	Certificate Policies
	Policy: 2.16.862.2.7

Policy: 2.16.862.2.8.4

  CPS: https://ar.fii.gob.ve
  CPS: https://ar.fii.gob.ve
	Extensions
	Contains the URI where policies are available specific license for the type of natural personal certificate and certification practice statement

	Subject Alternative Name
	Fiels
OID

Value
Description
otherName

2.16.862.2.3
ID-V-XXXXXXXX

contains the person ID
otherName

2.16.862.2.4
operatorTI, operatorOthers, operatorMS

Contains the type of operator's certificate (smart card, Microsoft and Others for other technologies)
otherName

2.16.862.2.5
http://ar.fii.gob.ve

Contains the web address of the AR that processed the certificate
otherName

2.16.862.2.6
http://www.fii.org

Contains the web address of the CA that generated the certificate

	Extensions
	Contains additional information not supported by the X509 standard, such as identification of the owner of the certificate, the certificate type, the web address of the RA that processed the certificate and the web address of the CA that generated the certificate

	Issuer Alternative Name
	Field
OID

Value
Description
DNS

N/A

fii.gob.ve

DNS of CSP
otherName

2.16.862.2.1

CSP-0000001

CSP's unique identifier
otherName

2.16.862.2.2

TIR-G-20004650-3

CSP identification document (TIR)

	Extensions
	Contains information about the certificate issuer. The DNS information is stored, TIR of CSP and CSP identifier.

	CRL Distribution Points
	URI: https://ar.fii.gob.ve
URI:ldap: https://ar.fii.gob.ve
	Extensions
	Contains the URL where it is available the certificate revocation list (HTTP and LDAP)


	Tipe
	Storage
	Validity
	Algorithm
	Key Size
	Function 

	High Security 
	Hardware
	3 Years
	SHa256WithRSAEncryption
	2048
	Signature or Authentication 

	Medium Security
	Software
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication

	Smart Card
	Hardware
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication


Authentication Certificates
The following lists the fields that are part of the authentication certificates and in the following table, the sub-classification of the certificates as key size, validity, algorithms:

	X509 Standard Field
	Field Value 
	Location
	Field description 

	Version
	V3
	Certificate
	Indicates the version of the X509 standard with which it is issuing the certificate

	Serial Number
	Corresponding positive number
	Certificate
	Indicates the unique number, not negative for the certificate identification

	Signature Algorithm
	- sha1WithRSAEncryption (for certificates to be used in Windows environments).

- sha256WithRSAEncryption (for certificates to be used on platforms other than Windows)
	Certificate
	Indicates the hash algorithm used to generate the certificate signing

	Issuer
	Field
Value
Description
C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

National System of Electronic Certification

Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation Engineering Institute
Specifies the organizational unit to which the certificate belongs
ST (State)

Miranda

Indicates the state in which is located the certificate issuer
L (Locality)

Sartenejas

Indicates the specific location where the CSP is located
CN (Common Name)

Public CSP's MCT for the Venezuelan State
Indicates name that identifies the Certification Service Provider
E o emailAddress

admin.-pki@fii.org

Indicates the CSP's email

	Certificado
	Contiene la información de la entidad emisora del certificado, siguiendo el formato DN (Distinguished Name)

	Validity
	Field
Description
Not Befote

Indicates the date in GMT format from which the certificate is valid
Not After

Indicates the date in GMT format from which the certificate becomes invalid

	Certificate
	Contains information about the validity of the electronic certificate

	Subject
	Field

Value

Description

C (Country)

VE

Indicates the country of origin certificate. Follows the ISO standard for encoding the country
O (Organization)

The National System of Electronic Certification
Indicates the organization that owns the certificate
OU (Organizational Unit)

Foundation engineering Institute 
Indicates the organizational unit to which the certificate belongs
ST (State)

Selected by user
Indicates the state in which the server is located
L (Locality)

User-directed
Indicates the location or brief address of the server 
CN (Common Name)

Full Name of the certificate holder
Indicated in the name of natural person (operator)

E o emailAddress

Email indicated by natural person (operator)
Contact e-mail Indicates the certificate owner

	Certificate
	Contains information about the individual (operator) owner of the electronic certificate

	Subject Public Key Info
	Field
Value
Description
Public Key Algorithm

rsaEncryption

Indicates the encryption algorithm with which they were generated cryptographic keys
RSA Public Key

Modules (1024 bit) + Public Key
Displays the hexadecimal value of the public key contained in the certificate

	Certificate
	Contains the public key information contained in the certificate, and the algorithm which was generated

	Basic Constraints
	CA:False
	Extensions
	This indicates whether the certificate can be used as an CA, it may be issuing other certificates

	Key Usage
	Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
	Extensions
	Containing the permitted uses for the electronic certificate

	Extended Key Usage
	TLS Web Server Authentication
	Extensions
	Contains additional permitted uses for the certificate. This field is positioned to add uses not supported by the Key Usage field

	Subject Key Identifier
	Hexadecimal value of the key identifier
	Extensions
	Contains the public key identifier, the value assigned is a hash

	Authority Key Identifier
	Field
Value
Description
Keyid

Hexadecimal Value
Public key identifier of the Root CA
DirName

Contains the DN (C, O, OU, ST, L, CN, E) of the Root CA
Contains information about the format Root CA DN (Distinguished Name)
serial

Nonnegative positive number
Contains the number of the certificate issuer

	Extensions
	Contains information for identifying of the public key of the Root Certification Authority

	Authority Information Access
	OCSP - URI:http://publicador-psc.fii.gob.ve:2560
	Extensions
	Contains the URL where the service is available online certificate verification

	Certificate Policies
	Policy: 2.16.862.2.7

Policy: 2.16.862.2.8.5

  CPS: https://ar.fii.gob.ve
  CPS: https://ar.fii.gob.ve
	Extensions
	Contains the URI where policies are available specific license for the type of natural personal certificate and certification practice statement

	Subject Alternative Name
	Fiels
OID

Value
Description
otherName

2.16.862.2.3
ID-V-XXXXXXXX

contains the person ID
otherName

2.16.862.2.4
autentication

Contains the type of certificate
otherName

2.16.862.2.5
http://ar.fii.gob.ve

Contains the web address of the AR that processed the certificate
otherName

2.16.862.2.6
http://www.fii.org

Contains the web address of the CA that generated the certificate

	Extensions
	Contains additional information not supported by the X509 standard, such as identification of the owner of the certificate, the certificate type, the web address of the RA that processed the certificate and the web address of the CA that generated the certificate

	Issuer Alternative Name
	Field
OID

Value
Description
DNS

N/A

fii.gob.ve

DNS of CSP
otherName

2.16.862.2.1

CSP-0000001

CSP's unique identifier
otherName

2.16.862.2.2

TIR-G-20004650-3

CSP identification document (TIR)

	Extensions
	Contains information about the certificate issuer. The DNS information is stored, TIR of CSP and CSP identifier.

	CRL Distribution Points
	URI: https://ar.fii.gob.ve
URI:ldap: https://ar.fii.gob.ve
	Extensions
	Contains the URL where it is available the certificate revocation list (HTTP and LDAP)


	Tipe
	Storage
	Validity
	Algorithm
	Key Size
	Function 

	Medium Security
	Software
	1 Year
	SHA1WithRSAEncryption
	1024
	Signature or Authentication


9.1.3 Object Identifier (OID) of the algorithms
The CSP Certification Authority and certificate issued by it supports the following algorithms:
	   Algorithms
	Object Indicator

	SHA1WithRSAEncryption
	1.2.840.113549.1.1.5

	SHA256WithRSAEncryption
	1.2.840.113549.1.1.11

	DES-EDE3-CBC
	1.2.840.113549.3.7


9.1.4 NAME FORMATS
In a certificate issuer DN fields and subject DN containing the full X.500 distinguished name of the certificate issuer and certificate subject.

9.1.5 LIMITATIONS OF NAMES
The names on the certificates are restricted to X.500 distinguished names, unique and unambiguous.

9.1.6 OBJECT IDENTIFIER OF THE CERTIFICATION POLICY
The Declaration of Certification Practices and Policies of CSP are identified with the OID : 2.16.862.2.6 and each certificate has a stated policy certificate to be shown in the table below:

	Certificate Type 
	Object Identifier

	Natural Person (High Security)
	2.16.862.2.7.1

	Natural Person (Medium Security)
	2.16.862.2.7.2

	Natural Persons (Smart Card)
	2.16.862.2.7.3

	Legal Persons (High Security) 
	2.16.862.2.7.4

	Legal Persons (Medium Security)
	2.16.862.2.7.5

	Legal Persons (Smart Card)
	2.16.862.2.7.6

	Certificate for Servers (High Security)
	2.16.862.2.7.7

	Certificate for Servers (Medium Security)
	2.16.862.2.7.8

	Certificates for Operators (High Security)
	2.16.862.2.7.9

	Certificates for Operators (Medium Security)
	2.16.862.2.7.10

	Certificates for Operators (Smart Card)
	2.16.862.2.7.11

	Certificados de Autenticación (Medium Security)
	2.16.862.2.7.12


9.1.7 SEMANTIC TREATMENT FOR CERTIFICATION POLICY CRITICS
The only certificate extension that can be identified as critical in the certificates issued by the CA of the CSP is the extension cRLDistributionPoints. The CRL will be retrieved from the directory entry of the CRL distribution point specified in the certificate, unless an updated copy of the CRL is stored in cache on the client software signer.

9.2 CRL PROFILE
9.2.1  VERSION NUMBER 
The CRL issued by the CA / CRL CSP are under the X.509 standard ITU-T (International Telecommunication Union) version 2, in accordance with the root certificate issued by SUSCERTE and CRL profile. Below is a list of the fields in X.509 CRL format used by version 2 of the CSP AC:

	Fields
	Description

	Version
	Set to V2

	Issuer
	CSP full distinguished name

	this update
	Time of issuance of the CRL

	next update
	Time of the next planned update of the CRL

	revoked certuficate
	Information list of revoked certificates


9.2.2 CRL EXTENSIONS AND CRL ENTRIES 
The following section describes extensions to X.509 version 2 CRL and CRL entries supported by the CA of the CSP and not supported in the CRL issued by CSP.

	Extension
	Critique(Yes/No)
	Optional(Yes/No)
	Observations

	AuthorityKeyIdentifier


	No 
	No
	Only fill the element [0]
(authorityKeyIdentifier) contains a hash of 20 bytes of subjectPublicKeyInfo
in the CA certificate

	CRLNumber particular


	No
	No
	Increases each time you change a CRL

	ReasonCode
	No
	No
	CRL entries Extension: currently only supports codes (0), (1), (3), (​​4) and (5)

	IssuingDistributionPoint


	Yes
	No
	The element [0]
(distributionPoint) includes the full DN of the distribution point

The element [1] (onlyContainsUserCerts) is included for CRL  
The element [2]
(onlyContainsCACerts) is included for the CRL
Elements [1] and [2]
never appear together in the same revocation list
Elements [3] and [4] not used


9.3 OCSP PROFILE
9.3.1 VERSION NUMBER 
OCSP Responder certificates use the X.509 version 3 (X.509 v3)
9.3.2 OCSP EXTENSIONS
 X509v3 extensions used in the OCSP Responder certificate are:

· Subject Key Identifier

· Authority Key Identifier

· KeyUsage

· extKeyUsage

· Certificate Policies  

· Policy Identifier

· URL DPC

· Notice Reference

· Basic Constraints

· Subject Type

· Auth Information Access

· OCSPNoCheck
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10. COMPLIANCE AUDIT
10.1 FREQUENCY OR CIRCUMSTANCES OF CONTROLS 
To ensure the proper performance of the CSP's business relationship with any of the users of the Venezuelan state's public key as described above, periodic audits will be conducted on each of the actors involved, which include:

· Verification of issues relating to the issuance and management of Electronic Certificates.

· Controls the application process, identification, authentication, management, publication, distribution, renewal and revocation.

Audit in each of the following areas:

a) Security Policies.
b) Physical security.
c) Management services.
d) Research staff.
e) DPC used.
f) Contracts. 

The completion of these audits is mandatory and shall be conducted internally and externally. Internal audits are designed to guarantee the approval of external audits. External audits are control measures to maintain the certifications of CSP and its associated RA and CA3. These may be made ​​at the level of documentation, procedures and records of events. In this regard, the CSP-FEI, records and stores all the actions carried out which include among others, life cycle management of certificates (application, issuance, revocation, etc..) and attempts to access the publishing system information in the directory. 

Internal audits in the CSP-FEI in each of its modes of operation will be performed continuously (CSP FEI activity is monitored daily by the staff responsible for each area, and must record the findings.) While in the RA associated must be at least 2 audits per year.  
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Figure 15  Internal Audit Process
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Figure 16  External Audit Process
10.2  IDENTIFICATION / EXPERIENCE OF AUDITOR  

The auditor will be selected at the time of the completion of each audit. 

Any company or person contracted to perform an audit of the CSP-FII must meet the following requirements: 

· Proper training and experience in PKI, security, auditing and encryption technologies. 

· Independence at the organizational level of the CSP-FEI or subordinate Registration Authorities. 

10.3 RELATIONSHIP BETWEEN THE AUDITOR AND THE AUDITEE
this relationship is strictly limited to the processes and information required for auditing. Therefore, the audited party (CSP) shall not have any relationship, current or planned financial, legal, or other circumstances which could lead to a conflict of interest with the auditor. In the case of internal auditors, they may not have functional relationship with the area being audited.

10.4  ISSUES COVERED BY THE CONTROLS 
The audit will determine the compliance of CSP-FEI services concerning defined in this document. Also determine the risks of not complying with the operational adequacy defined. 

The topics covered by the audit include but not be limited to: 

1. Security Policy
2. Physical Security
3. Assessment
4. Services Administration of the CSP-FII, at different levels of trade.
5. Personnel Selection
6. Practice Statement and Certificate Policies.
7. Contracts and Service Agreements
8. Privacy Policy
10.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY
The identification of any anomalies in the audit will lead to immediate correction of remedial measures to be solved in the shortest time possible. In the case of a serious deficiency, the SUSCERTE may determine the temporary suspension of operations of the CA root until deficiencies are corrected, revocation of the certificate authority, personnel changes, etc.

10.6  COMMUNICATION OF RESULTS 
The auditor should communicate the results to the general coordinator of the CSP and the heads of the various areas where nonconformities are detected.
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11. OTHER BUSINESS AND LEGAL AFFAIRS
11.1 RATES 

11.1.1 RATES OF ISSUANCE OR RENEWAL OF CERTIFICATES
 The cost for the issuance of the certificates (regardless of type) will be one hundred bolivars, which comprises equally renewal.

The CSP-FEI, through the implementation of interagency agreements may make a modification of the costs specified in the preceding paragraph. 

11.1.2 RATES OF ACCESS TO CERTIFICATES
The CSP-FEI, seen as a public service will not earn any fees for access to licenses.

11.1.3 CANCELLATION FEES OR ACCESS TO INFORMATION FROM STATE 
The CSP of the Venezuelan state seen as a public service will not earn any fees for access to state information of the certificates and tariffs applicable to revocation proceedings.

11.2 FINANCIAL RESPONSIBILITIES
The CSP of FEI in faithful compliance with the rules of SUSCERTE have a bank guarantee for securing the chain of electronic certification made ​​by the authorities for registration and certification to guarantee and cover all contractual and extra contractual damages of signatories and third parties in good faith.

11.3 PRIVACY POLICY
The CSP is committed to protecting all data that is accessible as a result of his activity as a certification of PKI in Venezuela.

However, CSP reserves the right to disclose to employees and consultants, external or internal, confidential information necessary to conduct its business as CSP. In this case, employees and consultants are informed of the confidentiality obligations.

These obligations do not apply if the information classified as "confidential"is required by the courts or competent administrative bodies or imposed by law.

11.3.1 PRIVACY CONSIDERATIONS 
The CA-FEI, keep your private key electronic identity, being responsible for confidentiality. Disclosure or misuse of this private key will be your sole responsibility.

The CSP-FEI is responsible for the use of subordinate CA certificate. 

The holder of a certificate issued by the CA-FEI, is responsible for its maintenance and confidentiality for its own public key contained in the certificate.

Any documents, information or record relating to the CA-FEI be disclosed.
As rates are considered confidential information following:

a) Application for certificate issuance.
b) Certificates and CRLs issued by CA-FEI.
c) corporate information that are part of the certificates or other directories.
d) Method of implementation of the CPD on the CA.
e) published versions of the security policy.
f) Results of whatever nature products audits.

By court order, may be requested any documents, information or other record is under the protection of the CSP-FEI.

11.3.2 CONFIDENTIAL INFORMATION 
It is considered confidential information:

· registration information, all data relating to registration of certificates are considered confidential.

· Business information provided by their suppliers and others with which the CSP has the duty of secrecy established by law or agreement.

· Information on the life of the certificates, all data relating to the issuance and revocation (except for its publication in the CRL) Certificate of the signatories.

· Management mechanisms and intercommunication between the CA and AR
· Toda la información clasificada como “Confidencial”

11.3.3 NON CONFIDENTIAL INFORMATION 
It is considered non confidential information:

· Contents of certificates issued
· Certificate Revocation List (CRL)

· The key issues from the PSC CA
· The versions of the CPS
· Certificate Policies (CP)
· Regulation and operating policies.

· Any other information identified as "Public”
11.3.4 PUBLICATION OF INFORMATION ON WITHDRAWAL OR SUSPENSION OF CERTIFICATE 
The CSP-FEI revocation lists issued daily and are available through publishing services (https://ar.fii.gob.ve).

11.3.5 DISCLOSURE OF INFORMATION AS PART OF A JUDICIAL OR ADMINISTRATIVE PROCESS
Confidential information.

11.4 PROTECTION OF INFORMATION PRIVATE/SECRET
11.4.1 CONSIDERED PRIVATE INFORMATION 
Private information of CSP-FEI are stored encrypted in the Vault, which contains several additional security mechanisms. 

11.4.2 CONSIDERED NON PRIVATE INFORMATION 
Any information that the CSP-FEI drive is stored in the vault, which contains several additional security mechanisms.

11.4.3 RESPONSIBILITIES TO PROTECT INFORMATION PRIVATE / SECRET
Are responsible for protecting the information, those licensed professionals CSP-FEI, who will have obligations to protect any information concerning the CSP-FEI and are reflected in more detail in paragraph 11.5.6. 

11.4.4 PROVISION OF KNOWLEDGE IN THE USE OF INFORMATION PRIVATE / SECRET 
Confidential information.

11.4.5 COMMUNICATION OF INFORMATION TO AUTHORITIES ADMINISTRATIVE AND / OR LEGAL
Confidential information.

11.5  OBLIGATIONS 
11.5.1 ARE OBLIGATIONS OF THE CERTIFICATION AUTHORITY (CA)
· Operate in accordance with Practice Statement and Certificate Policies (CPS).

· Take measures to ensure that signatories or other entities involved have knowledge of their respective rights and obligations.

· Build and manage their public key pairs.

· Ensure the protection of their private keys.

· Report to the AC-Root Venezuela (SUSCERTE), when they have committed the CA private key or its subordinate and immediately apply for revocation of the licenses.

· Distribute certificates.

· Issue, deliver and distribute the subordinate CA certificate.

· Inform the issuance of certificates to the respective applicants.

· To provide applicants of their certificates issued by the CA.

· To revoke the certificates issued by the CA.

· To issue, manage and publish its certificate revocation lists.

· Identify and record all actions performed while maintaining its processes in line with legal regulations issued by the CA Root SUSCERTE.

· Maintain and ensure the integrity, confidentiality and assurance of information maintained by it.
· Maintain and regularly test their business continuity plans.

· Maintain liability contract that welcomes the efforts undertaken by the AC and its subsequent levels.

· Do not issue a certificate with a longer period than holds its own certificate generated by the AC-Root.

· Use trustworthy systems and products that are protected against modification and ensure the technical and cryptographic security certification processes to which they support.

· Employ staff with the skills, knowledge and experience required to provide certification services offered and the safety procedures and appropriate management in the field of electronic signatures.

· To publish this Practice Statement and Certificate Policies (DPC) in the respective website, ensuring access to current versions and previous versions.

11.5.2 ARE OBLIGATIONS OF THE REGISTRATION AUTHORITY (RA)

· Receive requests for issuance or revocation of certificates.

· Confirm the applicant's identity and the validity of the application in accordance with the requirements within their own admission policies and practices.

· Perform all mechanisms to support emissions applications and revocations of certificates corresponding to the exchange of data between nodes.

· Use VPN or SSL, protocol or other technology that provides equal or greater level of security and privacy, when having the services available to users of Electronic Certificates applicants on the Web.

· Inform the organizations certified the issue or revocation of Electronic Certificates.

· Ensure the availability of the certificates issued by the CA and its subordinate CA.

· Identify and implement all the actions in accordance with the rules defined in the AC-Root (SUSCERTE) and Law and its Regulations.

· Maintain and ensure compliance with the rules, practices, policies and procedures criteria in AC-Root (SUSCERTE).

· Provide training to officials of records, especially when doing validation of documents and attributes.

· Do not store or copy signature creation data of the person you have served. 

· Inform, before issuing a certificate, the person seeking its services, the obligations assumed, the form must guard the signature creation data, the procedure to be followed for reporting the loss or misuse devices or data creation and signature verification, its price, the necessary conditions for the use of the certificate, their limitations of use and how it ensures its possible liability, and the Web page where you can view any information. 

· Request the revocation of a certificate when it has knowledge or suspicion of compromise of a private key.
· Keep under its strict control tools for processing electronic certificates and notify the Certification Authority any malfunction or other event that could get out of the normal behavior expected.

· Assist in terms of operational aspects, audit or control, when requested by the Certification Authority. 

· Maintain the more general and broad duty of confidentiality, during and after the service as a Registration Authority, regarding the information received by the Certification Authority and for the information and documentation that the service has been realized. 

11.5.3 ARE OBLIGATIONS OF THE CERTIFICATION AUTHORITY SUBORDINATE OR LEVEL 3 

· Strengthening of a complete and accurate, all information necessary for identification.

· Order copies of documents that are required for the issuance of electronic certificates.

· Ensure the protection and confidentiality of their private keys, so it is recommended the use of cryptographic devices developed for this purpose (Smart Cards for Signatories).

· Verify, at the time of the acceptance of electronic certificates, the accuracy of the information contained therein. Otherwise, notify the CA-FEI requesting revocation.

· Use their certificates and private keys in an appropriate manner according to the DPC.

11.5.4 ARE OBLIGATIONS OF SIGNATORIES
· The obligations of the holders of Electronic Certificates are limited as indicated in the established use of electronic certificates to be granted.

11.5.5 DUTIES OF THIRD PARTIES ARE
· It is considered a third party, the person who trusts, validates and implements the use of electronic certificates.

· It is the responsibility of third parties, at all times to check the validity of your certificate. A certificate is considered valid if:

· It is included in a revocation list
· There has expired
· Its validity can be verified through a valid certificate CA-FEI.

· The non-exercise of these activities, does not relegate the responsibility for the certification that CA FEI.

11.5.6 DUTIES OF THE STAFF OF CSP-FEI
· Avoid activities that may be considered illicit or illegal, violates the rights of the entity or others, or that might violate the moral or the rules of such networks, using material resources belonging to the CSP-FEI.

· Do not send confidential information to the outside, through the use of hardware or any other media.

· To maintain indefinitely the maximum discretion, and not disclose or use directly or indirectly or through third parties or companies, data, documents, methodologies, codes, and other information to which access during his employment relationship with this entity.

· Not to possess, for purposes not their own responsibility, any material labor-FEI ownership of CSP.

· In case that for reasons related to the job, the employee comes into possession of confidential information, such possession shall be understood to will be strictly temporary, with the obligation of secrecy and without that fact granted any right of possession or ownership.

· Giving to CSP-FEI patent rights, reproduction or other intellectual property that they originate and / or develop. All software and documentation made ​​ by workers in their working and / or media and / or materials of the CSP-FEI will be considered property of this.  

11.6 RESPONSIBILITIES 
11.6.1 RESPONSIBILITIES OF CA-FEI
The CA-FEI liable for damages caused by possible malfunctions such as CA and AR. Likewise, and solidarity must answer for their CA subordinate or Level 3.

11.6.2 RESPONSIBILITIES OF AR-FEI
· The AR is responsible for damage that could result in the exercise of their functions.

· The AR must cover the fees derived from the relation with third parties. Third parties are responsible, in terms of existing legislation, for the damage caused in respect of an unlawful act.

11.7 LIMITATION OF RESPONSIBILITIES
11.7.1 DISCLAIMER OF RESPONSABILITIES
CAs and RAs are not responsible for any loss or damage: 

· Of the services they provide, in case of war, natural disaster or other force majeure. 

· Caused by the use of certificates that exceeds the limits set by them, the relevant Certificate Policy and the CPS. 

· Caused by improper or fraudulent use of certificates or CRLs issued by CA. 

· Caused the undersigned or third parties in good faith if the recipient of the signed documents electronically does not check or take into account the restrictions contained in the certificate as to their potential uses, or disregard the suspension or loss of life of certificate published in the CRL, or when not to verify the electronic signature.

11.7.2 LIMITATIONS OF LOSS 
Except as set by the provisions of this CPS, the CSP-FEI does not assume any commitment or provide any other warranty, nor assumes any responsibility or signatrios bona fide third parties.

11.8 RELATIONSHIP OF MONETARY LIABILITY
The CA-FEI compensate for the damage when it is not proven negligence or recklessness manifests. The compensation payable by the CA-FEI are limited to twenty times the value of the Electronic Certificate. 

Compensation of the CA-FEI will be caused when they committed the CA private key, identifying an issue of Electronic Certificates defective or there are errors in the issuance of the Certificate in Electronic.

11.9 INTERPRETATION OF A DISPUTE PROCESS
a) The CPS of the CA-FEI, does not override the rules, criteria, practices and procedures CA-Root (SUSCERTE).
b) In the hypothetical scenario that one or more provisions of the CPS, for whatever reason, be held invalid, illegal or subject to a conflict with regard to the rules of SUSCERTE, the unenforceability of any provision shall not affect other provisions As far as possible, respecting the original intent of the wording of this document.
c) Notice of application for any necessary communication relating to the practices described in this document after its period in office, will be made ​​via electronic messages digitally signed with a certificate recognized by SUSCERTE, or a valid written and recorded in a Public Notary.

11.10 REPRESENTATIONS AND WARRANTIES 
The CSP-FEI reserves this information.

11.11 DISCLAIMER OF WARRANTIES

The CSP-FEI can refuse all service guarantees that are not related to obligations under the LDMES and SUSCERTE standards, especially those warranties of fitness for a particular purpose or warranties of merchant certificate.

11.12 COMPENSATIONS

This section shall be subject to domestic laws and that provided by the Superintendence of Electronic Certification Services (SUSCERTE).
11.13 TERM AND TERMINATION 
11.13.1 TERM
The CPS will be in force until expressly repealed by the issuance of a new version or for the renewal of the CA root key, time necessarily be issued a new version, which was governed by the rules established by the Superintendency Electronic Certification Services (SUSCERTE).

11.13.2 TERMINATION
The obligations and restrictions established by this CPS, referring to confidential information, audits, obligations and responsibilities arising under its force, remaining after they are replaced or repealed by a new version in particular as it does not oppose.

11.14 NOTIFICATIONS
Any notice, demand, request or other communication practices required under the CPS is written in this document or made ​​by digitally signed electronic message in accordance with the latter or in writing by registered mail addressed to any of the addresses contained in paragraph 1.9.2 person contact. 

11.15 MODIFICIATIONS
11.15.1 SPECIFICATION CHANGE PROCEDURES
The Certification Authority may unilaterally modify the CPS if you comply to the following procedure:

· The change is justified from a technical standpoint, legal or business must, therefore, be endorsed by the signature of the highest authorities of FEI.

· The proposed amendment does not go against the PC, set by the CSP-FEI.

· The proposed amendment can not go against the Law on Data Messages and Electronic Signatures, or the rules established by the SUSCERTE.

11.15.2 PUBLICATION AND NOTIFICATION PROCEDURES
Any modifications made to the CPS, will be available through publishing services
 (https://ar.fii.gob.ve).

11.15.3 PROCEDURES FOR APPROVAL OF CPS
As reflected in paragraph 11.15.1.

11.16 CONFLICT RESOLUTION
THE CSP-FEI reserves this information.

11.17 APPLICABLE LAW
The function and operation of CSP-FEI, and this CPS is governed by current Venezuelan legislation at all times. Are taken as following laws apply:

· 1204 Decree-Law on Data Messages and Electronic Signatures (LDMES)

· Partial Regulations to the Law on Data Messages and Electronic Signatures (LDMES)
· Organic Law of Public Administration (OLPA)
· Organic Law on Administrative Procedures (OLAP)

· Administrative Ruling No. 016 SUSCERTE National Electronic Certification Infrastructure.

11.18 UNDER APPLICABLE LAW 
The CSP-FEI declares that this CPS and PC meets the requirements contained in the LDMES. Additionally, the AAP is the responsibility of ensuring compliance with the applicable law contained in section 11.17.
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12. OTHER ASPECTS
This section provides the Policies to be followed by an essential but not exclusive, as the Certification Services Provider - Foundation Engineering Institute (CSP-FII) and Certification Authorities, Registration Authorities and should be signatories to this accredited followed in all activities related to Electronic Certificates and Electronic Signatures.

12.1 POLICIES TO BE FOLLOWED BY THE CSP-FEI
To ensure a suitable environment for a operation to the market of Certificates Electronic and Electronic Signatures in the Bolivarian Republic of Venezuela, the Engineering Institute Foundation is governed by the general policies of operating described below, and periodically reviewed, approved  by SUSCERTE and published at least on the website of the CSP-FEI All without prejudice to other complementary policies to implement an agreement between the parties involved, when establishing the relationship or at a later time. This section also includes aspects such as cryptographic security, proper certification services provided by the CSP-FEI.

12.1.1 FROM THE VIEWPOINT OF INFRASTRUCTURE
The CSP-FEI shall: 

· Design, implement and maintain the infrastructure Physical, Hardware and Software appropriate to the international standards and / or best practices that are aware of, from the standpoint of security, availability, and response times are appropriate to the size / market rate that will be attending, and for the service being provided.

· In particular, the Institute of Engineering Foundation took as its starting point FIPS standards as examples of best practices accepted by the market, which, if considered applicable to a specific issue will be studied in detail and adapted to the case this particular institution.

· However, if the Foundation Engineering Institute discovered or was notified of a new breach of security that affects or could affect facilities like yours, it should proceed with the speed that requires the case to redesign/enhance its infrastructure, no denying it the possibility of taking some kind of temporary measure to minimize the security breach and its impact, trying as far as possible not to affect its users Public Key System of the Venezuelan State.

· To undertake the safe networking with SUSCERTE for the exchange of information described by Decree-Law on Electronic Signatures and Digital messages with their regulations (hereinafter simply "The Law and its regulations" unless otherwise indicated)

Contingency
· In order to ensure the widest possible availability of their services, the infrastructure of CSP-FEI must be supported by appropriate security mechanisms for relevant data centers, encompassing the physical space, access and protection of equipment in it found. The details of how this protection will be undertaken will be part of one's own security measures, and therefore the CSP-FEI maintained that classified information to a select group of people trained in the handling of different situations/scenarios that might arise.

· If despite this, there be an event or series of events that affected the infrastructure of the Computer Systems CSP-FEI, or the teams themselves, they will proceed to activate contingency arrangements described in Internal Manuals Procedures, and coordinate with other agencies: those who claim the situation (if applicable), and indicating the Act and its Regulations.

12.1.2 FROM THE VIEWPOINT OF OPERATION
The CSP-FEI shall: 

· Comply fully with the provisions under the Act and its Regulations. In particular:

· Maintain a physical infrastructure, hardware and software to enable seamless operation, from the point of view of Issuance, Suspension and Revocation of keys, electronic certificates and / or electronic signatures.

· Manage nimbly within the time stipulated by the Act and its Regulations, the Issuance and Delivery of Certificates, the Suspension and / or Revocation of Certificates, the Updating CRL's List, and Mediation in Resolution of Conflicts that may arise.

· To revoke the Keys, Certificates and Electronic Signatures Electronic from those institutions or persons who have violated these policies or the provisions of the Act and its Regulations, or has proven his disappearance or that reasonable doubt that has been viewed to compromised the safety and/or privacy of your information. Notify affected, update databases, and notify SUSCERTE if necessary.

· To maintain public access to databases Issued Certificates List and List of Suspended and Revoked Certificates.

· Undergo to the External Audits that have SUSCERTE. Run any action that may arise as a result of that process.
· Renew the Certificates and Keys issued within the periods stipulated by the law and its regulations, without demerit of specific agreements to be signed between the various institutions.

· To support the implementation of the goals mentioned above, the CSP-FEI:

· Develop and maintain an infrastructure of Attention to the Certification Authorities, Registration Authorities and Users of public-key system of the venezuelan state.

· Validate whether the information received by the Registration Authorities is complete and verifiable to proceed with the issuance of the Keys, Electronic Certificates and/or Electronic Signatures required.

· Perform regular examination of its procedures through internal audits in addition to external ones, for which there will be kept a secure registration of the transactions according to indicating the Act and its Regulations, other than as stipulated in the Standards of Accreditation SUSCERTE.

· Conduct assessments of their hardware and software platform as it may be suitable or when the market development (size and safety) demands it. Plan and implement improvements if deemed appropriate/necessary.

· Ensure the highest level of Ethics and Professional Staff, and immediately remove from office (and take strict precautionary measures in terms of the protected information) if someone is involved in some event that contravenes the provisions of the Act and its Regulations, these Rules and Procedures, or some other offense. Notify the affected if there is any, and if SUSCERTE is compromised the CSP-FEI as such.

· In addition, the CSP-FEI will design a reporting mechanism to serve as Inducement to the Use Electronic Certificates and Electronic Signatures for signataries the Public Key Infrastructure of Venezuela, and to help build conscience in:

· The need for confidentiality and information security offered by this institute.

· The need for Members of the Public Key System of the venezuelan state (Certification Authorities and Registration Authorities and Users of Public Key System) of the venezuelan state adhere to these guidelines and understand the technical implications and/or legal issues that may involve failure to do so, or do so in a poorly.
Contingency
If it is to be problems in the operation of CSP-FEI: 

· Its board shall proceed immediately to assess the situation and activate the mechanisms stipulated in its Internal Procedural Manuals.

· If the situation was not contemplated in these procedures, will proceed with the speed of the case to find a solution to short and/or medium to long term.

· If the hypothetical situation could potentially affect the Certification Authorities and Registration Authorities and/or User of Public Key System of the venezuelan state, will proceed immediately to activate the protective mechanisms specific to the case, notify SUSCERTE (and third, if necessary), and Certification Authorities and Registration Authorities and Members of the Public Key System of the venezuelan state concerned within the time stipulated by the Act and its Regulations.
12.1.3 POINT OF VIEW OF ACCESS TO INFORMATION

Since the foundation of the entire PKI system is the Confidentiality and Integrity of the Keys:

· The CSP-FEI will store in secret your Private Key, in specific hardware for that purpose, and with particular zeal for their safety and protection. If these items or this information is impaired would activate the contingency for the case.

· The information provided by the Certification Authorities, Registration Authorities and Users of Public Key System is considered the venezuelan state of Restricted Access. Consequently, the CSP-FEI shall endeavor to keep it safe in places specially designed for that purpose, Restricted Access, and will train their staff in the access to policies rooms respectively, as well as information that it is contained, all in accordance with the guidelines stipulated in the Act and its Regulations..

· Similar conditions will apply to the backups that are consistent with this.

· As stipulated in the Act and its regulations, the CSP-FEI should exchange information regularly with SUSCERTE. Accordingly, ensure that this exchange does not contravene the provisions of this point as to security and confidentiality of information.

· Additionally, as the CSP-FEI will be subject to audits by SUSCERTE, it will provide the required information, but with the understanding that will be attached to the regulations stipulated in Decree-Law on Electronic Signatures and Digital mMessages, and The Constitution of the Bolivarian Republic of Venezuela regarding the confidentiality of the information (without demerit of what a court could order law abiding and following a particular cause).

· The same criteria will apply for the Physical Support stipulated in the Act and Regulations, plus the agreements/contracts with Certification Authorities and Registration Authorities.

· In the case of Third Party Private Keys, The CSP-FEI strictly refuse access or storage, and will notify the respective authorities to the security breach that could present so they can take the necessary corrective measures.

· In addition, the CSP-FEI shall ensure that Certification Authorities and Registration Authorities before thee reported fulfilled with the technical and operational precautions referred to in these Rules and Procedures, for which you can:

· Request the provision of documentation to demonstrate compliance.

· Participate in Audits Certification Authorities Level 3 and Registration Authorities subordinate, according to details that may be specified in agreements or contracts respective complementary but not replace these Rules and Procedures.

· Any hiring External Auditors to act in his name for collecting and studing the information provided in these Rules and Procedures, as well as the Acts and its Regulations.

· The CSP-FEI shall ensure that public information concerning management of Electronic Certificates, and in particular the List of Issued Certificates, and CRL is accessible for Certification Authorities and Registration Authorities and Signatories, Levels Security Service and set out in the Act and its Regulations.

· In particular, the policies set out in the CPS for the Implementation of Digital Certification and Electronic Signatures will be publicly accessible, permanent and updated..

· Once the information (in hardware and/or digital) has met its life cycle (technical and legal) The CSP-FEI will safely be destroyed to help safeguard the privacy of information concerning Providers Certification Service and Users of Public Key System of the venezuelan state.

Contingency
In the event that the security mechanisms specific to the CSP-FEI (either on its own screening, or early detection of warning issued by a trusted third party) on the secrecy of your private key has been compromised, the CSP-FEI shall as soon as possible within the period covered by the Act and its Regulations to:

· Convene a working group to assess the gravity of the situation and determine whether this represents a real threat to the integrity and confidentiality of stored information.

· In case of positive answer, investigate the resources available online if indeed this security breach has been accomplished or could have happen in the short term.

· In the event that this has occurred, should lead a working group to close the security gap.

· And (not necessarily in order):

· Repeal the existing Electronic Certificate which issued from the possible event to date, including certificates issued/renewed for Registration Authorities and Certificate Authorities at level 3.

· Revoke the Certificate of Registration Authority itself and its own private key.

· Publish the repository for the CRL, as well as on its Web site, if deemed necessary.

· Notify SUSCERTE of the situation and the measures implemented so far. Coordinate subsequent actions requiring joint steps.

· Notify via e-mail, your Web site or other means at their fingertips to concerned Users of Public Key System of the venezuelan state.

· Ask SUSCERTE a new pair of Keys following the procedure that are consistent with this, but in a matter of urgency.

· Issue a new certificate for its own Registration Authority.

· Issue new certificates for the Certification Authorities and Registration Authorities accredited force and concerned.

· Issue new Electronic Certificates to its Users of Public Key System of the venezuelan state concerned.

· When the contingency is over, proceed to develop within the period covered by the Act and its Regulations the report that SUSCERTE in just right requires respect.

· Take the corrective so this or similar situations are not repeated in the future.

· If it is found Integrity/Confidentiality of Information, and consequently the security breach had not been consummated:

· There shall design and implement corrective short, medium and long term to close this security breach, if such a solution available, or at least take steps to reduce that gap and/or minimize its impact.

12.2 COMMON POLICIES TO ALL AUTHORITIES CERTIFICATION, AUTHORITIES OF REGISTRATION AND USERS OF PUBLIC KEY SYSTEM OF THE VENEZUELAN STATE
Any signatory of the Certification Services provided by the CSP-FEI shall:

· Understand that your Private Key is confidential and not transferable. Same goes for the Activation Code of Electronic Certificate.

· Maintain strict confidentiality of your Private Key, in item (s) of hardware design (s) specifically for this purpose and stored in a secure location and restricted access, strictly avoiding the generation and / or maintain such information in print , move it to or store it in an environment not designed specifically for that purpose.

· Report as soon as possible and always within the limits of the Acts and its Regulations, if such information or its infrastructure were to be committed to proceed with the Revocation of the Keys, Electronic Certificates and/or Electronic Signatures affected. Specifically request otherwise invoke the procedure set forth in these Policies.

· It is the responsibility of Signatory misuse that (with or without his or her knowledge) is made of such information.

· Manage to discretion the universally accepted policies for managing data messages in a Public Key Infrastructure, with regard to Electronic Certificates and Electronic Signatures (confidentiality, integrity, etc). For more information, a suggested starting point is the theoretical framework of this CPS in particular asks the Signatory:

· Make use of your(s) Digital Certificate(s) and sign the data messages with its Private Key  when necessary , with notice of that fact,and with what quality (level) is doing . Which will not be strictly necessary if the other already verified and accepted.

· Keep updated the information contained in Digital Certificate(s), registering/renewing periodically according to the terms established by the Act and its Regulations, no demerit to do before that time if there has been any change it deserves. It must also immediately notify the change of any of the other aspects that were requested at the time of delivering the Digital Certificate(s) even though that information may not be reflected in it.

· Take refuge to the Audit policies (if it applies) specified in the present CPS with regard to the CPS-FEI, as well as the Act and its Regulations. 
· Refrain from disclosing internal procedures and/or try to reverse engineer to these and/or algorithms, or attempt to interfere in any way with the proper functioning of the Community Public Key Infrastructure, failing to become Revoked, and even trying to deny access to it in the future, without neglecting possible legal repercussions and/or economic by the CSP-FEI, SUSCERTE and/or other competent authorities.

· Immediately notify the CSP-FEI if anyone notice any irregularities that could jeopardize the security of the Keys and Certificates Electronic themselves or a third party. Provide details to help clarify the facts.

· Finally, the services provided by the CSP-FEI may have associated costs (processing costs, issuance costs, and costs of renovation and/or maintenance).

· These costs will be reviewed and published regularly.
· Users of Public-Key System of the venezuelan state must revise and cancel to continue enjoying these Services.

12.3 POLICIES TO BE FOLLOWED BY THE CERTIFICATION AUTHORITIES
 

The CA-FEI attached to the CSP shall:

· Develop and maintain policies about the proper use of the Keys, Electronic Certificates and/or Electronic Signatures issued. Disseminate among Users of Public-Key System of the venezuelan state and develop mechanisms that allow you to be notified of their failure to proceed with the Revocation of the Keys, Certificates and / or Committed Electronic Signatures.

· Maintain a physical infrastructure, hardware and software that enables the receipt of the physical and digital information issued and stored.

· Ensure that information collected for the issuance of Keys, Electronic Certificates and Electronic Signatures issued to be verified/validated by the Certification Authorities Level 3 and respective registration authorities.

· In the case of the Certification Authorities Level 3 must be brought before the CSP-FEI the required collections by the Act and its Regulations and the provisions of this CPS.

· Failure to follow these procedures may result in consecuence the Revocation of Electronic Certificates and Electronic Signatures issued.

· In that sense, you are prompted to AC3 maximum cooperation with the audit conducted by the CSP-FEI and/or SUSCERTE.

· If the audits were not satisfactory to the CSP-FEI and these Rules and Procedures, will be instructed to AC3 involved to take the necessary corrective measures subject to being revoked in case of failure in a stipulated time.

· Securely destroy the Keys and Electronic Certificates and their respective media when it has reached the end of its useful life and law, or when so instructed by the CPS-FEI or failing SUSCERTE..

· Comply with all other requirements of the Acts and its Regulations.

12.4 POLICIES TO BE FOLLOWED BY REGISTRATION AUTHORITIES
The RA-FEI attached to the CPS shall:

· Develop and maintain policies about the type of information to gather, validate and maintain. Disseminate among Users of Public-Key System of the venezuelan state and require their faithful performance, without diminishing the possibility of establishing mechanisms in order to verify.

· Brought before the CSP-FEI the required documentation, as to the Registration Authority itself and its Users Public Key System of the venezuelan state, as provided in the Act and its Regulations as well as in the CPS.
· Failure to follow these procedures may result in result in Revocation of Electronic Certificates and Electronic Signatures issued.

· To complement the above, Registration Authorities must enter the regular rigorous documentation as set out in the Act and its Regulations, more than could be obtained in a routine or special audit.

· In this regard, it will be ask the Registration Authority maximum cooperation with the audit conducted by the CPS-FEI and/or SUSCERTE.

· If the audits were not satisfactory to the CPS-FEI and these Rules and Procedures, will be instructed to RA involved to take the necessary corrective measures subject to being revoked in case of failure in a stipulated time.

· Securely destroy the Keys and Electronic Certificates and their respective media when it has reached the end of its useful life and law, or when so instructed by the CPS-FEI or failing SUSCERTE.

· Comply with all other requirements of Law and its Regulations.
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ANNEXES
ANNEX A.
SUSCERTE concepts defined in Rules 017, 018, 019, 020, 021, 023, 024 and 025
	ACCREDITATION
	Is the title granted by the Superintendence of Electronic Certification Services Providers Certification Services to provide electronic certificates upon completion of the requirements and conditions set forth in Decree-Law 1204.

	ACCREDITATION RENEWED
	Order issued by the SUSCERTE, reporting to the CSP that the period of validity of their accreditation has been renewed, so that you are authorized to act as Certification Service Provider (CSP) during the period of validity.

	ACCREDITATION SUSPENDED
	Order issued by the SUSCERTE, reporting to the CSP that its accreditation has been suspended temporarily, and from that moment, can not act as Certification Service Provider will not cease until the grounds for the suspension.

	CERTIFICATION AUTHORITY
	Entity within the CSP, responsible for issuing certificates.

	REGISTRATION AUTHORITY
	Entity within the CSP, responsible for the registration of the Subscriber, and registration and verification of certificates.

	ROOT CERTIFICATE
	Certificate issued by the Certification Authority itself. This certificate contains the public key of the Certification Authority and will therefore be necessary to verify the authenticity of any certificate issued by it. Is the origin of the chain of trust.  

	CERTIFICATE OF ACCREDITATION
	SUSCERTE instrument grants, as well as Administrative Order and electronic form, the Providers of Electronic Certification Services (CSP) which allow you to provide the service of issuing electronic certificates. 

	ELECTRONIC SIGNATURE CERTIFICATE
	ectronic instrument that authenticates the connection between the author or owner of the electronic certificate and digital signature.

	PUBLIC KEY
	One of the two keys used for encryption and signed data messages. It is published as part of a certificate to know it all who wish to communicate securely with the owner of the private key.

	CSP CODE
	A unique identification code Accreditation title given to a Certification Service Provider which is recorded by the Accreditation System SUSCERTE. This code allows approved applicants to recognize.

	CREDENTIAL
	number assigned by the SUSCERTE the applicant, in order to process the application for accreditation.

	TARGET
	person to whom it is addressed the data message sent by electronic means by the signatory of the electronic signature.

	EMAIL
	address or domain-based UUCP that identifies an Internet user. For the SUSCERTE communications agency and applicants and CSPs, this address will have a link to set the home address. For applicants, the registered mail will be connected through the certificate number will be provided by SUSCERTE to start the process and the CSPs will be contact the title code on Accreditation.

	MAIL ADDRESS
	Will the electronic means of communication with the SUSCERTE. For applicants, the address will be given by the number assigned to the application for accreditation which will be linked to email or an information system programmed by the applicant, while for the Certification Service Provider, use the code given to Certificate of Accreditation.

	PHYSICAL ADDRESS
	Rather than address provided by the Applicant or CSP, which will operate the physical infrastructure and services necessary for the issuance of electronic certificate.

	ISSUER
	Originator of a data message itself, or through authorized third parties.

	APPLICANT ASSESSMENT
	Detailed assessment of technical, legal, economic, financial and technological applicant by internal units SUSCERTE, according to their area of ​​competence.

	ELECTRONIC SIGNATURE
	Information created or used by the signatory, and associated data message, which allows to attribute authorship in the context in which it has been used and according to the provisions of Decree with Force of Law 1204.

	HASH FUNCTIONS
	Mathematical functions that make a summary of the document to sign, transforming a variable length text in a fixed length, are irreversible, that is, from a compressed block can not get the uncompressed block the public domain.

	SPECIAL INSPECTION
	Specific visit is not scheduled, to carry out the SUSCERTE CSP facilities, in order to evaluate the development of their activities motivated by trade or complaint.

	REGULAR INSPECTION
	Visit annually by the staff or designated by the SUSCERTE the physical address of the CSP to assess the development of their activities as scheduled.

	1204 LAW ON DATA MESSAGE AND ELECTRONIC SIGNATURES
	Decree with force of law, dated February 10, 2001, published in Official Gazette of the Bolivarian Republic of Venezuela No. 37,148, dated February 28, 2001, which aims to provide and recognize effectiveness and legal validity to electronic signatures , the data message and any intelligible information in electronic format, regardless of their material, attributable to natural or legal persons, public or private, and to regulate all matters relating to the Certification Service Providers and Electronic Certificates.

	DATA MESSAGES
	Any intelligible information in electronic or similar format that can be stored or exchanged by any means. 

	CERTIFICATE NUMBER
	Number assigned to Applicant when ground and makes delivery of the Certificate

	IMPROVEMENT PLAN
	Project and schedule required by the applicant SUSCERTE referring to the technical weaknesses identified during the evaluation process, involving remedial action to address the deficiencies and to thus continue the process of accreditation.

	ACCREDITATION PROCEDURE
	Mode of Action of the SUSCERTE, for assessment to be made to an institution interested in providing certification services for electronic signatures, using previously established criteria and standards set forth in the Rules and SUSCERTE, which will adhere to the CSP to ensure safety in use.

	SERVICE PROVIDER CERTIFICATION
	Person dedicated to providing electronic certificates and other activities under the 1204 Act.

	SERVICE PROVIDER OF ELECTRONIC CERTIFICATION (CSP)
	Legal person certification service provider of electronic signatures, dedicated to providing electronic certificates and other activities under the 1204 Act.

	REGISTRATION SUSCERTE
	Database designed and maintained by the SUSCERTE to carry out the accreditation, supervision and control of the Providers of Electronic Certification Services.

	REGULATION PART OF DECREE-LAW 1204
	Decree No. 3335 dated December 14, 2004, which develops in part as provided in Decree 1204 with Force of Law on Data Messages and Electronic Signatures, by regulating the accreditation of CSPs to the SUSCERTE, the creation of the Register of Auditors and standards, plans and safety procedures.

	SIGNATORY
	Holder of an electronic signature which is protected by an electronic certificate issued by a CSP. 

	APPLICANT
	Person (or company) who completed and submitted to the SUSCERTE Accreditation Application all necessary steps to qualify as CSP.

	APPLICATION FOR ACCREDITATION
	Request to the SUSCERTE and intends to obtain the accreditation to provide electronic certificates and other activities provided for in Decree-Law 1204.

	APPLICATION FOR ACCREDITATION 
ADMITTED
	rating given to that request has been accepted for evaluation, to comply with all parts required by the Decree Law and its Regulations Part 1204.

	APPLICATION FOR ACCREDITATION 
ABANDONED
	rating given to those applications in which the applicant expressed willingness to withdraw from the accreditation procedure, although the SUSCERTE buys time for correction or remedy the breach identified. 

	APPLICATION FOR ACCREDITATION RESIGNS
	Rating given to this Application which has been accepted for failure to comply with all precautions required, although the applicant was informed and given the time to fill, but this was not done in the time established for that Neither expressed their willingness to continue the accreditation procedure. 

	STRICT APPLICATION FOR ACCREDITATION
	Rating given to those applications that must be remedied or corrected by the applicant, according to the directions of the SUSCERTE, then have to be admitted.

	APPROVED APPLICATION FOR ACCREDITATION
	Rating given to those applications that have been evaluated and meets all requirements of the Decree-Law 1204 and, therefore, entitles Accreditation.

	ACCREDITATION APPLICATION REJECTED
	Rating given to those applications that have been evaluated and has not met the requirements of the Decree-Law 1204 and its Regulations.

	SUPERINTENDENT OF ELECTRONIC CERTIFICATION SERVICES (SUSCERTE)
	Autonomous Service of the Ministry of Science and Technology, which aims to establish, monitor and control, under the terms of Decree-Law 1204 (LDMES) and its regulations, to suppliers of Electronic Certification Services public or private.




ANNEX B.
Identification of acronyms hereby considers Standards 017, 018, 019, 020, 021.023, 024 and 025 issued by SUSCERTE.

	CA
	Certification Authority

	RA
	Certification Authority

	CRL
	Certificate Revocation List

	DIC
	Direction of Inspection and Control SUSCERTE

	CPS
	Practice Statement and Certificate Policies

	OLPA
	Organic Law of Public Administration

	OLAP
	Organic Law on Administrative Procedures

	LDMES
	Identifying Initials Decree with the force of Law on Data Messages and Electronic Signatures (1204).

	CSP
	Electronic Certification Services Provider.

	CSP-FEI
	Certification Service Provider of Foundation Engineering Institute.

	SUSCERTE
	Superintendence of Electronic Certification Services (Superintendencia de Servicios de Certificación Electrónica). 


ANNEX C.
General Requirements Hardware and Software for provision of Electronic Certificates
Closed Circuit TV (CCTV)
The Datacenter has a digital video recording with at least four camera inputs and alarm devices, minimum capacity of 240GB hard disk and network connection to the Ethernet card. It has a programming and visualization software for the cameras and alarm event search, date, time and / or camera via the TCP / IP, preferably through a web interface. It also has the ability to schedule recording by motion detection software independently.

It consists of four high-resolution cameras with 3-6 mm varifocal lens, auto-iris for wall mounting.  

ACCESS CONTROL SYSTEM

It has within the operational structure of FEI CSP, a system controller, managed by TCP / IP Ethernet card, in a web environment with their respective control modules for the readers, locks and manual call.

We consider three (3) integrated proximity reader (magnetic), fingerprint (biometric) and keypad. Compatible with cards INDALA.

We consider the configuration of the opening of the doors with the concurrent presence of at least 2 of the authorized persons (authentication N of M with N = 2).

Adjusted to access the locker room, we present a vault door lock for locking and unlocking keypad programmable.

All these activities are monitored by an application for registration, control, monitoring, charting and statistics in real-time display. The application interface should be preferably with Web interface.

SYSTEM AND FIRE DETECTION

We present a system for detecting and extinguishing gas based on FM-200, air discharge and low false floor, which contains a central control system, intelligent fire detection and fire alarm power supply and cabinet embedding. This also includes an Ethernet interface (TCP / IP) for administration, configuration and system monitoring.

The detection system consists of a battery backup, four (4) intelligent photoelectric detectors, two (2) intelligent thermal detectors. These include control modules, monitoring, relays and isolation loop.

It has an electronic siren with strobe visual signal of 15 candles for wall mounting, manual discharge station with superficial red box and a manual station surface abortion with yellow box.

Within the infrastructure of detection, has the following attributes:

• FM-200 in liquid Cylinder container
• Pressurized liquid nitrogen @ 25 bar, 52 liter capacity with discharge heads and records security
• FM-200 extinguishing agent cylinder filling
• Activator electric manual control, compatible with the cylinder head containers FM-200
• Under Armour cylinder supports containers FM-200, with anchors to attach to the wall, hardware, supplied by the same manufacturer of cylinders
• Manual Trigger, compatible with the cylinder head containers FM-200, listed by UL and / or approved by FM
• Nozzle 360 ° horizontal discharge, bronze
POWER SUPPLY SYSTEM (UPS)
In power systems, have considered three levels of division of detail described below:

Output
• Output Power Capacity of 6400 Watts / 8000 VA
• Maximum configurable power of 12800 Watts / 16000 VA
• Nominal Output Voltage 120V/208V
• Configurable for output voltage 120/240 or 120/208
• full load efficiency of at least 90%
• Output Voltage Distortion less than 5% at full load
• Output Frequency (sync to mains) 47 - 63 Hz
• Crest Factor up to 5:1
• Sine Wave
• Output Connections
• (1) Hard Wire 4-wire (2PH + N + G)


Input
• Internal Bypass (Automatic and Manual)
• 208V Input Voltage
• Input frequency 45 to 65 Hz (autosensing)
Batteries & Runtime
• Sealed Lead Batteries
• Typical recharge time of no more than 3 hour (s)
• Typical Backup Time at half load 17.0 minutes (3200 Watts)
• Typical Backup Time at full load of 5.9 minutes (6400 Watts)
AIR CONDITIONING SYSTEM FOR PRECISION CONTROL OF TEMPERATURE AND HUMIDITY

Within the controlled environment you must have the DataCenter, you can specify the following:

· The input and output power of 480 V, three phases and ground.

· Control parameters of the room:

· Temperature setpoint (18 - 29 ° C)
· Temperature sensitivity (+ / -0.6 - 5.6 ° C)

· Humidity Setpoint (20 - 80% RH)

· Moisture Sensitivity (1 - 30% RH)

· High temperature alarm (2 - 32 ° C)

· Low temperature alarm (2 - 32 ° C)

· High humidity alarm (15 - 85% RH)

· Alarm low humidity (15 - 85% RH)

The air conditioning system includes a front panel display that displays the return temperature (° C or ° F) Relative Humidity (% RH) and operating status of the system (cooling, heating, humidifying and dehumidifying)

· Diagnosis
It allows the display of percentages of work operation of each of the components: compressor, heating resistors and Humidifier.

It has the ability to diagnose performance of the components of air conditioning system, such as engine air unit, compressor, valve, liquid line solenoid, resistors, humidifier and common alarm.

· Records
The microprocessor has the ability to record at least the last 10 events that have involved the activation of alarms. These must remain registered with the date, hour and minute, in real time which occurred.

It can be seen operating times of each of the components: compressors, heating, motor drive, humidifier and dehumidifier.

· Internal control system:

· Short cycle control in cooling systems
· It has automatic sequence of operation of compressors
· Automatic start of equipment where there is power outage
· Allow the programming of ignition delay time of approximately 1 to 3 minutes 
· Autoflush system that allow for the disposal of solid surface wetting tray, infrared type Humidifier
· Calibration of temperature and humidity sensors
· Disabling alarms and operating systems
· The refrigerant used for cooling equipment will Freon 22. Can be offered as an alternative refrigerant equipment environmentally friendly as 407C
· Two compressors to maximize operating efficiency and ease of maintenance that must be installed on shock absorbers with overload protection, looking glass for oil level switch, manual reset high pressure, low pressure switch, suction line, pumps Reversible forced lubrication oil and disconnect control 
· Infrared type humidifier or canister, which ensures the supply of moisture needed when the environment requires
· Remote Condenser Air Cooled built in aluminum foil with high resistance to corrosion of copper pipes high pressure
· Liquid detector, smoke detector, smoke detector, communication cards NIC (Network Interface Card) with the respective software
ANNEX D.
Format Service Request Template
According to the guidelines established by the MINCI, any communication or public document issued by organizations affiliated to the State or the Government of Venezuela must have a header, headband or similar (vertical or horizontal formats, as needed) that clearly identifies first to the Bolivarian Government of Venezuela, then the respective Ministry, and then identification (identity) of the issuing agency, following specific standards for this font, sizes, logos, etc. Additionally, these documents must have a footer information also specified in these guidelines. Further information the reader is referred directly to the website of MINCI: http://www.minci.gov.ve
On the next page append the template format used Solicitation CSP-FEI developed based on standards issued by MINCI in April 2006.

	Title
Descriptive text
Title
Descriptive text
Title
Title
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Título

Descriptive text
Title
Title
Title
Title
Title
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
Content
______________________________                          ___________________________________

            AR personal signature                                            User Signature Certificate
Date_____________           Service Request Number: ______________


ANNEX E.
Vulnerability Test
This process will quickly know the level of system security, and for identifying vulnerabilities and security deficiencies that may exist in the systems analyzed. In addition, provide solutions and recommendations to these problems.

The tests included are the following:

Network Probe: The objective is to obtain detailed information as possible about the characteristics of the network and systems (hostnames, IP addresses, internal, etc.) 

Port Scanner: Port scanning corresponds to a complete analysis of the use of the system ports and transport layer OSI network model, while checking the use of encapsulation protocols, routing, or tunneling in the systems analyzed, allowing us to enumerate all the services that are shaping the systems and are accessible from the Internet. 

Identification of services: It is for the effective identification of which applications are "listening" behind the ports identified in the previous section. 

Spam Test: mail servers (SMTP): The objective of this test is to find misconfigurations in the mailing services that allow to use this server to send mail to third parties. It can have legal consequences to the owner of the server added to the loss of performance. 

Virus Test mail servers (SMTP): This test performs a thorough analysis to find faults or security breaches in the operation of the antivirus system. 

Advanced Test on name server (DNS): The objective of this test is to find misconfigurations in the name resolution services, which allow to carry out attacks on this server, eliminating the presence on the Internet. 

Test your router / firewall: The objective is to identify possible methods of evasion of the protection system, allowing access to protected or machines on the network. 

Analysis of Applications in Web servers (HTTP): For 4 hours, will be a review of applications that can be found at HTTP services in order to access data or the system itself, avoiding security guards or security deficiencies in the programming of these applications. 

ANNEX F.
Guard Plan of Staff from CSP-FEI
This mechanism is used to ensure operational standards required by SUSCERTE in the areas of publishing and generating certificates of CSP-FEI.

Will be carried out by two (2) specialists belonging to the area of infrastructure and application respectively.

Are Monday to Friday from 6 pm and 7 am, and weekends all day.

If that were to have drawbacks that can not be solved at the time, the specialist must notify the coordinator of the respective (application and / or infrastructure). If this situation were to continue, you will need to notify the Director General of the CSP. This should occur within a considerable period of time (no more than two hours).

ANNEX G.
Change Control
As part of monitoring, maintenance and improvement of CSP-FEI, various formats have been established, through which they will monitor each of the changes you make either application-level and / or infrastructure. 

The formats are as follows:

1. Change Request: To be completed by the person requesting it. Contain information related to: details of the change, purpose, applications or services concerned, justification, among others. The same shall be signed by the applicant and the respective employee unit coordinator to which it belongs, either application or infrastructure.

2. Analysis of the Application: To be completed by the administrator of the change, including: recommendations, should approve the change: priority groups established, date of analysis, among others.

3. Report Results to be completed by the person approving the change, specifying results, unplanned and runtime. 
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Root Certification Authority�(Root CA)�SUSCERTE in the case of Venezuela





Certification Authority or Level 2 Certification Service Providers�(CSP)





Foundation Engineering Institute�(CSP FEI)





Certification Authority Level 3 (CA 3)





Certification Authority Level 3 (AC 3) 


certified by the CSP FEI





Registration Authority�(AR)





Registration Authority (RA)





Registration Authority�(AR)





Registration Authority�(AR)
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