3.2.3 Validating the individual's identity

1) Registering a Subscriber [individual]

Not applicable.

2) Registering a Subscriber [Company]/[Administration] with no Certificate Manager 
Not applicable. This process is not covered by the present Certification Policy.

3) Registering a Certificate Manager
The process for registering or naming a Certificate Manager is as follows:

· The future Certificate Manager completes and signs the "Certificate Manager Identification Form".

· Note: the Certificate Manager Identification Form specifies the commitments the future Manager makes to carry out adequate and separate checks on request forms and to notify the Customer account manager of their departure from the company.

· The future Certificate Manager asks his Legal Representative to sign the "Certificate Manager Identification Form".
· The Legal Representative also signs the subscription contract between the organisation to which they belong (the Client) and SG Trust Services.

· The Legal Representative must provide the future Manager with a "K-bis” certifying the company’s registration with a French trade and companies register (or any similar trade register for foreign entities) or an identification certificate from the Répertoire National des Entreprises et de leurs Établissements database. Legal Representatives of an association must provide a copy of the Journal Officiel containing the mention of their organisation as well as a copy of its articles of association and the minutes of the last Annual General Meeting during which an executive was appointed.

· Note: If the Legal Representative who signed the Certificate Manager Identification Form is not the same Legal Representative mentioned in the K-bis (or equivalent), he must provide proof of his status as the Legal Representative.

· The appointment of the future Certificate Manager (CM) must be approved by the Customer account manager in person.

· The Customer account manager meets with the future CM in person and checks their proof of identity.

· The Customer account manager photocopies the proof of identity adding "Certified Copy" and signs it. The future CM also signs the certified copy.

· The registration file is given to the Customer account manager. It includes:

· The Certificate Manager Identification Form signed by the Manager and the Legal Representative.

· Note: this document must not be more than 3 months old.

· The subscription contract signed by the Legal Representative.

· The "K-bis” certifying the company’s registration with a French trade and companies register (or any similar trade register for foreign entities) or an identification certificate from the Répertoire National des Entreprises et de leurs Établissements database. Legal Representatives of an association must provide a copy of the Journal Officiel containing the mention of their organisation as well as a copy of its articles of association and the minutes of the last Annual General Meeting during which an executive was appointed.
· The signed photocopy of the ID card.

· The Customer account manager validates the appointment of the Certificate Manager and verifies that:

· The Registration File is complete.

· The Legal Representative has signed the Certificate Manager Identification Form and the subscription contract.

· The future Certificate Manager has signed the Certificate Manager Identification Form.

· The information in the Certificate Manager Identification Form is consistent with both the ID card (for personal ID information) and the subscription contract (for the organisation's information).

· The Customer account manager transfers the registration file to the Atos Worldline Back Office for archiving.

· Note: The branch or the bank/customer service department must have and store a copy of the registration file of the Certificate Manager. The original extracts are archived by the Atos Worldline Back Office.
Note: The appointment of the Head of the Designated Registration Authority as Certificate Manager is subject to the same procedure. The Head of the Certificate Manager approves the Customer account manager.

4) Registering a Subscriber [Company/Administration] via a Certificate Manager.

The validation of a future Subscriber's identity during the registering of his certificate request is outlined in this paragraph.

The Client, through the intermediary of his Certificate Manager, guarantees the accuracy of the ID information of the Subscriber. The Certificate Manager’s obligations when it comes to validating an identity are described for each Client in the subscription contract and in the Certificate Manager Identification Form.

The following procedure is systematically applied:

· The future Subscriber must bring the Certificate Manager his ID card.

· The Certificate Manager verifies that the person present matches the ID card.

· The Certificate Manager photocopies the proof of identity adding "Certified Copy" and signs it. The Subscriber also signs the photocopy of the ID card.

· The Certificate Manager ensures that the future Subscriber is authorised to use the certificates on behalf of the Client.

· The Certificate Manager asks the Subscriber to complete and sign the Individual Subscriber Request Form. He ensures that the identity information filled in by the Subscriber matches the information on the ID card. 

· The Certificate Manager sends the registration file to the Customer account manager. The registration file of a new Subscriber includes:

· The Individual Subscriber Request (ISR) form dated less than 3 months prior, completed and signed both by the future Subscriber and the CM.

· The ISR form includes personal information on the future Subscriber required for creating the certificate.

· The ISR form includes the General Terms and Conditions of Use.

· The photocopy of the Certificate Subscriber's ID card, signed by the Certificate Manager and the Subscriber. 

Note: The recording of Registration Operators (as Subscribers) follows the same procedure, where:

· The Head of the CA validates on behalf of the Customer account manager.

· The requests for certificates validated by the Head of the CA (Certificate Authority) are sent to and processed by the Head of the Designated Registration Authority.

3.4 Identifying and validating a revocation request

All revocation requests are authenticated and validated.

The following individuals may initiate a revocation request:

· The Subscriber via an on-line revocation.

· The Subscriber, the Certificate Manager or the Legal Representative via a paper form.

· The Registration Operators via the Back Office.

On-line revocation 

When the Subscriber makes an on-line revocation request it is identified and validated according to the following procedure:

· The Subscriber connects to the SG Trust Services website.

· The Subscriber accesses the revocation function.

· He confirms his identity by answering three security questions. These questions and their answers are configured by the Subscriber when the certificate is issued.
The Certificate Authority verifies that the questions/answers are correct and then sets the remainder of the process in motion (see paragraph 4.9.1).

Revocation using a paper form

In this instance, the person making the request may be the Subscriber, the Certificate Manager or the Legal Representative. 

Paper revocation forms must be downloaded from the SG Trust Services website.

The person making the request completes and signs this form.

The person making the request sends the form to the Head of the Designated Registration Authority either by post or fax.

Request must be validated by a Registration Operator in the Atos Worldline Back Office who verifies:

· That the revocation form is filled out in in full (making it possible to identify the certificate to be revoked),
· The existence of the person making the request,
· That the signature of the person making the request matches ones from previous documents (in the subscription registration forms). The person making the request must either be the Subscriber, the Certificate Manager or the Legal Representative.

Note: When the request concerns the certificate of a Registration Operator, the validation of the request is handled by a different Registration Operator from the one that is involved in the request. 

Once a request has been validated, the remainder of the revocation process may proceed (see paragraph 4.9.1).

When a Registration Operator revokes a certificate

A Registration Operator from the Back Office of Atos Worldline may revoke the certificate of a Subscriber for which they are responsible using a Back Office technical interface.

Note: The Registration Operator cannot make a revocation request for his own certificate using the Back Office interface. He must follow the on-line revocation process outlined in paragraph 0.

In this case, the Registration Operator is authenticated using a certificate on a physical medium (delivered to the Certification Operator).

4.9.1 Revocation and suspension of certificates

Possible reasons for revoking a certificate

Subscriber certificates

A Subscriber certificate must be revoked in the following cases:

· Violation of a Subscription Contract (or any other contract related to the registration file) by a Subscriber, Certificate Manager or Client.  

· The cancellation of a subscription contract under which the certificate was issued. 

· Non-compliance of the CP or the General Terms and Conditions of Use.

· The information on the Subscriber's identity in the certificate or in the registration file is inaccurate.

· The death of the Subscriber, his departure from the Client's entity or where they are no longer authorised by the Client to use the certificates.

· The Subscriber's private key has been, or is suspected of being, compromised.

· The loss or theft of confidential data (private keys, activation data).

· The loss or theft of the physical medium on which the certificate is stored.

· The termination of the Client's activities or those of the Subscriber's entity.

· The certificate of the CA is revoked (which triggers the Revocation of all Certificate signed using the same Private Key).

· The Subscriber, the Certificate Manager, Legal Representative or the Designated Registration Authority makes a request to revoke the Subscriber's certificate.

PKI component certificates
PKI component certificates must be revoked when:

· The private key of the component has been lost, stolen or comprised (or is suspected of being compromised).

· The decision is taken to change the PKI component should an audit reveals a case of non-compliance or negative compliance with procedures.

· The business activity of the entity operating the component is discontinued.

