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Professional Experience

Kamal is a Senior Security Consultant with passion and hands-on experience in
information and technology security, compliance, designing and implementing security
safeguards and governance. He has 15 years of experience in information services and
information security in vendor environment where he was consulted to various clients
ranging from government agencies to multinational companies.

His main specialization is in providing security consultancy in the areas of information
security formulation, Information Security Management System, Risk Assessment, and
Information Technology Infrastructure Library.

Some of Kamal’s key projects include:

. Performed Risk Assessment to identify risks and formulate Risk Treatments Plans to
mitigate the risks identified for one of the largest local System Integrator and Security
Service Provider.

. Aligned various projects to ISO20000 based on ITIL framework

. Review and develop security policies and guidelines for various clients, in line with their
business needs and requirements

. Various internal security audits for Singapore Government agencies

. Planned and conducted security awareness briefings for internal staff

Professional Qualifications and Affiliations

. Certified Information Security Manager

. Certified Information Systems Auditor

. ISO27001 ISMS Lead Auditor

. BS7799 ISMS Lead Auditor

. ITIL V2 Foundation

. Certified Internet Web Security Professional



Curriculum Vite
Tay Ghim Hui

Current Job
Designation

Associate IT Security Consultant

Nationality

Singaporean

Education

1. Bach Degree in Mechanical Engineering
2. Specialist Diploma in IT Security

Professional
Qualifications/
Certifications

MCSE
CCNA
ISMS Lead Auditor (ISO/IEC 27001:2005)

No. of years of
relevant IT
security
experience

6 years

Past Tenure
(Organisation;
Position;
Tenure)

1. e-Cop.net Pte Ltd, Associate Security Consultant, since Mar
2007

2. CE-Infosys Pte Ltd (2004)

3. Singtel (2001)

Track records
(Present &
Past)

Present

Currently engaged as the Associate IT Security Consultant
under the Professional Security Services division of e-Cop.

Present responsibilities include professional services such as
ISMS, servers vulnerability assessment, internal and remote
penetration testing, network architecture reviews. Clientele
ranges from governmental agencies to MNCs.

Previous

CE-Infosys Pte Ltd

Formerly as Support Engineer/Trainer. Provide support for
desktop and VPN security support to various government
agencies. Also conduct training to the customers on various in
house security devices. Also provide documentation manuals for
the products.




Main customers are Government agencies

Singtel

Formerly as an ISDN Product Manager. Manage and develop
new services for ISDN. Work with in house engineering and
suppliers on new products. Successfully implemented roll over
of 8 digit telephone numbers.

Work
Experience

Information Security and IT

e Provided consultancy and advisory services to local MNCs
and Government agencies for desktop and VPN security;

¢ Vulnerability Assessment or Penetration Testing for public
sectors;

e Provide IT audit services (ISMS)

e Security audit/review of hosts and servers by platforms and
Operating Systems (see details below for Technology Specific
experience).

Projects done

e For Security Auditing experience - please refer to Work
Experience above.

e Security Audits for

National infrastructure authority
ICT outsource provider

Digital certification authority
International commercial bank
Financial service advisory provider

P WN-

Working
Knowledge
(Platforms &
Technology
Specific)

o Networks - Ethernet, Gigabit-Ethernet, TokenRing

e Protocols - TCP/IP, Microsoft LAN-NetBIOS, OS/2-NetBEUI

e Information Security Standards, Policies (Firewall, E-mail &
Internet Usage, Desktop, Notebook, Authentication).
Incident Response & Planning.

Firewall - Cisco

VPN - IPCryptor

Routers & Switches (CISCO Catalyst 6509, 2950, 4006,
3550,).

Programming
Languages &
Tools

o Office Automation Tools: MS Office, MS Access, other
RDBMS




