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Introduction

This document provides a guide on how to carry out verification for SSL certificates, both single orders and Entrust Certificate Management Services alike. All information is based on Guide to LRA Audit Requirements Version 1.2 dated November 2003 provided by Entrust and updates and clarifications given by Entrust on the verification procedures. A new version shall be released when revision is required. This document is confidential and is solely for Netrust use.

LRA stands for Local Registration Authority. Netrust Pte Ltd is the sole LRA for Entrust SSL certificates in Singapore.

I

1-Year and 2-Year SSL Certificate Verification

1-Year and 2-Year SSL certificates can be issued directly by Netrust. However, before Netrust can issue the certificates, the following steps have to be completed prior to issuance:

1. Confirm Proof of Right

2. Confirm Ownership of Domain

3. Confirm Content of the Distinguished Name

4. Confirm the Employment of the Technical Contact 

5. Complete Verification Check Sheet

A detailed description on each of the steps is outlined below:

1. Confirm Proof of Right 

Private Company

a. Confirm the company’s legally registered name and verify if company is still active. Information is available online from Accounting and Corporate Regulatory Authority at https://www.psi.gov.sg/NASApp/tmf/TMFServlet?app=RCB-BIZFILE-LOGIN-1B. A print out of the result page must be filed together with the other verification documents.
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b. Obtain a copy of the company’s business registration certificate for overseas companies. Authenticity of the document must be verified from Hoover’s, D&B or the issuing entity. Another option is to acquire Proof of Right document from the links below.

http://www.gov.hk/en/residents/taxes/etax/services/brn_enquiry.htm (Hong Kong)

http://www.dbd.go.th/corpsearch_test/main.phtml (Thailand)

http://www.ssm-einfo.my/ (Malaysia)

Society

a. Verify the society’s legally registered name and check if the society is still active. Information can be obtained from Registry of Societies. A hard copy of the result page must be filed with the other verification documents.

Link: https://app.ros.gov.sg/ui/Index/index.aspx
b. Obtain Proof of Right document for overseas societies from a government website or acquire the document from the customer.
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Government Agency

a. Check the agency’s registered name and ensure that the agency is still registered. Information can be acquired at http://www.uen.gov.sg/uen/index.do. Click Search for UEN then enter the entity name. Result page to be filed with the rest of the verification documents.

c. Obtain Proof of Right document for overseas government agency from a government website or acquire the document from the customer.
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2. Confirm Ownership of Domain

 Local Registration Authority (LRA) must verify that the subscriber is the registrant or    owner of the domain. Perform domain information lookup from the following sites:
http://www.sgnic.sg/
http://who.is/whois/
http://www.networksolutions.com/whois/
http://cqcounter.com/whois/
https://www.thnic.co.th/index.php?page=whois
http://www.dot.ph/
https://www.dot.vn/vnnic/vnnic/whois.jsp, etc

If the domain registration information is not available online, an email must be sent to the administrative contact of Internet Assigned Numbers Authority to verify the domain registrant (Appendix A Template 1 – Netrust001). IANA’s contact information for every country can be found at http://www.iana.org/domains/root/db/. 

The domain registrant should match the name reflected on the Proof of Right. If not, send an email to the administrative contact of the domain registrant to verify that the subscriber is authorised to use the domain (Appendix A Template 2 - Netrust002). However, this is only applicable if the subscriber and the domain registrant are legally connected (i.e. sister companies). Aside from getting a reply from the registrant that the subscriber is authorised to use the domain, legal connection between the two entities must also be established through Hoover’s or the company’s recent Annual Report. 

If domain is for internal use (i. e. netrust-stg), a letter of authorisation (Appendix A Template 3 - Netrust003) is required as domain ownership cannot be verified online or from IANA. 
Some companies are Doing Business As. For example, Singapore Telecommunications Limited is Doing Business As SingTel. Thus, if the domain registrant is SingTel there is no need for them to update it to Singapore Telecommunications Limited. Doing Business As information can be verified from Hoover’s.
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3. Confirm Content of the Distinguished Name

Fields in the distinguished name must be checked against all verified information such as domain name, company name and country reflected in Proof of Right.

The distinguished name is comprised of the following fields:

· Country code: The two-letter ISO abbreviation for the organisation’s country (for example, SG for Singapore).

· Locality: Usually the name of the city in which the organisation has its head office.

· Organization: The name under which the organisation is registered. This organisation must own the domain name that appears in common name of the Web server or obtained permission to use the domain from the registrant as specified in Item 2. Organisation's name cannot be abbreviated and cannot use any of the following characters: < > ~ ! # $ % ^ * / \ ?.

· Organizational unit: Normally the name of the department or group that will be using the secure Web server. However, the applicant can assign any name they wish provided that none of the unsupported characters is used.

· Common name: The name of the Web server as it appears in the server's URL (for example, www.netrust.net). This name must be identical to the FQDN ( fully qualified domain name) of the Web server for which the applicant is requesting a certificate. If the Web server name does not match the common name in the certificate, some browsers will refuse to establish a secure connection with the site. Protocol specifier (http://) or any port numbers or pathnames should not be included in the common name. The common name should only contain A to Z, 0 to 9, . and -.

Note: Starting 1 January 2011, Entrust will no longer accept any Certificate Signing Requests with 1024 bit key sizes as Microsoft and other browsers are starting to implement restrictions on key sizes so that 1024 bit RSA encryption is phased out before any compromise happens. CSR key size can be checked via the following CSR Decoders:

http://www.sslshopper.com/csr-decoder.html
1. http://www.redkestrel.co.uk/cgi/decodeCSR.pl
4. Technical Contact Employment Verification

LRA must verify the employment of the technical contact by sending an email to the authorisation contact (Appendix A Template 4 - Netrust004). The authorisation contact must be directly employed by the domain owner or by the company which acquired permission to use the domain as stated in Item 2. In addition to sending the verification email, the LRA must call the subscriber’s main line to verify that the technical contact works for the organization. 

If the technical contact is from an outsourced company, a letter of authorisation is required (Appendix A Template 5 - Netrust005). Send an email (Appendix A Template 6 - Netrust006) to the authorisation contact to request for the said letter. If the letter is signed by a person other than the authorisation contact, the signatory must be contacted through the public number and confirm that he/she did sign the letter and also obtain his/her verbal confirmation that the authorisation contact reflected in the order is a valid contact and the technical contact may receive the certificate. It will be treated like an EV certificate with regards to confirmations.
A copy of the yellow pages or any other source’s result page reflecting the subscriber’s main line must be filed together with the other verification documents. Name of the receptionist spoken with must be written down on the result page as well as the date and time the call was made.

Note that the address on the result page should match the address of the authorisation contact. If not, additional document should be supplied to reflect the latter.
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The following are valid sources for verifying the subscriber’s address and contact number: 

http://www.yellowpages.com.sg/
http://www.yellowpages.com.my/
http://www.yellowpages.co.th/en/
http://www.yellowpages.co.id/
http://www.thegreenbook.com/
http://www.hoovers.com/
http://dnb.com/
http://www.gov.sg/government/web/content/govsg/classic/directory, etc

5. Complete Verification Check Sheet
When the verification had been finished, the check list must completed by ticking all the check boxes in the list. Print out the check list and place it on top of the verification documents. 
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II

3-Year SSL, 4-Year SSL and Unified Communications Certificate (UCC) Verification
3-Year SSL, 4-Year SSL and UC certificates will have to be issued directly by Entrust.  The LRA (Netrust) should still do the following verification steps before Entrust could issue the certificate.

1) Confirm Proof of Right

2) Confirm Ownership of Domain

3) Confirm Content of the Distinguished Name

4) Confirm the Employment of the Technical Contact 

5) Submit Filled Out Verification Check Sheet and Documents to Entrust

A detailed description on each of the steps is outlined below:

1. Confirm Proof of Right

Private Company

a. Confirm the company’s legally registered name and verify if company is still active. Information is available online from Accounting and Corporate Regulatory Authority at https://www.psi.gov.sg/NASApp/tmf/TMFServlet?app=RCB-BIZFILE-LOGIN-1B. A print out of the result page must be filed together with the other verification documents.

b. Obtain a copy of the company’s business registration certificate for overseas companies. Authenticity of the document must be verified from Hoover’s, D&B or the issuing entity.

Society

a. Verify the society’s legally registered name and check if the society is still active. Information can be obtained from Registry of Societies. A hard copy of the result page must be filed with the other verification documents.

Link: https://app.ros.gov.sg/ui/Index/index.aspx
b. Obtain Proof of Right document for overseas societies from a government website or acquire the document from the customer.

Government Agency

a. Check the agency’s registered name and ensure that the agency is still registered. Information can be acquired at http://www.uen.gov.sg/uen/index.do. Click Search for UEN then enter the entity name. Result page to be filed with the rest of the verification documents.

b. Obtain Proof of Right document for overseas government agency from a government website or acquire the document from the customer.

Note: Proof of Right document must be authenticated if it was submitted by the client. Below are some of the valid sites where authenticity of the document can be checked.
http://www.uen.gov.sg/uen/index.do (Singapore)

http://www.gov.hk/en/residents/taxes/etax/services/brn_enquiry.htm (Hong Kong)

http://www.dbd.go.th/corpsearch_test/main.phtml (Thailand)

http://www.ssm-einfo.my/ (Malaysia)

2. Confirm Ownership of Domain

LRA must verify that the subscriber is the registrant or owner of the domain. Perform domain information lookup from the following sites:
http://www.sgnic.sg/
http://who.is/whois/
http://www.networksolutions.com/whois/
http://cqcounter.com/whois/
https://www.thnic.co.th/index.php?page=whois
http://www.dot.ph/
https://www.dot.vn/vnnic/vnnic/whois.jsp, etc

If the domain registration information is not available online, an email must be sent to the administrative contact of Internet Assigned Numbers Authority to verify the domain registrant (Appendix A Template 1 - Netrust001). IANA’s contact information for every country can be found at http://www.iana.org/domains/root/db/. 

The domain registrant should match the name reflected on the Proof of Right. If not, send an email to the administrative contact of the domain registrant to verify that the subscriber is authorised to use the domain (Appendix A Template 2 - Netrust002). However, this is only applicable if the subscriber and the domain registrant are legally connected (i.e. sister companies). Aside from getting a reply from the registrant that the subscriber is authorised to use the domain, legal connection between the two entities may also be established through Hoover’s or the company’s recent Annual Report. 

If domain is for internal use, it must be specified on the Domain Registration portion of the check sheet. 
Some companies are Doing Business As. For example, Singapore Telecommunications Limited is Doing Business As SingTel. Thus, if the domain registrant is SingTel there is no need for them to update it to Singapore Telecommunications Limited. Doing Business As information can be verified from Hoover’s.

2.1 Confirm Ownership of Domain for UCC

Each of the Subject Alternative Name (SAN) should be verified. The root domain’s registrant should be confirmed and domain information must be included in the verification documents. Also, domain registration information must be placed on the check sheet.

3. Confirm Content of the Distinguished Name

The fields in the distinguished name must be checked against all verified information such as domain name, company name and country reflected in Proof of Right.

For 3-Year SSL, 4-Year SSL and UCC orders, the distinguished name can be found at the Domain Information portion of the PDF document of order details sent by ECS Support (Appendix B Sample Document 1).

The distinguished name is comprised of the following fields:

· Country code: The two-letter ISO abbreviation for the organisation’s country (for example, SG for Singapore).

· State: The state or province where the organisation is based.

· Locality: Usually the name of the city in which the organisation has its head office.

· Organization: The name under which the organisation is registered. This organisation must own the domain name that appears in common name of the Web server or obtained permission to use the domain from the registrant as specified in item 2. Organisation's name cannot be abbreviated and cannot use any of the following characters: < > ~ ! # $ % ^ * / \ ?.

· Organizational unit: Normally the name of the department or group that will be using the secure Web server. However, the applicant can assign any name the wish provided that none of the unsupported characters is used.

· Common name: The name of the Web server as it appears in the server's URL (for example, www.netrust.net). This name must be identical to the fully qualified domain name of the Web server for which the applicant is requesting a certificate. If the Web server name does not match the common name in the certificate, some browsers will refuse to establish a secure connection with the site. Protocol specifier (http://) or any port numbers or pathnames should not be included in the common name. The common name should only contain A to Z, 0 to 9, . and -.

4. Technical Contact Employment Verification

The LRA must call the subscriber’s main line to verify with the authorisation contact that the technical contact may receive the certificate. The authorisation contact must be directly employed by the domain owner or by the company which acquired permission to use the domain as stated in Item 2.

A copy of the yellow pages or any other source’s result page reflecting the subscriber’s main line must be filed together with the other verification documents.

Note that the address on the result page should match the address of the authorisation contact. If not, additional document should be supplied to reflect the latter.

The following are valid sources for verifying the subscriber’s address and contact number: 

http://www.yellowpages.com.sg/
http://www.yellowpages.com.my/
http://www.yellowpages.co.th/en/
http://www.yellowpages.co.id/
http://www.thegreenbook.com/
http://www.hoovers.com/
http://dnb.com/
http://www.gov.sg/government/web/content/govsg/classic/directory, etc

5. Submit Filled Out Verification Check Sheet and Documents to Entrust

Filled out Verification Check Sheet (Appendix A Template 7 for SSL - Netrust007 and Appendix A Template 8 for UCC - Netrust008) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com).
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Consent Form

The consent form (Appendix B Sample Document 2) is automatically sent by ssl@entrust.com to the authorisation contact upon enrolment of the promo code. Inform Entrust to send the consent form manually if the subscriber does not receive it or if any of the contact information needs to be updated. The contact MUST accept the consent form before certificate can be issued.

A hardcopy of the Consent Form can be sent to Entrust if requested by customer (Appendix A Template 9 - Netrust009). The consent form must be printed using the signatory’s company letterhead and amendments on the contents of the letter provided by Entrust cannot be done.

If the letter is signed by a person other than the authorisation contact, the work around will be to call the signatory through the public number and confirm that he/she did sign the letter and also obtain his/her verbal confirmation that the order’s authorisation contact is a valid contact and the technical contact may receive the certificate. It will be treated like an EV certificate with regards to the confirmations.  

UC Certificate Reissuance

Only the registrant of the domain to be added needs to be verified as the rest of the SANs domain registrant had been verified during the initial certificate generation. Place N. A. under Business Verification and Authorising & Technical Contact Employment Verification portion of the check sheet.

III

Entrust Certificate Management Services (ECMS) Verification

The Entrust Certificate Management Service features a self-service tool that helps streamline the administration of SSL certificates. Acting as a centrally managed, self-service system, the ECMS reduces administrative tasks and lessens the risk of inadvertent certificate expiration by allowing customers to synchronize and control the timing of SSL certificate expiration. 

With ECMS, the client would not need to contact the LRA (Netrust) every time they need a certificate to be issued as long as they have a free inventory in their account. Domains are verified upon account creation which makes way for rapid certificate issuance.

A. New Account and Renewal

Before a particular organization could enjoy the benefits mentioned above, an ECMS account has to be created for the organization. To be able to create new ECMS account or to renew it, the following steps have to be completed:

1) Confirm Proof of Right

2) Confirm Ownership of Domains registered under the Account

3) Confirm Employment of Technical Contact

4) Submit Filled Out Verification Check Sheet and Documents to Entrust

1. Confirm Proof of Right 

Note: When filling out the check sheet, it is acceptable to place something after the legal business name in brackets for the Account Name.

Private Company

a. Confirm the company’s legally registered name and verify if company is still active. Information is available online from Accounting and Corporate Regulatory Authority at https://www.psi.gov.sg/NASApp/tmf/TMFServlet?app=RCB-BIZFILE-LOGIN-1B. A print out of the result page must be filed together with the other verification documents.

b. Obtain a copy of the company’s business registration certificate for overseas companies. Authenticity of the document must be verified from Hoover’s, D&B or the issuing entity.

Society

a. Verify the society’s legally registered name and check if the society is still active. Information can be obtained from Registry of Societies online at https://app.ros.gov.sg/ui/Index/index.aspx. A hard copy of the result page must be filed with the other verification documents.

b. Obtain Proof of Right document for overseas societies from a government website or acquire the document from the customer.

Government Agency

a. Check the agency’s registered name and ensure that the agency is still registered. Information can be acquired at http://www.uen.gov.sg/uen/index.do. Click Search for UEN then enter the entity name. Result page to be filed with the rest of the verification documents.

b. Obtain Proof of Right document for overseas government agency from a government website or acquire the document from the customer.

Note: Proof of Right document must be authenticated if it was submitted by the client. Below are some of the valid sites where authenticity of the document can be checked.
http://www.uen.gov.sg/uen/index.do (Singapore)

http://www.gov.hk/en/residents/taxes/etax/services/brn_enquiry.htm (Hong Kong)

http://www.dbd.go.th/corpsearch_test/main.phtml (Thailand)

http://www.ssm-einfo.my/ (Malaysia)

2. Confirm Ownership of Domain

LRA must verify that the subscriber is the registrant or owner of the domain. Perform domain information lookup from the following sites:
http://www.sgnic.sg/
http://who.is/whois/
http://www.networksolutions.com/whois/
http://cqcounter.com/whois/
https://www.thnic.co.th/index.php?page=whois
http://www.dot.ph/
https://www.dot.vn/vnnic/vnnic/whois.jsp, etc

If the domain registration information is not available online, an email must be sent to the administrative contact of Internet Assigned Numbers Authority to verify the domain registrant (Appendix A Template 1 - Netrust001). IANA’s contact information for every country can be found at http://www.iana.org/domains/root/db/. 

The domain registrant should match the name reflected on the Proof of Right. If not, send an email to the administrative contact of the domain registrant to verify that the subscriber is authorised to use the domain (Appendix A Template 2 - Netrust002). However, this is only applicable if the subscriber and the domain registrant are legally connected (i.e. sister companies). Aside from getting a reply from the registrant that the subscriber is authorised to use the domain, legal connection between the two entities may also be established through Hoover’s or the company’s recent Annual Report. 

If domain is for internal use, it must be specified on the Domain Registration portion of the check sheet. 
Some companies are Doing Business As. For example, Singapore Telecommunications Limited is Doing Business As SingTel. Thus, if the domain registrant is SingTel there is no need for them to update it to Singapore Telecommunications Limited. Doing Business As information can be verified from Hoover’s.

3. Technical Contact Employment Verification

The LRA must call the subscriber’s main line to confirm with the authorisation contact that the technical contact(s) placed in the ECMS Registration Form is/are valid.

A copy of the yellow pages or any other source’s result page reflecting the subscriber’s main line must be filed together with the other verification documents.

Note that the address on the result page should match the address of the authorisation contact. If not, additional document should be supplied to reflect the latter.

The following are valid sources for verifying the subscriber’s address and contact number: 

http://www.yellowpages.com.sg/
http://www.yellowpages.com.my/
http://www.yellowpages.co.th/en/
http://www.yellowpages.co.id/
http://www.thegreenbook.com/
http://www.hoovers.com/
http://dnb.com/
http://www.gov.sg/government/web/content/govsg/classic/directory, etc

4. Submit Verification Check Sheet and Documents to Entrust
Filled out Verification Check Sheet (Appendix A Template 10 for New - Netrust010 and Appendix A Template 11 for Renewal - Netrust011) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com).

For client account, use Verification Check Sheet for Webhoster (Appendix A Template 12 for New - Netrust012 and Appendix A Template 13 for Renewal - Netrust013)

Consent Form and Service Agreement

The consent form (Appendix B Sample Document 2) is automatically sent by ssl@entrust.com to the authorisation contact upon finishing the enrolment for a new ECMS account. Inform Entrust to send the consent form manually if the subscriber does not receive it or if any of the contact information needs to be updated. The contact MUST accept the consent form before the account is activated. For renewal, the customer will not be receiving the consent form if there are no changes on the contacts for the account.
Service agreement MUST be accepted for both renewal and new orders.

A notification should be sent to the customer when the account had been created or renewed (Appendix A Template 14 for New – Netrust0014 and Appendix A Template 15 for Renewal – Netrust015).

B. Changes in ECMS Account

From time to time, there would be changes required by the client in their ECMS account. Please refer to the guide below on how to deal with these changes:

B.1 Organization Name Change

Perform Step 1 of the verification process which is to confirm Proof of Right.

Filled out Verification Check Sheet (Appendix A Template 10 - Netrust010) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com).

Note: N. A. shall be placed under Domain Registration and Authorising & Technical Contact Employment Verification portion of the check sheet. The date the name change took effect should be specified on the Additional Notes portion and supporting document(s) must be attached. 
A notification should be sent to the customer when the modification has been done (Appendix A Template 16 - Netrust016).

B.2 Additional Domain

Perform Step 2 of the verification process which is to confirm ownership of domain.

Filled out Verification Check Sheet (Appendix A Template 10 - Netrust010) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com).

Note: Place N. A. under Business Verification and Authorising & Technical Contact Employment Verification portion of the check sheet.

A notification should be sent to the customer when the modification has been done (Appendix A Template 17 - Netrust017).

B.3 Change in Contacts
Perform Step 3 of the verification process which is to verify new technical contact’s employment.

For change in authorising contact, call the new contact via the third party phone number to confirm that he/she will be replacing the current contact.

Filled out Verification Check Sheet (Appendix A Template 10 - Netrust010) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com).

Note: Put N. A. under Business Verification and Domain Registration portion of the verification check sheet.

A notification should be sent to the customer when the modification has been done (Appendix A Template 18 - Netrust018).

B.4 Changes in Client Account (Webhoster)
Verification process is the same as Non-Webhoster model. However, for verbal confirmation, speak to the client account’s authorisation contact and obtain their verbal confirmation that the webhoster may mange their certificates. Place the webhoster’s entity name as the technical contact at the WebHoster Authorizing & Technical Contact Employment Verification portion of the check sheet.
Filled out Verification Check Sheet (Appendix A Template 12 for New – Netrust012 and Appendix A Template 13 for Renewal – Netrust013) must be placed on top of the verification documents. Check sheet and verification documents must be scanned and emailed to ECS Support (Certserv.Support99@entrust.com). Each entity should have their own separate check sheet.

IV

Extended Validation (EV) Certificate

Extended Validation (EV) certificates are issued directly by Entrust. Verification documents are obtained by Entrust on their end. The LRA (Netrust) should do the following steps before Entrust could issue the certificate.

1) Obtain Verbal Confirmation from Contacts

2) Submit Call Script to Entrust 

3) Submit any document(s) requested by Entrust

A detailed description on each of the steps is outlined below:

1. Obtain Verbal Confirmation from Contacts

Verbal confirmation must be obtained using the call script (Appendix A Template 19 - Netrust019). The contacts stated in the order and Human Resource Officer must be contacted via the subscriber’s mainline. Verbal confirmation should only be carried out after the consent form and service agreement had been accepted. Both are automatically sent by ssl@entrust.com to the contacts upon enrolment of the promo code.

2. Submit Call Script to Entrust

Submit call script used during the verbal confirmation to ECS Support (Certserv.Support99@entrust.com) via email. 

3. Submit Any Document(s) Requested by Entrust

Entrust will request for verification documents that they are unable to source out. Note that the information or documents cannot be obtained from the customer. LRA must go to the source and acquire it. 

 

Appendix A - Templates

Template 1 – Email to Internet Assigned Numbers Authority (Netrust001)

To: [IANA Administrative Contact]
Subject: Domain Registration Information for [Common Name]

To whom it may concern,

 
[Authorisation Contact’s Company] has applied for web server certificate with the domain [Common Name in Distinguished Name].

 
Please verify if the registrant for the aforementioned domain is [Authorisation Contact’s Company] by replying back to this email.

 
Once we receive your confirmation, we will complete the verification on the order and issue the certificate to [Authorisation Contact’s Company].

 
If you have any questions, please do not hesitate to contact us by phone at (65) 6212 1380. You can also email us at sslsupport@netust.net.

 
Thanks and have a great day!

 
Regards,

[Signature]
Template 2 – Permission to Use Domain Email (Netrust002)

To: [Domain Registrant Administrative Contact’s Email]

Subject: [Common Name in Distinguished Name]


To whom it may concern,

 
[Authorisation Contact’s Organisation] has applied for certificate with the domain of [Common Name in Distinguished Name].


While verifying the domain registrant information, the WHOIS lookup shows that the domain is registered to [Domain Registrant]. Since this company is not the domain registrant, we are required to contact the administrative contact on the WHOIS to determine if [Authorisation Contact’s Organisation] is authorised to use [Common Name in Distinguished Name].

 
Please reply back to this email and confirm that [Authorisation Contact’s Organisation] has permission to use the domain [Common Name in Distinguished Name].

 
Once we receive your confirmation, we will complete the verification on the order and issue the certificate to [Authorisation Contact’s Organisation].
 
If you have any questions, please do not hesitate to contact us by phone at (65) 6212 1380. You can also email us at sslsupport@netust.net.

 
Thanks and have a great day!

 
Regards, 
[Signature]

Template 3 – Letter of Authorisation for Internal Domain (Netrust003)

- - - PRINT THIS LETTER ON AUTHORISING CONTACT’S COMPANY’S LETTERHEAD - - -

[Date] 

To: Netrust Pte Ltd

SSL Support

70 Bendemeer Road, 

#05-03, Luzerne,
Singapore 339940

Singapore 049315

FAX : (65) 6212 1366

RE: APPLICATION FOR WEB SERVER CERTIFICATE

I, [Name of Authorising Contact], approve the acquisition(s) of a limited right to use one or more Entrust.net SSL Web Server certificate(s) (including any renewal certificates) on behalf of [Authorising Contact’s Company] ("Subscriber").

I represent and warrant that: -

1. I am duly authorised to bind Subscriber to the terms and conditions of the Entrust.net SSL Certification Practice Statement available on the internet at http://www.entrust.net/about/practices.cfm and the Entrust.net SSL Web Server Certificate Subscription Agreement at http://www.entrust.net/buy/pdf/sslsubagree011405.pdf (collectively the “Terms”);

2. Subscriber hereby agrees to the Terms; and

3. Subscriber has sufficient legal power, corporate or otherwise, to enter into such agreements. I acknowledge that an Entrust.net digital certificate may be used to bind Subscriber in electronic commerce transactions and that the protection of the Subscriber's private keys associated with an Entrust.net digital certificate is solely the responsibility of Subscriber.

I authorize [Vendor or Name of Technical Contact] to request one or more certificate(s) for [Domain Name] on our behalf (including any renewal certificates), and to act as a Technical Contact on my behalf in respect of such certificate. FOR INTERNAL USE ONLY.

IN WITNESS WHEREOF, I have executed this authorisation letter.
____________________________

Yours Sincerely,

[Name of Authorising Contact]
[Designation]

Template 4 – Technical Contact Employment Verification Email (Netrust004)

To: [Authorisation Contact’s Email Address]

Cc: [Technical Contact’s Email Address]

Subject: New Order: [Tracking ID] ([Domain Name]) - [Authorisation Contact’s Company Name]

Dear [Authorisation Contact],

Thank you for your order of [Standard/Advantage] Web Server Certificate. The Online portion of your enrollment for the following DN(s) had been received and assigned Order Number [Tracking ID]
-------------------------------

[Distinguished Name]

------------------------------- 

For the benefit of you and your customers, Netrust has a strict authentication policy that we follow before issuing any web certificates. Part of the authentication process is to verify employment of the Technical Contact.

Please reply back to this email to confirm that [Technical Contact] is the authorised technical contact and is employed by [Company Name].    


Regards, 
[Signature]

Template 5 – Letter of Authorisation (Netrust005)

- - - PRINT THIS LETTER ON AUTHORISING CONTACT’S COMPANY’S LETTERHEAD - - -

[Date] 

To: Netrust Pte Ltd

SSL Support

70 Bendemeer Road, 

#05-03, Luzerne,
Singapore 339940

Singapore 049315

FAX : (65) 6212 1366

RE: APPLICATION FOR WEB SERVER CERTIFICATE

I, [Name of Authorising Contact], approve the acquisition(s) of a limited right to use one or more Entrust.net SSL Web Server certificate(s) (including any renewal certificates) on behalf of [Authorising Contact’s Company] ("Subscriber").

I represent and warrant that: -

1. I am duly authorised to bind Subscriber to the terms and conditions of the Entrust.net SSL Certification Practice Statement available on the internet at http://www.entrust.net/about/practices.cfm and the Entrust.net SSL Web Server Certificate Subscription Agreement at http://www.entrust.net/buy/pdf/sslsubagree011405.pdf (collectively the “Terms”);

2. Subscriber hereby agrees to the Terms; and

3. Subscriber has sufficient legal power, corporate or otherwise, to enter into such agreements. I acknowledge that an Entrust.net digital certificate may be used to bind Subscriber in electronic commerce transactions and that the protection of the Subscriber's private keys associated with an Entrust.net digital certificate is solely the responsibility of Subscriber.

I authorize [Name of Technical Contact] from [Technical Contact’s Company] to request one or more certificate(s) for [Domain Name] on our behalf (including any renewal certificates), and to act as a Technical Contact on my behalf in respect of such certificate.

IN WITNESS WHEREOF, I have executed this authorisation letter.
____________________________

Yours Sincerely,

[Name of Authorising Contact]
[Designation]

Template 6 – Outsourced Technical Contact Employment Verification Email (Netrust006)

To: [Authorisation Contact’s Email Address]

Cc: [Technical Contact’s Email Address]

Subject: New Order: [Order Number] ([Common Name]) - [Authorisation Contact’s Company Name]

Dear [Authorisation Contact],

Thank you for your order of [Standard/Advantage] Web Server Certificate. The Online portion of your enrollment for the following DN(s) had been received and assigned Order Number(s) [Order Number]
-------------------------------

[Distinguished Name(s)]

------------------------------- 

For the benefit of you and your customers, Netrust has a strict authentication policy that we follow before issuing any web certificates. Part of the authentication process is to verify employment of the Technical Contact.

As [Technical Contact] from [Technical Contact’s Company Name] would be handling the SSL certificate on behalf of [Authorisation Contact’s Company Name] we would require you to provide us with a Letter of Authorisation (printed on your company letterhead and signed by you). Please refer to the attached file for the template. Please fax the document to 6212 1366 or email it to sslsupport@netrust.net and send the original to 70 Bendemeer Road, #05-03, Luzerne, Singapore 339940 (Attention: SSL Support).    

Regards,

[Signature]

Template 7 – Verification Check Sheet for Entrust Standard/Advantage Certificates (Netrust007)

	Verification Check Sheet for Entrust Standard/Advantage Certificates



	Order Details



	Order Number: 


	

	Order Date: 


	

	

	Business Verification



	Organization’s Legal Name:


	

	Business Check Source:


	

	Proof of Right Documentation Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Verified Address
	(Please place the address that was verified here)



	Third Party Documentation Received from Client Authenticated? (if applicable)

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Domain Registration



	Domain Name: 


	

	Registrant Name:


	

	Domain Check Source:


	

	Subject Alternative Name (SANS): (if applicable)

	

	SANS Registrant Name:


	

	SANS Domain Check Source:


	

	Domain Documentation Attached:


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Certificate DN Verification



	Export Conditions Met: 


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Country Code (C=) matches Organization Country


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No


	Organization (O=) matches 

Organization Name on order


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Technical Contact Employment Verification



	Different Technical and Authorising Contacts have been provided?


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Technical Contact Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone Number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	LRA Confirmation



	Date Submitted to Entrust:


	

	Name of LRA: 


	Signature of LRA:

        

	

	Additional Notes 



	


Template 8 – Verification Check Sheet for Entrust UC Certificates (Netrust008)

Verification Check Sheet for Entrust UCC Certificates

	Order Details



	Order Number: 


	

	Order Date: 


	

	

	Business Verification



	Organization’s Legal Name:


	

	Business Check Source:


	

	Proof of Right Documentation Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No



	Verified Address
	(Please place the address that was verified here)

	Third Party Documentation Received from Client Authenticated? (if applicable)

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	Domain Registration



	Domain Name: 


	

	Registrant Name:


	

	Domain Check Source:


	

	Domain Documentation Attached:


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	
	

	Additional Domain names: (allowed 9 additional domains for UCC) (if applicable)

	1. Domain: 
Registrant Name:

Domain Check Source: 

2. Domain: 
Registrant Name:

Domain Check Source: 

3. Domain: 
Registrant Name:

Domain Check Source:

4. Domain:
Registrant Name:

Domain Check Source:

5. Domain:
Registrant Name:

Domain Check Source:
6. Domain:
Registrant Name:

Domain Check Source:

7. Domain:
Registrant Name:

Domain Check Source:

8. Domain:
Registrant Name:

Domain Check Source:

9. Domain:
Registrant Name:

Domain Check Source:



	Additional Domain Documentation Attached:


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Certificate DN Verification



	Export Conditions Met: 


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Country Code (C=) matches Organization Country


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No


	Organization (O=) matches     

Organization Name on order


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	

	Technical Contact Employment Verification



	Different Technical and Authorizing Contacts have been Provided?


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Technical Contact Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	LRA Confirmation



	Date Submitted to Entrust:


	

	Name of LRA: 


	Signature of LRA:



	

	Additional Notes 



	


Template 9 – Consent Form (Netrust009)

Entrust Ltd.
1000 Innovation Drive 
Ottawa, Ontario, Canada
K2K 3E7
Fax: 1-877-839-3538 (toll free within North America)
Fax: 1-613-248-3260 (outside of North America)

RE: Authorisation Form for Entrust SSL Certificate

Top of Form
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12130414



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image7.wmf]

soh.seow.boon@
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Seow Boon Soh
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SINGAPORE HEA



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image10.wmf]

David Chung



 HTMLCONTROL Forms.HTML:Hidden.1 [image: image11.wmf]

NCS Pte Ltd

I, [Authorisation Contact] at [Authorisation Contact’s Email Address], approve the acquisition(s) of a limited right to use one or more Entrust SSL Certificate(s) (including any renewal certificates) on behalf of [Authorisation Contact’s Organisation]. 

I represent and warrant that 

1. I am duly authorised to bind [Authorisation Contact’s Organisation] to the terms and conditions of the Entrust SSL Certification Practice Statement available on the internet at http://www.entrust.net/CPS and the Entrust SSL Certificate Subscription Agreement at http://www.entrust.net/buy/pdf/sslsubagree112803.pdf (collectively the "Terms");

2. [Authorisation Contact’s Organisation] hereby agrees to the Terms; and 

3. [Authorisation Contact’s Organisation] has sufficient legal power, corporate or otherwise, to enter into such agreements. I acknowledge that an Entrust SSL Certificate may be used to bind [Authorisation Contact’s Organisation] in electronic commerce transactions and that the protection of private keys used by [Authorisation Contact’s Organisation] and associated with an Entrust SSL Certificate is solely the responsibility of Subscriber.

On behalf of [Authorisation Contact’s Organisation], I also authorize [Technical Contact] of [Technical Contact’s Orgnisation] to request one or more certificate(s) for [Authorisation Contact’s Organisation] on our behalf (including any renewal certificates), and to act as a technical contact on our behalf in respect of such certificate. 

 I INTEND TO BE LEGALLY BOUND TO THE FOREGOING. 
Yours Sincerely,

[Authorisation Contact]

[Title]

[Organisation]

Template 10 – Verification Check Sheet for New ECMS (Netrust010)

Verification Check Sheet for Entrust Certificate Management Service (CMS)

	Order Details



	Order Number: 


	

	Order Date: 


	

	

	Business Verification



	Organization’s Legal Name:


	

	Organization Names to be verified: 
	1. Organization Name: 

Business Check Source: 

2. Organization Name: 
Business Check Source:

3. Organization Name: 
Business Check Source:

4. Organization Name: 
Business Check Source:

5. Organization Name: 
Business Check Source
6. Organization Name: 
Business Check Source 

7. Organization Name: 
Business Check Source 

8. Organization Name: 
Business Check Source 

9. Organization Name: 
Business Check Source

10. Organization Name: 
Business Check Source:


	Proof of Right Documentation Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Verified Address
	(Please place verified address here)



	Third Party Documentation Received from Client Authenticated? (if applicable)

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Export Conditions Met: 


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Domain Registration



	Domain names: 


	1. Domain: 
Registrant Name:

Domain Check Source: 

2. Domain: 
Registrant Name:

Domain Check Source: 

3. Domain: 
Registrant Name:

Domain Check Source:

4. Domain:
Registrant Name:

Domain Check Source:

5. Domain:
Registrant Name:

Domain Check Source:
6. Domain:
Registrant Name:

Domain Check Source:

7. Domain:
Registrant Name:

Domain Check Source:

8. Domain:
Registrant Name:

Domain Check Source:

9. Domain:
Registrant Name:

Domain Check Source:

10. Domain:
Registrant Name:

Domain Check Source:



	Domain Documentation Attached:


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Technical Contact Employment Verification



	Different Technical and Authorizing Contacts have been Provided?


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Technical Contact 1 Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone Number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 2 Confirmed:

(if applicable)


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone Number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	LRA Confirmation



	Date Submitted to Entrust:


	

	Name of LRA: 


	Signature of LRA:



	

	Additional Notes 



	


Template 11 – Verification Check Sheet for ECMS Renewal (Netrust011)

Verification Check Sheet for Entrust Certificate Management Service (CMS) Renewal - (Non-Webhoster Model)
	CMS Account Details (Non-Webhoster Model)



	Account Name: 


	

	Expiry Date: 


	

	

	Business Verification



	Organization’s Legal Name:


	

	Organization Names to be re-verified: 

(if there are more than 3 organization names, please use the Additional Notes section)
	1. Organization Name: 

Business Check Source: 

2. Organization Name: 
Business Check Source:

3. Organization Name: 
Business Check Source



	Proof of Right Documentation Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Verified Address
	(Please place verified address here)



	Third Party Documentation Received from Organization Authenticated? (if applicable)

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Export Conditions Met: 


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Domain Registration



	Domain names: 

(if there are more than 5 domain names, please use the additional notes section)
	1. Domain: 

Registrant Name:

Domain Check Source: 

2. Domain: 

Registrant Name:

Domain Check Source: 

3. Domain: 

Registrant Name:

Domain Check Source:

4. Domain: 

Registrant Name:

Domain Check Source:

5. Domain: 

Registrant Name:

Domain Check Source:



	Domain Documentation Attached:


	                  FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	Authorising & Technical Contact Employment Verification



	Authorising Contact Name:


	

	Authorising Contact Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 1 Name: 


	

	Technical Contact 1 Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone Number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	

	Technical Contact 2 Name: 

(if applicable)


	

	Technical Contact 2 Confirmed:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:


	

	Third Party Phone number Source:

 
	          

	Third Party Phone Source Attached:


	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:


	
	Initials:
	

	

	LRA Confirmation



	Date Submitted to Entrust:


	

	Name of LRA: 


	Signature of LRA:



	

	Additional Notes 



	


Template 12 – Verification Check Sheet for Entrust Certificate Management Service (CMS) - (Webhoster Model) (Netrust012)

Verification Check Sheet for Entrust Certificate Management Service (CMS) - (Webhoster Model)
	CMS Account Details (Webhoster Model)



	WebHoster Account Name: 

	

	Order Date: 

	

	

	WebHoster or Client Business Verification



	WebHoster’s Legal Name:

	

	WebHoster’s or Client’s Organization Names to be verified: 
(if there are more than 3 organization names, please use the Additional Notes section)
	1. Organization Name: 
Business Check Source: 

2. Organization Name: 
Business Check Source:

3. Organization Name: 
Business Check Source



	Proof of Right Documentation Attached:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Verified Address
	

	Third Party Documentation Received from Organization Authenticated? (if applicable)

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Export Conditions Met: 

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	WebHoster or Client’s Domain Registration


	Domain names: 
(if there are more than 3 domain names, please use the additional notes section)


	1. Domain: 
Registrant Name: 

Domain Check Source: 

2. Domain: 

Registrant Name:

Domain Check Source: 

3. Domain: 

Registrant Name:

Domain Check Source:



	Domain Documentation Attached:

	                  FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	

	WebHoster Client Verificaiton

	Authorizing Contact Name:

	

	Authorizing Contact Confirmed:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone Number Source:
 
	

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	

	Webhoster Authorized
	 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	
	

	Date Completed:

	
	Initials:
	

	

	WebHoster Authorizing & Technical Contact Employment Verification


	Authorizing Contact Name:

	

	Authorizing Contact Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone Number Source:
 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 1 Name: 

	

	Technical Contact 1 Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone Number Source:
 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 2 Name: 

	

	Technical Contact 2 Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone number Source: 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	

	LRA Confirmation


	Date Submitted to Entrust:

	

	Name of LRA: 

	Signature of LRA:
        

	

	Additional Notes 


	


Template 13 – Verification Check Sheet for Entrust Certificate Management Service (CMS) Renewal - (Webhoster Model) (Netrust013)

Verification Check Sheet for Entrust Certificate Management Service (CMS) Renewal - (Webhoster Model)
	CMS Account Details (Webhoster Model)



	WebHoster Account Name: 

	

	Expiry Date: 

	

	

	WebHoster or Client Business Verification



	WebHoster’s Legal Name:

	

	WebHoster’s or Client’s Organization Names to be re-verified: 
(if there are more than 3 organization names, please use the Additional Notes section)
	1. Organization Name: 
Business Check Source: 

2. Organization Name: 
Business Check Source:

3. Organization Name: 
Business Check Source



	Proof of Right Documentation Attached:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Verified Address


	

	Third Party Documentation Received from Organization Authenticated? (if applicable)

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Export Conditions Met: 

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	WebHoster or Client’s Domain Registration


	Domain names: 
(if there are more than 3 domain names, please use the additional notes section)


	1. Domain: 
Registrant Name: 

Domain Check Source: 

2. Domain: 

Registrant Name:

Domain Check Source: 

3. Domain: 

Registrant Name:

Domain Check Source:



	Domain Documentation Attached:

	                  FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	

	WebHoster Client Verificaiton

	Authorizing Contact Name:

	

	Authorizing Contact Confirmed:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone number Source:
 
	

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	

	Webhoster Authorized
	 FORMCHECKBOX 
 Yes                           FORMCHECKBOX 
 No

	
	

	Date Completed:

	
	Initials:
	

	

	WebHoster Authorizing & Technical Contact Employment Verification


	Authorizing Contact Name:

	

	Authorizing Contact Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone number Source:
 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 1 Name: 

	

	Technical Contact 1 Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone Number Source:
 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	

	Technical Contact 2 Name: 

	

	Technical Contact 2 Confirmed:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Third Party Phone Number Used:

	

	Third Party Phone number Source:
 
	          

	Third Party Phone Source Attached:

	                 FORMCHECKBOX 
Yes                           FORMCHECKBOX 
 No

	Date Completed:

	
	Initials:
	

	

	LRA Confirmation


	Date Submitted to Entrust:

	

	Name of LRA: 

	Signature of LRA:
        

	

	Additional Notes 


	


Template 14 – Notification for New ECMS (Netrust014)

To: [Authorisation Contact’s Email]
Cc: [Technical Contact 1’s Email], [Technical Contact 2’s Email], Jennifer Capones

Subject: New ECMS Account for [Company Name]
Dear [Authorisation Contact],

We are pleased to inform you that your ECMS account has now been created. Please see details below:

Account Information

Organisation Name: [Organisation Name/Names]
Term of Service: [1 Year/2 Years/3 Years/4 Years]

Number of SSL Certificates: [X Standard, Y Advantage, Z UCC, etc]
Expiry Date:

Should you have any questions, please feel free to contact us.

Regards,

[Signature]

Template 15 – Notification for Renewed ECMS (Netrust015)

To: [Authorisation Contact’s Email]
Cc: [Technical Contact 1’s Email], [Technical Contact 2’s Email], Jennifer Capones

Subject: ECMS Account Renewal for [Company Name]
Dear [Authorisation Contact],

We are pleased to inform you that your ECMS account has now been renewed. Please see details below:

Account Information

Organisation Name: [Organisation Name/Names]
Term of Service: [1 Year/2 Years/3 Years/4 Years]

Number of SSL Certificates: [X Standard, Y Advantage, Z UCC, etc]
Expiry Date:

Should you have any questions, please feel free to contact us.

Regards,

[Signature]

Template 16 – Notification for ECMS Organisation Name Change (Netrust016)

To: [Authorisation Contact’s Email]
Cc: [Technical Contact 1’s Email], [Technical Contact 2’s Email], Jennifer Capones

Subject: ECMS Account Modification Request - [Company Name]
Dear [Authorisation Contact],

We are pleased to inform you that your ECMS account name had been updated to 

  
[New Company Name] 

  
Should you have any questions, please feel free to contact us. 

Regards,

[Signature]

Template 17 – Notification for Additional Domain in ECMS (Netrust017)

To: [Authorisation Contact’s Email]
Cc: [Technical Contact 1’s Email], [Technical Contact 2’s Email], Jennifer Capones

Subject: ECMS Account Modification Request - [Company Name]
Dear [Authorisation Contact],

We are pleased to inform you that the domain below had already been added into your ECMS account.

[domain]

  
Should you have any questions, please feel free to contact us. 

Regards,

[Signature]

Template 18 – Notification for ECMS Contact Change (Netrust018)

To: [Authorisation Contact’s Email]
Cc: [Technical Contact 1’s Email], [Technical Contact 2’s Email], Jennifer Capones

Subject: ECMS Account Modification Request - [Company Name]
Dear [Authorisation Contact],

We are pleased to inform you that [you have / [New Technical Contact’s Name] has] been set up as an [authorising contact/administrator].

Should you have any questions, please feel free to contact us.

Regards,

[Name]

Template 19 – EV Confirmation Script (Netrust019)

Higher Authority Employment Verification

[HR Officer] has confirmed that [Higher Authority] is employed by [Organisation] as [Job Tile], located at [Complete Address].

Higher Authority

[Higher Authority] has confirmed that he/she is the [Job Tile] for [Organisation], located at [Complete Address].

[Higher Authority] has confirmed that [Authorisation Contact] is the [Job Title] and is authorized to sign the subscription agreement on behalf of [Organisation].

[Higher Authority] has confirmed that that [Authorisation Contact] is the [Job Title] and is authorized to accept the online consent form on behalf of [Organisation].

[Higher Authority] has confirmed his/her phone number is [Phone Number] and his/her email address is [Email Address].

Contract Signer

[Contract Signer] has confirmed that he/she is the [Job Title] and did sign the subscription agreement on behalf of [Organisation].

Certificate Approver

[Authorisation Contact] has confirmed that he/she is the [Job Title] and did accept the online consent form indicating exclusive rights to use the domain on behalf of [Organisation].

[Authorisation Contact] has confirmed that [Technical Contact] is authorized to receive the EV certificate on behalf of [Organisation].

Certificate Requester (Please note that this can change from order to order)

[Authorisation Contact] has confirmed that he/she did request the EV Certificate on behalf of [Organisation].

Appendix B – Sample Documents

Sample Document 1 – Order Details PDF Document
Sample Document 2 – Consent Form

Sample Document 3 – Sample of 1-Year SSL Verification Documents
Sample Document 4 – Sample of 3-Year SSL Verification Documents
Sample Document 5 – Sample of UCC Verification Documents
Sample Document 6 – Sample of UCC Reissuance Verification Documents
Sample Document 7 – Sample of New ECMS Verification Documents
Sample Document 8 – Sample of ECMS Renewal Verification Documents
Sample Document 9 – Sample of ECMS Organisation Name Change Verification Documents
Sample Document 10 – Sample of Additional Domain in ECMS Verification Documents
Sample Document 11 – Sample of ECMS Contact Change Verification Documents
Sample Document 12 – Sample of Client Account Verification Documents
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