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1. Executive Summary

e-Cop (8) Pte Ltd hereafter known as e-Cop was contracted by Netrust Pte Ltd hereafter
known as Netrust to carry out an independent third party information systems security
Audit. The purpose of this audit was to express an opinion on the compliance of Netrust
in implementing the control objectives as specified in the Security Guidefines for
Certificate Authority and the ISO27001/27002:2005 Standard. The scope of this audit
included an assessment of the policies, procedures, processes, systems and controls
included in the Security Guidefines for Certificate Authority by IDA. The audit guide for
this audit was slso backed up by relevant industry best practices based on IS0
27002:2005.

The assessment date was from 26 March 2010 — 19 April 2010. The auditor team
undertook a process of collecting and evaluating evidence fo determine level of
compliance.

Except for the findings mentioned in Section 4, Netrust was in all material respects, in
compliance with the IDA Guidelines for Ceriificate Authority. We have provided
recommendations in section 4.0 to address issues or areas for improvement identified
during our audit.

The following areas were covered during the review:

Management Guidelines (IDA Guidelines Section 2.0}

Certificate Management (IDA Guidelines Section 3.0)

Key Management (IDA Guidelines Section 4.0)

Systems & Operations IDA Guidelines Section 5.0)

Security Policy (1ISO 27001/27002:2005 Section 5)

Human resources security (ISO 27001/27002:2005 Section 8)

Physical and environmental security (1SO 27001/27002:2005 Section 9)
Business Continuity Planning (ISO 27001/27002:2005 Section 9)

YVVVVVVVYVY

Our opinion is that Netrust has implemented critical controls except for the findings
described in Section 4 as of 19 April 2010. Further we also acknowledge that Netrust is
taking active corrective action to implement control measures to mitigate the potential
risks that could result from the control deficiencies highlighted in our review.

Page 3 of 15



Netrust Pte Lid
Audit of Certiffcate Authority
Private & Confidential

e-Cop (S) Pte Ltd

23 Serangoon North Avenue 5
#06-01 BTH Centre

Singapore 554530

To: Mr Foo Jong Ai
Chief Executive Officer
Netrust Pte Lid
70 Bendemeer Road
#05-03 Luzerne
Singapore 339840

SIGNOFF & ACKNOWLEDGMENT

e-Cop would like fo take this opportunity to thank the Management and staff of Netrust for all
their assistance and fime during the course of this audit.

This report is intended solely for use by the Management of Netrust and e-Cop accept no
responsibility for any reliance on the report by any third parties, unless our permission is sought
for the provision of the particular report to specified third parties and such request is given o us in
writing prior to provision of the report.

This acknowledgement represents the agreement between e-Cop and Netrust with respect to the
objectives, obligations and responsibilities performed in the audit had been completed.
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Netrust contact: e-Cop Consultants:
Accepted by: Prepared by:
Tay Ghim Hui,

Associate Security Consultant

......................................................

Reviewed by:

Philip Sy

Principal Consultant

Please return or fax this copy to e-Cop.net at +65-6788.3883

If this form is not returned within five (5) days, e-Cop will assume full acceptance of this report
without modification.
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2. Background

2.1,

Introduction

Netrust was established in May 1997 as the first Certification Authority ("CA") in
Southeast Asia. Netrust provides individuals, businesses and government
organisations with a complete online identification and security infrastructure to
enable secure electronic transactions via the Internet and other wireless media.

In its capacity as a CA, Netrust acts as a trusted third party ("TTP") that issues
and manages digital certificates. Netrust maintains a Public Key Infrastructure
(“PKI") certification service and in its CA role creates and signs X.509 digital
certificates which bind individuals, organisations and application servers with the
particular public key of each subscriber.

Netrust's PKI provides a secure environment where faceless electronic
transactions can take place with trust on the Internet, Infranet and on wireless
networks. It issues to pariicipants of this environment, digital certificates - which
are equivalent to electronic IDs - that give online identities to individuals,
organisations and application servers. Netrust's digital certificates can be issued
globally and provide complete online identification and security for secure
electronic fransactions.

Netrust issues a range of digital certificates for online applications including
secure access to government applications, Internet banking, supply chain
management, virtual private networks and secure access to intranet portals. It
supports the core Security Guidelines of Authentication, Authorization,
Confidentiality, Data Integrity and Non-Repudiation.

The Electronic Transactions Act (“ETA") was enacted on 10 July 1998 to create a
legal framework for electronic commerce transactions in Singapore. Following
the ETA, the Electronic Transactions (Certification Authority) Regulations ("ETR")
came into operation on 10 February 1999 to provide regulations for the licensing
and regulation of certification authorities (“CAs”) in Singapore. The Controller of
Certification Authorities ("CCA") also published security guidelines in September
1999 to establish the security criteria for the management, systems and
operations of CAs. The voluntary licensing programme aims to promote high
integrity licensed CAs that can be trusted. The CCA awarded the CA License to
Netrust in June 2001.

The ETR requires regular audits fo be conducted on Nefrust to provide
assurance that the |IT systems and processes of Netrust fulfill ‘the requisite
Security Guidelines, as set forth in the security guidelines issued by the CCA, as
well as international standard such as the I1SO 27001/27002:2005.
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Objectives
The overall objectives of the review are to;

Review the conirol procedures established by Netrust for compliance with
the requirements set out in the “Security Guidelines for Certification
Authorities {version 2.0)" issued by the Controller of Certification Authority
from the Infocomm Development Authority ("IDA”) of Singapore; and

Ascertain whether Netrust has met the requiremenis set out in the
Electronic Transactions Act 1998 (“ETA"), the Electronic Transactions
(CA) Regulations 1999 ("ETR") and the 18027002 (2005) Standard.

Scope and Approach

Our review work was performed from March 26, 2010 to April 19, 2010. Our
report of the detailed findings and recommendations was discussed with
appropriate management and staff at Netrust and finalised on May 13, 2010.

The scope of our work covered the IT systems and processes that are directly
deployed in providing the CA services. To achieve the objectives of this review,
we performed specific review procedures, as follows:

Gained an undersianding of the Nefrust PKI/CA business model and trust
required(s) in the CA through discussions with Netrust CA personnel, a
review of technical and operations documentation, and a review of the

CPS and CP(s);

Reviewed the control procedures established by Netrust to ascertain
compliance with the requirements set out in the IDA guidelines, ETA, ETR
and [IS027001/17799:2005 Standard. Qur review covered those
practices and procedures that create a secure and trustworthy
environment for the CA, as follows:

CA Management Controls
The components of primary CA management controls include:

- Obligations,

- Liability of the CA;

- Certificate Policy and Certificate Practice Statement;
- Security management;

Page 7 of 15
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- Risk management,

- Personnel security;

- Maintenance of subscribers’ data;
- Incident management; and

- Business continuity planning.

Certificate Management Life Cycle Controls

The certificate life cycle covers the end-to-end process of certificate
management and represents the core functions of a CA. The certificate
life cycle controls include:

- Certificate attribufes;

- Cerlificate registration;

- Certificate generation;

- Certificate issuance;

- Certificate publication/distribution;

- Certificate renewal;

- Certificate suspension;

- Certificate revocation (including CRL processing);
- Certificate archival; and

- Audit trails.

Key Management Life Cycle Controls
The key management life cycle controls is dependent on the strength of
the primary CA controls. The key management life cycle controls include:

- Key generation;

- Key distribution;

- Key storags;

- Key usage;

- Key backup and recovery,;
- Key change;

- Key destruction;

- Key compromise;

- Key archival; and

- Cryptographic Engineering.
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Systems and Operations Controls
The components of systems and operations controls include:

- Physical security;

- Systems and software integrity and control;
- Change and configuration management;

- Network and communications security; and
- Monitering and audit logs.

Application Integration Conlirols

We reviewed the security and control featuresffacilities of the toolkits
provided by the CA to the user communily to ensure secure
implementation and operation. Our review excluded the application
interfaces provided by the CA software vendor or the CA tfo the
application developers. The components of application integration
controls include:

- Integrity of signing and verification functions;
- Protection of private key;
- Verification of certificates.

Our review was based on interviews and discussions with key Netrust
management and staff, and on a review of user documentation made available to
us. In areas where independent corroboration was not available, written
representations were obtained from Netrust,
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3. Limitation or Our Work and Liability

3.1.

3.2.

3.3.

Use of Our Report

This report has been prepared solely for the management of Netrust. We would
not generally permit the use of our deliverables, or references to it, in material
disseminated to the general public or third parties without our written permission,
with the exception of the infocomm Development of Singapore ("IDA”).

Limitation of Conirols

Control policies and procedures designed fo address specified control objectives
are subject to inherent limitations and, accordingly, errors or irregularities may
occur and not be detected. Therefore, constant monitoring is needed 1o ensure
that system controls that exist remain effective over time.

Limitation of Liability

Netrust will indemnify and hold harmless e-Cop from claims, liabilities and costs
to third parties where Netrust divulges any advice rendered by e-Cop pursuant to
this engagement without e-Cop’s consent to such parties and such third parties
claim against e-Cop for losses suffered by them as a result of their reliance on
such advice.

e-Cop will not be liable for any loss or damage caused by or arising from any
fraudulent acts, misrepresentation, or willful default on the part of Netrust, its

management, or employees.
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