
Bugzilla ID:  624356 
Bugzilla Summary:  Add renewed Sertifitseerimiskeskus AS root certificate 
 
CAs wishing to have their certificates included in Mozilla products must  

1) Comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/)  
2) Supply all of the information listed in http://wiki.mozilla.org/CA:Information_checklist. 

a. Review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices 
b. Review the Potentially Problematic Practices at https://wiki.mozilla.org/CA:Problematic_Practices 

 
General information about the CA’s associated organization 
CA Company Name Sertifitseerimiskeskus AS 
Website URL http://www.sk.ee 
Organizational type Commercial CA, covering Baltic region (Estonia, Lithuania, Latvia ) 
Primark Market / 
Customer Base 

SK (Certification Centre, legal name AS Sertifitseerimiskeskus) is a commercial CA, covering the Baltic region (Estonia, 
Lithuania, Latvia). SK is Estonia's primary certification authority, providing certificates for authentication and digital 
signing to Estonian ID Cards. Established in 2001, SK has the backing of Estonian and Nordic financial and telecom sector. 
SK’s customers include the Estonian court system and notaries, Central Bank and commercial banks, and enforcement 
organisations (e.g. Police). 

Impact to Mozilla Users #5 of 
https://wiki.mozilla.org/CA:Information_checklist#General_information_about_the_associated_organization_of_the_CA 

CA Contact Information CA Email Alias: pki@sk.ee 
CA Phone Number: 372 610 1880 
Title / Department: Certification Services 

 
Technical information about each root certificate 
Certificate Name EE Certification Centre Root CA 
Certificate Issuer Field E = pki@sk.ee 

CN = EE Certification Centre Root CA 
O = AS Sertifitseerimiskeskus 
C = EE 

Certificate Summary #3 of https://wiki.mozilla.org/CA:Information_checklist#Technical_information_about_each_root_certificate 
Is this the renewed root for the Juur-SK root that was included per bug #414520? 

Root Cert URL http://www.sk.ee/files/EECCRCA.PEM.cer 
SHA1 Fingerprint C9:A8:B9:E7:55:80:5E:58:E3:53:77:A7:25:EB:AF:C3:7B:27:CC:D7 
Valid From  2010-10-30 
Valid To  2030-12-17 
Certificate Version 3 
Certificate Signature Algorithm SHA-1 
Signing key parameters 2048 
Test Website URL (SSL) #11 of https://wiki.mozilla.org/CA:Information_checklist#Technical_information_about_each_root_certificate 
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CRL URL #13 of https://wiki.mozilla.org/CA:Information_checklist#Technical_information_about_each_root_certificate 
OCSP URL #14 of https://wiki.mozilla.org/CA:Information_checklist#Technical_information_about_each_root_certificate 
Requested Trust Bits Websites (SSL/TLS) 

Code Signing 
SSL Validation Type OV 
EV Policy OID(s) Not EV 
 
CA Hierarchy information for each root certificate 
CA Hierarchy #1 of https://wiki.mozilla.org/CA:Information_checklist#CA_Hierarchy_information_for_each_root_certificate 
Externally Operated SubCAs #2 of https://wiki.mozilla.org/CA:Information_checklist#CA_Hierarchy_information_for_each_root_certificate 
Cross-Signing #3 of https://wiki.mozilla.org/CA:Information_checklist#CA_Hierarchy_information_for_each_root_certificate 
 
Verification Policies and Practices 
Policy Documentation Document Repository: http://www.sk.ee/pages.php/0203040503 

CPS (English): http://www.sk.ee/file.php?id=505 
CP for Device Certificates (Estonian): http://www.sk.ee/file.php?id=511 

Audits Audit Type (WebTrust, ETSI etc.): Please see section 8 of http://www.mozilla.org/projects/security/certs/policy/. 
Where is it stated which of these audit criteria are used? 
Auditor: KPMG Baltics 
Auditor Website: http://www.kpmg.ee/ 
Audit Report: http://www.sk.ee/file.php?id=529 (2010.10.29) 
Personal Identification Act for Estonia: http://www.legaltext.ee/text/en/X30081K4.htm 
Kathleen will have to contact KPMG to confirm the authenticity of the audit statement. 

SSL Verification Procedures #3 of https://wiki.mozilla.org/CA:Information_checklist#Verification_Policies_and_Practices 
Organization Verification 
Procedures 

#3 of https://wiki.mozilla.org/CA:Information_checklist#Verification_Policies_and_Practices 

Email Address Verification 
Procedures 

Not applicable – not requesting email trust bit. 
 

Code Signing Subscriber 
Verification Procedures 

#5 of https://wiki.mozilla.org/CA:Information_checklist#Verification_Policies_and_Practices 

 
 
Review Mozilla's CA Recommended Practices. If your practices differ from any of these recommended practices, then describe those differences and 
explain how the concern(s) are addressed. 
 
Response to Mozilla's CA Recommended Practices (https://wiki.mozilla.org/CA:Recommended_Practices)  
Publicly Available CP and CPS CP/CPS are posted on the CA’s public website. 
CA Hierarchy  
Audit Criteria  
Document Handling of IDNs in CP/CPS  
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Revocation of Compromised Certificates  
Verifying Domain Name Ownership  
Verifying Email Address Control  
Verifying Identity of Code Signing Certificate 
Subscriber 

 

DNS names go in SAN  
Domain owned by a Natural Person  
OCSP  
 
 
Review Mozilla's list of Potentially Problematic Practices. For each one, state if it is or is not applicable. For the ones that are applicable, provide URLs 
and section/page number information pointing directly to the sections of the CP/CPS documents that are relevant, and explain how you address the 
concern(s). 
 
Response to Mozilla's list of Potentially Problematic Practices (https://wiki.mozilla.org/CA:Problematic_Practices)  
Long-lived DV certificates SSL certs are OV. 
Wildcard DV SSL certificates SSL certs are OV. Are (or will) wildcard SSL certs issued under this root? 
Email Address Prefixes for DV Certs SSL certs are OV. 
Delegation of Domain / Email validation to 
third parties 

Domain/email validation is not delegated to third-party RAs. 

Issuing end entity certificates directly from 
roots 

Root is offline. Certs are issued through internally operated sub-CAs. 

Allowing external entities to operate 
subordinate CAs 

All sub-CAs are internally operated. 

Distributing generated private keys in 
PKCS#12 files 

 

Certificates referencing hostnames or 
private IP addresses 

 

Issuing SSL Certificates for Internal Domains  
OCSP Responses signed by a certificate 
under a different root 

 

CRL with critical CIDP Extension  
Generic names for CAs In Firefox shows up under AS Sertifitseerimiskeskus 
Lack of Communication With End Users  
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