 Test Website Please provide a URL to a website whose EV SSL cert chains up to this root.
VeriSign: https://www.verisign.com
CA Hierarchy CA Hierarchy Diagram: http://www.verisign.com/repository/hierarchy/hierarchy.pdf

This diagram shows that this root has the following sub-CAs:

- VeriSign Extended Validation SSL CA

- VeriSign Extended Validation SSL SGC CA

- VeriSign Secure Server CA – G3

- VeriSign Class 3 Code Signing 2010 CA

- VeriSign Class 3 International Server CA – G3

Are these all of the sub-CAs signed by this root?
VeriSign, Inc.
- Thawte SGC CA - G2
Externally operated subCAs Does this root have any subordinate CAs that are operated by external third parties?
VeriSign:

No
If yes, please see https://wiki.mozilla.org/CA:SubordinateCA_checklist
Cross-Signing List any other root CAs that have issued cross-signing certificates for this root CA
VeriSign:

VeriSign Class 3 Public Primary Certification Authority
Potentially Problematic

Practices

1.4 Delegation of Domain / Email validation to third parties
o VeriSign: No
• 1.5 Issuing end entity certificates directly from roots

o Root signs intermediate CAs which sign the end-entity certs.

• 1.6 Allowing external entities to operate subordinate CAs
o VeriSign: No
• 1.7 Distributing generated private keys in PKCS#12 files
o VeriSign: No
• 1.8 Certificates referencing hostnames or private IP addresses
o VeriSign: Non EV certificates may contain host names after verification with the organization. IP addresses verified to be within the private range may be refenced in Standard Intranet and Premium Intranet Certificates
• 1.9 Issuing SSL Certificates for Internal Domains
VeriSign: Non EV certificates may contain internal domains
General Information �
Data �
�
CA Name �
VeriSign �
�
Website URL �
�HYPERLINK "http://www.verisign.com/"�http://www.verisign.com ��
�
Organizational type �
Commercial �
�
Primary market / customer base �
VeriSign is a major commercial CA with worldwide operations and customer base. �
�
CA Contact Information �
�HYPERLINK "mailto:practices@verisign.com"�CA Email Alias: practices@verisign.com ��
�
�
CA Phone Number: 650.961.7500 �
�
�
Title / Department: Certificate Policy Manager �
�
�
�
Info Needed �
Data �
�
Certificate Name �
VeriSign Class 3 Public Primary Certification Authority -G5 �
�
Cert summary / comments �
This request is to enable the code signing trust bit for this root. �
�
�
This root was approved for inclusion in bug #402947. �
�
Root Cert URL �
�HYPERLINK "https://bugzilla.mozilla.org/attachment.cgi?id=304810"�https://bugzilla.mozilla.org/attachment.cgi?id=304810 ��
�
SHA-1 fingerprint �
4E:B6:D5:78:49:9B:1C:CF:5F:58:1E:AD:56:BE:3D:9B:67:44:A5:E5 �
�
Valid from �
2006-11-07 �
�
Valid to �
2036-07-16 �
�
Cert Version �
3 �
�
Modulus length �
2048 �
�
Test Website �
Please provide a URL to a website whose EV SSL cert chains up to this root. �
�
CRL URL �
�HYPERLINK "http://evintl-crl.verisign.com/EVIntl2006.crl"�http://evintl-crl.verisign.com/EVIntl2006.crl ��
�
�
CPS section 4.9.7: CRLs for end-user Subscriber Certificates are issued at least once per day. �
�
OCSP Responder URL �
�HYPERLINK "http://evintl-ocsp.verisign.com/"�http://evintl-ocsp.verisign.com/ ��
�
�
What is the max expiration time of the OCSP responses? �
�
�
CA/B Forum EV Guidelines Section 26(b): “If the CA provides revocation information via an Online Certificate Status �
�
�
Protocol (OCSP) service, it MUST update that service at least every four days. OCSP responses from this service MUST �
�
�
have a maximum expiration time of ten days.” �
�






