CA Hierarchy From bug #407163: The thawte Primary Root CA has two subordinate CAs, the thawte Extended Validation SSL CA and thawte Extended Validation SSL SGC CA, which issue the end entity EV certificates.

Is this still accurate? Or does this root also have other intermediate CAs?
Thawte:

This Root has other intermediate CAs:

· Thawte SSL CA

· Thawte DV SSL CA

· Thawte Code Signing CA – G2

SSL Validation Type EV Are DV or OV certs issued under this root?
Thawte:

· The Thawte SSL CA issues OV certificates

· The Thawte DV SSL CA issues DV certificates

CPS Section 3.1.8.1: With respect to Starter PKI (SPKI) Customers, the identity confirmation process begins with thawte’s

confirmation of the identity of the Starter PKI Customer itself in accordance with this section. Following such

confirmation, the Starter PKI Customer is responsible for approving the issuance of SSL Web Server and Code Signing

Certificates within its own organization by ensuring that the server designated as the Subject of a SSL Web Server

Certificate actually exists.

Does this mean that other companies can issue Code Signing certs under this root?
Thawte:

No. Thawte issues all the certificates. Organization administrators can only approve certificates for the Organization name verified for that account
From bug #407163: Only EV SSL certificates are issued under the hierarchy rooted at the thawte Primary Root CA, with

verification procedures per the EV guidelines. (See Appendix A1 of the CPS.)

Is this still the case? Or are non-EV SSL certs also issued under this root?
Thawte:

Non-EV SSL certs are also issued under this root
Please review the list of Potentially Problematic Practices (http://wiki.mozilla.org/CA:Problematic_Practices). Identify the

ones that are and are not applicable. For the ones that are applicable, please provide further information.

 1.1 Long-lived DV certificates

DV certs have a maximum 5 year validity

o

 1.2 Wildcard DV SSL certificates

N/A

o

 1.3 Email Address Prefixes for DV Certs

N/A

o

 1.4 Delegation of Domain / Email validation to third parties

N/A

o

 1.5 Issuing end entity certificates directly from roots

N/A

o

 1.6 Allowing external entities to operate subordinate CAs

N/A

o

 1.7 Distributing generated private keys in PKCS#12 files

N/A

o

 1.8 Certificates referencing hostnames or private IP addresses

OV non-EV certs may contain a host name

o

 1.9 Issuing SSL Certificates for Internal Domains

OV non-EV certificates may be issued for internal domains

o

 1.10 OCSP Responses signed by a certificate under a different root

oN/A
 1.11 CRL with critical CIDP Extension

O N/A

 1.12 Generic names for CAs

O N/A
 1.13 Lack of Communication With End Users

O N/A
