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1. Impact to Mozilla Users – Describe the types of Mozilla users who are likely to encounter your root certificate….

a. Gov’t and private sector users of web services related to the UK NHS
b. Ministry of Defence users of web-based payroll services
c. Gov’t and commercial users of web services related to the UK Emissions Registry (Carbon-credit trading)
d. Gov’t and private sector users of e-services related to UK Local Councils
e. Public and private sector users of e-services related to HM Government
f. Commercial entities leveraging B2B secure email services
2. Test Website = https://www.trustis.com/ 
3. CA Hierarchy – yes, I believe this diagram is still accurate
4. Externally Operated subCA’s – I’m not certain that we have any ‘externally operated’ subCA’s; all of our subCA’s are hosted, managed and operated by Trustis Limited
5. If DV – email address used for verifications – Trustis Certificate Authorities do not issue Domain Validated (DV) SSL Certificates
6. Organization Identity Verification – I would cite GAF Level 2 as the criteria we meet when vetting organisational identity.  You might have to submit audit information in support of this based on their comments.
7. Domain Name Ownership/Control – same as above
8. Email Address Ownership Control – same as above
9. Potentially Problematic Practices – 

a. Long-lived DV Certificates – N/A; Trustis Certificate Authorities do not issue Domain Validated (DV) SSL Certificates
b. Wildcard DV SSL certificates – N/A; Trustis Certificate Authorities do not issue Domain Validated (DV) SSL Certificates
c. Email Address Prefixes for DV SSL Certs – N/A; Trustis Certificate Authorities do not issue Domain Validated (DV) SSL Certificates
d. Delegation of Domain/Email validation to third parties – Registration Authorities (RAs) are permitted to conduct registrations for a limited, defined and controlled number and type of end-entities. The RAs have to operate in compliance with the Certificate Policy (CP) and Certification Practice Statement (CPS) and also our declared authentication levels for the Trustis FPS services, which are set at HMG Authentication Framework Level 2 or higher. These are controlled under our CP, a variety of internal and third party audits and the specific contractual relationship. Where third party RAs conduct authentication any domain or email validation is part of those more rigorous authentication checks. We do not delegate just domain or just email validation alone to any third parties.

e. Issuing end entity certificates directly from roots – Trustis does not issue end entity certificates directly from the Root CA
f. Allowing external entities to operate unconstrained subordinate CAs – N/A; I think there’s some confusion here; The Trustis FPS Root CA has not signed subordinate CA certificates for CA’s which are operated outside of our control
g. Distributing generated private keys in PKCS#12 files – End-entity key generation and delivery is only permitted on an exceptional basis and providing it does not impact the integrity of the service. When such activities are undertaken the requirements specified within the CP and Subscriber Agreement must be followed. Our records indicate that, to date for Trustis FPS, this activity has never been undertaken.

h. Certificate referencing hostnames or private IP addresses – N/A; Trustis does not issue certificates referencing internal hostnames and/or private IP addresses
i. Issuing SSL Certificates for Internal Domains – N/A; Trustis does not issue SSL certificates for internal domains
j. OCSP Responses signed by a certificate under a different root – N/A; Trustis does not sign OCSP responses using a certificate issued under a different Root CA
k. CRL with critical CIDP Extension – N/A; CRLs issued under the Trustis FPS Root CA hierarchy do not contain critical CIDP extensions
l. Generic names for CA’s – N/A; Trustis identifies itself within the organisationalUnit and organisation fields of the Root CA certificate’s distinguishedName
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