CA- Potentially problematic practices  
Delegation of Domain / Email validation to third parties 

Domain and Email validation are core-requirements of the CA Policy and should always be incorporated into the issuing CAs procedures whenever possible. Registration Authorities (RA) or other third parties performing such functions must provide attestations about their procedures and/or should be audited together with the issuing CA. The CA must demonstrate clear and efficient controls attesting the performance of its RAs. Delegation of domain/email validation to third parties should generally be avoided. 
Comments from IDRBT CA: 

Domain and E-mail validation are performed by the Registration Authority.  Certifying Authority also issues the digital certificates only after validating/verifying the Distinguished Name Details such as Common Name, E-mail id, Organization,   Organization Unit, Postal Code of the Locality, State and Country in digitally signed online requests released by the Registration Authorities.
Relevant Reference sections highlighted in Green in CPS:

Domain validation           Section 4.1.2 Certificate application information and communication

E-mail validation             Section 9.1  Subscriber Application form & 
                                        Section 2.11.1 & 2.11.2  Class 1 Certificates & Class 2 Certificates
Recommend modification in the CPS

Domain name Verification

The SSL Certificate is issued after properly verifying the Domain Name. Along with the application, the applicant is required to submit a full details of the Custodian of the web Server, Department to which the server belongs, Official address and Contact Number etc. Apart from the other details, Application form, should contain  IP Address, URL/Domain name and Physical Location of the Server etc.. Before issuing SSL certificate, CA ensures the correctness of the furnished information by making NSLOOKUP query / WHOIS Lookup query as applicable, and in case of any doubt, communicating with the applicant and resolving the matter over phone, email or personal interaction.
E-mail verification

E-mail verification is also done by the way of sending the user-id/password to subscriber to enable the submission of the Certificate Signing Request to CA system. This ensures that the subscriber, who has requested for the certificate, also has the control over the e-mail mentioned in the request form.

Distributing generated private keys in PKCS#12 files 

It is reported that some CAs generate the key pairs for their subscribers, rather than having the subscribers generate their own key pairs, and once generated, those CAs distribute the private key, together with the issued public key certificate and its chain, to the subscriber in a PKCS#12 file. The issues include: 

· The user doesn't know or control who else possesses and can use his private key (decrypt his private messages or forge his signature), and 

· The distribution channels used (e.g. unencrypted email) may not be adequately secured. 

CAs must never generate the key pairs for signer or SSL certificates. CAs may only generate the key pairs for SMIME encryption certificates. Distribution or transfer of certificates in PKCS#12 form through unsecure electronic channels is not allowed. If a PKCS#12 file is distributed via a physical data storage device, then 

· The storage must be packaged in a way that the opening of the package causes irrecoverable physical damage. (e.g. a security seal) 

· The PKCS#12 file must have a sufficiently secure password, and the password must not be transferred together with the storage. 
Relevant Reference sections highlighted in Green in CPS:

Section 4.3 Certificate issuance  

Section 6.1.2 Private key delivery to entity

Section 2.12.2 Encryption certificate

Section 9.4   Subscriber Agreement

Recommend modification in the CPS

CA or RA will not generate key pair nor accepts the private key of subscriber. For the class 2 and class 3 certificates, CA   interface support only crypto tokens.    
Issuing SSL Certificates for Internal Domains 

It has come to our attention that some Certification Authorities may have mistakenly issued SSL certificates to non-existent .int domain names. This appears to have happened because the .int domain may have been confused with internal domain names, and not all of the CAs and RAs may be aware that .int is an ICANN approved TLD. 

Section 7 of Mozilla’s CA Certificate Policy states that CAs need to take “reasonable measures to verify that the entity submitting the certificate signing request has registered the domain(s) referenced in the certificate.” There are different interpretations as to what this means in regards to internal domain names such as non-valid TLDs, hostnames, and IP addresses. However, there is consensus that there are problems associated with issuing certificates for servers on internal networks under the same CA hierarchy as certificates for servers on public networks. Mozilla is currently discussing whether the CA Certificate Policy should be updated to add more explicit requirements on this practice, or even to disallow it altogether. 

If you have issued certificates for internal domains within your CA hierarchy, Mozilla requests that you take the following actions: 

1. Perform an internal audit to look for certificates that have been issued within your CA hierarchy which have .int domain names in the Common Name and/or as DNS Names in the subjectAlternativeName. For each of these certificates, check to see if the certificate subscriber owns/controls that domain name, and revoke the certificate if they do not own/control that domain name. 

2. Review your controls/procedures (both internally and your RAs) for correct identification of internal and external domain names and verification that subscribers own/control the domain name to be included in their certificate.  
Comments from IDRBT CA:

There are no certificates that have been issued within CA hierarchy which have .int domain name in the Common Name and/or as DNS Name in the SubjectAlternativeName.

 Recommend modification in the CPS

CA will not issue certificates to internal domain.
Validate all Data included in Certificates 
It is reported that some CAs accepts scanned documents through e-mail and subsequently issue class 2 and class 3 certificates within 3-4 hours. 

Only data that has been verified to be correct should be included in a certificate. All information that is supplied by the requester must be verified to be correct before it may be included in the certificate. For example, for SSL certificates, alternative names need to be validated just as well as the subject. And for email certificates, if only the email address of the certificate subscriber is verified, then the CN should not include any unverified element that the subscriber supplied. 

A CA shall ensure that the applicant’s identity information is verified. The CA or an RA shall ensure that the applicant’s identity information and public key are properly bound. Additionally, the CA or the RA shall record the process that was followed for issuance of each certificate. Process information shall depend upon the certificate level of assurance and shall be addressed in the applicable CPS.  

Relevant Reference sections highlighted in Green in CPS:

Section 3.1.2 End Entity Initial Registration, Section 3.1.2.1 Identity Verification,  Section 3.1.2.2 Post Identity Verification and Section 4.1.2. Certificate Application Information and Communication

Recommend modification in the CPS
Only the verified information will be included in the certificate
The process documentation and authentication requirements shall include the following: 

1. The identity of the person performing the identity verification; 

2. A signed declaration by that person that he or she verified the identity of the applicant; 

3. The applicant shall present one photo ID. The applicant shall also present a document as a proof of residential address. 

4. Unique identifying numbers from the Identifier (ID) of the verifier and from an ID of the applicant; 

5. The date and time of the verification; and 

6. A declaration of identity signed by the applicant using a handwritten signature or equivalent per Indian Laws. 

For Class 3 certificates, identity shall be established by in-person proofing before the RA, to confirm identities; information provided shall be verified to ensure legitimacy. A trust relationship between the RA and the applicant which is based on an in-person antecedent may suffice as meeting the in-person identity proofing requirement. 
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