 CA Details 
CA Company/Organization Name:  Tata Consultancy Services Limited.
Website: http://www.tcs-ca.tcs.co.in
One Paragraph Summary of CA Company/Organization, including the following:

Tata Consultancy Services Limited (TCS) is an IT services, business solutions and outsourcing organisation that delivers real results to global businesses, ensuring a level of certainty no other firm can match. TCS offers a consulting-led, integrated portfolio of IT and IT-enabled services delivered through its unique Global Network Delivery Model, recognised as the benchmark of excellence in software development.

TCS is a licensed Certifying Authority (TCS-CA) and is authorized by the Controller of Certifying Authorities (CCA), Government of India, to issue legally valid digital certificates. Through its Trust Network, TCS Certifying Authority provides PKI Services to individuals, companies and government organizations.
· General nature (e.g., commercial, government, academic/research, nonprofit): Private
· Primary geographical area(s) served: TCS is located over142 offices in more than 42 countries across the globe. TCS-CA primarily works from India.
· Number and type of subordinate CAs:  16 No. Active Class 2 SubCAs
Audit Type : Information Technology Act 2000, Rules, Regulation & Guidelines 

Auditor: Cyber Q Consulting Pvt. Ltd Auditor Website
Auditor Website: http://www.cyberqindia.coms 

Audit Document URL(s): confidential
Certificate Details  Under RCAI 2007
(To be completed once for each certificate; note that we only include root certificates in the store, not intermediates.) 

Certificate Name: Tata Consultancy Services Certifying Authority
Summary Paragraph, including the following: 

The TCS-CA will issue a Digital Signature Certificates, which bind a public and private key pair, to a Subscriber. In addition to the generation of the Digital Signature Certificates, the CA may also suspend, activate or revoke the Digital Signature Certificates. The CA also maintains the CRL for the revoked and suspended Digital Signature Certificates in its repository.

The TCS-CA Trust Network consists of all entities involved in the process of issuing and managing Digital Signature Certificates under the TCS-Certifying Authority. The TCS-CA Trust Network includes the Primary Issuing Authority (TCS-CA), all Partner for whom Sub-CA has been created under TCS-CA, all Registration Authorities (RAs) appointed by TCS-CA and all the Subscribers of the digital signature certification services under TCS-CA Trust Network.
· End entity certificate issuance policy, i.e. what you plan to do with the root Diagram and/or description of certificate hierarchy:

The diagram below shows the TCS-CA Trust Network and its role in the operations of TCS-CA and the members of its Trust Network. 

[image: image1.emf]
· Number and type of subordinate CAs: 9 
· List or description of subordinate CAs operated internally: Given Below

· List or description of subordinate CAs operated by third parties                   NA
· List root CAs that have issued cross-signing certificates for this root CA     NA
	S.No 
	Name of Subordinate CA 
	Description 

	1 
	TCS-CA -Sub CA for APTS 
	The Andhra Pradesh Technology Services (APTS), a state-owned corporation handling IT needs of the government, has signed an agreement with IT major Tata Consultancy Services (TCS), one of the largest digital Certifying Authorities in India to PKI enabled all their electronic applications, These applications include e-procurement, e-Seva, paperless office and smart government initiatives as well as issue digital certificates to the users of all e-Governance initiatives undertaken by the state government 

	2 
	TCS-CA -Sub CA for Axis Bank Ltd 
	Axis Bank was the first of the new private banks to have begun operations in 1994, after the Government of India allowed new private banks to be established. Axis bank act as Subordinate Certifying Authority (Sub-CA) for issuing digital certificate to their employees and customer’s. They use for Registrar of Companies (ROC), National Pension Scheme (NPS) and with various application of core banking. 

	3 
	TCS-CA -Sub CA for CHiPS 
	CHIPS have joined hands with TCS to become a Subordinate Certifying Authority (Sub-CA) to issue digital certificates to the government and citizens of Chhattisgarh. Chhattisgarh Infotech and Biotech Promotion Society (CHiPS) is the nodal agency and prime move for propelling IT growth and implementation of IT plans in the state. 

	4 
	TCS-CA -Sub CA for ICAI 
	The Institute of Chartered Accountants of India (ICAI) has become India's first educational institution to acquire Digital Certificate issuing capability as a Sub-Certifying Authority. Through this initiative, ICAI makes a significant stride towards completely digitizing its operations and become a "Virtual Institution". ICAI will issue digital certificates to all its users for secure communication through digital signatures. Digital Signatures are impossible to forge and ensure that signed communication is tamper-proof. This will enable secure electronic filing and online payment on ICAI's web portal. 

	5 
	TCS-CA -Sub CA for MCA 
	MCA21 is an ambitious e-Governance initiative that builds on the Government's vision to introduce a service-oriented approach in the design and delivery of Government services. MCA will move from the traditional paper-based operation to a near paperless environment. The replacement of paper with secure electronic equivalents would naturally eliminate the shortcomings associated with physical paper. This will not only ensure speed and certainty in the delivery of MCA services but also lead to introduction of more value based services to stakeholders. MCA act as Sub-CA to issue certificate to their employees for approval of request upcoming at their end and thus help them to deliver best of breed services. 

	6 
	TCS-CA -Sub CA for MSDCL 
	Maharashtra State Electricity Distribution Company Ltd (MSEDCL), (Formerly Known as MSEB) Maharashtra State Electricity Board, under the new electricity act of Maharashtra State Government has been restructured into four different companies with effect from June 06, 2005 The four different companies formed are M.S.E.B. Holding Company Ltd , Maharashtra State Power Generation Company Ltd, Maharashtra State Transmission Company Ltd and Maharashtra State Distribution Company Ltd 

	7 
	TCS-CA -Sub CA for MSEDCL (WORKS) 
	

	
	
	MSEDCL aspire to implement e-tendering initiative for transacting business over the internet in a transparent manner and thus ensure Strong User Authentication, non-repudiation and Integrity for transactions. To further strengthen their e-tendering initiative they themselves want to issue digital certificates to its officials and the bidders in an outsourced model to ensure Legal sanctity. They have categorized their Sub-CA in two clusters viz 1. MSDCL -CPA 2. MSEDCL -Works 

	8 
	TCS-CA -Sub CA for MSETCL (CPA) 
	Maharashtra State Electricity Transmission Company Ltd (MSETCL), (Formerly Known as MSEB) MSETCL aspire to implement e-tendering initiative for transacting business over the internet in a transparent manner and thus ensure Strong User Authentication, non-repudiation and Integrity for transactions. To further strengthen their e-tendering initiative they themselves want to issue digital certificates to its officials and the bidders in an outsourced model to ensure Legal sanctity. They have categorized their Sub-CA in three clusters viz 1. MSETCL – CPA 2. MSETCL -Works 

	9 
	TCS-CA -Sub CA for MSETCL (WORKS) 
	


	S.No 
	Name of Subordinate CA 
	CRL Location 

	1 
	TCS-CA -Sub CA for APTS 
	https://www.tcs-ca.tcs.co.in/crl_7D810710411B242955.crl 

	2 
	TCS-CA -Sub CA for Axis Bank Ltd 
	https://www.tcs-ca.tcs.co.in/crl_07DA102101111B2102312C.crl 

	3 
	TCS-CA -Sub CA for CHiPS 
	https://www.tcs-ca.tcs.co.in/crl_07D9107101111A2323CD.crl 

	4 
	TCS-CA -Sub CA for ICAI 
	https://www.tcs-ca.tcs.co.in/crl_03C889.crl 

	5 
	TCS-CA -Sub CA for MCA 
	https://www.tcs

	
	
	ca.tcs.co.in/crl_7D9101101711823519EF.crl 

	6 
	TCS-CA -Sub CA for MSDCL 
	https://www.tcs-ca.tcs.co.in/crl_07D810710411B21E3170.crl 

	7 
	TCS-CA -Sub CA for MSEDCL (WORKS) 
	https://www.tcs-ca.tcs.co.in/crl_7D9103105118230303C8.crl 

	8 
	TCS-CA -Sub CA for MSETCL (CPA) 
	https://www.tcs-ca.tcs.co.in/crl_7D910A10111422019101.crl 

	9 
	TCS-CA -Sub CA for MSETCL (WORKS) 
	https://www.tcs-ca.tcs.co.in/crl_07D910A101114237C20E.crl 


Certificate HTTP download URL (on CA website): http://www.tcs-ca.tcs.co.in ( CA Certificates ( Current Certificates ( TCSCA.
Version:     V3
SHA1 Fingerprint: b8 0d d1 a4 ee 74 77 8d 82 d8 4f 41 d6 bc 7f 1d 4e 88 d5 45 
Public key length (for RSA, modulus length) in bits: RSA (2048 bits)
Valid From (YYYY-MM-DD):    Monday, July 02, 2007 12:29:34 PM
Valid To (YYYY-MM-DD): Saturday, July 04, 2015 12:00:00 PM

CRL HTTP URL: http://www.tcs-ca.tcs.co.in/includeJSP/crlDownload_2.jsp?file=crl_2785.crl&cacode=CA001&certSNo=2785  CRL issuing frequency for end-entity certificates:  6 Days
OCSP URL: NA
Class (domain-validated, identity/organizationally-validated or EV): Domain-validated, Identity/organizationally-validated.           NA
EV policy OID(s) (if applicable):      NA
Certificate Policy URL: http://www.tcs-ca.tcs.co.in/relyingparty.html
CPS URL: https://www.tcs-ca.tcs.co.in/pdf/TCS-CA_Trust_Network_CPS-V_1.2.pdf
List one or more Trust Bits to enable, choices are Websites (SSL/TLS), Email (S/MIME), and/or Code (code/document signing):

Server Authentication =1.3.6.1.5.5.7.3.1

Client Authentication =1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Time stamping EKU=1.3.6.1.5.5.7.3.8

OCSP EKU=1.3.6.1.5.5.7.3.9

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

IPSec (Tunnel, User) EKU=1.3.6.1.5.5.7.3.6, 1.3.6.1.5.5.7.3.7

URL of website whose SSL certificate chains to this root (if applying for SSL): http://www.tcs-ca.tcs.co.in
