Certifying Authority Details 
CA Company/Organization Name: Safescrypt CA
Website: www.safescrypt.com 
One Paragraph Summary of CA Company/Organization, including the following: 

Sify Communications Data Security Solutions primary focus is on providing Digital Trust Services and high-end solutions – that help businesses migrate to an environment that is secure and enables compliance with Legal and Regulatory requirements for true, end-to-end electronic transactions and overall E-Business. 

Sify Communications is also India's first intermediate CA under the IT Act 2000 and a VeriSign Affiliate for the Indian Subcontinent offering Managed PKI services to enterprises and Digital Certificates to end-users as well

· General nature : Private 

· Primary geographical area(s) served : India
· Number and type of subordinate CAs : 13
Audit Type (WebTrust, ETSI etc.): Information Technology Act 2000, Rules, Regulation & Guidelines
Auditor: M Kuppuswamy PSG & Co(Aug2008-Jan2009), Qadit Systems(Feb2009-Jan2010)
Auditor Website: http://www.mkpsgcocas.com,  http://www.qadit.com 
Audit Document URL(s): Confidential
Certificate Details Under RCAI 2007
(To be completed once for each certificate; note that we only include root certificates in the store, not intermediates.) 

Certificate Name:  We are only intermediate CA and Root CA is CCA India 2007
Summary Paragraph, including the following: 

· End entity certificate issuance policy, i.e. what you plan to do with the root 

Diagram and/or description of certificate hierarchy:

· Number and type of subordinate CAs  13
· List or description of subordinate CAs operated internally   : Given Below
· List or description of subordinate CAs operated by third parties                   NA
· List root CAs that have issued cross-signing certificates for this root CA     NA
Current Hierarchy


Certificate HTTP download URL (on CA website): http://cca.gov.in/rw/pages/ca_certificates_2007.en.do

Version: V3
SHA1 Fingerprint: b8 19 e1 f2 aa 66 45 d7 88 32 b7 98 77 7d 99 b1 c0 ff 2f c1
Public key length (for RSA, modulus length) in bits: RSA (2048 bits)
Valid From (YYYY-MM-DD): Monday, July 09, 2007 1:30:06 PM
Valid To (YYYY-MM-DD): Saturday, July 04, 2015 12:00:00 PM
CRL HTTP URL: http://crl.safescrypt.com/CognizantNSS/LatestCRL.crl 
CRL issuing frequency for end-entity certificates:   1 Day
OCSP URL: http://ocsp.safescrypt.com 
Class (domain-validated, identity/organizationally-validated or EV): 
EV policy OID(s) (if applicable):      NA
Certificate Policy URL:           NA
CPS URL: http://www.safescrypt.com/pdf/cps.pdf 

List one or more Trust Bits to enable, choices are Websites (SSL/TLS), Email (S/MIME), and/or Code (code/document signing): 

Server Authentication =1.3.6.1.5.5.7.3.1

Client Authentication =1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Time stamping EKU=1.3.6.1.5.5.7.3.8

OCSP EKU=1.3.6.1.5.5.7.3.9

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

IPSec (Tunnel, User) EKU=1.3.6.1.5.5.7.3.6, 1.3.6.1.5.5.7.3.7

URL of website whose SSL certificate chains to this root (if applying for SSL): We have not issued any SSL certificates under CCA root. We have plan to issue SSL certificate under RCAI Class3 in future.
End User Certificate








1. Safescrypt India-RCAI Class 3 Consumer CA


     validity: 21/02/2003 to 03/07/2014





1. BarclaysBankPLCCA


    validity: 15/05/2008 to 14/05/2013





2. C1IndiaCA


     validity: 29/09/2007 to 28/09/2012





3. ColumbiaAsiaHospitalsPvtLtdRCAIC2CA


     validity: 15/05/2008 to 14/05/2013





4. NSE.ITRCAIClass2CA


    validity: 31/03/2006 to 02/07/2014





5. tendertimes.comCA


    validity: 06/03/2007 to 02/07/2014





6. SafescryptEngineeringCA


    validity: 09/07/2007 to 08/08/2012





7. DGFTOnlineCA


    validity: 21/02/2003 to 04/07/2014





8. SafescryptRCAIClass2ConsumerIndividualSubscriberCA


    validity: 16/09/2005 to 19/05/2012





9. SafescryptRCAIClass2OnSiteIndividualSubscriberCA


     validity: 20/05/2005 to 19/05/2012





10. ContainerCorporationofIndiaLimitedCA


       validity: 01/03/2007 to 02/07/2014

















Safescrypt India-RCAI Class 3 CA-G2


Validity: 09/07/2007 to 04/07/2015





Safescrypt India-RCAI Class 2 CA-G2


Validity: 09/07/2007 to 04/07/2015





CCA India 2007


Validity: 13/06/2007 to 04/07/2015





End User Certificate























