CA Details 
CA Company/Organization Name:    NIC CA
Website: www.nic.in
One Paragraph Summary of CA Company/Organization, including the following: 

National Informatics Centre(NIC), is a premier IT Organization of the Department of Information Technology,  Govt. of India, has been instrumental in steering Information and Technology applications in various Government Departments at Central, State and District levels. NIC has set up the state of art  Certifying Authority (NICCA) in May, 2003, under license from the Controller of Certifying Authorities  (CCA).

 General nature (e.g., commercial, government, academic/research, nonprofit): Government

Primary geographical area(s) served  - India
Number and type of subordinate CAs  -One
Audit Type : Information Technology Act 2000, Rules, Regulation & Guidelines 

Auditor: -M/s CyberQ Consulting Pvt. Ltd.
Auditor Website: - www.cyberqindia.com
Audit Document URL(s): Confidential
Certificate Details under RCAI 2007
(To be completed once for each certificate; note that we only include root certificates in the store, not intermediates.) 

Certificate Name: - NIC Certifying Authority
Summary Paragraph, including the following:  
· End entity certificate issuance policy, i.e. what you plan to do with the root 

Diagram and/or description of certificate hierarchy:
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· Number and type of subordinate CAs – One
· http://nicca.nic.in/ePassport.crl 

· List or description of subordinate CAs operated internally - NICCA - Sub-CA for e-passport
· List or description of subordinate CAs operated by third parties                 NA
· List root CAs that have issued cross-signing certificates for this root CA   NA
Certificate HTTP download URL (on CA website): http://nicca.nic.in/cert/chain.zip 
Version: V3
SHA1 Fingerprint: 48 22 82 4e ce 7e d1 45 0c 03 9a a0 77 dc 1f 8a e3 48 9b bf
Public key length (for RSA, modulus length) in bits: RSA (2048 bits)
Valid From (YYYY-MM-DD): Monday, July 02, 2007 12:11:59 PM

Valid To (YYYY-MM-DD):    Saturday, July 04, 2015 12:00:00 PM
CRL HTTP URL:  http://nicca.nic.in/crl_2783.crl
CRL issuing frequency for end-entity certificates:  7 Days/ As & when suspension/revocation takes place.

OCSP URL: - NA

Class (domain-validated, identity/organizationally-validated or EV): NA
EV policy OID(s) (if applicable):   NA  
Certificate Policy URL:  NA
CPS URL:  https://nicca.nic.in/index.jsp Repository-> CPS-> Download CPS.

List one or more Trust Bits to enable, choices are Websites (SSL/TLS), Email (S/MIME), and/or Code (code/document signing):
Server Authentication =1.3.6.1.5.5.7.3.1

Client Authentication =1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Time stamping EKU=1.3.6.1.5.5.7.3.8

OCSP EKU=1.3.6.1.5.5.7.3.9

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

IPSec (Tunnel, User) EKU=1.3.6.1.5.5.7.3.6, 1.3.6.1.5.5.7.3.7

URL of website whose SSL certificate chains to this root (if applying for SSL): NA
