CA Details 
CA Company/Organization Name: MtnlTrustline 

Website:  www.mtnltrustline.com
One Paragraph Summary of CA Company/Organization, including the following: 

MTNLTRUSTLINE is a Public Key Infrastructure (PKI) established by Mahanagar Telephone Nigam Limited (MTNL) that provides Digital Certificates to entities including but not limited to Individuals, Organizations, Servers and Network Devices within the framework of IT-Act 2000.The term Certifying Authority is an umbrella term that refers to all entities issuing Certificates within the MTNLTRUSTLINE PKI. MTNLTRUSTLINE is governed, operated & managed by highly professional and skilled persons who take the utmost care in issuing, managing, revoking, and renewing certificates with legal validity under the IT-Act. Being under the banner of renowned Public Sector Undertaking(PSU), MTNLTRUSTLINE has additional credibility & assurance in its bag.

General nature : Telecom/ semi Government
Primary geographical area(s) served : All over India

Number and type of subordinate CAs :  Fifteen
There are two levels in subCAs  of Main Sub CA MTNLTRUSTLINE, Level 1 SubCA and Level 2 SubCA. There is one main SubCA of MTNLTRUSTLINE, Six level 1 SubCAs, nine level 2 SubCAs. 
Audit Type (WebTrust, ETSI etc.): CCA annual Audit
Auditor: As per pannelled Auditor of CCA 
Auditor Website: NA
Audit Document URL(s): NA
Certificate Details Under RCAI 2007
Certificate Name: mtnlTrustLine Public Primary Certification Authority G1
 End entity certificate issuance policy, i.e. what you plan to do with the root :

Diagram and/or description of certificate hierarchy:
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· Number and type of subordinate CAs  : 15              
· List or description of subordinate CAs operated internally 

One SubCA operated internally ie. MtnlTrustLine Class 3 Internal Administrator Sub CA G1

Description Of  MTNLTRUSTLINE SubCAs:

	S.No
	Name of Subordinate CA
	Description

	1. 
	mtnlTrustLine Class 1 Individual Sub CA G1
	Level 1  SubCA of class 1 Individual certificate

	2. 
	mtnlTrustLine Class 2 Individual Sub CA G1
	Level 1  SubCA of class 2  Individual certificate

	3. 
	mtnlTrustLine Class 3 Individual Sub CA G1
	Level 1  SubCA of class 3 Individual certificate

	4. 
	mtnlTrustLine Class 2 Devices Sub CA G1
	Level 1  SubCA of  class 2  Device certificate

	5. 
	mtnlTrustLine Class 3 Devices Sub CA G1
	Level 1  SubCA of class 3  Device certificate

	6. 
	mtnlTrustLine Class 3 Administrator Sub CA G1
	Level 1  SubCA of class 3  Administrator certificate

	7. 
	mtnlTrustLine Class 1 Individual Subscriber Sub CA G1
	End User SubCA  of  Class 1 Individual certificate

	8. 
	mtnlTrustLine Class 2 Individual Subscriber Sub CA G1
	End User SubCA  of  Class 2 Individual certificate

	9. 
	mtnlTrustLine Class 2 ICSI Member Sub CA G1
	End User SubCA  of  Class 2  ICSI Member Individual certificate

	10. 
	mtnlTrustLine Class 2 IPSec Devices Sub CA G1
	End User SubCA  of  Class 2  IPSec device certificate

	11. 
	mtnlTrustLine Class 3 Individual Subscriber Sub CA G1
	End User SubCA  of  Class 3 Individual certificate

	12. 
	mtnlTrustLine Class 3 Authorised Individual Subscriber Sub CA G1
	End User SubCA  of  Class 3 Authorised Individual certificate

	13. 
	mtnlTrustLine Class 3 Server Sub CA G1
	End User SubCA  of  Class 3 Server certificate

	14. 
	mtnlTrustLine Class 3 Internal Administrator Sub CA G1
	End User SubCA  of  Class 3 Internal Administrator certificate

	15. 
	mtnlTrustLine Class 3 External Administrator Sub CA G1
	End User SubCA  of  Class 3 External Administrator certificate


CRL Location

	S.No
	Name of Subordinate CA
	CRL Location

	1. 
	mtnlTrustLine Class 1 Individual Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	2. 
	mtnlTrustLine Class 2 Individual Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	3. 
	mtnlTrustLine Class 3 Individual Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	4. 
	mtnlTrustLine Class 2 Devices Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	5. 
	mtnlTrustLine Class 3 Devices Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	6. 
	mtnlTrustLine Class 3 Administrator Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Public%20Primary%20Certfication%20Authority%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	7. 
	mtnlTrustLine Class 1 Individual Subscriber Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%201%20Individual%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	8. 
	mtnlTrustLine Class 2 Individual Subscriber Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%202%20Individual%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	9. 
	mtnlTrustLine Class 2 ICSI Member Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%202%20Individual%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	10. 
	mtnlTrustLine Class 2 IPSec Devices Sub CA G1
	

	11. 
	mtnlTrustLine Class 3 Individual Subscriber Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%203%20Individual%20Sub%20CA,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	12. 
	mtnlTrustLine Class 3 Authorised Individual Subscriber Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%203%20Individual%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	13. 
	mtnlTrustLine Class 3 Server Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%203%20Devices%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList

	14. 
	mtnlTrustLine Class 3 Internal Administrator Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%203%20Individual%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList 

	15. 
	mtnlTrustLine Class 3 External Administrator Sub CA G1
	ldap://directory.mtnltrustline.com/CN=mtnlTrustLine%20Class%203%20Administrator%20Sub%20CA%20G1,ou=mtnlTrustLine,o=Mahanagar%20Telephone%20Nigam%20Limited,c=IN?certificateRevocationList


· List or description of subordinate CAs operated by third parties                       NA
· List root CAs that have issued cross-signing certificates for this root CA         NA

Certificate HTTP download URL (on CA website): http://mtnltrustline.com/mtnlTrustLine%20Public%20Primary%20Certification%20Authority.cer 
Version: V3
SHA1 Fingerprint: 80 ed 04 30 57 78 50 50 a3 e0 07 d5 0b 99 82 01 06 79 6e f0

Public key length (for RSA, modulus length) in bits: 2048
Valid From (YYYY-MM-DD):  Monday, July 02, 2007 12:25:10 PM

Valid To (YYYY-MM-DD):  Saturday, July 04, 2015 12:00:00 PM 

CRL HTTP URL: http://directory.mtnltrustline.com:8080/webDM.htm -> Browse(Left corner) -> Browse Directory -> IN (India) -> Mahanagar Telephone Nigam Limited
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 -> Expand  any ID ->Double Click -> In a new page which had open Click on Certificate Tab- > Click the Value to Download the CRL.
CRL issuing frequency for end-entity certificates:   30 Days
OCSP URL: NA
Class (domain-validated, identity/organizationally-validated or EV): NA
EV policy OID(s) (if applicable):        NA
Certificate Policy URL: http://mtnltrustline.com/repository/mtnlTrustLine-CP.pdf
CPS URL:  http://mtnltrustline.com/repository/mtnlTrustLine-CPS.pdf 

