CA Details 
CA Company/Organization Name: eMudhra 
Website:  www.e-mudhra.com 
One Paragraph Summary of CA Company/Organization, including the following: 

3i InfoTech Consumer Services Ltd. (referred to as The Company, going forward) was constituted in June 2008. It is promoted by 3i Infotech Ltd, a global entity providing IT solutions in the banking, financial services, and insurance and e-governance sectors. The Company intends to render e-enabled services to retail consumers while leveraging on the expertise of our promoter

 General nature   - Commercial, Private 

Primary geographical area(s) served - India
Number and type of subordinate CAs   : 13
Audit Type (WebTrust, ETSI etc.): Information Technology Act 2000, Rules, Regulation & Guidelines
Auditor:   M/s. Digital Age Strategies Pvt. Ltd.
Auditor Website: http://www.digitalage.co.in/home/default.aspx
Audit Document URL(s): confidential
Certificate Details  Under RCAI 2007
(To be completed once for each certificate; note that we only include root certificates in the store, not intermediates.) 

Certificate Name: e-Mudhra CA
Summary Paragraph, including the following: 

                          Subject          CN = e-Mudhra CA

OU = 3i Infotech Consumer Services Ltd.

O = India PKI
S = Tamil Nadu

L = Chennai

C = IN

End entity certificate issuance policy, i.e. what you plan to do with the root 

Diagram and/or description of certificate hierarchy:
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	S.No
	Name of Subordinate CA
	Description

	1
	e-Mudhra Class 1Silver Individual CA
	Issues Sub CA based on policy.

	2
	e-Mudhra Class 2 Gold Individual CA
	Issues Sub CA based on policy.

	3
	e-Mudhra Class 2 Gold Organization CA
	Issues Sub CA based on policy.

	4
	e-Mudhra Class 3 Platinum Individual CA
	Issues Sub CA based on policy.

	5
	e-Mudhra Class 3 Platinum Organization CA
	Issues Sub CA based on policy.

	6
	e-Mudhra Class 3 Device CA
	Issues Sub CA based on policy.

	7
	e-Mudhra Class 1Silver Individual Sub CA
	Issues end user certificates 

	8
	e-Mudhra Class 2 Gold Silver Individual Sub CA
	Issues end user certificates 

	9
	e-Mudhra Class 2 Gold Organization Sub CA
	Issues end user certificates 

	10
	e-Mudhra Class 3 Platinum Individual Sub CA
	Issues end user certificates 

	11
	e-Mudhra Class 3 Platinum Organization Sub CA
	Issues end user certificates 

	12
	e-Mudhra Class 3 RA Sub CA
	Issues end user certificates 

	13
	e-Mudhra Class 3 Device Sub CA
	Issues end entity(device) certificates


	S.No
	Name of Subordinate CA
	CRL Location

	1
	e-Mudhra Class 1Silver Individual CA
	http://www.e-mudhra.com/repository/crls/C1SISCA.crl 

	2
	e-Mudhra Class 2 Gold Individual CA
	http://www.e-mudhra.com/repository/crls/C2GISCA.crl 

	3
	e-Mudhra Class 2 Gold Organization CA
	http://www.e-mudhra.com/repository/crls/C2GOSCA.crl 

	4
	e-Mudhra Class 3 Platinum Individual CA
	http://www.e-mudhra.com/repository/crls/C2GOSCA.crl 

	5
	e-Mudhra Class 3 Platinum Organization CA
	http://www.e-mudhra.com/repository/crls/C3POSCA.crl 

	6
	e-Mudhra Class 3 Device CA
	http://www.e-mudhra.com/repository/crls/C3DSCA.crl 

	7
	e-Mudhra Class 1Silver Individual Sub CA
	http://www.e-mudhra.com/repository/crls/C1SISCA.crl 

	8
	e-Mudhra Class 2 Gold  Individual Sub CA
	http://www.e-mudhra.com/repository/crls/C2GISCA.crl 

	9
	e-Mudhra Class 2 Gold Organization Sub CA
	http://www.e-mudhra.com/repository/crls/C2GOSCA.crl 

	10
	e-Mudhra Class 3 Platinum Individual Sub CA
	http://www.e-mudhra.com/repository/crls/C3PISCA.crl 

	11
	e-Mudhra Class 3 Platinum Organization Sub CA
	http://www.e-mudhra.com/repository/crls/C3POSCA.crl 

	12
	e-Mudhra Class 3 RA Sub CA
	http://www.e-mudhra.com/repository/cacerts/C3RASubCA.crt 

	13
	e-Mudhra Class 3 Device Sub CA
	http://www.e-mudhra.com/repository/cacerts/C3DSubCA.crt 


· Number and type of subordinate CAs – As depicted above. All Sub CA will issue end entity certificates :13 Subordinate CAs
· List or description of subordinate CAs operated internally – : 13 Given above
· List or description of subordinate CAs operated by third parties                  NA
· List root CAs that have issued cross-signing certificates for this root CA    NA
Certificate HTTP download URL (on CA website): http://www.e-mudhra.com/repository/cacerts/C1SICA.crt 
Version: V3
SHA1 Fingerprint: 64 3c c0 fc c7 e5 e5 c5 e6 f7 d9 3e 79 57 57 2c ae 75 86 2c
Public key length (for RSA, modulus length) in bits:  RSA (2048 bits)
Valid From (YYYY-MM-DD):  Monday, July 16, 2007 11:04:00 AM

Valid To (YYYY-MM-DD):  Saturday, July 04, 2015 12:00:00 PM
CRL HTTP URL: http://www.e-mudhra.com/repository/crls/C1SICA.crl 

CRL issuing frequency for end-entity certificates:    30 Days
OCSP URL:-- NA
Class (domain-validated, identity/organizationally-validated or EV):  NA
EV policy OID(s) (if applicable):   NA
Certificate Policy URL:   NA
CPS URL:  http://www.e-mudhra.com/repository/cps/e-Mudhra_CPSv2.0.pdf 

 List one or more Trust Bits to enable, choices are Websites (SSL/TLS), Email (S/MIME), and/or Code (code/document signing): SSL
Server Authentication =1.3.6.1.5.5.7.3.1

Client Authentication =1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Time stamping EKU=1.3.6.1.5.5.7.3.8

OCSP EKU=1.3.6.1.5.5.7.3.9

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

IPSec (Tunnel, User) EKU=1.3.6.1.5.5.7.3.6, 1.3.6.1.5.5.7.3.7

URL of website whose SSL certificate chains to this root (if applying for SSL):  NA
