CA:Information checklist

From MozillaWiki

Information checklist for CAs applying for inclusion in Mozilla 
In order to support cryptographic applications such as SSL/TLS connections to web and other servers, signed and encrypted email, and verification of digitally signed executable code objects, Firefox and other Mozilla-based products contain digital certificates and related metadata for multiple Certification Authorities (CAs). By including the CA certificates and various associated pre-set metadata values Mozilla-based products can recognize as valid the end entity certificates that are issued under the auspices of the CAs in question and are associated with, e.g., web servers, email senders, and software publishers. 

CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied. This information includes (but is not necessarily limited to) the following: 

1. General information about the CA’s associated organization (i.e., the company, nonprofit organization, or government agency operating the CA), including 

           The Government of India established the CCA, under section 17 of the Information Technology (IT) Act 2000, an Act, which was passed by the Indian Parliament in June 2000. The Act defines the legal and administrative framework

for establishment of a Public Key Infrastructure (PKI) in the country for creating trust in the electronic environment. The CCA is the apex regulatory body to issue license to Certifying Authorities, in accordance with the provisions of the IT Act 2000. 

CCA has set up the The Root Certifying Authority of India (RCAI), which is at the root of trust in the hierarchical PKI established in the country. The Certifying Authorities, which meet the requisite criteria specified in the IT Act 2000, are issued licenses to operate by CCA and come under the RCAI.  As on date, there are seven intermediate CA that are operating under RCAI in India.
In order to facilitate greater flexibility to Certifying Authorities, the CCA allowed the creation of subordinate-CAs. As per this model, a intermediate Certifying Authority can create a subordinate-CA to meet his business-branding requirement. However the subordinate-CA will be part of the same legal entity as the CA. It is also necessary that the subordinate-CA will be in the same infrastructure of intermediate CA.
 
The CA model will be based on the following principles( with effect from (1 st Jan 2011)
· The intermediate CAs MUST NOT have more than ONE level of subordinate -CAs
· The subordinate-CA MUST use a subordinate-CA certificate issued by the intermediate CA for issuing end entity certificates

· The subordinate-CA must necessarily use the intermediate-CAs infrastructure for issuing certificate

· The subordinate-CAs operations shall be subject to same audit procedures as the intermediate CA 

· The certificate policies of the subordinate-CA must be same as of the intermediate CA’s certificate policies
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	sl
	a. .Name of CA
	b. URL
	c. Org  Type
	d. Customer Base

	
	CCA India 2007
	www.cca.gov.in
	Root CA of India

Govt
	 Intermediate CAs

	1
	Safescrypt  
	www.safescrypt.com
	Private
	Govt,Private, Semi Govt

	2
	NIC         
	www.nic.in
	Government
	Govt

	3
	IDRBT       
	www.idrbtca.org.in
	Bank/Semi Government
	Banks

	4
	TCS         
	www.tcs-ca.tcs.co.in
	Private
	 Private,Govt, Public Sector

	5
	MtnlTrustline
	www.mtnltrustline.com
	Telecom/ semi Government
	Telecomm, Govt

	6
	GNFC         
	www.ncodesolutions.com
	State /Semi Government
	Govt, Private,Public

	7
	e-mudra
	www.e-Mudhra.com
	Private
	Govt, Private,Public


1. For each root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified): 

1. The name of the root CA. :CCA India 2007 
2. The root CA certificate: www.cca.gov.in

3. The X.509 certificate version: Version 3 
4. SHA-1 fingerprint.: 97226aae4a7a64a59bd16787f27f841c0a001fd0

5. Type of signing key. RSA  

6. Signing key parameters. - 2048 bits  
7. Valid from (YYYY-MM-DD). 2007-06-13  
8. Valid to (YYYY-MM-DD). 2015-07-04 
9. A description of the PKI hierarchy rooted at or otherwise associated with this root CA certificate, including: 

PKI Infrastructure in India follows a hirarchial model. The root CA Licence an intermediate CA to operate as CA. The detailed information, financial, technical and procedural is obtained from the CA as part of the application for license. These are examined and audited. Once the license has granted, an intermediate CA can send PKCS#10 request to sign by Root CA.  
1. A list (or summary description) of CAs with certificates signed by this root, including 

	sl
	Name of intermediate CA
	Description

	1. 
	Safescrypt  
	Sify Communications Data Security Solutions primary focus is on providing Digital Trust Services and high-end solutions – that help businesses migrate to an environment that is secure and enables compliance with Legal and Regulatory requirements for true, end-to-end electronic transactions and overall E-Business. 

Sify Communications is also India's first intermediate CA under the IT Act 2000 and a VeriSign Affiliate for the Indian Subcontinent offering Managed PKI services to enterprises and Digital Certificates to end-users as well

http://cca.gov.in/rw/pages/licensed_ca_safescrypt.en.do
www.safescrypt.com

	2. 
	NIC         
	National Informatics Centre(NIC), is a premier IT Organisation of the Department of Information Technology,  Govt. of India, has been instrumental in steering Information and Technology applications in various Government Departments at Central, State and District levels. NIC has set up the state of art  Certifying Authority (NICCA) in May, 2003, under license from the

Controller of Certifying Authorities  (CCA).

https://nicca.nic.in
http://cca.gov.in/rw/pages/licensed_ca_nic.en.do

	3. 
	IDRBT       
	Bank/Semi Government

http://cca.gov.in/rw/pages/licensed_ca_idrbt.en.do
http:// idrbtca.org.in

	4. 
	TCS         
	Tata Consultancy Services Limited (TCS) is an IT services, business solutions and outsourcing organisation that delivers real results to global businesses, ensuring a level of certainty no other firm can match. TCS offers a consulting-led, integrated portfolio of IT and IT-enabled services delivered through its unique Global Network Delivery Model, recognised as the benchmark of excellence in software development.

The eSecurity Group in the Advanced Technology Centre (ATC) carries out research and development in several areas broadly related to secure communication, encryption and PKI (Public Key Infrastructure) technology. In addition to implementing the latest cryptographic algorithms such as Elliptic Curve Cryptography (ECC), engineers at ATC have developed an entire gamut of PKI related products and solutions. Foremost among these is a complete Public Key Infrastructure (PKI) suite called "Tata-Dhruvam", for the issuance of digital certificates, generation and verification of digital signatures, and other aspects of secure transactions.

http://cca.gov.in/rw/pages/licensed_ca_tcs.en.do
www.tcs-ca.tcs.co.in

	5. 
	MtnlTrustline
	MTNLTRUSTLINE is a Public Key Infrastructure (PKI) established by Mahanagar Telephone Nigam Limited (MTNL) that provides Digital Certificates to entities including but not limited to Individuals, Organizations, Servers and  Network Devices within the framework of IT-Act 2000.The term Certifying Authority is an umbrella term that refers to all entities issuing Certificates within the MTNLTRUSTLINE PKI. MTNLTRUSTLINE is governed, operated & managed by highly professional and skilled persons who take the utmost care in  issuing, managing, revoking, and renewing certificates with legal validity under the IT-Act. Being under the banner of renowned  Public Sector Undertaking(PSU), MTNLTRUSTLINE has additional credibility & assurance in its bag.

http://cca.gov.in/rw/pages/licensed_ca_mtnl.en.do
www.mtnltrustline.com

	6. 
	GNFC         
	The  GNFC, Promoted by Govt.of Gujarat , has strategically diversified since 1989 expanding its portfolio much beyond Fertilizers and Chemicals. As part of a major initiative in the Internet security domain, its division (n)Code Solutions has set up a world class PKI facility to offer Digital Signature Certificate & range of PKI based solutions. 

(n)Code Solutions offers Digital Certificates that can integrate with applications such as emails, workflow, enterprise wide applications, or secure VPNs. The Digital Certificates can be used by individuals, corporates and governments to secure online B2B/B2C applications and other online transactions. 

http://cca.gov.in/rw/pages/licensed_ca_gnfc.en.do
www.ncodesolutions.com

	7. 
	e-mudra
	3i InfoTech Consumer Services Ltd. (referred to as The Company, going forward) was constituted in June 2008. It is promoted by 3i Infotech Ltd, a global entity providing IT solutions in the banking, financial services, insurance and e-governance sectors. The Company intends to render e-enabled services to retail consumers while leveraging on the expertise of our promoter

http://www.e-Mudhra.com
http://cca.gov.in/rw/pages/licensed_ca_e_mudhra_ca.en.do


1. Any subordinate CAs operated by the CA organization associated with the root CA. - None

2. Any subordinate CAs operated by third parties.  No

3. Any other roots for which this root CA has issued cross-signing certificates.  -  None

2. A list of any other root CAs that have issued cross-signing certificates for this root CA.  - None
3. The extent and nature of contractual and technical controls exercised over subordinate CAs, including 

1. Whether or not subordinate CAs are constrained to issue certificates only within certain domains.-  Government CAs are not constraint  but they normally  issue only to Government or public sector  use. The private and public sector CAs  are free to issue certificate to any one   

2. Whether or not subordinate CAs can create their own subordinates.  Yes, further one level is allowed. This is only for operational convenience. The intermediate CA and its subordinate CAs remains in the same technical facility of intermediate CA.. It can be treated as single entity.

4. The extent and nature of audits performed against subordinate CAs, including: 

1. Whether or not subordinate CAs are included within the scope of any audit(s) done against the root CA. 

CPS of Root CA and suborinate CAs are different . The audit of Root CA covers only Root CA technical facility. 

2. Whether or not subordinate CAs are subject to third-party audits independent of any audit(s) done against the root CA. 

 The intermediate CA shall get its operations audited annually by auditors empanelled by Root CA, and the report submits to Root CA.  Apart from that half yearly internal audit of security policy, physical security and planning of intermediate CA operation is carried out
3. The frequency at which any audit(s) for subordinate CAs are done.   Yearly, half yearly-internal audit

10. Whether certificates are issued for any of the following purposes within the hierarchy rooted at this root CA certificate: 

1. Certificates usable for enabling web or other servers to support SSL/TLS connections.  Yes

2. Certificates usable for signing and encrypting email messages (e.g., using S/MIME).   Yes
3. Certificates usable for digitally signing executable code objects. Yes
11. If SSL certificates are issued within the hierarchy rooted at this root CA certificate: 

1. Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber.  - Yes  
2. Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber.  : For organisational user certificate, the subscriber need to produce the  required proof .

3. Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. – No EV certificates issued 

12. If email certificates are issued within the hierarchy rooted at this root CA certificate: 

1. Whether or not the email account associated with the email address in the certificate is verified to be owned/controlled by the certificate subscriber.   Yes

2. Whether or not the identity information in the certificate is verified to be that of the certificate subscriber. Yes
13. If code signing certificates are issued within the hierarchy rooted at this root CA certificate, whether or not the identity information in the certificate is verified to be that of the certificate subscriber.  Yes
14. If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates. –No EV certificates  issued

15. Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. (There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OV vs. DV. For SSL certificates this should also include URLs of one or more web servers using the certificate(s).)  - attached
16. Whether or not the validity of end entity and CA certificates issued within the hierarchy rooted at this root may be verified using Certificate Revocation Lists (CRLs) and, if so, the URL(s) at which the CRL(s) may be obtained.   Yes, The relying parties need to download the CRL at frequent interval from CA sites.
17. Whether or not the validity of end entity and CA certificates issued within the hierarchy rooted at this root may be verified using the Online Certificate Status Protocol (OCSP) and, if so, the URL(s) for the associated OCSP responder(s). – Not present now
18. The maximum time elapsing from the revocation of an end entity or CA certificate until CRLs and/or OCSP responders are updated to reflect that revocation. :  CRL updated immediately after the  suspension/revocation
19. The published document(s) describing how certificates are issued within the hierarchy rooted at this root, as well as other practices associated with the root CA and other CAs in the hierarchy, including in particular the Certification Practice Statement(s) (CPS) and related documents. (These documents should be available at publicly accessible URLs, and should be in English or available in English translation.) 

Root CA Documents

                        Information Technology Act  : http://cca.gov.in/rw/pages/it_act.en.do
                         Rules: http://cca.gov.in/rw/pages/rules.en.do
                         Act Modification: http://cca.gov.in/rw/resource/actmod_nov02.pdf 

                                             ?download=true

IT Act Regulations: http://cca.gov.in/rw/pages/regulations.en.do

Auditors List : http://cca.gov.in/rw/pages/auditors.en.do
Audit Criteria :http://cca.gov.in/rw/pages/auditors_auditcriteria.en.do

Root CA CPS: http://cca.gov.in/rw/pages/rcai_cps.en.do
Steps to become CA  : http://cca.gov.in/rw/pages/becoming_ca_suppdoc.en.do

Root Certificate 
   download=true" 

http://cca.gov.in/rw/resource/cca india 2007.cer?  

   download=true

Root CA CRL : http://cca.gov.in/rw/pages/download_certificate.en.do? 

                         id=Certificate Revocation Details&type=CRL&year=2007 

FAQ : http://cca.gov.in/rw/pages/faqs.en.do

Root CA Documents

                        Information Technology Act  : http://cca.gov.in/rw/pages/it_act.en.do
                         Rules: http://cca.gov.in/rw/pages/rules.en.do
                         Act Modification: http://cca.gov.in/rw/resource/actmod_nov02.pdf 

                                             ?download=true

IT Act Regulations: http://cca.gov.in/rw/pages/regulations.en.do

Auditors List : http://cca.gov.in/rw/pages/auditors.en.do
Audit Criteria :http://cca.gov.in/rw/pages/auditors_auditcriteria.en.do

Root CA CPS: http://cca.gov.in/rw/pages/rcai_cps.en.do
Steps to become CA  : http://cca.gov.in/rw/pages/becoming_ca_suppdoc.en.do

Root Certificate http://cca.gov.in/rw/resource/cca india 2007.cer?  
   download=true
Root CA CRL : http://cca.gov.in/rw/pages/download_certificate.en.do? 

                         id=Certificate Revocation Details&type=CRL&year=2007 

FAQ : http://cca.gov.in/rw/pages/faqs.en.do

Intermediate CA CPS

	S.No.
	CA Name 
	CPS Link

	1
	NIC CA
	https://nicca.nic.in/index.jsp
Repository-> CPS-> Download CPS.

	2
	TCS
	http://www.tcs-ca.tcs.co.in/pdf/TCS-CA_Trust_Network_CPS-V_1.2.pdf 

	3
	MTNL
	http://mtnltrustline.com/repository/mtnlTrustLine-CPS.pdf 

	4
	GNFC
	https://www.ncodesolutions.com/repository/CPS-ver4.pdf 

	5
	eMudhra
	http://www.e-mudhra.com/repository/cps/e-Mudhra_CPSv2.0.pdf 

	6
	SafeScrypt 
	http://www.safescrypt.com/pdf/cps.pdf 

	7
	IDRBT
	http://idrbtca.org.in/Download/IDRBT-CPS-v3.1.pdf 


Intermediate CA CRL

	S.No.
	CA Name 
	CRL Link

	1
	NIC CA
	https://nicca.nic.in/index.jsp
Repository-> CRL-> download CRL-> Select and Save.



	2
	TCS
	http://www.tcs-ca.tcs.co.in/includeJSP/crlDownload_2.jsp?file=crl_2785.crl&cacode=CA001&certSNo=2785 

	3
	MTNL
	http://colombo.mtnltrustline.com:8080/webDM.htm -> Browse(Left corner) -> Browse Directory -> IN (India) -> mtnlTrustLine Individual Subscriber 
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HYPERLINK "javascript:void(0)" mtnlTrustLine  -> Expand  any ID ->Double Click -> In a new page which had open Click on Certificate Tab- > Click the Value to Download the CRL.

	4
	GNFC
	https://www.ncodesolutions.com/repository/ncodecrlc1.crl


	5
	eMudhra
	http://www.e-mudhra.com/repository/crls/C1SICA.crl 

	6
	SafeScrypt 
	http://crl.safescrypt.com/CognizantNSS/LatestCRL.crl 

	7
	IDRBT
	https://services.idrbtca.org.in/Subscriber/Subscriber/Download/downloadCRL.jsp 


20. The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this would be the "audit report and management assertions" document available from the webtrust.org site or elsewhere.) – Not a public document

The above information should be verified to the maximum extent practicable using CAs’ published documentation. Statements attributed to third parties (e.g., auditors) should be verified with those parties. The information gathered should be published through the appropriate Mozilla channels (e.g., web sites, bug reports, and/or discussion forums). 

Retrieved from "https://wiki.mozilla.org/CA:Information_checklist"

