	
	
	VeriSign Universal Root Certification Authority
	VeriSign Class 3 Public Primary Certificate Authority - G4

	Test URL
	Please provide the url to a website whose EV SSL cert chains

up to this root.

	https://ssltest26.bbtest.net/
	TBD

	CRL URL
	No CRL URL exists yet – Is this still the case?
	http://crl.verisign.com/universal-root.crl 
	TBD

	Hierarchy
	What will the hierarchy look like in regards to EV?

	An Class 3 intermediate CA will be created under this root for EV issuance 
	

	SubCAs operated

by 3rd parties


	Will this root ever have sub-CAs operated by

external third parties?

	No
	

	Cross-Signing 
	Will this root ever be involved in cross-signing with

another root?
	There is no intention to have this root be involved with cross signing with another root.
	

	AUDIT
	Auditor: KPMG, http://www.kpmg.com/

Audit Report & Management Assertions: https://cert.webtrust.org/SealFile?seal=304&file=pdf (2008.11.30)

Audit Type: This document contains three audit reports and the corresponding management assertions.

The WebTrust for CA audit includes VeriSign Universal Root Certification Authority and VeriSign Class 3 Public Primary

Certification Authority – VeriSign, Inc (PCA3-G1 SHA1). It does not include the VeriSign Class 3 Public Primary Certificate

Authority - G4 root. The WebTrust for EV audit does not include either of these roots.

Bug #409235, Comment #22: VeriSign has committed to include this ECC root in their upcoming WTCA audit, and provide the

updated audit report to Mozilla as soon as it is ready.

Both of these roots will need to be in a WebTrust for EV audit (readiness) before they may be approved for EV-enablement.
	This root is included in the February 26, 2010 audit report: https://cert.webtrust.org/SealFile?seal=304&file=pdf 
	This root is included in the February 26, 2010 audit report: https://cert.webtrust.org/SealFile?seal=304&file=pdf

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


CPS Section 1.3.1: VeriSign also operates the

“VeriSign Universal Root Certification

Authority”… is not defined under a particular

certificate Class, and may issue any class of

Subordinate CA.

The VeriSign Universal Root CA has not yet issued

any intermediate or subordinate CA certificates. It

may be used to issue Subordinate CA certificates for

SSL, Code Signing, OFX, and Client

Authentication. It will also be used to sign CRLs.

This root does not have any subordinate CAs that

are operated by external third parties, and this root

has not been involved in cross-signing with another

root.

Planned subCAs of VeriSign Class 3 Public Primary

Certificate Authority - G4:

 Class 3 Secure Server CA

 Class 3 Secure Intranet Server CA

 Class 3 Extended Validation SSL CA

 Class 3 Code Signing

 OnSite Administrator CA - Class 3

 Class 3 Open Financial Exchange CA - G2

 Time Stamping Authority CA

 Class 3 Mobile CA

 Class 3 WLAN CA

 Class 3 Organizational CA

All of these will be operated by the CA organization.

SubCAs operated

by 3rd parties

Will this root ever have sub-CAs operated by

external third parties?

No subordinated CAs will be operated by third parties

for this root.

Cross-Signing Will this root ever be involved in cross-signing with

another root?

This root has not been (and will not be) involved in

cross-signing with another root.

AUDIT Auditor: KPMG, http://www.kpmg.com/

Audit Report & Management Assertions: https://cert.webtrust.org/SealFile?seal=304&file=pdf (2008.11.30)

Audit Type: This document contains three audit reports and the corresponding management assertions.

The WebTrust for CA audit includes VeriSign Universal Root Certification Authority and VeriSign Class 3 Public Primary

Certification Authority – VeriSign, Inc (PCA3-G1 SHA1). It does not include the VeriSign Class 3 Public Primary Certificate

Authority - G4 root. The WebTrust for EV audit does not include either of these roots.

Bug #409235, Comment #22: VeriSign has committed to include this ECC root in their upcoming WTCA audit, and provide the

updated audit report to Mozilla as soon as it is ready.

Both of these roots will need to be in a WebTrust for EV audit (readiness) before they may be approved for EV-enablement.
