Bugzilla ID: 530797
Bugzilla Summary: Add Root CA "A-Trust" to trusted list
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.

CA’s are also encouraged to review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices.
	General Information
	Data

	CA Name
	A-Trust

	Website URL
	http://www.a-trust.at

	Organizational type
	Commercial Company

	Primary market / customer base
	A-Trust (founded in February 17, 2000) is the only accredited TrustCenter in Austria issuing smartcard based qualified certificates for Austrian citizen  used in eGovernment, etc. In March 11, 2002 A-Trust has been accredited according to § 17 of the  Austrian Signature Law by Telekom-Control-Kommission, the Austrian supervisory body.

A-Trust’s product range comprises user certificates, developer certificates and corporate certificates as well as consultation services and support with  the development of e-commerce and signature applications in accordance with the Directive 1999/93/EC.

	CA Contact Information


	CA Email Alias: Technik@a-trust.at
CA Phone Number: +43 (1) 713 21 51 – 0

Title / Department: IT Operation


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data

	Certificate Name
	A-Trust-nQual-03

	Cert summary / comments
	This root issues smartCard-based certificates to a natural person after a face-to-face identification (eg.: email), software certificates (pKCS#12), and server certificates (eg. SSL) after domain-verification.

	The root CA certificate URL
	http://www.a-trust.at/certs/A-Trust-nQual-03.crt

	SHA-1 fingerprint
	D3:C0:63:F2:19:ED:07:3E:34:AD:5D:75:0B:32:76:29:FF:D5:9A:F2

	Valid from 
	2005-08-17

	Valid to 
	2015-08-17

	Cert Version
	3

	Modulus length / key length
	2048 (SHA1)

	Test Website
	https://www.a-trust.at

	CRL URL


	CRL
 Distribution point of SSL cert: URI: ldap://ldap.a-trust.at/ou=a-sign-SSL-03,o=A-Trust,c=AT?certificaterevocationlist?base?objectclass=eidCertificationAuthority


	CRL Update Frequency
	2 hours

	OCSP Responder URL


	AIA extension of SSL cert: OCSP: URI: http://ocsp.a-trust.at/ocsp
When I have OCSP enforced in my Firefox browser, I get the following error when I go to https://www.a-trust.at:
An error occurred during a connection to www.a-trust.at.

Invalid OCSP signing certificate in OCSP response.

(Error code: sec_error_ocsp_invalid_signing_cert)
Should work now, we had an OCSP Responder which was issued by the same ROOT, but not the same Intermediate CA

	CA Hierarchy
	CA Hierarchy Diagram: https://www.a-trust.at/docs/CA-Hierarchy_v11.pdf
 
This A-Trust-nQual-03 root has the following subordinate CAs:

· a-sign-Token-03  (en/de-cryption certificates for the Citizen Card)
· a-sign-corporate-light-03- 
· a-sign-corporate-03 - 
· a-sign-SSL-03 – signs SSL certs

· a-sign-light-03 (software Certificates)
· a-sign-limited-03(limited validity Test Certificates)
Please explain what the other sub-CAs under this root are used for.
SSL certificate hierarchy:

a-trust-nQual-03   (http://www.a-trust.at/certs/A-Trust-nQual-03.crt)

   a-sign-SSL-03   (http://www.a-trust.at/certs/a-sign-ssl-03.crt)

       User certificates (eg.: ssl certificate found on https://www.a-trust.at)

	Sub-CAs operated by 3rd parties
	No

	List any other root CAs that have issued cross-signing certificates for this root CA
	No

	Requested Trust Bits


	Websites (SSL/TLS)

Email (S/MIME) – do you also want to request enablement of the email trust bit?
Code Signing  -- do you also want to request enablement of the code signing trust bit
?

	SSL Validation Type

DV, OV, and/or EV
	Do you perform identity/organization verification for all SSL certificates? Yes, see SSLCP Validation below
Is it ever the case for SSL certs that the ownership of the domain name is verified, but the identity/organization of the subscriber is not verified? No, the subject behind the cert is always verified, as described in CP below

	EV policy OID(s)
	Not EV

	CP/CPS
	SSL CP:  http://www.a-trust.at/docs/cp/a-sign-ssl/a-sign-ssl.pdf
SSL CPS: http://www.a-trust.at/docs/cps/a-sign-ssl/a-sign-ssl_cps.pdf
All Certification Practice Statements: https://www.a-trust.at/docs/cps
All Certificate Policies: https://www.a-trust.at/docs/cp

	AUDIT
	In progress: “We have finished the WebTrust for Certification Authorities Program with our Auditor Ernst&Young and will receive the final report in the next weeks.” Finished WebTrust : https://cert.webtrust.org/ViewSeal?id=1016

	SSL CPS - Verification Procedures
	Google Translations of SSL CPS – Please correct – It may be easier to just supply the translations from scratch.
Similar to CP (see below) – is this really necessary after the WebTrust Audit ?



	SSL CP - Verification Procedures
	http://www.a-trust.at/docs/cp/a-sign-corporate-light/a-sign-corporate_light_en.pdf

	Domain Name 

Ownership / Control 
	http://www.a-trust.at/docs/cp/a-sign-corporate-light/a-sign-corporate_light_en.pdf
3.3.1 […]

5. a.trust performs the following checks of the request:

* identification of the organization (as per trade register or based on

trusted third party databases),

* validation of the power of attorney and the identification documents,

* if necessary, validation of the ownership of the domain (IP address).



	Email Address

Ownership / Control
	I’m not sure if verification of ownership/control of the email address to be included in the cert is documented in the SSL CPS or elsewhere. – pending translations.
From Comment #18 of bug #373746: For certificates with the E-mail Protection EKU (1.3.6.1.5.5.7.3.4), A-Trust verifies domain control by communicating with the Administrative Contact listed in WHOIS. (See section 3.1.7 of CPS v1.0.9.) They then only issue email certificates for that domain to the domain owner (who is deemed to have control of email addresses within that domain).

	Identity of Code Signing Subscriber
	I’m not sure if Code Signing certificates are documented in the SSL CPS or elsewhere. – pending translations.
From Comment #18 of bug #373746: For certificates with the Code Signing EKU (1.3.6.1.5.5.7.3.3) A-Trust verifies that the entity submitting the certificate signing request is the same entity referenced in the certificate. (See section 3.1.8 of Corporate CPS v1.0.9, and the equivalent section in other CPSes.)

	Potentially Problematic Practices 


	Please review the list of Potentially Problematic Practices  (http://wiki.mozilla.org/CA:Problematic_Practices). Identify the ones that are and are not applicable.. For the ones that are applicable, please provide further information and translations into English of the CP/CPS where relevant.
· Long-lived DV certificates 

· (http://www.a-trust.at/docs/cp/a-sign-corporate-light/a-sign-corporate_light_en.pdf)

· 2.2 The certificate holders’ obligations

· [...]

· 3. to immediately notify a.trust if one of the following cases occurs before an a.sign

· corporate light certificate expires:

·  the certificate holder’s private key may have been compromised,

·  the control of the private key is lost,

·  the contents of the certificate is incorrect or has changed.
· Wildcard DV SSL certificates 

· No Wildcard allowed!
· Delegation of Domain / Email validation to third parties 

· n/a
· Issuing end entity certificates directly from roots 

· See ca-chain, root does not issue end entity certificates
· Allowing external entities to operate unconstrained subordinate CAs 

· n/a
· Distributing generated private keys in PKCS#12 files 

· Signer has to send PKCS#10
· Certificates referencing hostnames or private IP addresses
·  IP Adresses have been issued, but only after validation of the ownership of the IP Address (CP 3.3.1 – point 5)
· Issuing SSL Certificates for Internal Domains
· If a cert is issued to a domain, it has to be validated that the signatory owns this domain via Internic request, the protocol of the internic query is archived
· OCSP Responses signed by a certificate under a different root 

· n/a
· CRL with critical CIDP Extension 

· CIDP ist non critical
· Generic names for CAs
· All CAs contain the brand name “a.sign”
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�Removed the CRL-DP for CA Certificates
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