Bugzilla ID: 530797
Bugzilla Summary: Add Root CA "A-Trust" to trusted list
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.

CA’s are also encouraged to review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices.
	General Information
	Data

	CA Name
	A-Trust

	Website URL
	http://www.a-trust.at

	Organizational type
	Commercial Company

	Primary market / customer base
	A-Trust (founded in February 17, 2000) is the only accredited TrustCenter in Austria issuing smartcard based qualified certificates for Austrian citizen  used in eGovernment, etc. In March 11, 2002 A-Trust has been accredited according to § 17 of the  Austrian Signature Law by Telekom-Control-Kommission, the Austrian supervisory body.

A-Trust’s product range comprises user certificates, developer certificates and corporate certificates as well as consultation services and support with  the development of e-commerce and signature applications in accordance with the Directive 1999/93/EC.

	CA Contact Information


	CA Email Alias: Please provide an email alias that includes the people in your company who should receive correspondence from Mozilla in regards to root certificates. An email alias is being requested so that more than one person in your organization will receive notifications in case the primary contact is out of the office or leaves the organization.

CA Phone Number: +43 (1) 713 21 51 – 0

A main phone number from which Mozilla can reach the organization responsible for root certificates for the CA.

Title / Department: If Mozilla needed to call your main phone number, what Title/Department should the Mozilla representative ask for?


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data

	Certificate Name
	A-Trust-nQual-03

	Cert summary / comments
	Copied from http://www.mozilla.org/projects/security/certs/pending/#A-Trust is it still accurate:
This root issues smartCard-based certificates to a natural person after a face-to-face identification (eg.: email), software certificates (pKCS#12), and server certificates (eg. SSL) after domain-verification.

	The root CA certificate URL
	http://www.a-trust.at/certs/A-Trust-nQual-03.crt

	SHA-1 fingerprint
	D3:C0:63:F2:19:ED:07:3E:34:AD:5D:75:0B:32:76:29:FF:D5:9A:F2

	Valid from 
	2005-08-17

	Valid to 
	2015-08-17

	Cert Version
	3

	Modulus length / key length
	2048 (SHA1)

	Test Website
	https://www.a-trust.at

	CRL URL


	CRL Distribution point of SSL cert: URI: ldap://ldap.a-trust.at/ou=a-sign-SSL-03,o=A-Trust,c=AT?certificaterevocationlist?base?objectclass=eidCertificationAuthority
CRL Distribution point of sub-CA: URI: ldap://ldap.a-trust.at/ou=A-Trust-nQual-03,o=A-Trust,c=AT?certificaterevocationlist?base?objectclass=eidCertificationAuthority
Please provide a URL for the CRL for end-entity SSL certs.

	CRL Update Frequency
	Please provide the translations into English of the part of the CP or CPS that describes the CRL update frequency for end-entity certs.

	OCSP Responder URL


	AIA extension of SSL cert: OCSP: URI: http://ocsp.a-trust.at/ocsp
When I have OCSP enforced in my Firefox browser, I get the following error when I go to https://www.a-trust.at:
An error occurred during a connection to www.a-trust.at.

Invalid OCSP signing certificate in OCSP response.

(Error code: sec_error_ocsp_invalid_signing_cert)

	CA Hierarchy
	CA Hierarchy Diagram: https://www.a-trust.at/docs/CA-Hierarchy_v10.pdf - is this diagram still accurate?
This A-Trust-nQual-03 root has the following subordinate CAs:

· a-sign-Token-03

· a-sign-corporate-light-03

· a-sign-corporate-03

· a-sign-SSL-03 – signs SSL certs

· a-sign-light-03

· a-sign-limited-03

Please explain what the other sub-CAs under this root are used for.
SSL certificate hierarchy:

a-trust-nQual-03   (http://www.a-trust.at/certs/A-Trust-nQual-03.crt)

   a-sign-SSL-03   (http://www.a-trust.at/certs/a-sign-ssl-03.crt)

       User certificates (eg.: ssl certificate found on https://www.a-trust.at)

	Sub-CAs operated by 3rd parties
	Does this root have any subordinate CAs that are operated by external third parties?

	List any other root CAs that have issued cross-signing certificates for this root CA
	Has this root been involved in cross-signing with another root?

	Requested Trust Bits


	Websites (SSL/TLS)

Email (S/MIME) – do you also want to request enablement of the email trust bit?
Code Signing  -- do you also want to request enablement of the code signing trust bit?

	SSL Validation Type

DV, OV, and/or EV
	Do you perform identity/organization verification for all SSL certificates?

Is it ever the case for SSL certs that the ownership of the domain name is verified, but the identity/organization of the subscriber is not verified?

	EV policy OID(s)
	Not EV

	CP/CPS
	SSL CP:  http://www.a-trust.at/docs/cp/a-sign-ssl/a-sign-ssl.pdf
SSL CPS: http://www.a-trust.at/docs/cps/a-sign-ssl/a-sign-ssl_cps.pdf
All Certification Practice Statements: https://www.a-trust.at/docs/cps
All Certificate Policies: https://www.a-trust.at/docs/cp

	AUDIT
	In progress: “We have finished the WebTrust for Certification Authorities Program with our Auditor Ernst&Young and will receive the final report in the next weeks.”

	SSL CPS - Verification Procedures
	Google Translations of SSL CPS – Please correct – It may be easier to just supply the translations from scratch.
3.1.6 Method to prove possession of the secret key 
The signatory generates the key pair with a suitable software, a hardware Device such as smart card or hardware security module in a single step together with the creation of the certificate? katsrequests, which is sent after a.trust. Thus it is assured that the certified adorned for? Ö? Entlich private key belonging Key under the sole control of the signatory be? Nds. 


3.1.7 Authentication of organization 
For the appointment of a a.sign SSL certification? Kats for a domain that an organization one must be checked for the proper signatory organization. If the organization spell out in the Austrian Commercial and European Business Register (EBR) is a registered company, the review carried out by using the registry Online consultation of the Company or the EWC. The Company or EBR number must be specified in this case, on application. If it not a registered Is undertaking, then the review by submitting a copy of a document is, which will indicate, that the organization exists. This can be a 
current (not older than three months) Extract from a responsible official registration or its equivalent documents. In addition, the review may also to carried out by a trusted third party databases. 


3.1.8 Review of domain or IP address 
About Rechtmäÿigkeit the use of a domain information in the registry by querying the database of the appropriate registration organization (such B. www.nic.at, www.denic.de, etc.). This is not possible then, the owner of the domain 
issue a written confirmation from the show that the certification? katsantrag made for the domain is rechtmäÿig. If a Serverzerti? Not a cat Domain, but an IP address issued, it must be a confirmation of the provider launched 
are showing that the applicant received the corresponding IP address was assigned. 


3.1.9 Authentication of individuals 
The persons responsible for the application for a a.sign SSL certification? Cat be checked are ² the signatory, which is the domain holder and, if the domain holder on behalf of an organization is, ² an organization in charge who has an authority to sign and the certification of Rechtmäÿigkeit? katsantrags confirmed.

Of the persons named in the complaint must have a copy of a gÃ ¼ ltige, official photo ID
to a.trust Ã ¼ be bermittelt. The following statements are gif is not animated ¤ ssig:
Â ², an official in Austria issued photo ID (a list of in Austria
gÃ ¼ Invalid official photo ID cards, which are accepted by a.trust is on the homepage of a.trust to nd) or
Â ² gÃ ¼ ltiger an international passport in German and / or English.
If the organization does not charge the Company or EBR shines, then it must additionally provide proof via the signing authority (eg a power of attorney) to a.trust Ã ¼ be bermittelt.
3.2 Re-Registration / Rezerti financing
The signatory will be contacted before the kats GÃ ¼ ltigkeitsdauer one a.sign SSL certification and asked to send a new PKCS # 10-request to the registrar for.
Whether a new temples ¼ ssel is generated, is the signatory itself berlassen Ã ¼, but emp ehlt a.trust the MÃ ¶ POSSIBILITY tzen of temples ¼ nÃ ¼ sselwechsels too.
The Companions in a Erstaustellung durchgefÃ ¼ Examinations on legality ¤ Ã ¿accuracy of the application
be re durchgefÃ ¼ hrt.

4.1 Application for certification of Katen
Applications should be submitted via an electronic form on the a.trust homepage.
The ID copies and possibly processed <br ¤ appropriations sends the signatory to the registry.
If in a a.sign SSL certification accompanies the cat to a Beha ality ¶ ¶ rde be mapped will, it is from an authorized Beha ¶ rdenvertreter additionally to request a A.trust sent letters to the registrar that the legality ¿¤ Ã accuracy of this statement
bestÃ ¤ ACCOUNT.


4.2 VerÃ ¶ Entlich and acceptance of certification Katen
The cat was completed certification the signatory can electronically in two ways VerfÃ ¼ --tion should be asked:
Â ² will be sent via e-mail.
Â ² There is a search function on the a.trust website (the URL will be the signatory via Mail sent), in which the Commonwealth is enter your name. The result of the Search is the link to download the appropriate certification kats.

The certification Body in a major VerstoÃ ¿Signatory against these guidelines or the Annual General ¤ ftsbedingungen is known,
Â ² ¤ VertragsverhÃ the ratio will be terminated,
Â ² the person of the signatory to ndert Ã ¤,
Â ², the algorithms employed no longer meet the safety expectations.

	SSL CP - Verification Procedures
	Google Translations of SSL CP – Please correct – It may be easier to just supply the translations from scratch.

3.3.1 Registration of the certificate katsinhabers
Measures we took to the ¿nication identification and registration of the certificate katsinhabers ensure
that the application for an SSL certification a.sign kats correct, entirely renewed ¤ ndig
and is authorized.
1. Before the contract between the certification is completed and katsinhaber a.trust,
The certification will be katsinhaber the Annual and Conditions and any other allfa ¤ lliges
Rules for the use of kats certification electronically Zuga ¤ nglich made (see
3.3.4).
2. The application form and information via the web page a.trust
electronically Zuga ¤ nglich.
3. The certification katsantrag combination contains, inter alia, the following information:

Â ² ¤ the recently entirely cancel a name, phone number and e-mail address of the applicant;
Â ² password for the revocation r
Â ² of the domain name (or IP address, for details, see [CPS]),
Â ² optional e-mail address fÃ ¼ r the certification (RFC822) kat,
Â ² certified to the ornamental temples Entlich Ã ¶ ¼ sselkomponente.
The domain owner is an organization lt combination contains the application additionally:
Â ² ¤ cancel a recently entirely the names and contact information of an authorized signatory,
Â ² Company or EBR number (if any)
Â ² name and headquarters of the Organization
Â ² optional name Organisationsuntereinheit.

4. Der mit dem Antragsteller abzuschlieÿende Vertrag beinhaltet insbesondere:

² die Annahme der Verp_ichtungen des Zerti_katsinhabers,

² die Zustimmung, dass von a.trust Aufzeichnungen über den Registrierungsvorgang

und alle dabei erhaltenen Daten geführt werden und dass diese Aufzeichnungen

ggf. bei Beendigung der Zerti_zierungsdienste an Dritte übergeben

werden können,

² die Bestätigung der Korrektheit des Zerti_katsinhaltes.

5. a.trust nimmt die folgenden Überprüfungen des Antrags vor:

² Prüfung des Besitzes der Domain oder IP-Adresse,

Ist der Domainbesitzer eine Organisation beinhaltet die Überprüfung zusätzlich:

² Prüfung der Organisation (lt. Firmenbuch oder anhand von Datenbanken vertrauensw

ürdiger Dritter),

² Prüfung der Vertretungsbefugnis und der Ausweise.

6. Der Zerti_katsantrag und alle damit im Zusammenhang stehenden vom Antragsteller

zugesandten Daten und Dokumente (Ausweiskopien, ggf. Bestätigungen über

das Unternehmen, die Vertretungsbefugnis oder Rechtmäÿigkeit von Domain/IPAdresse)

werden auf die Dauer von mind. sieben Jahren (elektronisch) archiviert.

7. Die Beachtung der Bestimmungen des Datenschutzgesetzes ([DSG]) sind durch die

seitens a.trust den Registrierungsstellen vorgeschriebenen Prozesse sicher gestellt.

3.3.2 Verla ¤ ngerung the GÃ ¼ ltigkeitsdauer of the certificate kats and reissued
The following took MaÃ ¿is assured that Antra ¤ ge katswerbern of certification,
already anla ¤ sslich katsausstellung a previous certification have been registered,
¤ ndig entirely renewed, correct and ordnungsgemÃ ¤ Ã ¿are authorized. The measures apply to both MaÃ ¿
fÃ ¼ r die Verla ¤ ngerung the GÃ ¼ fÃ ¼ r ltigkeitsdauer as well as the reissue of the end
or revocation of a certification kats.
1. The registry has the cat in the certification data contained in terms of their
current Gültigkeit prÃ ¼ fen on.
2. Ã Possible Changes in the contract shall be communicated to the applicant.
The MaÃ ¿took place in Ãœbereinstimmung with Section 3.3.1.
3. Ã Any Changes of information content of the documentation on how to apply
ft will be in accordance with 3.3.1 Ã ¼ ¼ berprÃ, and detained by the applicant
bestÃ ¤ ACCOUNT.
4. The extension of ngerung ¤ GÃ ¼ ltigkeitsdauer of certification Katen made before the expiry of
according ÃŸ 12 Abs 4 [SigV]. Which ltigkeitsperiode from Verla ¤ ngerung resulting new GÃ ¼
Betra ¤ gt fÃ ¼ hÃ ¶ at most five years. A Verla ¤ ngerung occurs only when
trical safety of the cryptographic method used is adequate and no
Evidence of compromise of the private temples ¼ ssel consist of the applicant.

3.3.3 Creation of the certification kats
The following measures will MaÃ ¿ensures that Exhibition, and depth connection ngerung
Re-issue of certification Katen performed in a secure manner and also the requirements
match of [Signature Act].
1. The SSL certification will a.sign kate as X.509 v3 certifi kate created. In the certification
 Katen contained herein are especially the following:
Â ² version of the certificate kats: there will be certification kate version 3 (coded
issued with a value of 2)
Â ² serial number of the certificate kats
Â ² designation of Certi katsausstellers
Â ² beginning and end of the certification Gültigkeit kats
Â ² Distinguished name of the certificate katsinhabers:
  Common name: name of the domain or IP address
  Organization name (optional)

? Name Organisationsuntereinheit (optional) 
? E-mail address (optional) 
? CIN: Cardholder identity? Identi cation Number? Kationsnummer Signatory 
? Nationality of the domain holder or country in which the organization 
(eg AT, DE) 
² ö? Entlich key (with an indication of the algorithm) 
² indication of the algorithm for the signature of the certificate? Kats 
² signature on the certification? Kat 
² certification? Katserweiterungen as described in the [CPS]. 
2. The certification? Kate is the certification? Body in generated a.trust after 
the applicant is identical? graces and confirms the correctness of all data through it 
was. The procedure is to issue and reissue after a revocation 
or data change is identical. 
3. The unambiguous assignment of the certificate? Kats for certification? Katsinhaber is ensured 
by: 
² creation of PKCS # 10-request as the basis for certification? Differentiation through 
the applicant. 
² production of the certificate? Kats after reviewing all applicants for their data 
Correctness by a.trust. 
² confirm the accuracy of the data to be collected by the applicant. 
4. The projects included in the registry data will be signed and VERSCHL 
üsselt (SSL) to the certification? Body in transfer. Confidentiality and integrity 
ät all data are thus ensured. 
5. All RA staff are equipped with signature card. The authenticity of the 
Registration data is provided by Veri? financing the signature of the RAMitarbeiters 
reviewed.

3.3.4 Notice of Contract
a.trust the certification makes katsinhabern and users, based on the reli ¤ liquid
a.trust of trust services, the conditions that the use of SSL a.sign
S certification kats this order, by the following documents VerÃ ¶ Entlich a.trust on the
Homepage (https: / / www.a-trust.at/docs) Zuga ¤ nglich:
1. Certi cate of objects ¤ ndliche Policy,

2. of Certi? cation Practice Statement (certification? zierungsrichtlinie a.sign for SSL) 
3. the terms and provisions of a.trust, 
4. other communications. 
Changes to the certification? Katsinhaber means of notice on the homepage a.trust 
and possibly also by e-mail or brie? "I indicated. They are universally 
a.trust available from the homepage. 
3.3.5 Verö? Entlich the certification? Kate 
A.trust issued certification? Kate the certification will katsinhabern? And the Check for 
folgendermaÿen made available. 
1. All a.sign SSL certification? Kate be in the directory service a.trust entlicht vero?. 
2. The conditions for the use of a certification? Kats are a.trust all parties 
brought to the notice (see Section 3.3.4). 
3. The identity? Nication with the applicable provisions is the unique assignment 
the product name? a.sign SSL? easy to manufacture. 
4. The directory service is available seven days a week, 24 hours. 
Interruptions of more than 30 minutes to gemäÿ? 13 para 5 [SigV] as 
Incidents documented. This availability is only guaranteed as long as each 
Request a DNS Au? Nition is carried out. 
5. The directory services are ö? Entlich and internationally accessible. 
a.trust reserves the right to individual IP addresses to access the directory service 
block if suspected misuse or denial of service 
Attacks exists. Such a lock is always reported to the supervisory authority.

	Domain Name 

Ownership / Control 
	I believe this is documented in section 3.1.8 of the SSL CPS. – pending corrected translations.


	Email Address

Ownership / Control
	I’m not sure if verification of ownership/control of the email address to be included in the cert is documented in the SSL CPS or elsewhere. – pending translations.
From Comment #18 of bug #373746: For certificates with the E-mail Protection EKU (1.3.6.1.5.5.7.3.4), A-Trust verifies domain control by communicating with the Administrative Contact listed in WHOIS. (See section 3.1.7 of CPS v1.0.9.) They then only issue email certificates for that domain to the domain owner (who is deemed to have control of email addresses within that domain).

	Identity of Code Signing Subscriber
	I’m not sure if Code Signing certificates are documented in the SSL CPS or elsewhere. – pending translations.
From Comment #18 of bug #373746: For certificates with the Code Signing EKU (1.3.6.1.5.5.7.3.3) A-Trust verifies that the entity submitting the certificate signing request is the same entity referenced in the certificate. (See section 3.1.8 of Corporate CPS v1.0.9, and the equivalent section in other CPSes.)

	Potentially Problematic Practices 


	Please review the list of Potentially Problematic Practices  (http://wiki.mozilla.org/CA:Problematic_Practices). Identify the ones that are and are not applicable.. For the ones that are applicable, please provide further information and translations into English of the CP/CPS where relevant.
· Long-lived DV certificates 

· Wildcard DV SSL certificates 

· Delegation of Domain / Email validation to third parties 

· Issuing end entity certificates directly from roots 

· Allowing external entities to operate unconstrained subordinate CAs 

· Distributing generated private keys in PKCS#12 files 

· Certificates referencing hostnames or private IP addresses
· Issuing SSL Certificates for Internal Domains
· OCSP Responses signed by a certificate under a different root 

· CRL with critical CIDP Extension 

· Generic names for CAs
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