Bugzilla ID: 526181

Bugzilla Summary: Add Spanish government DNIe root certificate

CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.

CA’s are also encouraged to review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices.

	General Information
	Data

	CA Name
	Dirección General de la Policía (Ministerio del Interior)

	Website URL 
	http://www.policia.es
http://www.dnielectronico.es/
http://www.dnie.es

	Organizational type
	National Government CA

	Primary market / customer base
	DNIe, is the electronic Spanish National Identity Card. It is the electronic version of the Spanish National Identity Document (DNI) issued by the Dirección General de la Policía (the National Police Force in Spain). The DNI is required for every citizen over 14 years of age. Most of the Spanish citizens use the DNIe to identify themselves and interact against both, government and privates online services.

	CA Contact Information


	CA Email Alias: certificados@dnielectronico.es 

CA Phone Number: 00-34-91-8968425

Title / Department: Technical Office of the eDNI


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data

	Certificate Name
	AC RAIZ DNIE

	Cert summary / comments
	

	The root CA certificate URL
	https://bugzilla.mozilla.org/attachment.cgi?id=410022

	SHA-1 fingerprint
	22:29:F0:56:D3:4D:1C:B6:3E:98:6F:26:B2:D0:8A:B9:4F:F0:8E:4D

	Valid from 
	2006.02.16

	Valid to 
	2036.02.08

	Cert Version
	3

	Modulus length / key length 
	4096

	Test Website(s)
	https://www.citapreviadnie.es The SSL cert does not have a CRL Distribution Point Extension.

Right. Actually, that service has been secured with a certificate issued by an internal PKI, not the DNIe one, and (for the being time) not a candidate to be universally trusted. That, and no other, is the reason of this process: we would like to secure www.citapreviadnie.es with a server certificate issued by a subordinated CA of AC RAIZ DNIE.  Besides, there's no public CRL Distribution Point for AC RAIZ DNIE and their subordinates because the validation service is offered through OCSP. CRL are considered sensitive information, only accessible by VA such as FNMT-RCM, the Spanish Royal Mint.    

	CRL Issuing Frequency
	CP section 4.9.7: (Google translation – please correct) DNIe The PKI does not publish CRLs in open access repositories. These are available only as a medium for exchange of certificates status with Validation Service Providers.
DNIe publish a new CRL in your repository at the time that occurs any revocation, and, ultimately, at intervals not exceeding 24 hours (although there have been no changes to the CRL) to those generated by subordinate CAs and 3

 months for ARL generated by the CA Root.

The PKI of DNIe doesn't publish CRL in open repositories. A new delta-CRL is generated and published after every single revocation and, eventually, every 24 hours. This cyclical (24-hours) CRL is aimed to guarantee a realistic time limit for the AV providers; they are the real (and only) primary users of CRL inside this PKI. 



	CRL URL
	http://crls.dnielectronico.es/crls/ARL.crl

	OCSP Responder URL
	http://ocsp.dnie.es
http://ocsp.dnielectronico.es
The SSL cert for the https://www.citapreviadnie.es website does not have an AIA extension pointing to the OCSP responder url, so I don’t think OCSP is used.

You're right. There is no AIA (non-critical) extension in that certificate. This “lack” was assumed as a good option because of the documented risk of unbounded recursions when validating. That's why the only place where you can find the URI is in the CPD.  The responder pointed by http://ocsp.dni.es only knows about citizen certificates. The unified ARL distribution point for the full PKI of DNIe is http://crls.dnielectronico.es/crls/ARL.crl



	CA Hierarchy 
	The PKI includes three subordinates CA. The validation activity has been segregated in order to improve privacy.

The number of subordinated CA will be increased if necessary. 

CP Section 1.3.2: At the time of publication of this DPC, certification domain DNIe has the following subordinated CAs:

CN= AC DNIE 001 (SHA1 and SHA256)

CN= AC DNIE 002 (SHA1 and SHA256)

CN= AC DNIE 003 (SHA1 and SHA256)

Please explain the difference in the type of certificates issued by each of these sub-CAs.

No difference. The reason of such a number (3) is load balancing. AC_DNIE_001 is in charge of issuing SSL certificates. This (quite recent) peculiarity will be documented in the next version of the CPD. 



	Sub-CAs operated by 3rd parties
	Are (or will) all of the subordinate CAs operated internally by the Dirección General de la Policía?

I can't find the source of that phrase in the original document. Could you please tell me the page where you found it in order to make a realistic translation? Nevertheless, all of the CAs inside the DNIe structure will be always operated internally by DGP.

	cross-signing 
	None

	Requested Trust Bits


	Websites (SSL/TLS)

Code Signing

The Websites certs issued within this root’s hierarchy are used internally with one exception: the website cert for https://www.citapreviadnie.es. This website is used by citizens to self-schedule an appointment when their personal ID card (or passport) is about to expire. Currently the average number of accesses to www.citapreviadnie.es is over 135000 each month. This number will be increased proportionally with the number of issued DNIe (the more citizens using DNIe, the more accesses to www.citapreviadnie.es in order to ask for renewals, not only for DNIe but also for ePassport). After leveling the number of issued/active DNIe (almost 25000000 in 2012), the number of accesses to this web-service is expected to reach 250000/month.

	SSL Validation Type

DV, OV, and/or EV
	OV

	EV policy OID(s)
	Not EV

	CP/CPS
	Certificate Policy (Spanish): http://www.dnie.es/PDFs/politicas_de_certificacion.pdf
List of e-services accepting DNIe certificates: http://www.dnie.es/servicios_disponibles/index.html

	AUDIT
	Please see sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/
We need a publishable statement or letter from an auditor (who meets the policy requirements) that states that they have reviewed the practices as outlined in the CP/CPS for these roots, and that the CA does indeed follow these practices and meets the requirements of one of:

· ETSI TS 101 456

· ETSI TS 102 042

· WebTrust Principles and Criteria for Certification Authorities

In this page of the official website you'll find the summary of the security certifications related with the project (hardware, software, and methodology). The issuing system is under process of certification by CCN (which states for National Cryptologic Center,  the Spanish National Security Agency (https://www.ccn.cni.es/). We'll publish the decision as soon as they finish their work. The activity of DGP as a recognized CA has been evaluated and certificated by the Spanish Ministry of Industry and Telecommunications (the national agency for this kind of evaluations inside the European scheme). The DNIe PKI has undergone the process described in the Royal Decree 14/1999 and the National Order of February, 21, 2000.

http://www.boe.es/boe/dias/2000/02/22/pdfs/A07731-07732.pdf
You'll find a full repository of the Spanish recognized CSP in

https://www11.mityc.es/prestadores/busquedaPrestadores.jsp
Select there “Dirección General de la Policía y de la Guardia Civil – Cuerpo Nacional de Policía”. 

For your convenience, the next line is the direct link.

https://www11.mityc.es/prestadores/datosServicio.jsp?ID_SERVICIO=1&ID_CERTIFICADO=&VOLVER=SI 

(There are no English versions of those documents, so ask me for an informal translation if needed).



	Domain Name 

Ownership / Control 
	SSL certs are only used internally, with one exception: https://www.citapreviadnie.es.

Just a couple of minor corrections:

- “with one exception for now”.

- Actually we assume that www.citapreviadnie.es is an “exposed internal service”, not an exception.



	Email Address

Ownership / Control
	Not applicable – not requesting the email trust bit.

	Identity of Code Signing Subscriber
	The identity of the cert subscriber is verified as per the translations of the CP below.

 

	Potentially Problematic Practices 


	Please review the list of Potentially Problematic Practices  (http://wiki.mozilla.org/CA:Problematic_Practices). Identify the ones that are and are not applicable. . For the ones that are applicable, please provide further information and translations into English of the CP/CPS where relevant.

· Long-lived DV certificates  (SSL)

· SSL certs are OV, since they are only used internally with the one exception.

· The SSL cert of the https://www.citapreviadnie.es website is valid for 2 years.

Checked. Nothing to add. 

· Wildcard DV SSL certificates 

· SSL certs are OV, since they are only used internally with the one exception.

· The SSL cert of the https://www.citapreviadnie.es website does not contain wildcard characters.

Checked. Nothing to add.

· Delegation of Domain / Email validation to third parties 

· Not applicable. 

· Issuing end entity certificates directly from roots 

· No. End-entity certs are issued from sub-CAs.

Checked. The only subordinated CA in charge of this activity is  AC_DNIE_001. This exception has been included in the draft of the next version of the Policy Document. 

· Allowing external entities to operate unconstrained subordinate CAs 

I don't understand this item. Please explain.

· Distributing generated private keys in PKCS#12 files 

Checked. Not applicable.

· Certificates referencing hostnames or private IP addresses
Checked. N/A.

· OCSP Responses signed by a certificate under a different root 

Checked. Not applicable because the OCSP responders described on page 21 (item 1.3.4) only know about citizens certificates.

· CRL with critical CIDP Extension 

Checked. Not applicable. No public CRL issuing.

· Generic names for CAs
· Name is not generic.

Checked. Nothing to add.



	Translations from CP
	Google Translations – Please Correct 

section 1.4.1: 

The Public Identity Certificates issued by the Directorate General of Police (Interior Ministry) will aim at: 

• Certificate of Authentication: Securing electronic identity citizen to make a transaction telematics. The Certificate of Authentication (Digital Signature) ensures that electronic communication is done with the person who says it is. The holder may, through its certificate to prove their identity to anyone because he is in possession of the certificate of 
identity and the private key associated with it. The use of this certificate is not enabled in operations requiring no 
repudiation of origin, so the third acceptors and providers of telematic services will not guarantee the commitment of the holder of the ID with the signed content. Its main use is to generate messages authentication (confirmation of identity) and secure access to systems computer (through establishment of private and confidential channels with telematics service providers). 
This certificate can also be used as identification for the execution of an order to issue registration certificates recognized by private entities without being bound to these to invest heavily in deploying and maintaining a logging infrastructure.

Signature Certificate: The purpose of this certificate is to enable the citizen sign paperwork or documents. This certificate (certified as qualified ETSI, the European Directive RFC3739 and 99/93/EC. and recognized by law Electronic Signature) can replace handwritten signatures by electronic citizen relations with third parties (LFE No. 59/2003 s. 3.4 and 15.2). 
Signature certificates are recognized certificates in accordance with what is provided in Article 11.1, with the content prescribed by Article 11.2, and issued in compliance with the obligations of Articles 12, 13, and 17 to 20 of Law 
59/2003 of 19 December, electronic signature, and which comply with that technical regulations mandated by the European Institute of Standards Telecommunications, identified with the reference TS 101 456. 
Recognized certificates are functioning as creation devices electronic signature in accordance with Article 24.3 of Law 59/2003 of 19 December. Therefore, guaranteeing the identity of the citizen holder private key and signature identification, and allow the generation of the "Electronic signature" that is, the advanced electronic signature is based on a qualified certificate and which has been generated using a trusted device, therefore, in accordance with the provisions of Article 3 of 
Law 59/2003 of 19 December, the firm is equated written for effect legal, without fulfilling any additional requirement. 
As described above, this certificate shall not be used to generate authentication messages (confirmation of identity) and access insurance systems (by establishing private channels and confidential service providers computer).

The joint use of both certificates provides the following guarantees: 
• Authenticity of origin 
The Citizens may, through its Certificate of Authentication, prove your identity to anyone, showing the ownership and access to key associated private to public is included in the certificate showing your identity. Both private key and certificate are stored in the National Identity Card, which has a processor with 
cryptographic capabilities. This will ensure that the private key citizen (the point at which underpin the credibility of your identity) leaves no at any time the hardware of the National Identity Document. Of Thus the citizen at the time of its electronic credit identity must be in possession of your ID and personal password (PIN) to the certificate private key. 
• Non-repudiation of origin

Ensures that the document comes from the citizen who claims to be from. This property is obtained by electronic signature by means of Certified Signature. The recipient of a signed electronically can verify the signature certificate used to using any of the Service Providers DNIe validation. This ensures that the document comes from a particular citizen. 
Since the DNIe is a secure signature creation and that the keys to remain firm from the moment of its creation under the control of holder citizen is guaranteed the same commitment made by signing (guarantee of "non repudiation"). 
• Integrity 
With the use of the signing certificate, it shows that the document has not been modified by any external agent communication. To ensure the integrity, cryptography offers solutions based on functions of special features, called abstract tasks, which provided it is done using an electronic signature. Use of this system shows that a signed message has not been altered between the sending and welcome. This is signed with the private key unique summary document so that any alteration of the message reverts to a impairment of its summary.

O.K.  Google did his/her best  :-)   I'll light up the dark staff. Here's my try. 

Section 1.4.1. Appropriate use of the certificates.

The Public Identity Certificates issued by the General Direction of Police (Ministry of Interior) will aim to:

· Authentication Certificate: Electronically granting of the citizen's identity during telematic transactions. The Authentication Certificate (Digital Signature) ensures the identity of both parts in a electronic communications. The holder will prove their identity everywhere because he/she possesses both, the identity certificate, and its associated private key. This certificate isn't qualified to be used in operations including compulsory non-repudiation attribute, so acceptances third parties and others service providers will not obtain guarantee about the card holder commitment. The main use of this certificate is the generation of authentication messages (identity checking) and secure access to systems (e.g. in a secure and confidential channel establishment against Service Providers).

· Signature Certificate: The purpose of this certificate is to enable the citizen to sign paperwork or documents. This certificate (certified as qualified ETSI, the European Directive RFC3739 and 99/93/EC. and recognized by law Electronic Signature) can replace handwritten signatures by electronic citizen relations with third parties (LFE No. 59/2003 s. 3.4 and 15.2). 
Signature certificates are recognized certificates in accordance with what is provided in Article 11.1, with the content prescribed by Article 11.2, and issued in compliance with the obligations of Articles 12, 13, and 17 to 20 of the Law 59/2003 about digital signature and compliant with the […] TS-101.456.  They're recognized certificates working inside a SSCD, accordingly with art. 24.3 of the Law 59/2003. For this reason, this kind of certificates guarantee the card holder's identity and make possible the generation of “recognized electronic signing”[...].

Because of this, the signature certificate must not be used to generate authentication messages (identity probe) nor access to secured informatic systems (by means of private and confidential channels with ISPs).

The joint use of both kind of certificates provide the following warranties:

[The next three paragraphs describe authenticity, non repudiation and integrity as usual, so allow me to save myself the effort].



	Identity Verification 
	Google Translations of CP – please correct

3.2.2 Authentication of the identity of a legal

No limit

3.2.3 Authentication of the identity of an individual

The identification and authentication of the citizen to apply for Certificates Public identity and electronic signature will follow an integrated process for the registration issuance of National Identity in accordance with the procedures 
described in Royal Decree regulating the issuance So if this is a first registration, the citizen must appear 
in an office of issue of DNIe with documentation establishing the Royal Decree 1553/2005 and paragraph 4.2 of the CPD, together with the person who representative if you are under 14 or disabled. 
In the special case of disabled who can not attend a Bureau of Shipping, DNIe can get their certificates and their public identity, through a family be presented at the Office an official medical certificate certifying an impossibility, 
and a mobile team will move to address the citizen to issue it. 
After the period of validity of the hardware of the National Identity that for each case referred to in Article 6 of Royal Decree 1553/2005 is null and void and without effect and effect the powers granted to it by legal system, being the owner required to carry out the renovation of same. Such renewal will take place through physical presence of the owner of 
Document in the eID issuing offices. It should also proceed to the Renewal of National Identity in the cases of change of the data collected in the same, in which case it must submit, in addition, the documentary evidence of such variation. 
The loss, theft, destruction or damage of the National Document Identity, carry the obligation to immediately provided the holder of a duplicate, which shall be issued in the form and with the requirements for renewal. 
In all previous cases the loss of valid National Identity Card will imply the loss of validity of qualified certificates incorporated into same. Both the renovation of the National Identity Document or the issue of duplicates of the same mean, in turn, the revocation of existing licenses and issuance of new electronic certificates. 
At the termination of the validity of electronic certificates (or thirty days before that extinction), not to mediate the termination of the term of the support (card), may requested the issuance of new certificates, maintaining the same 
Card National Identity. To apply for a new certificate must also mediate the physical presence of the holder in a dispatch office. The citizen, using Points Update DNIe enabled on these offices after authenticating through the card and biometric templates (fingerprints) caught during the expedition of the Card, may unattended trigger the process of renewing certificates. Please be impossible to obtain the fingerprint of one finger, the citizen must apply for renewal in a post staffed by an official dispatch.

If you have been more than 5 years from the initial identification of citizen (in the case of the second renewal of certificates in supports of 10 or over), pursuant to article 13 of the Electronic Signature Law ( "The identification of the person requesting a certificate required to be recognized Impartiality before those appointed to verify and certify ... ") renewal through Points Update DNIe require prior citizen Impartiality before an officer of the issuing office for the purpose of the statute.
Therefore not enabled any telematics application procedure for renewal of certificates to be required provided the physical presence of an office holder Processing.

3.2.4 Unverified information on the applicant

All information gathered during the previous expedition has to be verified.

3.2.6 Criteria to operate with external AC

Upon entry into force of this DPC not envisaged the establishment of relationships of trust with Certification Service Providers (CSP) external.

4.1.1 Who can make a request

All Spanish entitled to be issued with the National Document Identity, being mandatory collection by those over fourteen years living in Spain and for the same age who have resided abroad, moving to Spain for not less than six months. 
Also, the DNIe, as recorded in the Royal Decree 1553/2005, will enable Spanish of age and enjoying full legal capacity electronic identification its holder as well as making the electronic signature of documents, as provided 
in Law 59/2003 of 19 December, an electronic signature. 
No person shall be deprived of the Spanish National Identity Document, not even temporarily, except in cases and manner established by laws which are the subject of be replaced by another document. 
Can only be requested to issue the new National Identity, with the incorporation of electronic signature devices, for computers that possible within the framework of the process of replacing the current document. The Police Department will schedule and organize, temporal and territorial process Replacement of the cards support National Identity Card issued to before the entry into force of Royal Decree 1553/2005 of 23 December for the New National Identity may permit the interest of public special programs for certain groups.

4.1.2 Registration of license applications

Obtaining certificates of identity and electronic signature is linked to the electronic ID card holder 
A citizen who wishes to apply for the first time and therefore their eID Certificates members must attend an eID issuing offices. The list of equipment Fixed issue is available on the website: www.dnielectronico.es. In those locations that do not have a fixed team of expedition, can pass Mobile Equipment that is generally installed in the municipal offices. The 
citizens residing in these villages and in nearby towns can get or renew the DNIe (and therefore the associated certificate) providing the same documents in fixed. 
To request the issuance of National Identity Card will be indispensable to physical presence of the person to be issued on the fee legally established in each timing and presentation of the following documents: 
a) Birth certificate issued by the Civil Registry concerned. To this end certifications shall be accepted only 
issued not later than three months from the date of filing of the request for issuance of National Identity 
b) A color photograph of the applicant's face, size 32 by 26 mm, with clear plain uniform background, taken face head 
completely exposed and without glasses with darkened windows or any other items which may prevent or hinder the identification of the person. 
c) Registration certificate of the municipality where the applicant is residence issued not later than three months from the date of the application of National Identity. 
d) Spanish nationals living abroad credited the home through certification of the diplomatic mission or consular post where they are registered as residents. 
Exceptionally, in cases where, for circumstances beyond the applicant, not could be presented to any of the above documents, and if they are credited otherwise, sufficient in the opinion of the responsible body for 
issue, the details contained in such documents, he may issue a National Identity Card valid for one year. 
At the time of the request, the person concerned is collected from the scanned image handwritten signatures and fingerprints of both index fingers hands. If it is not possible to obtain the fingerprint of one of the fingers or both, physical mutilation or default thereof, shall be replaced in connection with the corresponding hand, second finger in the following order: middle, ring, handset or thumb. In the absence of these, shall be kept in place for support 
to this end the reason is not that impression. 
On completion of the document management and physical personalization of the card, begin the customization phase logic with loading data into the chip card medium (data descent, photography and digital images of handwritten signatures, 
templates of the fingerprints of one finger of each hand) and the generation of associated key pairs for identity certificates and electronic signatures. 
The key generation on the card will take place in presence of the holder, after the Enabling a personal password-PIN-random is given to the citizen on as blind. This password is confidential, personal and transferable 
and is the parameter that protects their private keys allowing the use of certified in the services offered through a communications network. The key person access - PIN - can be changed by the election of another citizen 
using the tools described later in this DPC. 
Once generated keys will be sent an application for certification for each pair of keys (authentication and signature) to be accompanied by proof of ownership of the key private as described in Section 3.2.1. 
All data relating to registration of certification will be recorded in the central system, a certificate signed with electronic signature is incumbent to official responsible for issuing post.

4.2.1 Performing the tasks of identifying and Authentication

The identification and authentication functions described in Section 3.2.3 are performed by officials and staff responsible for operating the equipment DNIe Expedition.These officers play the role of registry operator, having a
secure device signature creation (official card) for access control the application for issuing and checking of integrity and non-repudiation of transactions and transactions.

4.2.2 Approval or denial of license applications

Just be deprived of the right to issue a DNIe and / or creation devices
signature which incorporates, in the cases and manner established by Royal Decree regulating
dispatch and other applicable laws.
To note that following approval of the DPC and the implementation of the system,
new identity card can only be requested for those teams that have replaced the
previous system within the framework of the process of replacing the current document.

Once processed the application for certification by the officer responsible for
issuance, certificate issuance will take place once the recipient of the AC
request has conducted necessary investigations to validate the application of
certification.
The system ensures that the request:
or comes from a position of issuing authorized (since ID card
that contains a key pair and certificate associated with the job component)
or comes from an official or contracted personnel with the ability to issue eID
(official ID card that contains a key pair and a authentication certificate and a key pair and certificate signing e)
or comes from a valid eID card (all cards support DNIe have a key pair and certificate of component linked to
chip serial number) or consists of all necessary information to enable the fields and extensions
certificate in accordance with the defined profiles.
If any of the checks does not come to fruition, the CA may reject the application
certification.

4.3.1 Actions by the CA during the issuance of certificates

The issuance of certificates involves final approval of the application by the AC. After the approval of the application will proceed to the issuance of the secure certificates and licenses shall be made available to the citizen
inserting them into the eID card holder, as a final step in the process of underlying logic customization.
The two certificates, authentication and signature, are issued by the same AC, which certificate is also inserted in the card to facilitate the construction of the chain confidence in the process of signing.
The procedures under this section shall also apply if renewal of certificates, as it involved the issuance of new licenses.
For the issuance of the certificates the CA:

or uses a certificate generation procedure that links so secure the certificate with the registration information, including the public key Certified
or protect the confidentiality and integrity of registration data Included in the certificate or the information set out in Article 11.2 of the Law 59/2003.
When an AC of the eID PKI issues a certificate in accordance with a request certification shall make the notifications provided for in paragraph 4.3.2 of this chapter.
All certificates begin their term at the time of issuance, unless indicated on the same date and time after its entry into force, it will not be post calendar day from issuance. The validity period will be subject to possible early termination, temporarily or permanently, when the reason given suspension or revocation of license.

3.2.2. Identification of legal entities.

Not stipulated.

3.2.3 Identification of natural persons.

The Identification and authentication of the citizen when he or she applies for their Public Identity and Digital Signature Certificates will follow an integrated procedure inside the recording process implemented for  the issuing of DNI [which states for Documento Nacional de Identidad, the Spanish National ID card], accordingly with the procedures described in the Royal Decree which normalizes said issuing procedure. 

Therefore, whilst a first inscription, the citizen must appears in an issuing office of the DNIe with the stated documentation in the section 4.2 of this CPD, accompanied by the person who represents him/her, if needed (e.g. in the case of a minor).

In the special event of a physically limited persons who can't go to the registration point, they will obtain the DNIe through a relative who must show a medical certificate about the applicant's disability. A mobile issuing team will go to the applicant's home address. 

Once the expiry date of the card has elapsed, the physical medium (the card) of the DNIe will become “out of date” as stated in art. 6 of the R.D. 1553/2005 and will loose all attributes and legal recognized effects.  The cardholder will be obliged to apply for a renovation. Said renovation will be carried out in the presence of the cardholder and will take place in the facilities of a registration point. Such a renewal will also be compulsory in the case of a change in the cardholder's data. In this case, supporting documents of the change will be required. 

The loosing, theft, destruction or damage of the DNIe will suppose the cardholder's obligation of request for a duplicate in the terms described above. 

In the lap of 30 days before the expiry date of the certificates, provided not at the expiry date of the card, the cardholder can apply for the issuance of a couple of new certificates, keeping the same card. In this case, the physical presence  of the cardholder will be compulsory. The citizen, using the so called Actualization Point device and after a positive biometric identification, will trigger the renovation process in an unattended way. If none of the fingerprint could be read, the citizen must ask for the renovation to the register staff.   

In the case of a lap longer than 5 years after the initial identification (i.e. in a second certificates renovation over a long-term card), in compliance with art. 13 of the Digital Signature Act (“The identification of the physical person who applies for a recognized certificate will suppose the presence of the applicant before the person in charge...”) the renovation through the Actualization Workstations will suppose the previous presence of the applicant before the civil servant in charge at the Registration Office.

Therefore no unattended or automatic procedure for certificates renovation has been implemented, making always   compulsory the physical presence of the cardholder.

3.2.6. Externals AC trusted operations criteria.

At the coming into effect of this CPD, no trusted relationships with externals CSP has been foreseen nor considered.

4.1.1. Who can apply?.

Every Spanish people has the right to be issued a DNIe, been compulsory for the citizens above 14 years old when living in Spain and for those with the same age who, living abroad, move to Spain for a space not shorter than six moths.

Also, the DNIe, as stated in the Royal Decree 1553/2005, entitles the legally-of-age and legally-qualified Spanish citizens to electronically identify themselves in the terms foreseen in the Law 59/2003. 

The new DNIe can only be obtained in the enabled issuing points. The DGP will program and organize, in a temporal and spatial frame, the substitution procedure of the old cards, the ones issued after coming into effect the Royal Decree 1553/2005. Special issuing programs could be established because of public interest. 

4.1.2 Certificates appliance recording.

Obtaining identity certificates is attached to obtaining a DNIe smart-card.

The very first time a citizen applies for the DNIe, therefore the associated certificates, he must go to a DNIe Issuing Point. A list of fixed issuing points is accessible at www.dnielectronico.es. A mobile team will go to those cities lacking fixed issuing point; such a mobile team will do their work at municipality facilities. Citizens living at and close those cities will be able to obtain and renovate the DNIe (therefore the associated certificates) by providing the same set of documents. 

In order to issue a DNIe, it will be compulsory the physical presence of the person whose document must be issued, the payment of the legal tax and the presentation of the next documents:

a) Birth certificate,  issued by the relevant Civil Register. For this purpose, only certifications no older than 3 months will be admitted. 

b) A recent, forward facing, 32x26 mm sized color picture, in a clear and smooth background, showing the head fully uncovered; no sunglasses or any kind of garment allowed if hindering identification.

c) Municipal register certificate issued by the City Council of the place where the applicant lives in; again, document no older than 3 months.

d) Spanish citizens living abroad will  accredit their situation through a Consular certificate or similar.

In exceptional circumstances, e.g.  situations beyond the control of the applicant, when some of the required documents couldn't be presented, and given another identification ways […] a DNIe with a one-year term of validity can be issued.

During the issuing act, a digitally scanned signature and a fingerprint of both forefingers of applicant will be registered. If the capture of a fingerprint (or both) were not possible, due to mutilation or a physical handicap, will be substituted by another finger as follows: middle, ring, little, thumb. If no finger is available, the fingerprint will be substituted by a remark explaining the reason why there's no such fingerprint.

Once the documentary management phase and the physical personalization of the card are over, the logical personalization phase starts. Data are loaded in the chip and a couple of cryptographic keys are generated.

The key generation will take place inside the card and in the presence of the cardholder […] 

Once generated the key pair, a certification request is made and send […]

All related data will be recorded and saved in the central system, digitally signed with a certificate owned by the responsible civil servant.      

4.2.1 Procedure for identification and authentication.

Procedures for identification and authentication described in 3.2.3 are carried out by civil servants and staff in charge of the operations at the Issuing Points.

Public servants play the role of “registry operators”, by means of a secure signing creation device (official smart-card) aimed grant access to the issuing software and state integrity and non repudiation control on operations and transactions. 

4.2.2. Approval or refusing approval of certificate requests.

Only under the specifications of the Royal Decree and other Laws the right of been issued with a DNIe can be limited. […]

Once processed the certification request by the public servant in charge, the certificate will be issued by the CA after a battery of checkings aimed to determine the validity of the application.

The system guarantees that the request:

· Comes from an authorized issuing point (by means of a card attached to the computer containing a component certificate).

· Comes from a public servant or contracted staff enabled to issue DNIe.[...]

· Comes from a valid DNIe card (every specimen includes a couple of keys and a certificate of component linked to the serial number of the chip).

· Includes the full set of data needed to compose the attributes of the certificate in accordance with defined profiles.

4.3.1 AC activity during certificate issuing.

Certificates issuing implies the permanent authorization and support of the CA. After the request approval, a couple of certificates are issued and inserted in the card as a final stage in the process.

Both certificates, authentication and non repudiation, are issued by the same CA, which certificate is also inserted in the card in order to make easy then construction of a trusted chain in signature processes.

The procedures stated in this section will be also applied during a renovation of certificates because this implies the issuing of new certificates.

During a certificate issuing, the CA:

· Uses a generation process which link the certificate and the recorded data in an secure way, including the certificated public key.

· Protects the confidentiality and integrity of the registered data.

· Includes in the certificate the data stated in art. 11.2 of the Law 59/2003.

Art. 11.2 says:

At least the following data will be included in a recognized certificate:

a) Remark about its recognized state.

b) Unique identifications code.

c) Identification and address of the CSP.

d) Legal identification (trade name) and fiscal identification number.

e) Public signature verification data, consistent with private signature creation data under the signer control.

g) Life period of the certificate. 

h) Using limits, if applicable.

i) Value limit in transactions, if applicable.

When a CA of the DNIe issues a certificate after a certification request,  the notifications stated in the paragraph 4.3.2 will be done. 

The citizen will know about the effective issuing of their certificates by receiving the card.

Every certificate will come into effect at the issuing time, except if a later timestamp is established on it (never beyond the end of the natural issuing day). The effective period will be subject to a soon extinction, temporary or definitive, once given the reasons.  

…........................

…........................
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