Bugzilla ID: 520557
Bugzilla Summary: Add Actalis Authentication CA G1 root certificate
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.

CA’s are also encouraged to review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices.

	General Information
	Data

	CA Name
	Actalis S.p.A.

	Website URL (English version)
	www.actalis.it

	Organizational type
	Public corporation

	Primary market / customer base
	Actalis is a public CA offering PKI services to a wide number of customers, mainly banks and local government. 

Ac​tal​is is a Qualified certification service provider according to the EU Signature Directive (Directive 1999/93/EC).

Ac​tal​is de​signs, de​vel​ops, de​liv​ers and man​ages ser​vices and so​lu​tions for on-​line se​cu​ri​ty, dig​i​tal sig​na​tures and doc​u​ment cer​ti​fi​ca​tion; de​vel​ops and of​fers PKI-​en​abling com​po​nents, sup​plies com​plete dig​i​tal sig​na​ture and strong au​then​ti​ca​tion kits (in​clud​ing hard​ware and soft​ware), de​liv​ers ICT se​cu​ri​ty con​sul​tan​cy and train​ing.


	CA Contact Information

· Email Alias

· Phone Number

· Title/Department


	CA Email Alias: info@actalis.it
Does the email alias info@actalis.it include the people in your company who should receive correspondence from Mozilla in regards to root certificates? An email alias is requested so that more than one person in your organization will receive notifications in case the primary contact is out of the office or leaves the organization.
Email alias for CA-related communications: ca-admin@actalis.it
Messages sent to the above email will be read by at least two people at all times.
CA Phone Number: +39-02-68825.1
Title / Department: If Mozilla needed to call your main phone number, what Title/Department should the Mozilla representative ask for?
Department: Certification Authority
Title: Certification Manager


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data

	Certificate Name
	Actalis Authentication CA G1

	Cert summary / comments
	This will be filled in by Kathleen based on the information below.

	The root CA certificate URL
	https://bugzilla.mozilla.org/attachment.cgi?id=405122

	SHA-1 fingerprint. 
	91:58:C5:EF:98:73:01:A8:90:3C:FD:AB:03:D7:2D:A1:D8:89:09:C9

	Valid from 
	2009-06-23

	Valid to 
	2022-06-24

	Cert Version
	3

	Modulus length / key length  
	2048

	Test Website
	https://portal-pte.actalis.it/
The test website loads fine in my Firefox browser until I enforce OCSP.  Then I get an error:

Invalid OCSP signing certificate in OCSP response.

(Error code: sec_error_ocsp_invalid_signing_cert)

Please try it in your Firefox browser.

Note: RFC 2560, sections 2.2, 2.6, 3.2 and 4.2.2.2 define the requirements for the OCSP response signer's certificate and certificate chain.  NSS enforces these requirements exactly.
Thanks to this warning, we have discovered that an error has been committed when issuing the certificate for the web site above. At this time, an OCSP responder address (although envisioned in the CPS) was not supposed to be included in our SSL Server certificates. So we have re-issued the SSL Server certificate for the web site above. If you try again, you will see that no OSCP errors are raised by Firefox. Our OCSP service will be released next year, according to schedule.


	CRL URL
	http://portal.actalis.it/Repository/AuthCA1/getCRL
Next Update: 30 hours
SSL CPS section 4.10.1: The CRL is regenerated and republished: at least every 6 hours, even in the absence of any suspensions or revocations; after each new suspension or revocation. 

	OCSP Responder URL
	http://ocsp.actalis.it
SSL CPS section 4.10.2: Access to the CRL and OCSP possible service is available on a continuous (24 x 7), except if stopped for scheduled maintenance and in case of breakdowns. See also paragraph 9.16.

	List or description of subordinate CAs operated by the CA organization associated with the root CA
	Please provide a description of the CA-hierarchy for this root. 
No hierarchy. This CA directly issues end-entity certificates 
What certificates are issued directly from this root?
SSL Server and Code Signing certs

Are there any internally operated subordinate CAs for these roots?

None


	For subordinate CAs operated by third parties, if any: 

General description of the types of third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited.


	Does this root have any subordinate CAs that are operated by external third parties?
None
For the subordinate CAs that are operated by third parties, please provide a general description and explain how the CP/CPS and audits ensure the third parties are in compliance.

Also, see https://wiki.mozilla.org/CA:SubordinateCA_checklist
n/a

	List any other root CAs that have issued cross-signing certificates for this root CA
	Has this root been involved in cross-signing with another root?
No

	Requested Trust Bits
	Websites (SSL/TLS)  -- EKU=1.3.6.1.5.5.7.3.1, EKU=1.3.6.1.5.5.7.3.2

Email (S/MIME) -- EKU=1.3.6.1.5.5.7.3.4

Code Signing  -- EKU=1.3.6.1.5.5.7.3.3

	SSL Validation Type

DV, OV, and/or EV
	OV 

	EV policy OID(s)
	Not EV

	CP/CPS
	Certification Practice Statement for SSL and Code Signing Certs (Italian):

https://portal.actalis.it/cms/actalis/Info/Manuali/CPS_SSLServer_CodeSigning_v2
Please also provide the CPS for the email (S/MIME) certs.
Not available yet. We plan to use this CA also for S/MIME certs in the next future.



	AUDIT
	Audit Type: ETSI TS 101 456

Auditor: Centro Nazionale per L’Informatica nella Pubblica Amministrazione (CNIPA)

Auditor website: http://www.cnipa.gov.it/site/it-IT/

Audit statement: We will need an official statement from the auditor which includes when the last audit was performed, that it covered this root, and that the audit used the ETSI TS 101 456 criteria.
CNIPA auditing is done every two years, and the last one was performed in May 2008.

The last CNIPA audit report (may 2008) is attached to this bug.
At the following address you can find the official guidelines adopted by CNIPA for their auditing activity;in several places (e.g. at the beginning of section 1.3) you will find the evidence that those guidelines are based on ETSI TS 101 456 (and other criteria as well):
http://www.cnipa.gov.it/site/_files/linee%20guida%20per%20la%20vigilanza%20sui%20certificatori%20qualificati%20v1.2.pdf 
If you want, I can also send you a statement from an independent party (from CapGemini) that those guidelines are based on the ETSI TS 101 456 criteria.
I cannot read Italian… Is there a way on the CNIPA website to find the statement of accreditation for Actalis? Or can you provide a direct link if the CNIPA provide an online certificate or statement of Actalis having been audited/accredited?
Sure. This information can be found at two independent web sites:
http://ec.europa.eu/information_society/policy/esignature/eu_legislation/notification/italy/index_en.htm
http://www.cnipa.gov.it/QCSP 
When audit statements are provided by the company requesting CA inclusion rather than having an audit report posted on the website such as cert.webtrust.org, the Mozilla process requires doing an independent verification of the authenticity of audit statements that have been provided.
I am attaching the CNIPA auditing report of May 2008, in a censored version (as it is a confidential document).
The final paragraph “Conclusioni” of the report says (of course you will trust your own translation):
“Surveillance activity has shown a more than substantial adherence to regulations in force and the due attention to the management of both ordinary operations and exceptions, as well as an adequate structure and organization of the involved company departments. Remarkable is the auditing activity performed by the certifier itself.”
In order to verify the authenticity of the CNIPA audit report, you can write or phone to:

Stefano Arbia, e-mail: arbia@cnipa.it


	Organization Identity Verification 
	See our English translation of the CPS at the following URL:

https://portal.actalis.it/cms/actalis/Info/Manuali/CPS_SSL_Server_Code_Signing_v201_EN



























	Domain Name 

Ownership / Control 
	Google Translation of SSL CPS section 3.3, Further tests conducted by the CA: 
In the case of certificates for SSL Server, the CA also consults the WHOIS records to verify that the organization owns the domain is the same as applying for the certificate. In the case of non-correspondence, the certificate request is rejected. However, it is possible that the holder of the domain organization he has entrusted the management to the person requesting the certificate. In this case, the request is accepted on condition that the CA provides the evidence of those expectations (ie copy of the request for registration of the domain addressed by the organization to the domain owner operator). 

	Email Address

Ownership / Control
	section 7 of http://www.mozilla.org/projects/security/certs/policy/: We consider verification of certificate signing requests to be acceptable if it meets or exceeds the following requirements: 
· for a certificate to be used for digitally signing and/or encrypting email messages, the CA takes reasonable measures to verify that the entity submitting the request controls the email account associated with the email address referenced in the certificate or has been authorized by the email account holder to act on the account holder's behalf; 

Please provide translations into English of the sections of the CP/CPS documents that describe the procedures for verifying that the email account associated with the email address in the cert is owned/controlled by the subscriber. Please also list the corresponding document(s) and section or page numbers containing the original text.
See our English translation of the CPS at the following URL:

https://portal.actalis.it/cms/actalis/Info/Manuali/CPS_SSL_Server_Code_Signing_v201_EN



	Identity of Code Signing Subscriber
	Google Translation of SSL CPS section 3.3, Further tests conducted by the CA: (Please correct translation if needed)
In the case of Code Signing certificates, it is admitted that the certificate is requested by an organization other than that which it must be awarded the certificate means a client and owner must coincide. 
See our English translation of the CPS at the following URL:

https://portal.actalis.it/cms/actalis/Info/Manuali/CPS_SSL_Server_Code_Signing_v201_EN



	Potentially Problematic Practices 


	Please review the list of Potentially Problematic Practices  (http://wiki.mozilla.org/CA:Problematic_Practices). Identify the ones that are and are not applicable. . For the ones that are applicable, please provide further information and translations into English of the CP/CPS where relevant.
· Long-lived DV certificates 

· SSL certs are OV
· How long can SSL certs be valid for?
( As it is written in the CPS, certificates’ validity period can be either 1 or 2 years 
· Wildcard DV SSL certificates 

· SSL certs are OV

· SSL CPS section 4.1: You can also request an SSL server type "wildcard" (ie valid for all websites on a specific domain certificates) or a 'multi-host "/" multi-domain "(ie valid for mol-ning, websites even on different domains). In such cases, the procedures in the different specific rates. For more information contact the business direction of Actalis.
· Please provide further info about verification or what’s allowed.
( Same as in the single-host case: the requestor must be the actual owner (or the formally delegated manager) of the involved domain(s)
· Delegation of Domain / Email validation to third parties 

· I do not understand this question.
· Issuing end entity certificates directly from roots 

· 
· If this is the case, need more info about how the root is kept secure since it cannot be offline.
( Apart from the information already provided in the CPS, we have a detailed Security Plan in place that can only be disclosed (and has, in fact, been disclosed) to our national supervising authority (CNIPA). Let me know what additional information you would like to know.
· Allowing external entities to operate unconstrained subordinate CAs 

· Subordinate CAs are not allowed
· Distributing generated private keys in PKCS#12 files 

· SSL CPS section 3.2.1: The applicant, in fact, must send your public key to the CA form of CSR in PKCS # 10 [RFC2314].
· Certificates referencing hostnames or private IP addresses
·  What is the question?
· OCSP Responses signed by a certificate under a different root 

· OCSP is not supported as of today, but planned for the future.
· CRL with critical CIDP Extension 

· CRL downloaded into Firefox browser without error.
· Generic names for CAs
· Root name is not generic
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