TWCA Sub-CA CPS Translation
Information about the verification of certificate subscriber identity, ownership/control of the domain name, ownership/control of the email address, and verification of any other information to be contained in the certificate.

The control procedure described below is used to issue our end entity certificate, including SSL, S/MIME and e-Finance certificate.

CPS Translation
	Traditional Chinese
	English

	2.2 憑證的適用性(Certificate’s Applicability)
	2.2 Certificate’s Applicability

	2.2.1憑證的適用性與償責(Certificate’s Applicability and Liability)
	2.2.1 Certificate’s Applicability and Liability

	2.2.1.1 憑證身分認證安全等級(Level of Assurance)
	2.2.1.1 Level of Assurance

	
	*Note: Since TWCA only issued the assurance level class2 of SSL and S/MIME certificate, we translate the corresponding CPS section only.

	(2) 第二級(Class 2)： 

1. 身分認證方式： 用戶註冊時除了個人姓名或公司註冊名稱或網域名稱(URL)及一般相關資訊的檢核外，必須提供合法且正確的證明文件〈例如個人身分證或公司的營利事業登記證影本〉，但不需本人親自辦理；用戶憑證管理中心或註冊中心將透過電話或其他途徑(如第三者之資料庫)確認申請者之身分。 


	(2)Class 2:
1. Authentication of identity: 
When subscriber register, the personnel name, organization name, URL, or other information must be verified. Subscriber must provide their identity proof document which issued by government to prove their identity is legal and correct. 〈For example, personnel identification card with photo and an organization must provides business license document which is issued by government.〉

	(3) 第三級(Class 3)： 

1. 身分認證方式： 除了第二級相關資訊的檢核外，必須由本人親自辦理，法人或企業用戶必須由持有授權文件之代理人親自辦理，且提供的證明文件足以識別申請者〈例如具有相片的身分證或護照〉。 


	(3)Class 3:

1. Authentication of identity: 

Except the requirement of class 2, subscriber must do the face to face registration with RA. If the subscriber is an organization, the candidate of organization must provide the authorization letter with stamp of organization which officially registered in government.

	4.1.7私密金鑰擁有的驗證方法(Method to Prove Possession of Private Key
	4.1.7 Method to Prove Possession of Private Key

	用戶憑證管理中心/註冊中心必須驗證用戶私密金鑰擁有的合法性與正確性，至少須以如下所述之任一方法驗證用戶所擁有的私密金鑰： 

1. 於用戶申請憑證，以用戶私密金鑰執行用戶憑證申請訊息的簽章時，用戶憑證管理中心/註冊中心必須驗證用戶憑證申請訊息內，經保護的用戶身分資訊、公開金鑰與私密金鑰的正確性與唯一性及合法性，且公開金鑰非為目前使用中的憑證。 

2. 用戶除以簽章方式驗證私密金鑰擁有的合法性與正確性外，亦可由用戶憑證管理中心/註冊中心，以用戶的公開金鑰將訊息亂碼加密後，經數位信封的方式傳遞至用戶，用戶驗證無誤後，再將該訊息以私密金鑰簽章後，回覆確認訊息傳回用戶憑證管理中心/註冊中心，且經用戶憑證管理中心/註冊中心驗證無誤。 


	CA/RA must use following method to verify the subscriber is the owner of the private key.

1. Subscriber must use their private key to sign the corresponding public key and certificate applying information (CSR). CA/RA must use subscriber’s public key included in the certificate apply information to verify the subscriber identity and other information will contains in the certificate.
2. CA/RA may also send the digital envelop message using subscriber’s public key to subscriber. The subscriber will use their private key to verify the digital envelop message to ensure that the public key is correct then send the response to CA/RA to complete the certificate applying process.   

	
	**Note: The detailed control procedure is described in our internal SOP documents. The verification requirement as follow.

	
	For Domain name control:
If the domain name is registered in Taiwan (*.com.tw), RA must query the TWNIC WHOIS database to verify the ownership of domain name which filled in the certificate registration form. If the domain name is not registered in Taiwan, RA must use the global WHOIS service (Network Solutions or others) to verify the ownership of the domain name. 

Some organizations will claim they are under authorized to use the domain name by the owner. The organization will must provide the authorization letter of owner’s official register stamp to RA for verification. 

	
	For email control:
When verify the email address of S/MIME certificate, RA must check the mail address domain name filled in registration form is owned by the organization. After check the ownership of domain name, RA will manually send email to notify the subscriber the certificate applying procedure is under process, and ask subscriber to reply to verify that the email address is correct and subscriber did do the certificate application. If subscriber replies and confirms the application, the verification will be success, otherwise it will be fail.

***Note: TWCA only issue S/MIME certificate to organization subscriber, so extra verification of domain name ownership is required.


About the CA hierarchy diagram:
Our CA hierarchy diagram in the CPS:
Figure 1: 
This CA hierarchy is operation by TWCA but its Root CA will not request the inclusion in Mozilla Root Program. Since this PKI was designed for special application usage (Financial transaction application in the closed network environment).
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Figure 2:

This CA hierarchy is operation by TWCA and its’ root CA will be replaced by TWCA Root Certification Authority which is applying the inclusion in Mozilla Root Program.
Current:
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After included in Mozilla root program:
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Figure 3:

Our SSLand S/MIME issuing CA is currently issued by GTE CyberTrust Global CA. We plan to replace it with our Root CA. We can not replace it now because the business issue.
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After TWCA Root Certification Authority is included in Mozilla root program, we will switch our SSL and S/MIME issuing CA to new hierarchy as below:
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