Bugzilla ID: 518503
Bugzilla Summary: Add TWCA Root Certificate
Needed information from TAIWAN-CA INC. for TWCA Root Certificated inclusion in Mozilla Products.
For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	INnfo Needed
	Data

	Test Website
	***TO BE DONE***

	CRL URL
	http://sslserver.twca.com.tw/sslserver-test/revoke10_test.crl

	Subordinate CAs operated by

the CA organization
	Please provide further information about the hierarchy. A diagram would also be useful.

TWCA Root CA has not sign any sub-CA certificate currently. Depends on the root certificate inclusion process, we plan to move our public sub-CA to be certified by TWCA Root CA. The following diagram is our hierarchy in the plan.
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What are the names of the 4 sub-CAs?

As above diagram.
Are all of the subordinate CAs operated internally by TWCA?

Yes, they are operated internally by TWCA.
Does the root issue any end-entity certificates directly?

No, only level 1 or level 2 sub-CA can issue end-entity certificates.
What is the difference between each of the subordinate CAs? Eg are they based on organization, or level of verification, or certificate type?
The difference is the sub-CA is base on their certificate application and usage scope.
1. CN=TaiCA Secure CA, OU=SSL Certification Service Provider, O=TAIWAN-CA.COM Inc., C=TW 
The certificate issued by this sub-CA is used to be the identity of Web or Application Server. (SSL certificate) The liability and applicable limitation depends on the assurance level.
2. CN=TaiCA Secure CA, OU=Certification Service Provider, O=TAIWAN-CA.COM Inc., C=TW 
The certificate issued by this sub-CA is used to be the identity for on-line commerce transactions, such as the stock trading, or email security, depends on the assurance level. The liability and applicable limitation also depends on the assurance level.
3. CN=TaiCA Information Policy CA, OU = Policy CA, O = TaiCA, C =TW ; 
CN=TaiCA Information User CA, OU = User CA, O = TaiCA, C = TW 
The certificate issued by this sub-CA is used to be the identity for on-line taxation, e-Government or e-Commerce transactions. The liability and applicable limitation depends on the assurance level.
4. CN=TaiCA Finance CA, OU = Policy CA, O = TaiCA, C =TW ; 
CN=TaiCA Finance User CA, OU = User CA, O = TWCA, C = TW 
The certificate issued by this sub-CA is used to be the identity for on-line fund transfer, e-Finance or e-Banking transactions. The liability and applicable limitation depends on the assurance level.


	SubCAs operated by 3rd parties
	TWCA has not accept any 3rd party as a sub-CA and has no any plan to do this type of business now. 

	Cross-Signing
	TWCA root CA did not cross-sign with other CA.

	SSL Validation Type

DV, OV, and/or EV
	Do you perform identity/organization verification for all SSL certificates?

Currently, TWCA do RA function itself while issue SSL certificate. All personnel identity and organization must be verified before SSL certificate issue. Then authentication requirement is described in section 3.2.2 and 3.2.3.
Is it ever the case for SSL certs that the ownership of the domain name is verified, but the identity/organization of the

subscriber is not verified?
TWCA did not issue SSL certificate without authentication of identity and organization. The ownership of domain name must be verified when authenticate an organization.


	Organization Identity

Verification
	Please provide translations into English of the sections of the CP/CPS documents pertaining to Verification of Identity and Organization. Please also list the documents and section or page numbers where the original text can be found.
See TWCA CP section 3.2.2 and 3.2.3. When authentication an organization, it should verify both organization and individual(representation candidate of organization) identity. 


	Domain Name

Ownership / Control
	Please provide translations into English of the sections of the CP/CPS documents that describe the procedures for verifying that the domain referenced in an SSL cert is owned/controlled by the subscriber. Please also list the corresponding document(s) and section or page numbers containing the original text.
TWCA SSL certificate is issued under assurance level 2 which described in CP. The assurance level 2 must verify the identity as follow control:
Assurance Level 2:
1. The business document issued by government must be provided. (For example, the registration document issued from government.)
2. The organization must stamp on the certificate application form using official registered seal.
Certificate Application: (CP section 4.2)
Organization must generate their own key-pair and send us the CSR in PKCS#10 format.
CA will verify the CSR’s signature to verify this CSR has the corresponding private key.
If this CSR was sent by RA, it must be protect using encryption channel to communicate with CA(ex: SSL) and signed by RA’s private key.
After verify the CSR, the CA will enter the certificate issue process.
The extra control of SSL certificate:
When verify the ownership of domain name, we will query the domain name registration management organization in Taiwan to verify the domain was legally use by subscriber. If that domain is not owned by subscriber, but subscriber claims they have the right to use, the authorization letter from the domain name owner must provided.

	Email Address

Ownership / Control
	Please provide translations into English of the sections of the CP/CPS documents that describe the procedures for verifying that the email account associated with the email address in the cert is owned/controlled by the subscriber. Please also list the corresponding document(s) and section/page numbers containing the original text.
TWCA has issued some S/MIME certificates for special customized application. The control process is same as SSL certificate(assurance level 2) except subscriber must proof the mail address is correct, or they will not able to use the certificate to do transaction. 
The general S/MIME certificate is issued under assurance level 1, subscribers must provide the mail address in the registration form allow RA operator can communicate with them. 
If subscribers provide the wrong mail address, they have to revoke the certificate than re-apply certificate to correct the mail address since the certificate will not be able to use.

	Identity of Code

Signing Subscriber
	Please provide translations into English of the sections of the CP/CPS documents that describe the identity verification procedures for code signing certs. Please also list the corresponding document(s) and section or page numbers containing the original text.
Currently, TWCA has not provide code signing certificate but plan to provide the code signing certificate service. Once TWCA start to issue code signing certificate, the authentication requirement shall follow the CP section 3.2.2 and 3.2.3.
We have no plan to issue the code signing certificate to individual since it’s too risky. 
The code signing certificate will be issued under assurance level 2 and 3 and do the following control:
Initial Registration: (CP section 3.2)
We have to verify the identity proof of an organization as follow:
Assurance Level 2:
1. The business document issued by government must be provided.
2. The organization must stamp on the certificate application form using official registered seal.
Certificate Application: (CP section 4.2)
Organization must generate their own key-pair and send us the CSR in  PKCS#10 format.
CA will verify the CSR’s signature to verify this CSR has the corresponding private key.
If this CSR was sent by RA, it must be protect using encryption channel to communicate with CA(ex: SSL) and signed by RA’s private key.
After verify the CSR, the CA will enter the certificate issue process.
Assurance Level 3:
1. The business document issued by government must be provided.
2. The representative of organization must provide his identity which issued by government and do the face to face registration with RA.
Certificate Application: (CP section 4.2)
Organization must generate their own key-pair and send us the CSR in  PKCS#10 format.
CA will verify the CSR’s signature to verify this CSR has the corresponding private key.
If this CSR was sent by RA, it must be protect using encryption channel to communicate with CA(ex: SSL) and signed by RA’s private key.
After verify the CSR, the CA will enter the certificate issue process.

	Potentially

Problematic Practices
	Please review the list of Potentially Problematic Practices (http://wiki.mozilla.org/CA:Problematic_Practices).

Identify the ones that are and are not applicable. For the ones that are applicable, please provide further

information and translations into English of the CP/CPS where relevant.
 Long-lived DV certificates

SSL certificate valid period issued by TWCA will no longer than 3 years. 
 Wildcard DV SSL certificates

TWCA issued some wildcard SSL certificates. Before TWCA issue wildcard certificate, it must be verified the ownership of the domain. The issuance of wildcard SSL certificate without organization verification is not allowed.
 Delegation of Domain / Email validation to third parties

The domain name validation only performed by TWCA itself.
 Issuing end entity certificates directly from roots

TWCA root do not issue any end entity certificate. It can sign sub-CA certificate only.
 Allowing external entities to operate unconstrained subordinate CAs

TWCA do not allow external entity to operate sub-CA now. There is no plan to do this type of business also.
 Distributing generated private keys in PKCS#12 files

TWCA do not provide the key generation service for subscriber. All subscribers should generate their own key pair before apply the certificate from TWCA. 
 Certificates referencing hostnames or private IP addresses

1. The SSL certificate issued by TWCA must use DNS name as the CN part of subjectDN, the IP address is not allowed.
2. In some application servers, they use subjectAlterName to identify themselves, such as Microsoft Exchange Server 2007. TWCA will issue the SSL certificate with subjectAlterName contains the NETBIOS hostname or IP address for such applications.
 OCSP Responses signed by a certificate under a different root

Currently, TWCA do not provide OCSP function for certificate status service. If TWCA provide OCSP service, OCSP signing certificate will be signed by sub-CA under TWCA root.
 CRL with critical CIDP Extension

TWCA do not use CIDP extension in CRL because TWCA only issue full CRLs.
 Generic names for CAs

TWCA CP section 3.1.2 states “The subject identity name specified in the certificate shall be able to identify the particular organization, unit or individual, and shall be readily identifiable by the relying party.”. The root CA and sub-CA also have to fulfill this requirement. 
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