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Caracas, 20 de abril de 2009

República Bolivariana de Venezuela
Ministerio del Poder Popular para las Telecomunicaciones y la Informática
Superintendencia de Servicios de Certificación Electrónica – (SUSCERTE)

Personas Contacto (technical contact):
Carlos Mariño cmarino@suscerte.gob.ve
Gabriel Moline gmoline@suscerte.gob.ve
Luisalba Blanco lblanco@suscerte.gob.ve

Information checklist for CAs applying for inclusion in Mozilla

1. General information about the CA’s associated organization, including:

1. Name. 

Autoridad de Certificacion Raiz del Estado Venezolano

2. Website URL. 

http://www.suscerte.gob.ve/ (Only in spanish version)

3. Organizational type.

National Government CA

4. Primary market / customer base. 

National Government / Public and Private
Which types of customers does the CA serve?
Provider Certificate Service - (CA Intermediate)
Are there particular vertical market segments in which it operates?
We are not work with vertical market segments
Does it focus its activities on a particular country or other geographic 
region?
Our  activities  have  focus  in  República  Bolivariana  de  Venezuela 
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Goverment

2. For each root CA whose certificate is to be included in Mozilla: 

1. The name of the root CA. 

Autoridad de Certificacion Raiz del Estado Venezolano

2. The root CA certificate.

https://acraiz.suscerte.gob.ve/certificados/
In this public URL you can download the CERTIFICADO-RAIZ-SHA1 in the 
following format: Base64, TXT, PEM or DER

3. The X.509 certificate version. 

Version 3

4. SHA-1 fingerprint.

DD:83:C5:19:D4:34:81:FA:D4:C2:2C:03:D7:02:FE:9F:3B:22:F5:17

5. Type of signing key.

RSA

6. Signing key parameters.

4096 bits

7. Valid from (YYYY-MM-DD).

16/02/07 11:35:51 (16/02/07 15:35:51 GMT)

8. Valid to (YYYY-MM-DD). 

11/02/27 19:29:59 (11/02/27 23:59:59 GMT)

9. A description of the PKI hierarchy rooted at or otherwise associated 
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with this root CA certificate, including: 

1. A list (or summary description) of CAs with certificates signed by 
this root, including: 

Figure 1. PKI Hierarchy of Bolivarian Republic of Venezuela
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Figure 2. Current PKI Hierarchy of Bolivarian Republic of Venezuela
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1. Any  subordinate  CAs  operated  by  the  CA  organization 
associated with the root CA. 

See figure 1 and 2

2. Any subordinate CAs operated by third parties. 
• If your root signs subordinate CAs that are operated 

by third parties, additional information may need to 
be  provided  as  described  in  the  Subordinate  CA 
Checklist. 

See figure 1 and 2

3. Any other roots for which this root CA has issued cross-
signing certificates. 

Not Applicable

2. A  list  of  any  other  root  CAs  that  have  issued  cross-signing 
certificates for this root CA. 

Not Applicable

3. The  extent  and  nature  of  contractual  and  technical  controls 
exercised over subordinate CAs, including:

1. Whether or not subordinate CAs are constrained to issue 
certificates  only  within  certain  domains.  [We  need  a 
technical description of how this is typically controlled.]

The certificates are issued for any domain

2. Whether  or  not  subordinate  CAs  can  create  their  own 
subordinates. [We need a technical description of how this 
is typically controlled.] 
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Yes, We are updating the standard currently 

4. The extent and nature of audits performed against subordinate 
CAs, including: 

1. Whether or  not subordinate CAs are included within the 
scope of any audit(s) done against the root CA. 

No, because they are different institutions

2. Whether or not subordinate CAs are subject to third-party 
audits independent of any audit(s) done against the root 
CA. 

Yes, there is an annual audit by third party

3. The frequency at which any audit(s) for subordinate CAs 
are done. 

One a year

10.Whether  certificates  are  issued  for  any  of  the  following  purposes 
within the hierarchy rooted at this root CA certificate: 

1. Certificates usable for enabling web or other servers to support 
SSL/TLS connections.  [We need a description  of  the technical 
characteristics of such certificates.] root y los proveedores 

Norma 032, INFRAESTRUCTURA NACIONAL DE CERTIFICACIÓN 
ELECTRÓNICA:  ESTRUCTURA,  CERTIFICADOS  Y  LISTAS  DE 
CERTIFICADOS REVOCADOS 
Document 032,  NATIONAL INFRASTRUCTURE OF ELECTRONIC 
CERTIFICATE:  STRUCTURE,  CERTIFICATE  AND  CERTIFICATE 
REVOCATION LIST
http://www.suscerte.gob.ve/images/Norma-032.pdf (Only in 
spanish version)

2. Certificates usable for signing and encrypting email  messages 
(e.g.,  using S/MIME).  [We need a  description  of  the technical  
characteristics of such certificates.] 
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The certificate for Persona Natural (Natural Person) we only 
use signing certificate but, may optionally provide other uses, 
described in the following document:
http://www.suscerte.gob.ve/images/Norma-032.pdf (Only 
in spanish version)

3. Certificates usable for digitally signing executable code objects. 
[We need a description of the technical characteristics of such 
certificates.] 

In few time will be approval of this policies certificate

11.If SSL certificates are issued within the hierarchy rooted at this root 
CA certificate: 

1. Whether or not the domain name referenced in the certificate is 
verified to be owned/controlled by the certificate subscriber. 

Certification Electronic Services Superintendence (SUSCERTE) 
verifies the  domain name referenced in the certificate and 
this is regulated in the Document 032.

Each  Provider Certificated (Public and Private CA) through the 
registration  authority,  validates  this  information  before 
issuing the certificate

2. Whether or not the value of the Organization attribute is verified 
to be that associated with the certificate subscriber.

SUSCERTE  in  the  Document  032  define   the  value  of  the 
Organization attribute for any type of certificate. This should 
include:
O=Sistema Nacional de Certificacion Electronica

Is  mandatory  that  each   Provider  Certificated,  through  the 
registration  authority,  validates  this  information  before 
issuing the certificate
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3. Whether verification of the certificate subscriber conforms to the 
Extended  Validation  Certificate  Guidelines  issued  by  the  CAB 
Forum.

Not Applicable

12.If email certificates are issued within the hierarchy rooted at this root 
CA certificate: 

1. Whether  or  not  the  email  account  associated  with  the  email 
address in the certificate is verified to be owned/controlled by 
the certificate subscriber.

Is  mandatory  that  each   Provider  Certificated,  through  the 
registration  authority,  validates  this  information  before 
issuing the certificate

2. Whether  or  not  the  identity  information  in  the  certificate  is 
verified to be that of the certificate subscriber. 

Is  mandatory  that  each   Provider  Certificated,  through  the 
registration  authority,  validates  this  information  before 
issuing the certificate

13.If code signing certificates are issued within the hierarchy rooted at 
this root CA certificate, whether or not the identity information in the 
certificate is verified to be that of the certificate subscriber. 

In few time will be approval of this policies certificate

14.If EV certificates are issued within the hierarchy rooted at this root, 
the EV policy OID(s) associated with those EV certificates. 

Not Applicable

15.Example certificate(s) issued within the hierarchy rooted at this root, 
including the full certificate chain(s) where applicable.
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In  this  public  site  https://acraiz.suscerte.gob.ve/certificados/ you 
can download the certificates chains:
CERTIFICADO-RAIZ-SHA1 (ROOT CA Certificate)
PROVEEDOR-FII-SHA1-11-07-2008 (FII CA)

An example of certificates usable for signing and encrypting email 
messages you can donwload in this site http://ar.fii.gob.ve, In the 
left bar menu you select “Gestión de Certificados-->Búsqueda de 
Certificados”  after  you  write  the  following  email 
(cmarino@suscerte.gob.ve or lblanco@suscerte.gob.ve) in the box 
"Correo Electrónico", press the button “Continuar”. In this moment 
you can download the certificate.

Web servers that using the certificates:
https://ar.fii.gob.ve
https://www.vencert.gob.ve

16.Whether or not the validity of end entity and CA certificates issued 
within  the  hierarchy  rooted  at  this  root  may  be  verified  using 
Certificate Revocation Lists (CRLs) and, if so, the URL(s) at which the 
CRL(s) may be obtained. 

Yes, you can donwload Certificate Revocation Lists of ROOT CA in 
the formats (Base64, TXT, PEM and DER)
http://www.suscerte.gob.ve/lcr  /  

17.Whether or not the validity of end entity and CA certificates issued 
within  the  hierarchy  rooted  at  this  root  may  be verified  using  the 
Online Certificate Status Protocol (OCSP) and, if so, the URL(s) for the 
associated OCSP responder(s). 

Yes, you can verify in this URL:  http://ocsp.suscerte.gob.ve

18.The maximum time elapsing from the revocation of an end entity or 
CA  certificate  until  CRLs  and/or  OCSP  responders  are  updated  to 
reflect that revocation.

Maximum 48 hours 
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19.The  published  document(s)  describing  how  certificates  are  issued 
within  the hierarchy rooted at  this  root,  as  well  as  other  practices 
associated with the root CA and other CAs in the hierarchy, including 
in particular the Certification Practice Statement(s) (CPS) and related 
documents. 

Norma  022,  MODELO  PARA  LA  DECLARACIÓN  DE  PRÁCTICAS  DE 
CERTIFICACIÓN Y POLÍTICAS DE CERTIFICADO DE LOS PROVEEDORES 
DE SERVICIOS DE CERTIFICACIÓN (PSC).

Document  022,  MODEL  OF  CERTIFICATION  PRACTICE  STATEMENT 
AND CERTIFICATE POLICIES  FOR CERTIFICATION SERVICE PROVIDER 
(PSC).

http://www.suscerte.gob.ve/images/norma-22-2008.pdf (Only in 
spanish version)

Norma  027,  GUIA  PARA  LA  ACREDITACION  DE  PROVEEDORES  DE 
SERVICIOS DE CERTIFICACIÓN.

Document  027,  GUIDE  FOR  ACCREDITATION  OF  CERTIFICATION 
SERVICE PROVIDER (PSC).

http://www.suscerte.gob.ve/images/norma-027.pdf (Only in spanish 
version)

Norma 040, GUIA DE ESTANDARES TECNOLóGICOS Y LINEAMIENTOS 
DE  SEGURIDAD  PARA  LA  ACREDITACION  COMO  PROVEEDOR  DE 
SERVICIOS CERTIFICACIÓN.

Document 040, GUIDE TECHNOLOGY STANDARDS AND GUIDELINES 
FOR ACCREDITATION OF CERTIFICATION SERVICE PROVIDER. 

http://www.suscerte.gob.ve/images/SUSCERTENorma040_E21.pdf 
(Only in spanish version)

Norma  032,  INFRAESTRUCTURA  NACIONAL  DE  CERTIFICACIÓN 
ELECTRÓNICA:  ESTRUCTURA,  CERTIFICADOS  Y  LISTAS  DE 
CERTIFICADOS REVOCADOS .
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Document  032,  NATIONAL  INFRASTRUCTURE  OF  ELECTRONIC 
CERTIFICATE:  STRUCTURE,  CERTIFICATE  AND  CERTIFICATE 
REVOCATION LIST.

http://www.suscerte.gob.ve/images/norma-032.pdf (Only in spanish 
version)

Norma  054,  DECLARACIÓN  DE  PRACTICAS  DE  CERTIFICACIÓN  Y 
POLITICAS DE CERTIFICADO DE LA AUTORIDAD DE CERTIFICACIÓN 
RAIZ DE VENEZUELA.

http://acraiz.suscerte.gob.ve/dpc/DPC_AC_RAIZ_V1.0.pdf (Spanish 
version)

Document  054,   CERTIFICATION  PRACTICE  STATEMENT  AND 
CERTIFICATE POLICIES  OF ROOT CA OF VENEZUELA.
http://acraiz.suscerte.gob.ve/dpc/DPC_AC_RAIZ_V1.0_en.pdf (English 
version)

20.The published document(s)  relating  to independent  audit(s)  of  the 
root CA and any CAs within the hierarchy rooted at the root.

In  the  following  URL  is  found  a  list  with  the  information  of  the 
accredited  auditors: http://www.suscerte.gob.ve/index.php?
option=com_content&view=article&id=132&Itemid=49

The  last  audit  was  made  for  Mariclen  Villegas  (email: 
mariclen_villegas@cantv.net).

The audit report is send you when will request by Mozilla.
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