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1 Introduction

1.1 Overview

This Statement is the Certification Practice Statement of the NetLock Informatics and Network Privacy Services Ltd. (hereinafter: NetLock) for its Timestamping and non-qualified Certification Services and for signing certificates usable in transactions with the public administration (hereinafter: Practice Statement).

NetLock performs the issuance of digital certificates assuring the authenticity and confidentiality of digital communication as well as maintenance and operation of the related public data bases and infrastructure. Besides the certification services, and the timestamping services, PKI counseling and integration play also an important role including planning and implementation of digital authentication systems on enterprise and national level as well as installation and continuous support of tools indispensable for authentic and secure communication and hardware devices providing secure generation, storage of digital keys (smart cards and USB compatible units).

As a certification service provider, NetLock offers different certificate types in Classes A (Notary contributioned), B (Business), C (Express), and QA (Qualified). The certificate types differ from each other mainly in the number and character of the entities in the certificates, while the certificate classes differ from each other mainly in the methods of verifying the data of the entities and other data. Act XXXV of 2001 on Digital Signatures (hereinafter: Act [1]) attaches the legal effect of written documents to the signatures authenticated by private key paired to the public key included in the certificates of Class A, B, and C (as digital documents signed by advanced certificates) while that of private documents representing conclusive evidence to the signatures authenticated by private key paired to the public key included in the certificates issued in Class QA (as digital documents signed by qualified certificates).

This Statement contains exclusively the general regulations for the general, and public administration specific non-qualified certificates (henceforward: signing certificates) issued in Class Class A, B, C and for the non-qualified timestamping service
In March 2003, NetLock became the first certification service provider offering certificate issuance and time stamping services for both private and organizational applicants in the market. The activity of NetLock meets the international requirements for certification service providers. This is proved by the final document of the international audit WEB TRUST issued by Ernst & Young Ltd. In the interest of the continuous high-level service, NetLock operates a quality assurance system corresponding to the standard ISO 9001:2000 checked by external and internal independent experts several times a year. In order to guarantee the confidentiality, integrity, and availability of its information and services, NetLock operates also an information security management system corresponding to the standard ISO/IEC 27001:2006 (formerly BS 7799-2:2002) the compliance of which is checked by external and internal independent experts and auditors every year.
NetLock is indicated in the certificate service providers list of every Microsoft product, the newest Mozilla products, and a range of other software products (KDE, Konqueror, Kmail, Safari, PGP, etc.) all over the world. A Hungarian insurance company with counter-insurance takes the responsibility for the services of NetLock.

1.1.1 Practice Statement

This Practice Statement contains the detailed procedural and other operational rules related to the non-qualified certification (general and public administration specific) and time stamping service activity of NetLock.
The Practice Statement summarizes all the rules and information that are in connection with certificate issuance of non-qualified certificates of NetLock and worth understanding for those in any relationship with NetLock (mainly End Users and Relying Parties). As such, it guarantees the transparency of the operation of NetLock and makes possible for the users to determine how the practices as well as given certificate types of NetLock meet their expectations. By means of the Practice Statement, Relying Parties who accept certificates shall be clearly aware of the way of certificate management, the degree of guaranteed safety and the relevant technical, business, and financial assurances, legal responsibilities.
The content and composition of this Practice Statement are based on document RFC 3647 [12] The Practice Statement follows their structure.

1.1.2 Effect of the Practice Statement

1.1.2.1 Subject

As to subject, the effect of the Practice Statement covers the provision and acceptance of the services listed in Section 1.1.4.

1.1.2.2 Time

As to time, the Practice Statement becomes effective on the day of putting into force this version and ceases to have effect if the service activity is terminated or a new version comes into operation.
1.1.2.3 Entities

As to entities, the Practice Statement has effect on the Users and the Service Provider
1.1.3 NetLock

The full name of the entity called NetLock in this Practice Statement is NetLock Informatics and Network Privacy Services Ltd. Its register number is 01-09-563961.

The National Communications Authority of Hungary (NCA) registered NetLock Ltd. as a non qualified Certification Authority on October 27, 2001. NCA registration number: FA 6133-5/2001.

The National Communications Authority of Hungary (NCA) registered NetLock Ltd. as a qualified Certification Authority on March 19, 2003. NCA registration number: MH-1372-12/2003.

Voluntary accreditations, other assessments:

· Ernst and Young AICPA/CICA WebTrust for Certification Authorities audit (2000);

· ISO 9001:2000 (2001);

· BS 7799-2:2002 (2005).
· ISO/IEC 27001:2006 (2007)
1.1.4 Range of Services

The scope of activity of NetLock covers authority service, key generation on hardware unit service and time stamping service. Besides, it provides development, system integration, and PKI counseling activities related to these services as well as carries out commercial and personalization tasks in connection with the Secure Signing Device. Certification authority services of NetLock include, among others:

1.1.5 Standards and Specifications

1.1.5.1 Practice Statement

The Practice Statement was compiled on the basis of the standard of RFC 3647 [8] according to the recommendations of the Ministry of Informatics and Communication on Public Administration Policies [14]. As to its content, the Practice Statement meets the specifications and recommendations of Act [1], , and Decree 3/2005. (III. 18.) of the Ministry of Informatics and Communication on the detailed requirements for the services related to qualified digital signatures and the service providers [2] (hereinafter: Decree [3]) and utilizes the recommendations of standards ETSI 102 042 [15], as well as X.509 [9].

1.1.5.2 Hash Algorithm Identifiers

· SHA-1

OID ::= { iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26 }

· RIPE-MD160
OID ::= { iso(1) identified-organization(3) TeleTrusT(36) algorithm(3) hashAlgorithm(2) 1 }

· SHA-224
OID ::= { joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) nistAlgorithm(4) hashAlgs(2) 4 }

· SHA-256
OID ::= { joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101) csor(3) nistAlgorithm(4) hashAlgs(2) 1 }

· Whirlpool
OID ::= { iso(1) standard(0) hash-functions(10118) part3(3) algorithm(0) 55 }

1.1.5.3 Cryptographic Algorithm Identifiers

· RSA
OID ::= { iso(1) member-body (2) USA (840) RSADSI (113549) PKCS (1) 1 }

· DSA
OID ::= { iso(1) member-body(2) us(840) x9-57 (10040) x9cm(4) 1 } 

· Ecdsa
OID ::= { iso(1) member-body(2) us(840) ansi-x962(10045) signatures(4) ecdsa-with-SHA1(1) }

1.1.5.4 Certificate Extension Identifiers

· KeyUsage

OID ::= { Joint ISO/ITU-T assignment(2) X.500 Directory Services(5) certificateExtension (29) 15 }

· EnhancedKeyUsage
OID ::= { Joint ISO/ITU-T assignment(2) X.500 Directory Services(5) certificateExtension (29) 37 }

· BasicConstraints
OID ::= { Joint ISO/ITU-T assignment(2) X.500 Directory Services(5) certificateExtension (29) 19 }

· CertificatePolicies
OID ::= { Joint ISO/ITU-T assignment(2) X.500 Directory Services(5) certificateExtension (29) 32 }

· Netscape Certificate Type
OID ::= { Joint ISO/ITU-T assignment(2) Joint assignments by country(16) USA(840) US company arc(1) Netscape Communications Corp.(113730) Netscape certificate extension(1) 1 }

· Netscape Comment
OID ::= { Joint ISO/ITU-T assignment(2) Joint assignments by country(16) USA(840) US company arc(1) Netscape Communications Corp.(113730) Netscape certificate extension(1) 13 }
1.1.5.5 Applied Formats

	Item
	Applied/Accepted Format, Standard

	Signature Creating Data
	PKCS12 PEM, PKCS12 DER

	Request
	PKCS10 PEM, X509 selfsigned PEM, SPKAC

	Certificate
	X509 PEM, X509 DER, X509 PKCS7, WAP WTLS

	CRL
	X509 PEM, X509 DER, X509 PKCS7

	OCSP
	RFC 2560 Online Certificate Status Protocol (OCSP)

	Time stamp
	RFC 3161 Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)

	Converserly verification
	As forced by legislation of in their published specification: Technical specification recommendations of the conversely verification for CAs, issuing certificates used for communications with the public administration published by the Ministry of Informatics and Communication [22]


1.1.6 Certification Services and Certificate Types

After identification, NetLock issues non-qualified signer certificate for the Applicant (later: Signer) 
A certificate is an electronic document issued by the certification authority service provider that connects the public key to a certain subject or organization and proves the identity of this subject or the existence of other facts including the authority (official) character.

The table below summarizes the end user certificate types controlled by this Practice Statement issued by NetLock. The description of the profiles of the certificate types can be found in Section 8.
	Type
	Subject
	Permitted Applications
	Prohibited Applications
	Insurance Money
	Legal Effect

	Individual Signing Certificate
	Natural person
	Creating digital signature
	Infringement of any limitations (as to geographic range, applicability, value, etc.)
	The value indicated in the certificate but not more than HUF 5 million
	Private document 

	Employee Signing Certificate 
	Natural person as employee of an organization or authority
	Creating digital signature
	Infringement of any limitations (as to geographic range, applicability, value, etc.)
	The value indicated in the certificate but not more than HUF 5 million
	Private document 

	Organizational Signing Certificate
	Automatic function connected with the website of the organization or authoity
	Creating digital signature
	Infringement of any limitations (as to geographic range, applicability, value, etc.)
	The value indicated in the certificate but not more than HUF 5 million
	Private document


It is the Applicant’s own consideration and responsibility to decide on the basis of the specifications of NetLock what kind of certificate he/she uses for a given purpose. On the other hand, it is the Relying Party’s own consideration and responsibility to decide on the basis of the specifications of NetLock what kind of certificate he/she accepts for a given purpose.
1.1.7 Time Stamping Services

NetLock, following this Practice Statement, provides non-qualified time stamping services, as well. 

Time stamp is a certificate attached definitely to the digital document or connected logically to it that contains the time of stamping, and this service can be requested by a natural person or an organization. It is connected technically to the content of the document in a way that reveals every modification after the issuance of the certificate. The existence of a digital document in a given moment (time of time stamping) can be authentically established exclusively if the document is time stamped.

In case of time stamping, the regulations for certificates as well as time stamps shall be applied properly. In the frame of its time stamping services, NetLock guarantees that the time stamp response contains the same data as the request – with the exception of the added records in connection with time stamping. Due to the character of the technology, NetLock does not get acquainted with the content of the time stamped document only the hash generated from it in course of time stamping.

During time stamping, NetLock guarantees that it modifies the content of the given digital document or hash only in a degree necessary for placing the time stamp. NetLock generates the time stamp in a way that connects the actual time (time data), the unique serial number, and the digital document to be time stamped or its hash.
1.1.8 Signing Device Services

In the frame of this service, NetLock places Signature Creating Data on Signature Creating Device.

Furthermore, it generates key pair for the Subject on the given Signature Creating Device taking into account the provisions of the prevailing laws and this Practice Statement.

If the EHR+ Ü or EHR+ K in effect and the use of signature device prescribed, the Signature Creating Device shall be included in the registry of the NCA
In the course of its signing device services, NetLock:

· generates the signing keys by means of the algorithm suitable for non-qualified digital signatures [23] and personalizes the device;

· makes sure that the length of the key and the applied public key algorithm are suitable for non-qualified digital signatures [23];

· carries out key generation and storage before delivering the keys to the Signer in a secure way;

· if key pair generation takes place off-board, transmits the key pair to the Signature Creating Device in a secure way and destroys all the off-board copies of the private key after exporting it to the Signature Creating Device;

· guarantees the privacy of the signing keys as well as the integrity of the Signature Checking Data;

· makes sure that the Signature Creating Data of the Signer – before giving it to the Applicant - is not recoverable while stored in NetLock;

· makes sure that no copies of the Signature Creating Data are stored after giving it to the Applicant, 

· if the Signature Creating Device is provided by a third party, verifies that it is a Secure Signature Creating Device published in the register of the NCA before using the device ( If the EHR+ Ü or EHR+ K in effect, and SSCD was prescribed);

· assures the security of the procedures when issuing a Signature Creating Device provided by NetLock;

· guarantees that the Signature Creating Device is delivered to the identified target Signer;

· when providing a signing device, transmits the activation data to the Signer separately from the Signature Creating Device;

· assures that its employees do not misuse the Signature Creating Device by getting acquainted with the PIN code or using the private keys, certificates;

· applies security procedures while preparing and transmitting the Signature Creating Device;
· assures that the Signature Creating Data is valid only after delivery.

1.1.8.1 EHR+ Ü, EHR+ K 
If these in effect, generation of keys, and issuing the corresponding ceritificate on a Signature Device is mandatory. To use SSCD for this generation isn’t prescribed. 
1.1.8.2 EHR Ü, EHR K, EHR ÜA, EHR KA

If these in effect, generation of keys, and issuing the corresponding ceritificate on a Signature Device is optional. (It is not prescribed to use Signature Device.)
1.2 Name and Identification of the Document

This document’s

· full name:
Certification Practice Statement for non-qualified Services of NetLock (certificates with signature purpose and time stamping); 
· short name:
non-qualified Practice Statement;
· version no.:
for the version number see the cover page.

The official and actual version of the Practice Statement can be found at and downloaded from:

· the web site of NetLock: www.netlock.hu (see also Section 2.1.2).

On the basis of the Practice Statement, NetLock assumes signing purpose and timestamping compliance with the  following Certification Policies:

· [14] Certification Policies recommendations for certificates used in communication with public administration published by the Ministry of Informatics and Communication
· Unified certification policies requiring the use Signature Creating Device

Certification Policy referring to customers: 0.2.216.1.100.42.101.3.2.1 (designation of the regulations corresponding to this Certification Policy: EHR+_Ü)

Certification Policy referring to public administration officers: 0.2.216.1.100.42.101.4.2.1 (designation of the regulations corresponding to this Certification Policy: EHR+_K)
· Unified certification policies not requiring the use Signature Creating Device

Certification Policy referring to customers: 0.2.216.1.100.42.101.5.2.1 
(designation of the regulations corresponding to this Certification Policy: EHR_Ü)
Certification Policy referring to public administration officers: 0.2.216.1.100.42.101.6.2.1 (designation of the regulations corresponding to this Certification Policy: EHR_K)
Certification Policy referring to automated systems on customer side: 0.2.216.1.100.42.101.7.2.1 
(designation of the regulations corresponding to this Certification Policy: EHR_ÜA)
Certification Policy referring to automated systems on public administration side: 0.2.216.1.100.42.101.8.2.1 (designation of the regulations corresponding to this Certification Policy: EHR_KA)
· NetLock General Time Stamping Policies [24]
· NetLock Certification Policies for Certificates with Signature Purpose 
1.3 PKI Community

Usage community of the issued certificates, time stamps, Signature Creating Devices includes NetLock, its contractual Registration and other participant Authorities, the End Users of the certificates, and Relying Parties.
1.3.1 Certification Authorities

NetLock operates Certification Authorities within its organization. Their tasks cover central creation and management of certificates according to the applications from the Registration Authorities.
1.3.1.1 Non-qualified Certification Authority

This is the Certification Authority of NetLock carrying out non-qualified services. Certification Authority is an automated unit of NetLock that performs non-qualified signing purpose certificate issuance, publication, revocation, suspension, as well as publication of the non-qualified Certificate Revocation List (hereinafter: CRL) on the basis of the requests from the Affiliated Registration Authorities in accordance with the prescribed procedures.
	Name:
	Non-qualified Certification Authority

	Unit:
	NetLock Ltd. 

	Address:
	H-1023 Budapest, Zsigmond tér 10.

	Phone:
	(+36 40) 22 55 22

	Internet:
	www.netlock.hu

	E-mail:
	info@netlock.hu


1.3.2 Registration Authorities

NetLock operates Central Registration Authorities and has mobile registration colleagues, and uses registration and delivery delegates.. Their tasks cover initial registration and taking part in other activities related to certificate issuance. 
In course of qualified certificate issuance the registration colleagues and the registration and delivery delegates  carry out user identification in case of personal appearance in accordance with the prevailing legal requirements − with special regard to Act LXIII of 1992 on Protection of Personal Data and the Publicity of Data of Public Interest.

In the future, NetLock can make agreements also with other organizations for carrying out registration services or provisions of laws can designate other organizations acting as registration units. NetLock publishes the list of these registration points and participating partners on its web site.

	Name:
	Central Registration Authority

	Unit:
	NetLock Ltd. 

	Address:
	H-1023 Budapest, Zsigmond tér 10.

	Phone:
	(+36 40) 22 55 22

	Internet:
	www.netlock.hu

	E-mail:
	info@netlock.hu


1.3.3 End Users

The Subject – and in case of an Employee Certificate also the Affiliated Subject, if the user is public administration officer, then the Authority as Affiliated Subject  – are named in the certificate.

NetLock – following this CPS - issues non-qualified signature purpose certificates for the following entities:

· natural persons – Individual Certificates;

· natural persons as members of a given organization – Employee Certificates.
· natural persons as officer of given public administration organization/authority – Public Administration Employee Certificates.
· Automated systems as Subject, Affiliated Subject – which automated system is on the client side (customer) and used in the communication with a public administration organization/ authority

· Automated systems as Subject, Affiliated Subject – which automated system is on the authority side (public administration authority/organization) and used in the communication with a public administration organization/ authority 

Subject and Affiliated Subject are in contractual relationship with NetLock according to the General Terms of Agreement. NetLock maintains relation with the Subjects mainly through the Registration Authorities.

The regulations of NetLock limit the circle of Subjects only by defining certain certificate types. Fulfilling the contractual conditions of NetLock and meeting the specifications of the regulations, any person or organization may be a Subject or Affiliated Subject, respectively.

1.3.4 Relying Parties

Relying Party is a member of the Community that uses the certificates as well as time stamps issued by NetLock for verifying a digital signature and point of time or reviews the records and regulations maintained by NetLock for checking the validity of these certificates and time stamps.
As to the use in public administration, every user within and beyond the public administration range of confidence who checks and uses certificates issued in the Hungarian public administration Public Key Infrastructure.

NetLock maintains relation with the Relying Parties mainly through the Repository.
1.3.5 Other Participants

The Public Administration Root Certification Authority (PARCA) is an organization re-authenticating the Certification Service Providers, issuing certificates that can be used in the Hungarian public administration.

By the re-authentication, the PARCA certifies that it has checked the data of the certification service provider as well as its compliance with the provisions of the relevant Certification Policy and Certification Practice Statement and the re-authenticated service provider accepts the regulations issued by PARCA as well as the authority for supervising and controlling of PARCA as obligatory for itself.

1.4 Certificate Usage

1.4.1 Appropriate Certificate Usages

The private keys paired to the public keys included in the issued end user certificates can exclusively be used for signing digitally digital documents (not including other public keys), while their public pairs can be used for verifying these signatures in accordance with the contents of the certificates (see also Section1.1.6).

The private keys paired to the public keys included in certificates of NetLock can be used for certificate authentication as well as CRL authentication; the private key paired to the public key included in NetLock time stamp certificates can be used for issuing time stamps, while The private key paired to the public key included in NetLock OCSP certificates can be used for OCSP services authentication.The private key paired to the public key in the Netlocks conversely-identification certificate can be used to sign the answer that was sended to the requestor Authority. (See Section 3.2.3.1)
At the same time, this Statement is in harmony with the requirements regarding the use in public administration ([3],[4],  [14]) included in the official records of NCA, in the Certification Policies referring to customers, public administration officers and Affiliated Subjects for issuing signing certificates. This applies to issuing singer certificate for the automated systems on client or public administration side..

1.4.2 Limited Certificate Usages

NetLock limits applicability of the issued certificates by the conditions of usage described in this Practice Statement (see Section 7.1.7). The provisions of the prevailing laws limit also applicability of the issued certificates.

For the actual limitations for certain certificate types see also certificate types (Section 1.1.6) as well as profiles of certain certificate types (Section 8).
1.4.3 Prohibited Certificate Usages

Applications violating any limitation on certificate usage (see previous Section) are prohibited.

Using the private key paired to the public key included in an end user certificate for signing certificates with different public keys or providing any certification services is prohibited.

The private keys paired to the public keys included in signing certificates of NetLock can only be used for certificate authentication and CRL authentication. Their use for other services is prohibited. The private keys paired to the public keys included in NetLock time stamp certificates can only be used for issuing time stamps, while the private keys paired to the public keys included in NetLock OCSP certificates can only be used for OCSP services. Their use for other services is prohibited. The private key paired to the public key in the Netlocks conversely-identification certificate can be used to sign the answer that was sended to the requestor Authority. (See Section 3.2.3.1)
1.5 Contact Data

1.5.1 Contact Data of NetLock

	Name:
	NetLock Informatics and Network Privacy Services Ltd.

	Unit:
	NetLock Ltd. 

	Address:
	H-1023 Budapest, Zsigmond tér 10.

	Phone:
	(+36 40) 22 55 22

	Internet:
	www.netlock.hu

	E-mail:
	info@netlock.hu

	Office hours:
	weekdays 9 a.m. to 5 p.m.


1.5.2 Customer Service

End Users shall contact with questions, problems related to services the Registration Authorities in word or writing. NetLock operates information services on its web site.

Internet-based information system and e-mail boxes of NetLock receive notifications every day 0–24 hours. NetLock answers these notifications not later than within the next 3 working days (having an e-mail address or phone number) and indicates the probable date of the response on the merits.
1.5.3 Questions Related to the Statement

Maintenance of the statements and regulations of NetLock is carried out by the Policy Management Authority. Questions and remarks on regulations and contracts can be addressed to the Registration Authorities or directly the Policy Management Authority trough the Customer Service of NetLock, via info@netlock.hu e-mail address (see also Section 1.3.1).

1.5.4 Procedure for Approving the Statement

See Section 10.7.

1.6 Definitions and Abbreviations
1.6.1 Definitions

· Access: The collectivity of the rules for the availability of a given computer network or its certain elements.
· Action without Delay: The fastest possible action allowed by the prevailing technical conditions.

· Advanced Digital Signature: A digital signature that meets the following requirements:

· able to identify the Signer and can be uniquely connected to him/her;

· created by devices that are under the influence exclusively of the Signer;
· connected to the content of the document in a way that every modification in the document − after signing it − can be detected.

· Affiliated Subject: A legal entity or an organization without legal personality that is indicated in the Employee Certificate together with the Subject and recognizes the Subject as a person belonging to it.

· Authority: The National Communications Authority of Hungary (NCA), a supervisory authority of Certification Service Providers.

· Certificate: A digital document issued by NetLock that connects the Signature Checking Data with the Subject of the certificate.

· Certificate Revocation List (CRL): An electronic list containing the identifiers of the revoked (that is invalid) and suspended (that is temporarily invalid) certificates issued by NetLock.

· Certificate Status Data Base: Information that can be queried online in connection with the content of the Certificate Revocation List to be issued next. This information has no legal effect.

· Certificate Type: This Practice Statement acknowledges two certificate types: Individual and Employee Certificates.

· Certification Authority: Unit of NetLock generating the end user certificates.

· Certification Policy: A collection of rules containing the conditions of use of certificates or other services in connection with digital signature stipulated by a service provider, user, or other person (organization) for a group of users with common security requirements or for certain applications.

· Certification Service Provider: The NetLock Ltd. that performs certification services, device services, and time stamping services.

· Certification Services: An activity performed by NetLock. Within the frame of certification services, NetLock issues new or renewed certificates for signing or other purposes for the users during a procedure defined in its Practice Statements. In connection with certification services, NetLock provides certificate status services, as well, during which it accepts certificate revocation and suspension requests and publishes Certificate Revocation List in intervals defined in its Practice Statements.

· Checking Steps: Steps included in this Practice Statement that are obligatory when checking the digital signature.

· Classes of Certificates: A distinction according to the reliability of the certificates. The mark of the security level of the checking steps prior to issuance (QA: qualified, A, B, C: non-qualified). This Practice Statement refers exclusively to the non-qualified certificates (Class A, B, C), however NetLock performs also qualified services that are covered by separate regulations.

· Common Name (CN): The designation of the Subject created from his/her full name in the certificate or the series of characters created from the pseudonym indicated by the Subject.

· Community: The collectivity of the entities using and operating the PKI system.

· Continuously Accessible Service: A service in 24 hours of the day, on 365 days of the year with availability stipulated in the regulations of NetLock.

· Customer Menu: A user profile generated during online registration on the web site of NetLock that contains the own applications, certificates, and other unique information of the given user.

· Device Services: An activity in course of which NetLock performs services of placing Signature Creating Data on a defined Signature Creating Device related to digital signature pursuant to Item c) of § 6 (1) of the Act [1].

· Digital Signature: Digital data connected logically to the digitally signed digital document or attached definitely to it with the aim of identification.
· Distinguished Name (DN): The unique designation of the Subject created from his/her full name in the certificate, name of the settlement, country according to the residence or seat, as well as e-mail address. The components of the distinguished name may be different as to Individual and Employee Certificates.

· Document Copy: A copy of the original document.

· Employee: The circle of natural persons who are recognized by a certain organization as persons belonging to it.

· Employee Certificate: An Individual Certificate issued for a natural person who is recognized by the Affiliated Subject as a person belonging to the given organization.

· End User: Contractual partner who owns an end user certificate issued by NetLock.

· End User Certificate: A certificate issued by NetLock and the private key pair of the public key included in the certificate can be used by the Subject exclusively for creating digital signature but not for authenticating other certificates.

· Exchange Identification: A procedure during which NetLock compares the natural identifiers of its customer − using digital signature − sent by the authority with the data in its records upon the request of the authority in charge and sends the results of data matching for the authority.

· General Terms of Agreement (GTA): A document describing the conditions for making use of the services, certificates of NetLock as well as other terms of agreement.

· Hash: A bit series of definite length attached to the digital document that is generated by a procedure meeting the following requirements at the moment of generation:
· the generated hash can be clearly derived from the given digital document;
· on the expectable security level, determination of and conclusions on the content of the digital document are not possible from the generated hash;

· on the expectable security level, no digital document can be subsequently created by the generated hash from which the given hash can be extracted as a result of the hash generating procedure.

· Individual Certificate: A certificate issued for a natural person exclusively for creating digital signatures.

· Information Security Management System: A management system for directing and regulating an organization in terms of preserving confidentiality, integrity, and availability of information.

· KET: Act CXL of 2004 on the General Rules of Administrative Official Procedures and Services and its enforcement decrees

· Key (cryptographic): A unique digital series of signs controlling the cryptographic transformation the knowledge of which is necessary for enciphering and decoding, creating digital signature specifically, as well as checking it.

· NetLock Qualified Certification Services: Issuance of Class QA (qualified) certificates.

· NetLock Qualified Time Stamping Services: Issuance of qualified time stamps for digital documents.
· Object Identifier (OID): A sequence of numbers defined on the basis of a hierarchized system and used for identifying objects.

· Original: Master copy or certified copy of the document identifying private person or legal entity with original signatures and stamps.

· Out of Band: A way of generating, transmitting digital information outside the regular environment of use.

· PEM Format Request: A certificate request in text format.

· Physically Secure Area: A site that protects the stored devices from damages through disaster and malicious unauthorized access within reasonable limits.

· Policy Management Authority: The unit of NetLock responsible for the compilation, acceptance, and administration of this Statement and other related regulations.

· Practice Statement: A publicly-accessible document containing the detailed procedural and other operational rules related to the certification activity of NetLock pursuant to § 2 (20) of the Act [1] (see Section 1.1.1).

· Pre-Certificate: A checked set of data that will result in a certificate after supplied with the digital signature of NetLock (an expression used by NetLock).

· Protection of Private Key: The collectivity of all the activities aimed at the appropriate protection of the private key during its whole life cycle from the generation to the destruction independently of the status of the related certificate.

· Public Key Infrastructure (PKI): The collectivity of technical devices, units taking part in issuing and managing certificates as well as time stamping, authorities supervising and determining officially these activities, cryptographic devices and activities applied by the users.

· Public Registers: Official registers, the validity of the content and data in which everyone is obliged to accept, failing proof to the contrary. Public registers are the company registers as well as the registers containing the personal and residence data of the citizens, for example.

· Qualified Digital Signature: An − advanced − digital signature created by the Signer using a Secure Signature Creating Device and authenticated by a qualified certificate.

· Registration Authority: The unit of NetLock that collects and verifies the data of customers, compiles the certificate issuance, suspension, and revocation requests and forwards them to the Certification Authority.

· Relying Party: A person who uses the certificates as well as time stamps issued by NetLock for verifying the validity and authenticity of a digital signature and point of time.

· Repository: A unit responsible for the publication and storage of end user and NetLock certificates, suspended and revoked certificates data, as well as regulations of NetLock.

· Secure Signature Creating Device (SSCD): A Signature Creating Device meeting the requirements stipulated in Appendix 1 to the Act.

· Service Agreement: A signed document proving first of all the acceptance of the GTA and Practice Statement.

· Signature Authentication (paper-based): A procedure in course of which the Subject initials the Service Agreement after his/her identity is checked at the Registration staff, delegate or participantt or accepts the signature on the documents as his own (hereinafter: signs the documents), while the Registration staff, delegate or participant acknowledges the fact of signing them in writing and indicates the personal identifying data of the signing person.

· Signature Checking Data: Unique data (typically a cryptographic public key) used by the person receiving the digitally signed digital document to check the digital signature.
· Signature Creating Data: Unique data (typically a cryptographic private key) used by the Signer to create a digital signature.

· Signature Creating Device: Software or hardware by means of which the Signer creates the digital signature using the Signature Creating Data.

· Signer: see Subject.

· Subject: A natural person identified by the data in the Subject field of the certificate who owns the private key, the counterpart of the public key in the certificate.
· Subject Name (SN): The name, distinguished name (DN) of the Subject.
· Timestamping Service: need to be translated
· Time Stamp Certificate: need to be translated
· Time Stampin Practice Statement: need to be translated
· Total Responsibility: Responsibility according to a summary based on certificates and cases of insurance, independent of the number of transactions, digital signatures, and applications.
· User: Contractual partner, who is using the Netlock services, direct or indirect, trough a delegated third person.
2 Publication and Repository
2.1 Publication of NetLock Information

2.1.1 Publication of Terms and Conditions

2.1.1.1 Elements not Treated by the Statement

In its public regulations, NetLock makes only those procedures public knowledge of which does not risk the security of service. NetLock has several internal security and other regulations, operative instructions that are treated confidentially (this Practice Statement touches upon some of them).
2.1.1.2 Publication of the Practice Statement

NetLock sends the new versions of its regulations edited together with the amendments to the NCA before they take effect. Occasionally, NetLock shall also inform the Community on the planned modifications previously. The elements to be published in connection with this Statement are determined in Section .10.7.4
2.1.1.3 Remarks Management

NetLock accepts remarks related to the published regulations via info@netlock.hu e-mail address. The new version of the Practice Statement amended by the remarks shall be published again in accordance with the above Section.
2.1.2 Publication of Terms and Conditions

NetLock publishes its contractual conditions and regulations in an electronic form (in Microsoft Word and PDF formats) on its web site (see Section 1.5). Here, besides the prevailing versions of the documents, their previous versions can also be found.
2.1.3 Publication of Extraordinary Information

NetLock publishes an announcement on its web site on the following events:

· introduction of new services;
· planned termination or permanent (exceeding 7 days) suspension of services (pursuant to § 9 (8) of the Act [1] “Certification Service Provider may suspend only issuance of new certificates out of its activities”);
· termination of services (see in detail Section 6.8);

· extraordinary operational situation.
2.2 Information on Certificates

2.2.1 Publication of Certificates

NetLock publishes the certificates of its service units in the following way:
· its own Service Provider certificates in the Repository as well as in its Customer Service center (see Section 1.5.1);
· the certificates of every Certification Authority in the Repository as well as on its web site.
NetLock publishes the issued end user certificates in the public Repository only if Subject or Affiliated Subject agreed to do so during the registration process.

2.2.2 Publication of Certificate Revocation and Suspension

NetLock publishes status information on the certificates of its Certification Authorities in the following way:
· publishes announcement on the status change in its own main (root) Service Provider certificates in a daily paper distributed all over the country and indicates the change in the Repository;
· indicates status change in its other Service Provider certificates in its own Repository.
NetLock publishes status information on the end user certificates issued by its Certification Authorities in the following way:

· publishes the status change in the end user certificates in the Repository;
· publishes revocation and suspension of the end user certificates even if the Subject (Applicant) does not agree to disclose the certificate.
The Certification Authoritie of the Public Administration Root Certification Authority (PARCA) publishes the status of the certificates they issued follow their own CPS. This applies on the end user certificates issued by the re-authorized CAs too. The status is available following the legislation, and the access point of this status at the publish of this CPS is: http://www.kgyhsz.gov.hu
2.2.3 Setting Time Limits in Connection with Certificate Life-Cycle
For carrying out certain procedural steps (e.g. initiating certificate renewal, forwarding the signed Service Agreement to NetLock, etc.), NetLock may set time limits for the Subjects in information notes published on its web site (see Section 1.5) or in sent to the e-mail address of the Subject submitted during the registration process. If the Subject does not meet the time limits set by NetLock, he/she shall bear the consequences of failure to carry out the procedure of certificate issuance in time; furthermore NetLock preserves the right to charge special procedure fee for the delay in a degree published on its web site.

2.3 Frequency of Publication

2.3.1 Frequency of Publication of Terms and Conditions

New versions of this Practice Statement shall be published in accordance with the procedures set forth in Sections 2.1 and 10.7.

Other regulations and contractual conditions of NetLock as well as their new versions shall be published if necessary.
2.3.2 Frequency of Publication of Extraordinary Information

If necessary, NetLock publishes extraordinary information in compliance with the provisions of laws. In the lack of such provisions, NetLock publishes them without delay.

2.3.3 Frequency of Publication of Certificates

As to the publication of non-qualified signing certificates, NetLock follows the procedures below:

· publishes its own Service Provider certificates within ten (10) weekdays of the issuance;

· publishes the certificates of its service units in the Repository and on its web site (see Section 1.5.1) within ten (10) weekdays;

· publishes the end user certificates in the Repository within ten (10) weekdays of the issuance;

· in case of Chained Certification Services, the relevant Practice Directions may contain contrary conditions.

2.3.4 Frequency of Publication of Certificate Revocation and Suspension

NetLock publishes status information on the certificates of its Certification Authorities and End Users with the frequency discussed in Section 4.10.1.

2.4 Access Controls

Terms and conditions, extraordinary information, certificates, and status information published by NetLock are publicly-accessible. Read only access to such information is unrestricted, according to the peculiarities of the given media. As to the access to certificates and status information, this Statement contains recommendations for the Relying Parties for checking the certificates and time stamps issued by NetLock (see Section 10.5.4).

Information published by NetLock can be added, deleted, or modified only by NetLock. NetLock makes efforts to prevent unauthorized access to information by several security measures.
2.4.1 Repositories

NetLock supplies as soon as possible the available most precise data for the Relying Parties according to its commitments and for this purpose it operates a public Repository on its web site (see Section 1.5). The Repository contains certificates issued by NetLock, lists of revoked certificates, procedural rules, terms of agreement, and other documents.

The Repository of NetLock can be reached by standard HTTP, as well as HTTPS protocols on the web site of NetLock (see Section 1.5), by means of the installed query operations. Repository provides a multilevel search function for access to the stored data.

NetLock provides continuous access to the Repository (every day of the year 0–24 hours) excepting the maintenance periods. NetLock schedules planned maintenance for after work periods, if it is possible. 

NetLock assures that the records on issued certificates, the revocation lists, as well as the revocation status publication can be accessed with an availability of at least 99% and at the same time the single service breakdowns do not exceed a 24 hours interval.

3 Identification and Authentication

3.1 Naming

Rules of the registration of names concern every certificate type.
3.1.1 Type of Names
3.1.1.1 General rules

Identifying fields of the certificates (Subject and Issuer) are in compliance with the rules for the unique name format X.500. Other regulations on the Subject and Issuer fields are as follows:

· no special or control characters are used in the certificates;
· individual units of the names are separated by space;
· “Title” field can hold job title optionally,
· the CN (Common Name) field shall not be empty in the certificates;
· in employee certificates the Affiliated Subject is in the “Organization” field , and in the “organization-unit” field can be hold the Organization unit of the employee. The Orgazniation field is mandatory, the Organization-unit is optional.

· the Title field includes the title of the Subject, if the given certificate type allows it;
· In the Locality field the city of the locality of the subject is possible, if the owner of certificate is natural person, this is matched with the city of the place of residence, if this is an certificate, this should be the city of the site address of the organization;
· NetLock uses the two-character country code determined in standard ISO 3166 [5] for indicating the country of the residence or seat of the Subject of the certificate (If this is Hungary, then “HU”);
3.1.1.2 Special rules (EHR_Ü, EHR_Ü+, EHR_K, EHR_K+)
In the place of the general rules shall be applied with the following deviations and additions, if the certificate is personal or public administration officer (employee) and the certificate is usable in the communication with the public administration:

· In the certificate in the CN field shall contain names (CN= full name = last name + first name, SN= last name) letter by letter exactly as in the official identity documents (see Section 3.2.3) with the accented characters according to their original spelling using UTF-8 encoding.
· The “Serial Number” is used to differentiate between persons who have exactly the same “CN” field;

· in the Organization field, the Affiliated Subject (public administration authority) should be indicated,
· in the Organization unit field, the organization unit (division) of the Affiliated Subject may be indicated, this is included only when the certification was made following the EHR_K or EHR+_K Certificate Policy.

· the structure of the e-mail address in the SubjectAltname field corresponds to the standard of RFC 822.
3.1.1.3 Special rules (EHR_ÜA, EHR_KA)
· •
In the CN field shall contain DNS of the automated system or other authenticated name with UTF-8 encoding, and space as separator between name parts;
· •
in the Organization field, the Affiliated Subject (public administration authority) or its name should be indicated, in the Organization unit field, the organization unit (division) of the Affiliated Subject may be indicated, this last is included only when the certification was made following the EHR_KA Certificate Policy.
3.1.2 Use of Pseudonyms

3.1.2.1 General rules
On the basis of the law [1], it is possible the use of pseudonyms in the certificate, if the certificate isn’t usable in the communication with the public administration.
3.1.2.2 Special rules rules (EHR_Ü, EHR_Ü+, EHR_K, EHR_K+, EHR_ÜA, EHR_KA)
On the basis of the provisions of the relevant Certification Policies in public administration [14], the use of pseudonyms is not allowed in the certificate.

3.1.3 Rules for Interpreting Various Name Forms

It is not an aim of the certificates issued by NetLock to function as digital identity cards for natural persons designated as Subjects or serve as a tool for identifying the natural persons on the basis of the data of the certificates. The Employee Certificates are not proofs of authorization for organizational representation in themselves.
In order to interpret the identifiers, the Relying Parties shall act according to the provisions of this Practice Statement. If the Relying Parties need help in interpreting the identifiers or the data of the certificate, they can contact NetLock directly. In such cases, NetLock provides extra information – besides the information serving the interpretation of the data of the certificate – on other data of the Subject or Affiliated Subject only in possession of an authorization to do so (see Section 10.3.7).

3.1.3.1 Issuer Identifier

Identifier of the Issuer can be interpreted that the certificate was issued by the Certification Authority of NetLock Ltd. as certification service provider (for seat, contact see Section 1.5). The private key paried to the public key published in the certificate can be used to make non-qualified digital signatures. according to the provisions of laws.
The Issuer field contains the country code (Country) of the seat of the certificate issuer, the names of the organization (Organization) and organization unit (Organization Unit), and the name of the given Certification Authority (Common Name).

3.1.3.2 Subject Identifier
3.1.3.2.1 General rules

Identifier of the Subject can be interpreted that the Subject of the certificate is a natural person named Common Name and surnamed Surname – and the case of employee certificate belonging to the organization unit named Organization unit of the organization named Organization. Other fields can also be interpreted during identification. If the organization is an economic organization, it can be seen from the type of the unit.

The residence of the natural person as well as the seat or premises of the organization should be found in Country country,  Locality settlement.. If it is included in the certificate, the Title field includes the job title of the Subject.
The aim of the Subject Identifier field is to make the identification of the Subject of the certificate possible (within the affiliated organization). Common appearance of the Subject and the affiliated organization in the certificate means that the Applicant has agreed to the common display of the names of the Subject and the organization.
3.1.3.2.2 Special rules rules (EHR_Ü, EHR_Ü+, EHR_K, EHR_K+)

Names (first names, last name, etc.) of the natural person are indicated − with UTF-8 coding − in the Common Name field in the same order as in its identity documents. Part of the names separated with space.

The Subjects email address can be found in the SubjectAltName filed, as rfc822Name
3.1.3.2.3 Special rules rules (EHR_ÜA, EHR_KA)
3.1.3.2.4 Special rules rules (EHR_Ü, EHR_Ü+, EHR_K, EHR_K+)

The Subject means in this case, that the Subject is the automatism displayed in the Common Name field, which belongs to the organization displayed in the Organization field. Other fields can also be interpreted during identification. If the organization is an economic organization, it can be seen from the type of the unit.

3.1.4 Uniqueness of Names

NetLock distinguishes expressly the Subjects of all the issued certificates by means of their personal data (name, country and locality of residence, e-mail address, and the unique serial number generated by the CA) indicated in the certificate (unique name).

3.1.4.1 Procedures for Resolution of Disputes on Names

NetLock reserves all rights in connection with every decision on the name distribution. The Subject of the certificate shall prove its right to use a given name. The names are distributed in the order of applications, that is a subsequent Applicant shall not request the redistribution of a formerly distributed name even if the certificate containing the requested name has already expired.

3.1.5 Recognition, Authentication, and Role of Trademarks

NetLock does not guarantee the display of trademarks of the customers in their certificates. Registration of a trademark shall not be regarded as an event that results necessarily in the renewal of a certificate of the customer.
By applying for and accepting a certificate, the customer expresses that the involved names, trademarks, and other data do not violate the rights of a third party. NetLock is not obliged to verify the rightful use of trademarks.

3.2 Initial Identification

3.2.1 Method to Prove Possession of Private Key

In case of certification services, the Central Registration Authority generates the key pair for the Subject, thus NetLock needs no proof for the possession of the private counterpart of the public key to be authenticated.

If the customer generates the key pair, NetLock checks whether the Applicant actually possesses the private counterpart of the public key.

NetLock – independently of the fact that the key pair was generated by the CRA – checks whether the public key has not been distributed previously for another Subject.
3.2.2 Authentication of Organization Identity

In the Employee Certificate issued by NetLock the affiliated organization (Affiliated Subject) is indicated. Optionally, other data can be displayed, as well.
NetLock verifies the identity of organizations as described in the Table in Section 4.2.2.

3.2.2.1 General rules
If the customer’s expressed preference is to indicate in the certificate that he/she belongs to a given organization, he/she shall present during the identification process an authorization issued by the organization, signed by the person(s) entitled to represent the given organization, and containing the name of the given organization to use the certificate on behalf of the organization, the specimen signature(s) of the person(s) entitled to represent the organization, as well as the certification issued by the authority keeping the public registers and authenticating the organization.
Sample authorization necessary for the application can be downloaded from the web site of NetLock (see Section 1.5.1).

3.2.2.2 Special rules (EHR K, EHR+ K)

The natural person acting as an authorized representative of the public administration organ in course of the certificate application procedure shall present during the identification process an authorization issued by the given public administration organ, containing the name of the public administration organ, and put in notary document to act on behalf of the organ at NetLock. This authorization authenticates the organization, at the same time.
3.2.2.3 Special rules (EHR ÜA)
If the customer’s expressed preference is to indicate in the certificate connected with the automatism that this automatism belongs to a given organization, he/she shall present during the identification process an authorization issued by the organization, signed by the person(s) entitled to represent the given organization, and containing the name of the given organization to use the certificate on behalf of the organization, the specimen signature(s) of the person(s) entitled to represent the organization, as well as the certification issued by the authority keeping the public registers and authenticating the organization.
3.2.2.4 Special rules (EHR KA)

It is mandatory to publish the name of the organization in the certificate, if the automatism used by a public administration organ. The natural person acting as an authorized representative of the public administration organ in course of the certificate application procedure shall present during the identification process an authorization issued by the given public administration organ, containing the name of the public administration organ, and put in notary document to act on behalf of the organ at NetLock. This authorization authenticates the organization, at the same time.
3.2.3 Authentication of Individual Identity

NetLock verifies the identity of a natural person in case of certain certificate types as described in the Table in Section 4.2.2.
The official identity document should contain a photograph suitable for the unambiguous identification of the Subject and a signature corresponding to that on the Service Agreement. If there are doubts about the originality, authenticity, or validity of the photograph or signature, NetLock shall refuse the certificate application.
Moreover, NetLock establishes the authenticity of all the data indicated in the certificate.

To support registration, the identification documents may be photocopied with the consent of the Subject. The copies shall be archived. If the Subject does not agree to make photocopies, he/she may present personally his/her documents in front of a Registration Administrator at the NetLock Customer Service. If the Subject refuses to present his/her documents, then the possibilities connected with the  reverification (for example: renew of certificate) can’t be accessible for him/her.
During the identification process, Registration Administrators of NetLock shall check the data of the identifying data of the documents presented for proving the identity of the Applicant, validity of the documents, as well as the compliance of the data submitted by the Applicant with the records in public registers.
3.2.3.1  Exchange identification of natural persons (EHR_Ü, EHR+_Ü)
As to the certificates, NetLock carries out exchange identification upon the electronically submitted request of the authority in charge.[23] In this course, NetLock compares the submitted natural identifying data with the natural identifying data checked and managed by itself and sends a response for the authority whether the data submitted for exchange identification are identical with the identifying data managed by NetLock.

In case of an exchange identification request, NetLock checks the digital signature and timestamp of the authority’s request in charge and sends the response if the request is authentic.

3.3 Identification in Case of Certificate Re-Key

NetLock does not support re-keying of a certificate. If re-keying would be necessary, a new certificate application shall be submitted according to the rules of personal identification determined for the registration procedure (see Section 4.2.2).

3.4 Revocation Request
NetLock provides certificate revocation and suspension services, as well. Identification and authentication aspects of such requests are discussed in Section 4.9.4.

4 Operational Requirements - Certificates
4.1 Certificate Application

4.1.1 Conditions of Application

Certificates can be applied for by:

· a natural person, for himself/herself;

· a natural person, for himself/herself indicating in the certificate that he/she belongs to a given organization;

· a natural person, for automatism owned by himself/herself indicating in the certificate if he/she belongs to a given organization (EHR_ÜA);
· a natural person, for automatism owned by an organization indicating in the certificate if he/she belongs to a given organization (EHR_ÜA);

· a public administration officer for himself/herself indicating in the certificate that he/she acts on behalf of which public administration organization (EHR_K, EHR+_K);

· a public administration authority for its public administration officer indicating in the certificate that he/she acts on behalf of which public administration organization (EHR_K, EHR+_K);
· an authority for its automated system indicating in the certificate that he/she acts on behalf of which authority (EHR_KA).
Exclusively, certificates with types and profiles indicated or referenced in this Practice Statement can be applied for.
Data submitted during the registration are voluntary but the data collected regarding the issued certificates cannot be deleted from registration database beneath the obligatory storing time, following the paragraph 9 section (7) of the Act XXXV of 2001 on Digital Signatures. Same applies, when it was requested – with the simultaneous revocation of the certificate.
The Applicant is obliged to pay the fee of the certificate for one year in advance according to the actual tariff of NetLock before the certificate issuance by postal check or bank transfer for the bank account of NetLock. NetLock makes decision on certificate issuance prior to crediting its account with the fee within its own competence.
4.2 Certificate Application Processing

End user certificates shall be issued after concluding the certificate application procedure. The certificates shall be compiled on the basis of the data submitted in the request during the new certificate application confirmed in the Service Agreement, verified depending on the certificate type, as well as available for NetLock and recognized as valid during the application for certificate renewal (on the renewal application form).
In case of fulfillment of the conditions of certificate application, NetLock processes the certificate request according to the procedures presented below.
NetLock forwards instructions to the submitted e-mail address and waits for the confirmation of the certificate application from the same address too.
4.2.1 General Registration Provisions

The basic principles of the registration procedure are as follows:
· the procedure shall be performed by the registration and delivery delegates, the mobile registration colleagues and the staff of the Registration Authority of NetLock;
· the security of the registration is supported with the contribution of other parties (for example: notaries)
· the procedure shall be carried out in full for every certificate application;

· the procedure is a process partly automated through electronic systems, partly demanding human intervention.
· the Central Registration Autorithy does the verification of the personal and organizational data. The Registration Administrators are responsible to handle the certificate request, after the Subject was successful identified, following the regulations of the requested certificate profile.
4.2.1.1 General registration steps

· the Applicant registers himself/herself on the web site of NetLock or submits in another way a certificate application in course of which he/she accepts the General Terms of Agreement (see Section 1.5), for the preparation submits the copies of his/her identification documents to NetLock, or presents them personally in front of a Registration Administrator;
· In Class A and B (and in the PARCA classes) the registration needs original documents, and the identification of the requestor need personal contact,
· In Class C the registration needs only the copy of the original documents (fax, scanned documents trough email)
· NetLock receives the application and checks its compliance with the stipulations;
· NetLock verifies the natural person applying for the certificate and checks the personal and organizational data submitted by the Applicant in public electronic registers, if it possible;

· the Registration Authority compiles the Service Agreement and arranges the documents needed for further registration;
· NetLock – when the verification of person and organization was closed successful - receives the Service Agreement signed by the Subject (and the Affiliated Subject) and checks the data against the data collected trough the identification of the person and organization

· In the case Class A, B and C, the Netlock – if it is possible - checks the personal and organizational data trough electronic  registers; if the requested certificate is a PARCA certificate, the verification of collected data is realtime, and the data source is authentic governmental data

· NetLock compiles the certificate to be issued;
· NetLock issues the certificate if the results of all the checking procedure are favorable.
· NetLock documents the registration steps;
4.2.1.2 Special rules for PARCA certificates
· In Class A and B (and in the PARCA classes) the registration needs original documents, and the identification of the requestor needs personal contact with the Central Registration Authority or Registration Delegates.
4.2.1.3 Special rules applicable when keys on SCD pregenerated
· NetLock  generates a key pair for the Applicant in the frame of the service of placing the Signature Creating Data on Signature Creating Device;
· Netlock delivers the device that holds the keypair to the Subject
4.2.1.4 NetLock registers the following data:
· address and/or other contact data submitted by the customer;
· types of the documents submitted by the Applicant for supporting registration and the documents themselves;
· records of the unique identification data and numbers of the identifying documents;
· storage site of the application and the copies of the identifying documents – including the Service Agreement with the signing party;

· possible specific stipulations of the Agreement with the signing party;

· recognition of the customer of his/her obligations;

· identifier of the unit accepting the application;

· records of the electronic and normal correspondence, communication (e.g. phone calls) with the Applicant during the life cycle of the application;
· every information concerning certificate issuance.
NetLock preserves the records till the date communicated to the customer or up to the date the certificates may be necessary for legal proceedings as evidences in accordance with the provisions of laws (see also in Section 6.5).

4.2.2 Registration Procedure

In the contract with a customer, special conditions deviating from the process below may also be stipulated, however the deviation shall not affect the essential part of the procedure.

	Steps of the Procedure
	Certificate Type

	
	Individual
	Employee/Public Administration Officer/Organization

	1) Registration of Subject
	Electronic registration of the data (name, address, phone, fax, e-mail address) of the private person. Subject is obliged to submit the copies of the documents proving his/her submitted data for the support of the registration or present them at the NetLock Customer Service in front of a Registration Administrator

Entitled to perform: Central Registration Authority
	Electronic registration of the data (name, address, phone, fax, e-mail address) of the employee of the organization. Subject is obliged to submit the copies of the documents proving his/her submitted data for the support of the registration or present them at the NetLock Customer Service in front of a Registration Administrator

Entitled to perform: Central Registration Authority

	2) Registration of Affiliated Subject
	N. a.
	Electronic registration of the data (name, seat, phone, fax, e-mail address) of the organization. Signer is obliged to submit also the copies of the documents proving the submitted data of the given organization for the support of the registration or present them at the NetLock Customer Service in front of a Registration Administrator

Entitled to perform: applying employee and Central Registration Authority

	3) Automated confirmations, checking of the e-mail address (if the Subject has any).
	NetLock confirms the certificate application in an automated reply. The Applicant shall send a reply to the confirmation

Entitled to perform: natural person
	NetLock confirms the certificate application in an automated reply. The Applicant shall send a reply to the confirmation

Entitled to perform: applying employee

	4) Identification of a natural person, checking of his/her data in public registers
	Entitled to perform: Central Registration Unit

	5) Identification of an organization, checking of its data in public registers
	N. a.
	Entitled to perform: Central Registration Authority

	6) On-board key pair generation and application submission
(if this service of pregeneration was ordered)
	Entitled to perform: Natural person or Central Registration Authority
	Entitled to perform: applying employee Central Registration Authority

	7) Compilation of the customer set (PIN envelope, data sheet, invoice, information sheet, Declaration of Approval and Acceptance, Service Agreement) and its delivery to the Signer
	Entitled to perform: Central Registration Authority

	8) Signing the Service Agreement (depeding on the Class: personaly, before notary or sending a copy of it)
	Entitled to perform: natural person
	Entitled to perform: applying employee

	9) Checking of the received Service Agreement and the documents serving as a basis for compiling it
	Entitled to perform: Central Registration Authority

	10) Delivery of the storage device to the Signer (if this service of pregeneration was ordered)
	Entitled to perform by the decision of the end user: Central Registration Authority or Mobile Registration Unit or registration and delivery delegate

	11) Checking the identity, comparing the photo in the identity document to the Applicant (personal presence before Netlock) ; comparing the signature in the identity document with that on the Service Agreement, 
	Entitled to perform by the decision of the end user: Central Registration Authority or Mobile Registration Unit or registration and delivery delegate

	12) Certificate issuance
	Entitled to perform: Certification Authority

	13) Certificate suspension
(if this service of pregeneration was ordered)
	Entitled to perform: automatically or Central Registration Authority

	14) Certificate publication in the Repository
	Entitled to perform: automatically or Central Registration Authority

	15) Import the certificate to the storage device 
	Entitled to perform: Natural person or Central Registration Authority

	16) Certificate (re)activation
(if this service of pregeneration was ordered)
	Entitled to perform: Central Registration Authority

	17) Collecting of documentation
	Certificate data sheet, application form, Service Agreement put in notary document or supplied with signature authentication, personal (and organizational) documents data sheet, copies of documents, printed e-mail address confirmation (Declaration of Approval and Acceptance)


4.2.3 Service Agreement

NetLock uses a Service Agreement for documenting the interconnection between the natural person and the private key as well as supplying obligatory information. Terms of the Agreement are included in GTA [10], this Practice Statement, and the Declaration of Acceptance of the Signer. The Service Agreement is composed of the assemblage of these documents. Making these documents available electronically for the Signer, NetLock accepts these documents as obligatory for itself. As to the declaration of the Signer on accepting the terms, the staff of the Central or Mobile Registration Unit (in Class B and C), the Registration and Delivery Delegates (in Class B and C) or by the decision of the end user a Notary (by the decision of customer in Class A, B and C) carries out signature authentication. In C class it is possible to make a contract following the 17/1999 (II.5) Government order (about the contract between partners faraway from eachother). A precondition for certificate issuance is the creation of this Agreement.
The personal presence and the authentication of the end user is forced by the law in the PARCA certificate classes before the issuing  the certificate. The Agreement takes effect, when the authentication by Netlock was successful, and the end user presented her/himself before the Netlock.
This can be done by the decision of the end user:

· before the staff of Central Registration Authority, at the location of the Netlock or

· before the staff of Mobiler Regsitration Unit or.

· before the Registration and Delivery Delegate.
NetLock publishes the possibilities, how the signatures on Service Agreements of certificates issued in the frame of the services and packs of services can be authenticated on its web site as well as in customer information brochures. Under certain circumstances (e.g. depending on the transaction value determined in the certificate), NetLock can  making mandatory that can accept only agreements with authenticated signatures making before Central Registration Authority or the Mobile Registration Unit or before a Notary.
The Declaration or its appendix shall contain at least the following:

· hash of the public key (if it is possible);

· “Subject” field (Subject Identifier) of the certificate to be issued;

· other data necessary for the identification of the Subject;

· limitations, applicability;

· data indicated by NetLock on the data sheet.

Transcription of the characters of the public key hash is as follows:

0 − ZERO, 1 − ONE, 2 − TWO, 3 − THREE, 4 − FOUR, 5 − FIVE, 6 − SIX, 7 − SEVEN, 8 − EIGHT, 9 − NINE, A − ALFRED, B − BENJAMIN, C − CHARLES, D − DAVID, E − EDWARD, and F – FREDERICK.

The Declaration of Acceptance shall be signed by the natural person applying for the certificate or the lawful representative or the authorized signatory of the organization.

4.2.3.1 Declaration of Acceptance Samples

Upon request, NetLock shall forward the samples prepared for signature authentication.
4.2.4 Requirements of Approval of Certificate Applications

NetLock shall approve a certificate application only if the following criteria are met:
· the application has been submitted to the Issuer of the certificate;

· the natural person (represented by the Applicant) is equal to the Subject of the application;

· in case of an Employee Certificate, the Affiliated Subject approved the certificate issuance;

· data in the application are verifiable and accurate.

4.2.5 Content of the Certificates

The certificates shall include the following:

· identification code of the certificate;

· designation of the certification service provider including the country code of its seat;

· beginning and end of the validity period of the a certificate (it shall not be earlier than the beginning of the validity period); the validity period of the qualified certificate shall not exceed two (2) years;

· name of the Subject;

· special characteristics of the Signer determined in separate provisions of laws and this Practice Statement, as well as the General Terms of Agreement depending on the intended certificate usage;

· the Signature Checking Data (public key) corresponding to the counterpart (private key) of the Signature Creating Data owned by the Signer;

· possible limitations on certificate usage;

· digital signature of the certification service provider issuing the given certificate.

4.2.6 Attributes of Certificates

Certificates issued by NetLock meet the following requirements:

· certificate identifier of the Issuer is unique;

· distinguished name (DN) in the certificate is unique;

· keys belonging to the issued certificates are unique, with the exception of the keys in the renewed certificates, certainly;

· certificates that can be used in public administration correspond to the certificate profiles determined in the Recommendation of the Ministry of Informatics and Communication on the Technical Specification of Structure and Data Content of the End User Certificates in Public Administration [24];

· certificates are signed by the requested Class of non-qualified certificate signing key of NetLock;

· signatures of the certificates can be checked by using the data in the certificate and the proper public key of NetLock.
4.2.7 Notice to the Applicant (Subject) before Issuance

NetLock informs the Applicant (Subject) of the certificate unambiguously and clearly in writing (by publishing the regulations electronically and making them available in a printed form at the Customer Service) in Hungarian language on the following:

· basic advantages of certificate usage;

· conditions of ordering the services;

· service fees;

· rights and obligations of the customer;

· practical method and rules of private key usage and management;

· dangers of private key loss and compromise;

· circumstances of certificate issuance;

· conditions of certificate usage;

· limitations related to and indicated in the certificates on applicability, time, geographic range, etc.;

· validity and expiration of the certificate;

· security measures necessary in connection with the use of the Signature Creating Device;

· use of the Signature Creating Device if the Applicant obtains it from NetLock;

· responsibilities and obligations of the Signer and the Relying Parties;

· content and role of and access to the regulations and provisions of laws on certification services and related activities;

· qualifications of NetLock;

· the law status of the signature made with the private key paired with the public key included in the certificate;

· possibilities of certificate revocation and suspension;

· the public key of NetLock and the access to it;

· rules for submitting complaints and resolving legal disputes;

· certifications acquired by Netlock in  voluntary accreditations.
Upon request, NetLock makes available the range of these data determined in separate provisions of laws for the third parties having or wishing to establish a contractual relationship with the Signer. NetLock calls emphatically the attention of the Signer and the Relying Parties if:

· Certification Policies are not for public use;

· Certification Policies require the use of a given SCD (EHR+_Ü, EHR+ K);

· regulations concerning the basic certificate types determined on the basis of the present system of requirements are restricted or further requirements are introduced.

4.2.8 Rejection of Certificate Applications

NetLock shall reject a certificate application if:
· the certificate application is not complete;

· the certificate application is not appropriate;

· fulfillment of the conditions described in this Practice Statement (see Section 4.2.4) cannot be proved according to the requirements on the given certificate type;

· there are doubts about the originality, authenticity, or validity of the presented documents;

· the connection between the natural person and the organization is not clear;

· identity of the natural person and/or organization cannot be verified without doubt;

· authorization of the Applicant for requesting a certificate issuance is not unambiguous;
The Applicant shall receive a notification on the rejected applications including the reason for rejection as well as its code. If the reason for rejection is information provided by a third party, the notification shall nominate the source of this information resulting in the rejection.

4.2.9 Other Provisions on Certificates

In the course of certificate issuance, NetLock assures the integrity of the certificate application message, authenticity of the data source, its confidentiality, if necessary, as well as the protection of personal rights.
If the certificate application procedure was initiated by a natural person, in the representation of an authority, NetLock is inform the authority giving the authorization on the registration, the certificate issuance, and the registration number of the authorization.
4.3 Issuance of Certificates and Making them Available

The Registration and Certification Authorities manage the applications as well as issue the certificates as described in Section 4.2.2. The customers shall be informed on these steps. The ready certificates get to the Repository from where they can be downloaded via Internet by means of a web browser software (see also Section 2.2).

Registration Authorities of NetLock receive an error message on the failure to issue a certificate with an indication of the cause of the error.

4.3.1 Time of Certificate Issuance

Time of certificate issuance is the moment when NetLock makes the signed certificate available in its Repository (see Section 2.4.1).

4.3.2 Validity of the Certificate

Private counterpart of the public key in the certificate can be used for making digital signatures only in the time interval, but maximum 2 years, indicated in the certificate. The public key can be used for checking digital signatures in the period of its cryptographic security. Checking the validity of the certificate is the responsibility of its user, the Subject as well as the Relying Party.

4.4 Certificate Acceptance

4.4.1 Acceptance of a Certificate

Before using the private key, the Subject and/or Affiliated Subject are obliged to check the accuracy of the data in the certificate. If there are any irregularities, he/she should not use the private key and should take steps immediately for the revocation of the certificate.

The private key and the certificate shall be regarded as accepted when the Signer has taken over the storage device and/or the private key as well as the certificate.

4.4.2 Declaration of the Certificate Applicant

Simultaneously with the certificate acceptance, the Subject and/or Affiliated Subject declare that:

· they know, understand, and accept this Statement and other related regulations;

· they use the certificate exclusively for lawful purposes in accordance with this Statement and other related regulations and provisions of laws;

· all the data submitted for NetLock for certificate issuance agree with the facts and they were submitted voluntarily;

· all the data in the certificate were placed in the certificate with their knowledge and approval;
· they inform NetLock immediately on the facts affecting the validity of the certificate and the change in the personal and organizational data submitted during the application process;

· they are aware that protecting the private key and making digital signatures are exclusively their own responsibility and NetLock bears no responsibility in this respect;

· all the signatures are made with the private key paired with the public key included in the certificate and this certificate is accepted and valid (not suspended, revoked, or expired);

· they recognize every digital signature made with private key pair of public key included in the certificate as their own signature;

· unauthorized persons shall have no access to the private key;

· they know the method of the proper use of the digital signature, they are aware of the technical conditions and legal consequences of the use of the digital signature;

· they are aware that the electronic documents signed with non-qualified digital signatures meet the legal requirements of private documents;

· the Subject is an End User, that is not certification service provider, thus he/she shall not use the counterpart of the public key in the certificate for authenticating further certificates or any other formats of certified public keys, revocation lists, time stamps, OCSP responses, exchange identification responses and performing other certification service provider functions unless he/she has a separate written agreement for this with NetLock;

· they authorize NetLock to publish the certificate and place it in its own or other public certificate collections, if the Subject agreed to make the certificate public.

4.4.3 Publication of Certificates
NetLock publishes the issued certificates only with the prior consent of the subscriber or Subject of the certificate.

4.5 Key Pair and Certificate Usage
4.5.1 Regulations for the Subjects
Signing certificates can be used for checking digital signatures and thus the integrity of the messages, documents. By checking digital signatures, one can be sure that

· the digital signature has been made by the private counterpart of the public key in the certificate;

· the signed message has not been changed since it was signed digitally.

If the parties using public key coding act in accordance with this Statement and other related regulations and provisions of laws when making and accepting digital signatures, they can enforce their legitimate interests concerning signed digital documents in court. In this course, the Subject:

a) shall use his/her private key and certificate only in accordance with the limitations stipulated in the contract with NetLock;
b) shall not use his/her private key after the expiration of the concerned certificate.

4.5.1.1 Making a Digital Signature

First of all, the Signer is responsible for the process of creating a digitally signed document. The Signer possesses the private key, knows the content of the message to be signed, makes a decision on his/her intention to sign, and operates the technical device making the signature.

If the Subject acts not carefully, exclusively he/she − as well as the Affiliated Subject, if indicated in the certificate − bear(s) responsibility for the resulting damages.

4.5.1.2 Storage of the Private Key

The digital signature is secure only if no one has ever access to the private key except the Signer. The key should be protected by a password and (in case of EHR+_policies) hardware protection. The Signer is responsible for any damages resulting from the loss or accidental or intended disclosure of the key. The compromise of the key has to be reported to NetLock in the specified way. After a suspension request has been submitted according to regulations, the responsibility shall be born for the possible damages by the Signer, the Affiliated Subject, or NetLock as stipulated in Section 4.9.1 of this Practice Statement.

4.5.1.3 Consequences of a Valid Digital Signature

The digitally signed documents have legal consequences based on the declarations and agreements of the parties: the Signer, the Relying Party, and the Certification Service Provider – besides the provisions of laws. The parties accept these declarations and agreements in the following ways:

· the Certification Service Provider by publishing the General Terms of Agreement and the Practice Statement;

· the Signer by signing the Service Agreement submitting the certificate application and accepting the certificate;

· the Relying Party by accepting the certificate necessary for checking the signature as well as the signed document.

4.5.2 Recommendations for the Relying Parties
If the digital signature is invalid and this Statement has recommendations for the verification of that signature the Relying Party shall be responsible for all the damages and risks resulting from its acceptance (see Sections 10.5.4 and 10.6.3).
4.6 Renewal of a Valid Certificate

4.6.1 End User Certificates

4.6.1.1 Simplified Renewal
Renewal of the end user certificates without repeating the initial verification steps is possible exclusively once, in the way described in this Section, for the same duration of validity as before.
If the terms are met, the application of the procedures below does not entail an obligation for the Subject, only an option.

4.6.1.1.1 General Terms
The general terms of certificate renewal are as follows:

· the certificate has not been renewed previously;

· the cryptographic security of the formerly certified public key of the Subject is still suitable for the planned life cycle of the new certificate and there is no indication for the compromise of the private key of the Signer;
· the data in the certificate of the Subject/Affiliated Subject and their identifying documents proving them are valid and the data in the documents have not changed since the beginning of the application process;
· the certificate has not expired yet at the start of renewing;

· the certificate is not on the Certificate Revocation List.
4.6.1.1.2 Certificate Renewal Procedure
During the renewal procedure, the Subject shall sign electronically ,and this signature is valid, the Declaration of Acceptance containing his/her data and a declaration that these data have not changed since the issuance of the certificate, downloadable from the Customer Menu, by means of his/her still valid key pair and send them to NetLock in electronic way..
If the Subject cannot place a valid digital signature on the Declaration of Acceptance and Declaration on Consistency of Data, the Declaration on Consistency of Data shall be printed and signed, while the Declaration of Acceptance shall be printed and signed in accordance with the requirements for the given certificate type (see Section 4.2.3) then forwarded to NetLock.
On the basis of the submitted documents, NetLock checks in electronic public registers – if the certificates are PARCA certificates, then in authentic public registers - whether the information used as a proof of the identity of the Subject/Affiliated Subject is still valid. If during this activity NetLock detects change in the submitted data, it refuses the application for simplified renewal and preserves the right to charge special procedure fee in a degree published on its web site for issuing a certificate on the basis of a new application containing already valid data.

If any of the conditions, stipulations of NetLock have been changed in the meantime, NetLock shall inform the Subject or Affiliated Subject on the changes during certificate renewal.

During certificate renewal, NetLock guarantees the security of the process against certificate substitution attack.

4.6.1.2 Renewal by Submitting a New Application
Simplified renewal is not allowed and a new application (see Section 4.2.2) shall be submitted if:

· if the Subject does not meet the terms of simplified renewal (see Section 4.6.1.1);

· the data of the Subject/Affiliated Subject in the Declaration on Consistency of Data do not agree with the data of public registers. In this case, NetLock preserves the right to charge special procedure fee in a degree published on its web site for issuing a certificate on the basis of a new application containing already valid data.
4.6.2 NetLock Certificates

NetLock shall renew its own certificates at most once for the same duration of validity as before.

4.7 Certificate Re-Key
Certificate re-key is a process in course of which NetLock issues a renewed certificate replacing only the public key out of the data of the original certificate referring to the Subject.
For certificate re-key, NetLock does not stipulate rules of special procedure If the public key of the certificate has to be replaced, NetLock regards the request as a new certificate application.

Certificate Modification
Certificate modification is a process in course of which NetLock issues a renewed certificate replacing the data of the original certificate − except the public key − referring to the Subject and the certificate is issued with the new data and the old public key.

For certificate modification, NetLock does not stipulate rules of special procedure. If the data − except the public key − in the certificate have to be replaced, NetLock regards the request as a new certificate application.

Certificate Suspension and Revocation

4.7.1 General Provisions

For managing the validity of the certificates, NetLock provides both certificate revocation and certificate suspension services.

The suspended and revoked certificates are invalid. However, the suspended certificates are invalid only during the period of suspension. Certificates can be suspended for a definite time interval, after its expiry NetLock makes a final decision (see also Section 4.9.10).
The use of the private keys belonging to the revoked or suspended certificates has to be terminated and suspended immediately, respectively. The private keys belonging to the revoked certificates have to be destroyed immediately after the revocation, if possible (see also Section 4.11). The public keys of the suspended, revoked, or expired certificates may exclusively be used for checking signatures until their cryptographic security is appropriate.

The following responsibility rules apply to the damages resulting from the acceptance of suspended and revoked certificates or certificates to be suspended and revoked:

· until the revocation/suspension application reaches NetLock, the Subject and Affiliated Subject are responsible for the resulting damages in accordance with the General Terms of Agreement and this Statement;

· in case of processing the revocation/suspension application between the acceptance of it until the publication of it, NetLock is responsible for the resulting possible damages;
· after publishing the invalid status in the Repository, the Relying Party is responsible for the resulting damages.

4.7.2 Circumstances for Revocation

An end user certificate shall be revoked if:

· the private key of the End User or NetLock is compromised;

· the Subjects of the certificate submit an application;

· the use of the certificate is rejected due to an incorrect certificate;

· the registration data turn out to be undoubtedly or probably false;

· the data in the certificate have changed;

· the suspension period of the certificate expired;

· the Subject or Affiliated Subject does not meet his/her obligations;

· the NCA, court, or other authority adopts a definitive decision on it;

· the Subscriber Agreement has been terminated;

· the certification services have been terminated;

· revocation is made compulsory by legislation.

A compromised private key shall be used never again and until its destruction it requires the same control as a valid private key.

4.7.3 Revocation Request

Revocation can be requested by the following entities:

	Certificates
	Revocation can be requested by

	End user certificates
	Subject (Affiliated Subject), NetLock, NCA

	NetLock certificates
	NetLock, NCA


4.7.4 Procedure for Revocation Request

Revocation of an end user certificate can be initiated by submitting a revocation application to NetLock. The revocation application can be submitted:
During office hours:

· personally at the Central Registration Authority, at the seat of NetLock;
During and beyond office hours:
· by phone, through the on duty system of NetLock
· by e-mail or fax sent to NetLock;
· by normal mail sent to NetLock.
The revocation application should contain at least the following data:

· serial number or unique name of the certificate;

· name of the applicant for revocation;

· contact data of the applicant for revocation;

· relationship of the applicant for revocation with the Subject of the certificate;

· reason for revocation.

NetLock investigates the applications for revocation out of order, before other applications. 

During the revocation procedure, the Central Registration Authority of NetLock checks the data in the revocation application, the identity of the applicant, his/her right to submit the application, as well as the reality and sufficiency of the indicated reasons for revocation (see Section 4.9.2). NetLock checks the above data in the application by independent sources, if possible, or sources nominated by the Subject. The basis of establishing the authenticity of the revocation application is the checking procedure effective at the time of certificate issuance, or an electronic document signed by the private key of the Subject, or verification of the identity in case of personal appearance. If the data are incorrect, the identity of the Applicant or his/her right to submit the application cannot be established, NetLock can reject the revocation of the certificate.

If the application is correct and authentic, NetLock takes measures for revoking the certificate without further considerations. The steps of revocation follow each other without delay: the revocation application is immediately realized, the revoked status of the certificate is published in the Repository (the so-called certificate status data base) making the real time revocation status checking possible. and the certificate is published on the next Revocation List and that list contains the altered status of the certificate.

NetLock shall inform the Subject (via his/her e-mail address in the Repository), the Affiliated Subject, as well as the applicant of the revocation on every realized and rejected status change application in e-mail. In case of a revocation status change, NetLock shall attempt to inform the concerned parties also by phone, on the number submitted during registration.

4.7.5 Revocation Request Grace Period

The revocation steps are continous steps without delay. The status of the revoked certificate gets into the certificate database immediately, so the online certificate status check is possible. After a Certificate state change, there will be a new CRL issued, in one (1) hour, and this CRL holds the changed state of the revoked certificate.

NetLock accepts continuously the revocation applications demanding human intervention and starts their processing immediately. After starting the processing and making decision on the change in certificate status, NetLock refreshes the certificate status data base without delay, if necessary. Period of processing the revocation applications demanding human intervention is at most three (3) hours. If during this period NetLock cannot make certain of the authenticity of the revocation/suspension application by no fault of its own, it can refuse to deal with the application further on.

4.7.6 Other Rules for Revocation

NetLock protects the revocation applications and responses against replay attacks.

Within reasonable limits, NetLock can revoke any issued certificate even in case of a breakdown or catastrophe.

Certificates belonging to certificate signing, infrastructural, and time stamping keys are revoked under double control.

A revoked certificate shall be put to use never again.

The digital signature authenticated by a revoked certificate shall be regarded as invalid. An invalid digital signature has no legal effect.

4.7.7 Circumstances for Suspension

A well-founded suspicion of the existence of the circumstances for certificate revocation shall result in certificate suspension.

At its own discretion, NetLock can satisfy provisionally revocation applications even by suspension if investigation of the reported circumstances is regarded to be necessary.

4.7.8 Suspension Request

The suspension can be requested by the same entities as the revocation (see Section 4.9.3) completed with third parties who can prove faithfully the existence of the circumstances for certificate revocation or suspension.

4.7.9 Procedure for Suspension Request

The suspension applications can be submitted to NetLock in the same way as the revocation applications (see above), and it is possible, to use automatic suspension system too. If the application is submitted by a third party, NetLock verifies the identity of the person and the rightfulness of the suspension application with the available means. The suspension applications shall be processed by NetLock in the same way as the revocation applications, but, if the suspension was started trough the automatic system, and the user was authorized to use it with successful authentication, then Netlock won’t check the data mentioned in Section 4.9.4
In case of automated suspension, the suspension is carried out automatically without human intervention from NetLock. The requests of automated suspension was started immediately.
Processing the automated suspension applications not demanding human intervention does not depend on the office hours of the Customer Service of NetLock. NetLock realizes immediately, without considerations the applications submitted by the authorized use of system. In case of normal operation, no more than five (5) minutes shall pass between the submission of the application in the automated system and the publication of the certificate status in the certificate status data base. In case of an extraordinary operation situation, the period of time stipulated in Section 6.7.4 shall be regarded as effective.
4.7.10 Limits on Suspension Period

A valid certificate shall be in suspended status until the suspicion of the existence of the circumstances for certificate revocation is not proved or refuted, but not more than five (5) days. An exception of this rule is the period of technical suspension by NetLock during issuance when the certificate can be in suspended status at most thirty (30) days. Technical suspension can be performed only once and it lasts from the issuance of the certificate to its activation. In every other case, the suspension period may last at most five (5) days. NetLock has to take measures for certificate revocation or reactivation as soon as possible. The beginning of the suspended status shall be counted from the acceptance of the suspension application. If during this period the suspicion of the circumstances for revocation is not refuted, NetLock revokes the certificate.

An automated certificate suspension initiated through the automated system of NetLock may last from the time of its successful submission for five (5) days. After this period, the certificate shall be automatically revoked.

The digital signature authenticated by a suspended certificate shall be regarded as invalid. An invalid digital signature has no legal effect.

4.7.10.1 Procedure for Reactivation

The Subject or Affiliated Subject can request for the reactivation of the certificate in accordance with the procedure for the revocation by submitting the minimum necessary data listed there. Fee for requesting the reactivation is published on the website.
4.7.11 Special Requirements regarding Key Compromise

In case of private key compromise or presumed compromise, the steps described in revocation procedure shall be taken. A compromised private key shall be used never again and until its destruction it requires the same control as a valid private key. The Subject and/or Affiliated Subject are responsible to inform the parties concerned by the private key compromise and take all the measures in order to prevent or mitigate the possible damages.

4.8 Publication of Certificate Status Information
4.8.1 Certificate Revocation List (CRL)

NetLock supports issuance and application of X.509 V2 type certificate revocation lists and certificate revocation extensions, respectively.

· NetLock indicates the validity of the CRL in the list. A CRL can be issued even during the validity period of a previous CRL. If there exist several valid CRLs at the same time, the last one shall be regarded as governing;

· the CRL may contain the reason for certificate revocation;

· NetLock indicates also the internet addresses (URLs) in the certificates via which the list of the revoked certificates can be accessed;

· checking of the CRL is recommended for every Relying Party as a part of the checking procedure of the digital signature in accordance with the requirements of due diligence. The Relying Party shall be responsible for any damages resulting from the acceptance of a certificate in the CRL, that is an invalid certificate;

· NetLock preserves the issued CRLs for the same storage period as all the other related data (see Section 6.5.2).

The revocation list contains the revoked or suspended certificates that have not expired yet. Moreover, NetLock may issue revocation lists that include all the revoked certificates (independent of their validity period) as well as the certificates that are suspended at the time of the issuance.
The revocation list is issued in the Repository of NetLock. The issuances follow each other at least twenty-four (24) hours. CRLs are issued with this frequency even if no certificate revocation or suspension has been carried out since the last issuance.

In case of certificate revocation or suspension, NetLock issues a new Revocation List containing the altered status of the certificate within one (1) hour of the change in certificate status.
The revocation lists contain always the time of the issuance of the next list. NetLock may issue a new list even prior to this time. Validity of the lists is at most twenty-five (25) hours.

The suspended certificates shall be removed from the list owing to (re)activation.

4.8.2 CRL Checking Recommendations for the Relying Party
Checking of the revocation list before accepting a certificate is recommended for the Relying Parties with regard to the provisions of Section 4.5.2. Checking of the list should reveal whether the list contains the certificate in question, it is authentic and intact, and it covers the time of the transaction in question.

NetLock shall not be responsible for any damages resulting from accepting a certificate published in the revocation list.

4.8.3 Real Time Revocation Status Checking Availability

NetLock provides real time revocation status services, as well, that can be accessed on one hand through the certificate status data base, on the other hand by means of the OCSP services.

The certificate status data base is available through the Repository of NetLock.

For querying its certificate status data base, NetLock supports OCSP (Online Certificate Status Protocol [16]). The OCSP service can be reached at http(s)://www.netlock.hu/ocsp.cgi and at other addresses published in the Repository. The actual OCSP signing certificates and the related revocation lists are available through the Repository of NetLock.
Netlock includes the OCSP URL into the issued certificates.
4.8.4 Real Time Revocation Checking Requirements

The certificate status data base can be reached and queried publicly through the Repository of NetLock. Always, the actual status of the queried certificate can be found in the data base.

Section 8.1 contains the profile of the certificates signing the OCSP responses. The Relying Party has to check the digitally signed responses issued by the OCSP service. The checking steps are described in Section 10.5.4. Provably invalid OCSP responses must not be accepted, in this case the certificate status data base or the revocation lists should be regarded as standard.

Fees for the real time revocation services are included in Section 10.1.

4.8.5 Other Forms of Revocation Advertisements Available

Revocation advertisements are available only in the Repository of NetLock and its security copies. On the status change in its own Service Provider certificates, NetLock publishes announcement in a daily paper distributed all over the country.
4.9 End of Certificate Subscription
Validity periods of the certificates issued by NetLock and their subscription periods coincide that is the subscription periods and the validity periods of the certificates are the same.

If the Subject wishes to unsubscribe still before the end of the validity period indicated in the certificate, the provisions on certificate revocation shall be regarded as governing (see Section 4.9). and the fee of certificate issuing is not repayable. Simultaneously with the revocation, the Service Agreement shall be terminated.

If the Subject does not renew his/her certificate according to the regulations of NetLock (see Section 4.6.1) when it expires, the Service Agreement shall be automatically terminated.
4.10 Key Escrow and Recovery
NetLock does not offer private key escrow services and does not store or save the signing private keys of the Subjects in any other way.

NetLock stores backup copies of its own service provider private keys.
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6 Physical, Procedural, and Personnel Controls

The tools of the Registration and Certification Authorities can exclusively be used by authorized, properly trained personnel with controlled skills and competence.

To assure the appropriate operation of the units, the designated persons carry out internal maintenance of the software and hardware elements of the system in a way and at a frequency stipulated in the operation documents with logging the activity.

Security backups are made on the data files of the units (see Section 6.5). Backups are preserved for the period stipulated in Section 6.5.2.

Systems providing the following services offer resistance to single failure: certificate issuance, revocation management, and revocation status publication. These services operate at least at 99% availability for non-qualified certificates and at the same time the single service breakdowns do not exceed a 24 hours interval (see also Section 6.7.4).

Provisions of the security regulations are included in the non-public Security Policy.

In order to maintain continuous high-level service, NetLock operates an information security management system corresponding to the standard ISO 27001:2006 (formerly BS 7799-2:2002) the compliance of which is checked continuously by external and internal independent auditors.
6.1 Physical Controls

The aim of the physical controls is the protection against unauthorized access, intrusion and damages to confidential information and physical vaults of NetLock.

The services processing critical and sensitive information are performed at secure sites in the system of NetLock. The provided protection is proportional to the risks determined in the Risk Assessment carried out by NetLock.

6.1.1 Site Location and Construction
The most riskful services are performed in the secure computer room of NetLock. This computer room was designed and built especially for this purpose and several different points of view of protection (location and construction of the site; control and supervision of physical access, entrance; power supply; air conditioning; protection against leakage and flooding; fire prevention and protection; storage of data carriers; etc.) were uniformly taken into account during its planning. Unauthorized persons are hard to enter here while the security guards can reach it within a short time in case of alarm. The security vault has no windows, an intrusion could be executed only by demolishing the especially strong wall − leaving the entrance doors out of consideration.

6.1.2 Physical Access

The exact parameters of the area and the list of the persons authorized to enter are included in the actual internal operation documents. Besides the Trusted Persons working there, other persons (e.g. repairmen, cleaners) can enter only with special authorization and escort. Entrants shall pass through an entrance system built on biometric identification with logging the entries. The room is equipped with a double (redundant) air conditioning, automated fire extinguishing and unauthorized intrusion alerting (alarm) system. The electric power supply of the devices is oversized many times. The entrance sluice gates of the security vault are observed by a 24 hours video camera monitoring system.

6.1.3 Power Supply and Air Conditioning
6.1.3.1 Power Supply

Undisturbed power supply of the secure computer room of NetLock is of high priority in order to assure continuous operation. This is guaranteed by the co-operation of the following protection solutions based on uniform planning in accordance with the relevant standards:

· uninterruptible power supply;

· selective systems to interrupt short circuits;

· protection against surge, lightning, and over-voltages.

The structure of the uninterruptible power supply system is as follows:

· diesel engine generator;

· accumulator operated local uninterruptible power supply unit,

· redundant switch.

The applied mode of operation is as follows:

· in case of breakdown or decline of the main power supply, the system switches to the reserve supply unit;

· in the meantime the system starts the generator;

· when the main power supply unit can be used again (continuously for 5 minutes), the system switches back to it.

By means of selective systems to interrupt short circuits, several independent systems were developed in the computer room to support continuous operation. The distribution network was designed that in case of the short circuit of a group of devices only the devices causing the short circuit are cut off the current and the other groups ready for service remain in operation.

6.1.3.2 EMC Protection

As to protection against surge, lightning, and over-voltages, the great value equipments of the computer room providing critical services are protected from the effects of over-voltages due to different conducted and radiated surges and lightning. The system is protected by separate mechanisms from the effects of electromagnetic impulses (EMI) generated by lightning. The basic elements of protection are described by the non-compulsory standard MSZ IEC 1312-1.

The operated equipments satisfy both requirements of the protection against radiated electromagnetic disturbance (this electromagnetic compatibility [EMC] is discussed in detail by the standard MSZ IEC 1000-1-1):

· on the one hand, they are protected against the effects in their operation environment;

· on the other, they do not emit interfering electromagnetic signals that may disturb the operation of the other equipments in their environment.

The equipments are also protected by the electromagnetic disturbance protection of the computer room against compromise by electromagnetic radiation (interception).

6.1.3.3 Air Conditioning

NetLock assures air conditioning of the computer room independent of the building. Operational cooling demands of the secure vault are satisfied by an industrial air conditioning equipment. The continuous operation is also supported by a second (reserve) equipment that begins automatically to work if needed. The equipments are located in the computer room that their maintenance does not disturb the operation.

6.1.4 Danger of Leakage and Flooding

When planning the security vault, special attention was paid to minimizing the impact of water exposures. In the computer room, this security is further increased by the double floor.
6.1.5 Fire Prevention and Protection

In the building of the computer room, a centrally operated fire protection system works. The fire protection chapter of the construction permit of the whole building was approved by the local fire department.

During the subsequent planning of the security vault, an accessory fire protection system was developed (its main elements are: smoke detecting and fire warning system, fire controls, automated extinguishing system), permitted by the local fire department.
6.1.6 Media Storage

The security vault as well as a rented bank safe serve for the secure storage of data carriers.

6.1.7 Waste Disposal and Destruction

The digital data carriers containing data rated as confidential are used for storing non-qualified data in the security vault only after multiple irrecoverable deletion of their content (for the detailed description of the process see the Security Policy). The data carriers containing unnecessary data rated as confidential that cannot be properly deleted shall be physically destroyed:

· paper-based documents shall be shredded;

· floppy disks shall be shredded (without their cases);

· other magnetic data carriers shall be crushed after demagnetization;

· other data carriers shall be crushed.

6.1.8 Off-Site Backup

The so-called critical data with strong effect on the service are stored at two localities (also in a rented bank safe).

6.2 Procedural Controls
The aim of the procedural controls is to complete and at the same time increase the efficiency of the physical and personnel controls by designating and distinguishing Trusted Positions documenting the responsibilities of the individual functions, determining the number of personnel necessary for certain tasks as well as the required identification and authentication in certain functions.

The units of NetLock dealing with certificate issuance and revocation management have a documented structure that protects neutrality of the operations.

6.2.1 Trusted Positions

The Security Policy of NetLock designates the following Trusted Positions with the following scopes of responsibility:

	Position
	Short Description

	Security Officer
	A person with general responsibility for the security of service. He/she does not perform certificate generation, issuance, suspension, and revocation.

	System Administrator
	A person installing, configuring, and maintaining the informatics system for registration, certificate issuance, signature creating device services, as well as certificate revocation, suspension.

	System Operator
	A person responsible for the regular operation, backup, and recovery of the informatics system.

	System Auditor
	A person managing the logged as well as archived data files of NetLock, checking the compliance with the control measures of NetLock for regular operation, investigating and monitoring regularly the existing procedures.

	Chief Informatics Officer
	A person with general responsibility for the informatics system of NetLock.

	Registration Coordinator
	A person responsible for the approval of generation, issuance, suspension, and revocation of end user certificates.


The Chief Informatics Officer, an employee of NetLock:

· supervises the processes related to the informatics system of NetLock;
· coordinates the activity of System Operators;
· coordinates the software development activity of NetLock;
· assesses the requests for change assigned to his/her competence in accordance with the provisions of the Change Management Policy;
· contributes to the development of the security solutions in NetLock and supervises the implementation of security aspects by taking part in the meetings of the Management Information Security Forum.
The Security Officer, an employee of NetLock, works in different sites has a general responsibility (as to the Certification Authorities, Registration Authority, and all the external Registration delegates equally) for:

· elaborating the different security controls;

· supervising regularly the different security controls and initiating the necessary modifications;

· enforcing the security controls and making them observed;

· preserving the security level of the informatics systems (by organizing and supporting regular audits).

He/she manages the access of the system administrators to the system including:

· entry of profiles;

· setting of authorizations;

· determination of initial passwords;

· immediate termination of the authorizations of retiring and transferring system administrators.

The System Administrators, employees of NetLock:
· install, configure, and maintain the reliable system operated in the secure computer room of the Certification Authority;

· set the initial network configuration of the above reliable system;

· manage the access of the system operators of the Certification Authority to the system (entry of profiles, setting and modification of authorizations, determination of initial passwords, immediate termination of the authorizations of retiring and transferring system operators);

· download and install the security improvement kits for the operation system and data base under their supervision and thus make sure of the continuous maintenance of the informatics security level;

· check at regular frequency (by running antivirus programs and comparing the softwares permitted and installed actually) the integrity of the informatics system and information of the Certification Authority in the secure computer room;

· make sure of the secure storage of the system backups performed by the system operators and the system backup copies of the Registration Authority;

· make sure of the delivery of the system backup copies to be stored separately.
The System Operators, employees of NetLock, operate continuously the reliable system in the secure computer room. In this course, they:

· ;

· perform periodically system backups;

· archive the issued certificates and revocation lists each day;

· perform recoveries (on the basis of the system backups) if necessary.

The System Auditor, an employee of NetLock:
· checks (overviews) and maintain (archive and delete) the audit logs of the reliable system in the secure computer room of the Netlock;

· makes queries in the compiled archives if necessary.

The Registration Coordinator, an employee of NetLock:

· directs the activity of the Registration Administrators;

· bears responsibility for generation, issuance, suspension, and revocation of end user certificates.

There are no personal overlaps among the Trusted Positions preventing secure performance of duties or prohibited by provisions of laws. All the above Trusted Positions are documented by detailed descriptions of activities. At NetLock, the Trusted Persons have professional higher education qualifications and skills. The CEO nominates the employees of NetLock to Trusted Positions after the successful basic security examination.

6.2.2 Number of Persons Required per Task

At NetLock, certain working processes require double control.

The simultaneous presence (and previous successful authentication) of two Trusted Persons is necessary to carry out the following activities:

· generation of the first own key of NetLock (see Section 7.1);

· subsequent generation of the own keys of NetLock;

· security backup (cloning) of the private signing key of NetLock (see Section 7.2.3);

· recovery of the private signing key of NetLock;

· destruction of the private signing key (and all of its duplicates) of NetLock;

· all the registration duties preceding certificate issuance (see Section 4.2.2).

6.2.3 Identification and Authentication for Each Role

When entering the secure vault, the identification and authentication of all the Trusted Persons of NetLock are carried out by a biometric identifying system completed with other different protection elements for accessing the systems. Entering the secure vault and accessing the systems without a successful authentication is not possible, thus no activities critical to security can be performed.

6.2.4 Change Management

In order to carry out securely modifications, changes in the service processes and supporting informatics services, NetLock applies regulated change management procedures.

6.3 Personnel Controls

The aim of the personnel controls is to decrease the risk of human errors, theft, fraud, and misuse of the possibilities.

Therefore, NetLock pays attention to personal security questions already during the admission process including the compilation of contracts and their checking in course of employment. For this reason, as a part of its Security Policy, NetLock has accurate and detailed Human Resources Policies maintained continuously. NetLock documents the provisional and permanent fields of activities and responsibilities determined in the Human Resources Policies in the relevant job descriptions including:

· the risk assessment of the fields of activities based on the information management possibilities and effects on different authentication processes;

· the necessary requirements on competence and skills;

· the description of the activities in connection with the position and tasks, the scope and degree of responsibilities, as well as the names of the related positions.

Employees of NetLock can occupy Trusted Positions only after undergoing personal checkings, signing the necessary declarations, taking part in appropriate trainings, and obtaining proper skills.

The top-level officials, persons in charge, and Trusted Persons (responsible employees) of NetLock are independent of any commercial, financial, and other influences that can have disadvantageous effect on the trust in NetLock’s services.

6.3.1 Qualifications, Experience, and Clearance Requirements

All the persons nominated for Trusted Positions in the Certification Authority and Registration Authority have to undergo an initial checking (basic security examination) in order to examine their reliability and competence.

During the basic security examination, the data in the CV (particulars, references, work experience, etc.) are checked. In this course:

· the data on qualifications are compared with the certificates, diplomas presented by the nominee;

· the statements on work experience are checked by personal references, publications and other means.
Employees of NetLock working in the area of registration services know the administrative and other official documents in circulation, their types, characteristics and are able to determine the authenticity and validity of the presented documents.

6.3.2 Background Check Procedures

In addition to the basic security examination, all the Trusted Persons shall undergo periodical security examinations.

A person obtaining “high security risk” qualification either on basic or periodical security examinations cannot occupy a Trusted Position.

Periodical security examinations are compulsory every year for the

· Chief Informatics Officer;

· Security Officers;

· System Administrators;

· System Operators;

· Registration Coordinators;

· System Auditors

equally.

In course of the examinations, the certificates of good character and the circumstances involving risk factors are investigated. Moreover, opinions of the direct superiors are also taken into account.

6.3.3 Training Requirements

After their admission, all the employees of the Certification Authority and Central Registration Authority take part in theoretical and practical basic trainings necessary for their own fields of activity including a uniform informatics security training. The main aim of this form of training is to become acquainted with and understand the uniform security policies of certification services as a whole in order to come to know and apply properly the related actual procedures and requirements. Further details can be found in the Human Resources Policies.

6.3.4 Retraining Frequency and Requirements

If significant changes take place in certification services, all the employees take part in further modular trainings of the necessary structure and level and receive the necessary documentation. Further details can be found in the Human Resources Policies.

6.3.5 Job Rotation Frequency and Sequence

Not applicable.
6.3.6 Sanctions for Unauthorized Actions

The relevant stipulations are included in the Human Resources Policies.
6.3.7 Independent Contractor Requirements

The relevant stipulations are included in the Human Resources Policies.
6.3.8 Documentation Supplied to Personnel

The relevant stipulations are included in the Human Resources Policies.
6.4 Audit Logging Processes

The Certification Policy of NetLock carries out wide range logging activities in accordance with the laws in order to preserve the operations related to the certificates and used data. The log contains the exact time of the entry, the date and exact time of the logged event, the data required for tracking and reconstructing the event, and the name of the user or other person contributing to the occurrence of the event. NetLock synchronizes the time indicated in the logs with the reference time source specified in this Practice Statement (see Section 7.9.1) at a frequency that the difference between the system time and real time shall not exceed one (1) second. The possible greater differences shall also be logged.

Other systems of NetLock also log data. The attributes of such loggings depend on the given applications. The elements of loggings are generated separately in the various modules. Due to the multi-component system, the audit logs are generated at different sites, but they are processed centrally.

At an operative level, the operational instructions of the individual systems regulate the management of the log data.

6.4.1 Types of Events Recorded

The applied PKI system records all events and errors critical from the point of view of the query in and operation and administration of the system in accordance with the provisions of laws.

Especially, the following main event type groups are logged:

· system activities (start-up, shut-down, version update, re-indexing, re-keying, etc.);

· backup activities (complete backup, differential backup, checking of backup, etc.);

· logging activities (start and stop of logging function, change in logging parameters, activities in connection with the storage error of logging, etc.);

· CRL activities (issuance, combined issuance, revocation, suspension, etc.);

· user events (certificate issuance, registration, revocation, key restoration, events in connection with the preparation and delivery of Secure Signature Creating Devices, etc.);

· administrative events (administrator’s login, logoff, user restoration, etc.);

· data base events;

· directory events;

· operation system events;

· errors.

The logged events are entered in the audit log as time-stamped entries. NetLock protects all entries in the log against modification, unauthorized access, destruction, deletion of log entries, any change in the order of entries by means of digital signatures, security copies, and backups.

NetLock makes query on the logged events possible according to the type of the event and/or the identity of the user. The log entries are displayed in text format.

6.4.2 Frequency of Processing Log

NetLock’s audit logs are examined on a daily basis. The network protection systems of NetLock are also equipped with alert functions in order to signal the detection of unauthorized access to resources. In such alert cases, the log files shall be examined out of order. Extraordinary examination of the log data may be carried out also due to irregularities, complaints, or other requests.

6.4.3 Retention Period for Audit Log

The log files shall be stored and archived on-site (see Section 6.5.4) as well as retained for at least ten (10) years of the expiration of the concerned certificates or till the legally binding conclusion of a possible legal dispute in connection with them.
6.4.4 Protection of Audit Log

The log entries of the NetLock certification system are signed digitally by the digital signature of NetLock and stored in a way that precludes the possibility of undetected deletion and insertion.

Security backups protect the log files from accidental or intended damages. In case of entries containing personal data, NetLock makes sure of the confidential storage of the data. Only those persons are entitled to access to the audit logs whose position makes it necessary. NetLock supervises access in a secure way.

6.4.5 Audit Log Backup Procedures

Backups of audit logs are created regularly (see Section 6.5.4), in an encrypted and signed form.

6.4.6 Audit Collection System

The applications collect and record automatically the log entries in the log files. The backup media are stored on a daily basis. NetLock’s own staff delivers the media to their storage site.

6.4.7 Notification to Event-Causing Subjects

NetLock does not inform the persons, units, and applications that caused the log entries, however it may draw them into the examination of the event if necessary. In such cases, the event-causing subjects are obliged to co-operate with NetLock.

6.4.8 Vulnerability Assessments

During processing the log entries, NetLock monitors system vulnerabilities based on the logged events. In addition to this process carried out on a daily basis, the experts of NetLock review extraordinary situations every month and make analyses on vulnerabilities on this basis. Taking into account the results of these analyses, NetLock takes measures to improve the security of the system.

6.5 Records Archival
The security and other general logging operations of the informatics system of NetLock are carried out by the same systems as by means of the same methods. This Section overviews only the paper-based and other special archival system of NetLock, different from the above.

6.5.1 Types of Records Archived

The Registration Authorities of NetLock store and archive all the documents collected and created during the registration procedure including:

· all the paper-based applications submitted to NetLock (certificate issuance, renewal, revocation, etc.);

· photocopies of the documents presented for verifying the personal and organizational identity of the Applicant;

· all the related agreements between NetLock and Subject as well as Affiliated Subject (including consent to the certificate disclosure);
· identifier of the Registration Administrator receiving the application;
· name of the sending registration organization.
In addition, NetLock archives digital information on certificates – including information on their generation – and the related personal data.

6.5.2 Retention Period for Archive

NetLock shall preserve archived data for the period stipulated by § 9 (7) of the Act [1] (at the date of issue of this Practice Statement ten [10] years), other logged data for ten (10) years of their generation, while the Practice Statement and its amendments for ten (10) years of their revocation. In addition, NetLock shall provide tools for determining the content of the issued certificates for the same term.
6.5.3 Protection of Archive and Rules of Access

NetLock authenticates and protects the archived audit logs from modification and unauthorized access by advanced digital signatures and time stamps. The archive contains no critical security parameters without protection. NetLock maintains the privacy and integrity of the archived data on the certificates.

NetLock’s top-level officials and auditors can have access to the archived data. NetLock guarantees that the data are available and interpretable for the authorized persons.

6.5.4 Archive Backup Procedures

Records are archived in one original copy in a tape unit on a daily basis. Furthermore, weekly, monthly, and long-range backups are also performed. NetLock stores the backup media in a secure site.

6.5.5 Requirements for Time-Stamping of Records

See Section 6.4.1.
6.5.6 Archive Collection System

The Registration organizations store and preserve confidentially the documents collected and created at an external registration. Documents in electronic copies are preserved in the central data store of NetLock in the form of digital messages.

6.5.7 Procedures to Obtain and Verify Archive Information

NetLock provides access to the archive through its Customer Service. Access is possible for the Subject and Affiliated Subject to the data concerning them. Other parties can have access according to Section 2.4. NetLock checks the authority and logs the access in every case.

6.5.8 Other Archival Procedures

NetLock makes query on the types of events possible in the archive.

Detailed provisions on archival are included in the Security Policy.

6.6 Security Provisions

NetLock separates its security operations from the service operations. The responsibilities related to the security operations of NetLock are as follows:

· operational procedures and responsibilities;

· planning and acceptance of security systems;

· protection against harmful software;

· system administration;

· network management;

· audit logs, event analyses, and follow-ups;

· management and security of data carriers;

· repair and change of data and software.

NetLock performs the analysis of security requirements during the planning and requirement specifying phase of each system development or extension process.

NetLock assures with regular checks the detection of loss, possible damage, or compromise of personal identification devices (smart cards, etc.) as soon as possible (record system).

6.6.1 Security Supervision Procedures

NetLock makes all the events related to the issuance, renewal, suspension, as well as revocation of the certificates supervised. Records of the supervised events are included in the Security Policy.

NetLock carries out random event supervision several times a month, while general supervision every half-year or after an extraordinary operation situation.

NetLock preserves the records on the supervision for ten (10) years of the supervision.

NetLock’s top level officials can have access to the supervision logs with recording the access. NetLock signs digitally all the digital records.

Detailed provisions on the records are included in the Security Policy.

6.7 Compromise and Disaster Recovery

6.7.1 Incident and Compromise Handling Procedures
To assure continuous operation and avert emergencies as soon as possible, NetLock has a Business Continuity Plan (BCP) including a Disaster Recovery Plan. The BCP contains procedures describing the fastest way of recovering the reliable operation. NetLock checks regularly the complete technical and personal execution of the security regulations.

By means of backups, NetLock can recover the whole of the informatics system if necessary. NetLock protects the backups from modification and unauthorized access.

In case of an extraordinary operation situation, the recovery of the reliable operation of the revocation lists takes precedence over the recovery of all other services and activities.

In case of an extraordinary operation situation, NetLock informs directly all the persons concerned by the extraordinary operation situation and publishes information on its web site (see Section 2.3.2).

6.7.2 Computing Resources, Software, and/or Data Are Corrupted

NetLock operates tools and systems of increased security in order to minimize the hardware and software corruption and data damages. The recoverability of the services is assured by the background contracts and own reserve tools of NetLock that are able to substitute any eliminated critical tools within the period stipulated in Section 6.7.4. NetLock’s regular backups and transaction logging assure the recoverability of the data in case of the elimination of a data storage device. Even at the very worst, this system is able to recover the data of the previous day.

NetLock’s Disaster Recovery Plan includes stipulations for events reports (a part of them is automated, a part of them is the responsibility of the personnel) on the corruption as well as irregular operation of all its devices. Professional personnel evaluate the reports and takes response measures in order to minimize the possible damages and service breakdowns.

6.7.3 NetLock Private Key Compromise Procedures

The Business Continuity and Disaster Recovery Plan (BCP DRP) of NetLock includes an action plan for compromise of the private keys of the service provider (see BCP DRP). In addition to the revocation of the public key of NetLock, the action plan reveals the circumstances of compromise, takes measures on informing all the concerned parties (independently of Section 2.1 but taking it into account), takes the necessary steps to prevent from repeated compromise, and provides its unit with new keys if necessary, and all the certificates issued with the compromised key will be revoked.

6.7.4 Business Continuity Capabilities after a Natural or Other Disaster

After a natural or other disaster or in case of corruption of its equipments, NetLock takes the responsibility of restarting the following services within at most three (3) hours:

· Revocation Management Services;

· Revocation Status Publication Services.
NetLock takes the responsibility of restarting all of its other services within five (5) weekdays.

6.8 Certification Services Termination

6.8.1 Cease of Operation

In case of planned termination or permanent suspension of its services, NetLock performs at least the following procedures before stopping its operation:

a) informs the persons designated as Signers in the issued and still valid certificates as well as the NCA at least sixty (60) days before terminating its services indicating the organization – with the same qualifications – that takes over the revocation status records as well as the obligations for preserving registration information and event log archival for the period prescribed for or undertaken by NetLock (see Section 10.3) at the moment of terminating the operation at latest;
b) publishes an announcement thirty (30) days before terminating its services on its web site (see Section 1.5) and sends an electronic message for its customers having an e-mail address on the termination of its services;
c) revokes the issued and still valid certificates at least (20) days before terminating its operation;
d) withdraws service rights and authorizations based on former agreements with all the independent contractors and registration organizations that are in contractual relationship with NetLock and take part in certificate issuance and calls upon all these registration organizations to deliver the stored data;
e) performs full range backups with time stamping in order to preserve registration information and event log archival. Backups shall contain the data of former changes related to certificates, data on the status, possible suspension, or revocation of the certificates as well as the regulations of NetLock on certificate issuance and Signature Checking Data, furthermore the records of revoked certificates. NetLock protects backup data files against unauthorized modification and access and guarantees that the data are available and interpretable for the authorized persons within the period of retention;
f) destroys its own private keys and revokes the related certificates and publishes an announcement on this in a daily paper distributed all over the country;
g) continues to meet its publication obligations after revoking its certificates until the termination of its services;
h) does not issue new certificates after announcing the termination of its operation.
If liquidation or bankruptcy proceedings are instituted against NetLock, it informs the NCA without delay on this fact indicating the organization conducting the proceedings.

NetLock is covered for the expenses of meeting the requirements of service termination. This is warranted by a HUF 25,000,000 bank guarantee.

In order to transmit the data to an other service provider, NetLock places them on storage media and in a format appropriate for the service provider or provides a possibility for processing the data in their original format by delivering the proper tools, documentation, and knowledge.

6.8.2 Termination of a Registration Point

As far as possible, NetLock makes efforts continuously to substitute its possibly eliminated Registration Points for new ones and maintain the personal availability of its registration services all over the country. In case of the elimination of a Registration Point, NetLock assures the collection of the data stored at the Registration Point and − depending on the contract and the aim of data management − calls upon the Registration Point to stop data management.

7 Technical Security Controls

For providing its services, NetLock uses an informatics system consisting of reliable products assessed and checked from the points of view of security technics.

The key management stipulations distinguish the following keys:

NetLock private keys:

· private key signing end user certificates, CRLs, and OCSP responses;

· private key signing other certificates, CRLs, and OCSP responses;

· time stamping private key;

· infrastructural and control keys;

· key signing exchange identification responses.

NetLock public keys:

· public counterparts of the NetLock private keys.

End user private keys:

· end user private keys generated by himself/herself;

· end user private keys generated by NetLock.

End user public keys:

· public counterparts of the end user private keys.

7.1 Key Pair Generation and Installation

7.1.1 Key Pair Generation

	
	
	End User Key Pair
	NetLock Key Pairs

	Key generation and installation
	Key generation, storage
	Key pair generation shall be carried out by the End User himself/herself or − in case of signing device services − NetLock.
EHR+_Ü, EHR+_K:

Key pair generation and storage for End Users is permitted exclusively on Signature Creation Device (SCD).
EHR_Ü, EHR K, EHR_ÜA, EHR_KA:

Key pair generation shall be carried out by the End User himself/herself or − in case of signing device services − NetLock.
For generating Signature Creating Data, NetLock use SCD or cryptographic hardware device certified according to the legislative provisions.
	NetLock generates and stores its certificates signing and other infrastructural key pairs in a secure way. Key generation is the exclusive task and responsibility of NetLock.

NetLock shall not disclose the private keys.

	
	Key sizes
	The End Users have at least 1024 bit RSA keys.
	NetLock generates at least 4048 bit RSA keys.

	
	Key usage purposes
	NetLock or the End User generates a signing key pair.
	- signing end user certificates, CRLs, and OCSP responses;

- signing other certificates, CRLs, and OCSP responses;

- time stamping;

- infrastructural and control keys;

- signing exchange identification responses.

	Protection of the private key
	Multi-person control of the private key
	NetLock applies multi-person control or adequate technical protection when generating and managing private keys.
	NetLock applies at least double control in case of the private keys.

	
	
	

	
	Private key backup
	NetLock does not perform private key backup.
	NetLock performs backup its own private keys.

	
	Private key activation
	Activation of the private keys is initiated by the Subject.
	Activation of the private keys of NetLock is performed by NetLock.

	
	Private key deactivation
	Deactivation of the private keys is performed by the used application at the end of its operation.
	Deactivation of the private keys is performed by NetLock.

	
	Private key destruction
	The End User is obliged to destroy its private key after its expiration.
	NetLock destroys its own private keys in every form of occurrences after their expiration.

	Other activities
	Public key archival
	NetLock preserves the end user public keys for the period of time stipulated in the corresponding  legislation(see Section 6.5.2 ).
	NetLock preserves service provider public keys for the period of time stipulated in the corresponding  legislation.  (see Section 6.3.2).

	
	Key usage period
	Validity of the end user private key corresponds to that of the related certificate.The public key is valid until it is secure cryptographically.
	Validity of the service provider private key corresponds to that of the related certificate,.The public key is valid until it is secure cryptographically.


NetLock generates itself all of its own key pairs in a secure cryptographic hardware module. Except backup (cloning), the generated private keys remain in the cryptographic hardwares during their whole life cycle, until their destruction they shall be transmitted to nowhere. If destruction of NetLock’s key pair becomes necessary for any reason, it takes place under double control as stipulated in the certificate of the device.

7.1.1.1 Used Devices

	Signing Devices
	Hardware Specification
	Software Specification

	Non-Qualified Certification Authority
	ERACOM ProtectServer Orange (formerly CSA 8000) FIPS 140-1 Level 3 HSM
	ERACOM ProtectServer Orange (formerly CSA 8000) drivers, PKCS11 interface, NCA NetLock Certification Authority system

	End user device
	Hardware device, with the possibility of storing keypairs and certificates,

In the case of SSCD it should be registered by NCA or device, that can be verified in other way that it works as SSCD.
	


7.1.2 Private Key Delivery to Subject

Since all the key pairs of NetLock are generated on-site (see Section 7.1.1), they shall be transmitted to nowhere.

The signing private keys of the End Users shall not be transmitted if they are generated by the Subject himself/herself. When the end user key pair is generated by NetLock within the frame of Signing Device Services, it delivers the device to the Subject in a direct and secure way.
7.1.3 Public Key Delivery to Certificate Issuer

NetLock issues certificates itself for all of its own public keys.

The already registered Subject (see Section 4.2.2) sends his/her end user public key in a secure channel to the Registration Authority that – after checking successfully that the Subject really owns the private key corresponding to the submitted public key – transmits it to the Certification Authority also in a secure channel.

In case of Signing Device Services, the key pairs are generated by NetLock on-site, thus there is no need for public key delivery.

7.1.4 Service Provider Public Key Publication

NetLock makes its certificates signed by the Certification Authority publicly-accessible in the Repository and at the Customer Service.

7.1.5 Key Sizes

See Section 7.1.1.

7.1.6 Public Key Parameters Generation and Quality Checking

The public key parameters are in compliance with the stipulations (see Appendix to Directive [2] and the guiding regulations of NCA [22] ) and the appropriate standards, algorithms were applied during their generation.
7.1.6.1 Parameters Quality Checking

The system checks the suitability of the parameters of key generation from two points of view:

· checking the suitability of random number generation used for the parameters (is the generation duly random statistically?);

· checking the realization of the conditions, interconnections for the parameters.

The basis of checking the suitability of random number generation is that all the cryptographic hardware modules in the system can test statistically the regularity and independence of the bit series generated by themselves. The modules make possible the calling of tests through a standard interface.

Besides the testing instructions callable through the external interface, the hardware modules also test continuously their own random number generation and stop in case of faulty tests.

Moreover, the certifying organizations inspect annually and re-certify every three (3) years the devices.

7.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)

Besides signing the certificates, NetLock shall use its own service provider private key exclusively for signing the Certificate Revocation List (CRL).

NetLock shall issue signing certificates for creating signatures only with a Key Usage Field that is “critical” and has “true” value for the “NonRepudiation” bit and “Digital Signature” bit can be set to “true” optionaly.

7.2 Private Key Protection

7.2.1 General Provisions on Service Provider Keys

The following provisions apply to Service Provider keys:

· the generation, storage, backup, recovery, and destruction of the keys takes place in a physically secure environment under double personal control;

· the keys of the Certification Authority are generated and stored in a cryptographic module with FIPS 140-1, Level 3 certificate;

· in case of off-board key pair generation during certification services, the cryptographic device generating the key pair is in compliance with at least one of the following standards or standard-like documents: a) FIPS 140-1, Level 3, b) CEN HSM – PP and this fact is proved by certificates;

· the keys shall be used exclusively by authorized persons for purposes in compliance with the aim of generation;

· before using their own Service Provider keys, NetLock’s systems make sure that the certificates related to these keys are valid;

· NetLock certificates and CRL signing keys differ from any other keys for different purposes;

· changeover of NetLock key pairs takes place using an out of band process;

· during the destruction of Service Provider keys, NetLock applies secure deletion processes that overwrite actually every form of occurrences of the keys in every possible storage device;

· when exporting the keys from the secure cryptographic module, NetLock assures protection of the keys;

· at the end of their life cycle, NetLock destroys the keys in a way that the signing keys cannot be recovered;
· NetLock protects the systems processing information sensitive from cryptographic point of view (e.g. private keys) out of cryptographic hardware devices against compromise by electromagnetic radiation (see Section 6.1.3.2).

7.2.2 Private Key Escrow

NetLock and end user private keys shall not be escrowed.
7.2.3 Private Key Backup

At NetLock, the backup (or doubling, cloning) of all the Netlocks private keys could be performed:

During the backup process, the private key of the certificate issuer and the private key of time stamp certificate is copied from the cryptographic hardware module generating it to smart cards in several parts, in a protected way.

· Special devices are needed to perform the backup process.

· As a first step of the backup process performed under double control, the operators authenticate themselves.

· After successful authentication, the backup is performed in encrypted form.

· Further on, the backup copies are stored under protection of the same character and strength as the original in the hardware module generating the private key.

7.2.4 Private Key Archival

NetLock does not archive either its signing private key or the end user private keys.

7.3 Other Aspects of Key Pair Management

7.3.1 Other Provisions on Key Management

NetLock manages and operates its digital signature products used for providing services separately from its products used for other purposes. Within the range of products used for certification services, NetLock manages its digital signature products used for providing qualified services separately from its products used for not-qualified services.

NetLock groups all of its digital signature products used for providing services into security classes based on risk assessments and keeps records of them.

NetLock stores the public keys not supplied yet with certificates in a physically secure environment.

7.3.2 Public Key Archival

The Registration Authority archives every certificate generated by NetLock for the following period:

· non-end user certificates: ten (10) years of their expiration;

· end user certificates: as stipulated by the provisions of law (at the date of issue of this Practice Statement ten [10] years of their expiration).

NetLock does not archive the private key of the Signer (see Section 7.2.4).
7.3.3 Private and Public Key Pair Usage Periods

NetLock certificates and private counterparts of their public keys:

· Non-qualified certificates and CRL signing private key: 
twenty (20) years;

· Non-qualified time stamping private key: 


five (5) years
· certificates and CRL signing private key for public administration use: fifteen (15) years.
Validity of the certificates belonging to end user signing keys and the private counterparts of their public keys is at most two (2) years, if it was renewed with the same key then four (4) year.  The validity period is indicated in the certificate. Beginning of the validity period of the certificate corresponds to the time of issuance.

Validity of the private key corresponds to that of the related certificate. Validity of the public keys of all the above certificates lasts until they meet cryptographic security requirements.
At the end of their usage periods, the service provider keys can be archived in order to be restorable later (after a not specified period of time). This holds especially true for the public keys for checking digital signatures.

7.4 Activation Data
The prescriptions for activation data applies exclusively only on that certificates, where keys generated and delivered to end user on SCD (for example EHR+_Ü and EHR+_K too).
7.4.1 Activation Data Generation and Installation

NetLock generates the activation data related to the Signature Creating Devices (PIN Codes) in a secure way separately from the devices. The PIN Code is set according to the provisions of the organization certifying the Signature Creating Device. The other exact stipulations are not publicly accessible in the interest of the Subject.
7.4.2 Activation Data Protection

NetLock records the activation data related to the Signature Creating Devices (PIN Codes) only in order to transfer them to the Subject – without making a copy.

7.4.3 Other Aspects of Activation Data

NetLock transmits the activation data related to the Signature Creating Devices (PIN Codes) to the Subject separately from the Signature Creating Devices.

7.5 Computer Security Controls

NetLock applies the following computer security controls:

· requires that suppliers of informatics systems and spare parts provide documentation that makes clear the appropriate and secure operation of the reliable systems, their installation promoting the minimization of the risk of system failures, and protection against viruses and harmful software in order to maintain the integrity of the systems and the information processed by them;

· requires that suppliers of the service systems provide the following documentation: instructions for installation, system administration guide, instructions for operation;

· protects certain systems by access levels and passwords;

· checks the audit log files from different viewpoints at a daily, weekly, monthly, and yearly frequency.

The relevant provisions are included in detail in Sections 6.6, 6.4, and 6.1 as well as the Security Policy.

7.5.1 Specific Computer Security Technical Requirements

The security functions realized by the applications are as follows:

· security logging (records of the system operator accesses and operations);

· communication (assuring confidentiality, integrity, and authenticity of communication between the Certification Authority and the Central Registration Authority by activating relevant functions of the cryptographic hardware modules);

· protection of user data (enforcing access control rules [the used applications offer access only to the functions in compliance with the authority], support of protection of information residue);

· identification and authentication (identification and authentication of system operators, access to the functions provided by the applications only after successful authentication).
The security functions realized by the cryptographic hardware modules are as follows:

· cryptographic support (generation, protection, and destruction of cryptographic keys, execution of cryptographic procedures providing confidentiality, integrity, authenticity, and non-repudiation);

· protection of user data (enforcing own access control rules);

· identification and authentication (identification and authentication of own users [Security Officers or system operators], access to the own functions only after successful authentication);

· security management (management of own security functions, setting and modification of access authorities in accordance with functions);

· reliable protection of security functions (security testing of own operation, maintenance of secure status in case of failure, assuring indispensableness of access control);

· reliable path/channel (building a reliable route suitable for preventing the transmitted data from unauthorized disclosure and modification with the user authenticating himself/herself).

The information security controls are included in detail in the Security Policy of NetLock.
7.5.2 Computer Security Rating

The relevant provisions are included in the Risk Assessment Policies of NetLock for internal use.
7.6 Life Cycle Technical Controls

7.6.1 System Development Controls

As to the systems developed by NetLock, the possible risks are assessed and analyzed.

As to softwares developed by itself, NetLock applies change management procedures for issuance, modification, and urgent improvement. The change management procedure takes place before installation, if possible. From this requirement, urgent improvement may be exempt when subsequent documentation is allowed if the delayed installation of the software may actually endanger operation of NetLock or cause significant damage to property or ethics.

The relevant provisions are included in detail in the Software Development Policy and Information Change Management Policy of NetLock for internal use.

7.6.2 Security Management Controls

The applied procedures and methods are examined by independent experts. For maintaining high-level secure service continuously, NetLock applies also an information security direction system corresponding to standard ISO 27001:2006 (formerly known as BS 7799-2:2002) examined by independent external as well as internal auditors.

7.6.3 Life Cycle Security Rating

The necessary security rating is examined by independent auditors.

7.7 Network Security Controls

NetLock separates its own network from the open networks by firewall servers. The relevant provisions are included in detail in the Security Policy and Business Continuity and Catastrophe Plan.

The security functions realized by the firewall and intrusion detector are as follows:

· security logging (logging network communication, protection of secure logs, restriction on access to them to the system auditor jobs, continuous analysis of the logs, execution of security alarms and automated responses);

· protection of user data (enforcing information flow checking rules preventing and observing flow of prohibited information [filtering]);

· identification and authentication (identification and authentication of own users [network administrators], access to the own functions only after successful authentication;

· reliable protection of security functions (assuring indispensableness of information flow checking).

7.8 Checking of the Cryptographic Module

NetLock operates cryptographic modules with qualifications level stipulated in the relevant section of this Practice Statement. The relevant provisions are included in detail in the Security Policy and Business Continuity Plan.

7.9 Time Source and Time Synchronization

The internal clock of the reliable systems of NetLock is synchronized to a standard time source.

In case of equipments providing connected time source, NetLock assures the integrity and constancy of incoming time data.

NetLock logs the anomalies in the synchronicity of system time at the moment of detecting the divergence indicating the degree of divergence. In case of anomalies in the synchronicity, NetLock shall not provide OCSP response, CRL, and certificate issuance as well as time stamping services.

7.9.1 Identification of Time Sources

NetLock applies several independent UTC source systems and devices for receiving their signals for the operation security of time source:

· time source GPS: reference time provided by GPS satellite navigation system;

· time source DCF: German reference time;

· time source PRS: high accuracy independent local time source based on rubidium oscillator and synchronized to ACTS compatible national time service providers;

· time source NTP: at least four Level stratum 1 NTP servers available via Internet.
7.9.2 Accuracy of Time Source

NetLock synchronizes every clock of the reliable systems used for services in connection with time to the so-called Coordinated Universal Time (UTC) for qualified time stamping with at least 0.1 second while for other activities related to certification services at least 1 second accuracy. Accuracy of the time sources used by NetLock tolerates at most some thousandth seconds divergence from UTC.

NetLock performs time synchronization to the accepted reference time at least sixty-four (64) times a day. If it is necessary for meeting the synchronicity requirements, NetLock increases the number of daily time synchronization activities.

7.9.3 Used Devices

	Time Synchronization Devices
	Time Synchronization Sources

	HOPF 6039 GPS type receiver
	GPS satellite navigation system (time source GPS) 

	HOPF 6039 DCF type receiver
	German reference time (time source DCF)

	PRS10 rubidium oscillator
	ACTS compatible national time service providers (time source PRS)

	NTP server
	4 external time sources (time source NTP)


8 Certificate, CRL, OCSP and Time Stamp Profiles

8.1 Certificate Profiles

NetLock issues certificates in compliance with recommendations X.509 [7]. 

8.1.1 Constant Elements of Individual End User Signing Certificates Profiles

	Field
	Content

	Common Name
	Name of the private person in a way as in his/her identification document, in its accented form,
in UTF-8 encoding

	Organization
	– (empty)

	Organization Unit
	– (empty)

	Country
	Country code according to the residence as determined in standard ISO 3166 [5]

in case of Hungary: HU

	Locality
	Settleme9t according to the residence

	State
	- (empty)

	Title
	- (empty)

	SubjectAltName
	E-mail address of the private person 

	Public Key
	Public key of the owner of the certificate

	Basic Constraints
	(critical extension) cA = FALSE 

	KeyUsage
	(critical extension) NonRepudiation (optional) Digital Signature 

	ExtendedKeyUsage
	(non critical) Secure Email (mandatory in PARCA certificates)

	Further Extensions
	Included in documents [18], [21] on profile definitions

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	The name of the issuer (in PARCA  certificates, only Class A or B) 

	Signature
	sha1RSA


8.1.2 Constant Elements of Employee End User Certificates Profiles

	Field
	Content

	Common Name
	Name of the private person in a way as in his/her identification document, in its accented form,
in UTF-8 encoding

	Organization
	Name of the organization(s) that is Affiliated Subject(s)

EHR+_K, EHR K: public administration organ

	Organization Unit
	Name of the organization unit(s) or empty

EHR+_K, EHR K: organization unit

	Country
	Country code according to the seat as determined in standard ISO 3166 [5]

in case of Hungary: HU

	Locality
	Settlement according to the seat

	State
	- (empty)

	Title
	Title or empty

	SubjectAltName
	E-mail address of the employee


	Public Key
	Public key of the owner of the certificate

	Basic Constraints
	(critical extension) cA = FALSE 

	KeyUsage
	(critical extension) NonRepudiation (optional) Digital Signature

	ExtendedKeyUsage
	(non critical) Secure Email (mandatory in PARCA certificates)

	Further Extensions
	Included in documents [18], [21] on profile definitions

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	The name of the issuer (in PARCA  certificates, only Class A or B)

	Signature
	sha1RSA


8.1.3 Constant Elements of Employee End User Certificates Profiles (EHR_ÜA, EHR KA)
	Field
	Content

	Common Name
	The DNS name of the server, 

or other authorized name in UTF-8 encoding, and using spaces as separator

	Organization
	EHR_ÜA : Name of Organ(s) (Affiliated Subject(s))

EHR_KA: Name of Public Administration Organ

	Organization Unit
	- (empty)

	Country
	Country code according to the seat as determined in standard ISO 3166 [5]

in case of Hungary: HU

	Locality
	Settlement according to the seat

	State
	- (empty)

	Title
	- (empty)

	SubjectAltName
	E-mail address of the organization


	Public Key
	Public key of the owner of the certificate

	Basic Constraints
	(critical extension) cA = FALSE 

	KeyUsage
	(critical extension) NonRepudiation (optional) Digital Signature

	ExtendedKeyUsage
	(non critical) Secure Email

	Further Extensions
	Included in documents [18], [21] on profile definitions

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	The name of the issuer (Class A or B)

	Signature
	sha1RSA


8.1.4 NetLock (OCSP Response Signing) Certificates Profile

	Field
	Content

	Common Name
	NetLock OCSP Kiszolgalo

	Organization
	NetLock Kft.

	Organization Unit
	Visszavonasi szolgaltatasok

	Country
	HU

	Locality
	Budapest

	State
	- (üres)

	E-mail
	- (üres)

	Public Key
	Public key of NetLock certificate

	Further Extensions
	Included in documents [21],on profile definitions

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	The name of the issuer

	Signature
	sha1RSA


8.1.5 NetLock (Time Stamp) Certificates Profile

	Field
	Content

	Common Name
	NetLock Idopecset Szolgaltato vagy NetLock  Idobelyeg Szolgaltato

	Organization
	NetLock Halozatbiztonsagi Kft.

	Organization Unit
	Idopecset Szolgaltatok or Idobelyeg Szolgaltatok

	Country
	HU

	Locality
	Budapest

	State
	– (empty)

	E-mail
	– (empty)

	Public Key
	Public key of the time stamping certificate

	basic Constraints
	cA = FALSE (kritikus kiterjesztes) [(critical extension)]

	KeyUsage
	NonRepudiation (kritikus kiterjesztes) [(critical extension)]

	ExtendedKeyUsage
	TimeStamping (kritikus kiterjesztes) [(critical extension)]

	Further Extensions
	Included in documents [18], [21] on profile definitions

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	The name of the issuer

	Signature
	sha1RSA


8.1.6 NetLock Class A (Certificates and Revocation List Signing) Certificates Profile

	Field
	Content

	Common Name
	NetLock Kozjegyzoi (Class A) Tanusitvanykiado

	Organization
	NetLock Halozatbiztonsagi Kft.

	Organization Unit
	Tanusitvanykiadok

	Country
	HU

	
	

	
	

	
	

	Public Key
	Public key of NetLock certificate

	
	

	
	

	
	

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	NetLock Kozjegyzoi (Class A) Tanusitvanykiado

	Signature
	sha1RSA


8.1.7 NetLock Class A (Certificates and Revocation List Signing) Certificates Profile Re-authenticated by the Public Administration Root Certification Authority

	Field
	Content

	Common Name
	NetLock  (Class A) Közigazgatási Tanusitvanykiado

	Organization
	NetLock Kft.

	Organization Unit
	Tanusitvanykiadok

	Country
	HU

	Public Key
	Public key of NetLock certificate

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	KGYHSZ (Public Administration Root CA - Hungary)

	Signature
	sha1RSA


8.1.8 NetLock Class B (Certificates and Revocation List Signing) Certificates Profile

	Field
	Content

	Common Name
	NetLock Uzleti (Class B) Tanusitvanykiado

	Organization
	NetLock Halozatbiztonsagi Kft.

	Organization Unit
	Tanusitvanykiadok

	Country
	HU

	Locality
	Budapest

	Public Key
	Public key of NetLock certificate

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	NetLock Uzleti (Class B) Tanusitvanykiado

	Signature
	sha1RSA


8.1.9 NetLock Class B (Certificates and Revocation List Signing) Certificates Profile Re-authenticated by the Public Administration Root Certification Authority

	Field
	Content

	Common Name
	NetLock (Class B) Közigazgatási Tanusitvanykiado

	Organization
	NetLock Kft.

	Organization Unit
	Tanusitvanykiadok

	Country
	HU

	Public Key
	Public key of NetLock certificate

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	KGYHSZ (Public Administration Root CA - Hungary)

	Signature
	sha1RSA


8.1.10 NetLock Class C (Certificates and Revocation List Signing) Certificates Profile

	Field
	Content

	Common Name
	NetLock Expressz (Class C) Tanusitvanykiado

	Organization
	NetLock Halozatbiztonsagi Kft.

	Organization Unit
	Tanusitvanykiadok

	Country
	HU

	Public Key
	Public key of NetLock certificate

	Version
	V3

	Serial number
	Unique serial number value

	Validity
	Beginning and end of validity

	Issuer
	NetLock Expressz (Class C) Tanusitvanykiado

	Signature
	sha1RSA


8.2 Certificate Revocation List Profiles
NetLock issues revocation lists (CRLs) in compliance with recommendations X.509 [9]. The Certificate Revocation List profiles issued actually by NetLock are included in document Non-qualified certificate, revocation list, OCSP  and time stamp profile definitions [21] published by NetLock on its web site (see Section 1.5) in accordance with the rules of publications stipulated for the Repository.
	Field
	Content

	Version
	V2

	Issuer
	The name of the issuer (in PARCA  certificates, only Class A or B)

	Last update
	Date of the last issuance

	Next update
	Date of the next issuance

	Signature
	Digital signature of the Issuer

	CRL entry
	Serial number of the revoked certificate, date and time of revocation

	CRL entry extension
	Included in documents [21] on profile definitions


8.3 NetLock (OCSP Response Signing) Certificates Profile
NetLock offers OCSP service in compliance with recommendations RFC 2560 [16]. The profile of the OCSP responder certificate is defined in the Non-qualified certificate, revocation list, OCSP  and time stamp profile definitions [21]. this document is published by NetLock on its web site (see Section 1.5) in accordance with the rules of publications stipulated for the Repository.
8.4 Time Stamp Profile

NetLock provides time stamping services in compliance with recommendations of standard RFC3161 [16], technical description ETSI TS 101 861 [15], and Directive [2]. The time stamp profiles issued actually by NetLock are included in document [21] Non-qualified certificate, revocation list, OCSP  and time stamp profile definitions published by NetLock on its web site (see Section 1.5) in accordance with the rules of publications stipulated for the Repository.

	Fields, Attributes
	Content, Interpretation

	Allowed hash algorithm of the time stamp request
	SHA-1 or RIPEMD160

	Policy identifier (OID) of the time stamp request
	Identifier of the requested Policy or empty

	Length of the random number (nonce) of the time stamp request
	At most 64 bit

	Can the certificate of NetLock (certReq) be requested in the time stamp request?
	Yes

	Policy identifier (OID) of the time stamp response
	Identifier of the requested Policy

	Hash algorithm used for the time stamp response
	SHA1 or RIPEMD160

	Signing algorithm used for the time stamp response
	RSA

	Further Extensions
	Included in document [18] on profile definitions

	Version
	V1

	Size of the serial number
	Dynamic length

	Uniqueness of the serial number
	The serial number used in the time stamp is unique as to NetLock. This attribute is maintained within reasonable limits even after possible termination of services.


9 Compliance Assessment

NetLock examines itself and delegates the examination of the compliance of the following elements of its services:

· its secure devices for signing end user certificates;

· cryptographic hardware module used for storing its own private keys;

· signature creating devices provided for the Subjects (e.g. smart cards);

· its methods and procedures for the management of the end user and Service Provider certificates;
· implementation of the provisions on certificates that can be used in public administration ([3], [4], ,[14]);

· operation in compliance with standards of the quality assurance system ISO 9001:2000;

· operation in compliance with standards of the information security management system ISO 27001:2006 (formerly known as BS 7799-2:2002).

9.1 Frequency of Compliance Assessment

In accordance with the provisions of laws, the different audits are conducted with the following frequency:

· assessment of the devices: before putting them to use, afterwards at least annually as a control of the continuous compliance;

· certification of methods and procedures for the certificate management together with an overall investigation on the spot: annually in the frame of an independent digital signature expert examination and also on the grounds of the decision of the supervisory authority in the frame of a supervisory authority procedure at any time;

· examination of the quality assurance system ISO 9001:2000 guaranteeing high level service: at least annually the whole system;

· examination of compliance with standards of the information security management system ISO 27001:2006 (formerly known as BS 7799-2:2002): annually the whole system.

9.2 Identity of Assessor

The compliance audits are/were performed by independent organizations:

· certification of Secure Signature Creating Devices: a certification organization up to the standards of the provisions of laws (see [1] Act § 24) designated in accordance with the provisions of Directive [11];

· methods and procedures for the management of certificates and certificates that can be used in public administration: the National Communications Authority in the frame of a supervisory authority procedure;

· compliance with the provisions on certificates that can be used in public administration ([3] [4], [14]): the Public Administration Root Certification Authority;

· compliance of the service system with the requirements of the provisions of laws as well as its security: an independent expert at least annually. The investigation covers the control system, the regulation, the implementation of the rules and their monitoring;

· operation of the quality assurance system ISO 9001:2000: an accredited ISO certification organization at least annually (at the date of issue of this Practice Statement the Moody International Ltd.);

· operation of the information security management system ISO 27001:2006 (formerly known as BS 7799-2:2002): an accredited outer independent certification organization at least annually (at the date of issue of this Practice Statement the SGS Hungária Ltd.).

Besides these audits performed by independent organizations, NetLock operates an own internal control system that investigates regularly the compliance with the previous audits and takes the necessary steps in case of deviation. The compliance of certain Service Provider activities with the provisions of laws and relevant regulations is examined by the Policy Management Authority according to its own schedule.

9.3 Assessor's Relationship to Assessed Entity

The outer organizations performing investigations in connection with NetLock are independent of it and carry out their activity under no influence. The investigating organizations have no portion of property or interest in NetLock and NetLock is not directly or indirectly a proprietor of the investigating organizations. Fees of the assessors are not subject to the results of their activity.

NetLock assures internal independence by making the employees sign an Independence Statement. The Statement is included in the Human Resources Policies of NetLock.

9.4 Topics Covered by Assessment

The scope of investigations performed by different assessors includes different topics. In the frame of the assessments, the fulfillment of all the legal conditions concerning the operation of NetLock is examined. Furthermore, investigations cover assessment of NetLock’s compliance with its own Certification Policies and other regulations.

In the course of the assessments of compliance with the regulations, the whole range of activity and all the internal regulations of NetLock (e.g. the regulations of the Registration and Certification Authorities) are investigated.

9.5 Actions Taken as a Result of Deficiency

In case of operation contradictory to the provisions of laws, the Policy Management Authority takes action by modifying the internal procedures and regulations on the service activities as well as by making the system implementation necessary for the changes performed. Proposals for changes can be made and discussed by the Management Information Security Forum.
The changes shall be reported to the supervisory authority and the Community, respectively.
The National Communications Authority informs the Community on the result of the assessment procedure also through the register of the service providers and trough the register of the publicly avaible CPS.

10 Business and Legal Matters
10.1 Fees

NetLock publishes the valid fees of its available services on its own web site (see Section 1.5) according to the publication requirements related to the Repository.

The published data are as follows:

· certificate issuance and renewal fees;

· certificate access, storage fees;

· revocation data access fees;

· time stamp fees;

· other special fees for certification services (e.g. special procedure, etc.).

The fees for certificate issuance and renewal published in the actual tariff of NetLock are valid only if the Subject as well as the Affiliated Subject of the registration can satisfy the conditions determined in the registration procedures of NetLock. Information on the registration procedures can be found in the Repository of NetLock and can be obtained from the Central Registration Authority and Customer Service (see Section 1.5). Furthermore, an automatic notice is sent after the submission of certificate application. In case of conditions not determined in the registration procedures (typically necessity of verification of foreign identification documents or digitally not available organizational registers) NetLock can apply a unique tariff.

Other rules for the fees of NetLock can be found in  the GTA.

10.1.1 Fees for Other Services

For the revocation, suspension, and reactivation of the issued certificates NetLock may charge procedural duties to the Subject/Applicant including the costs of publication of the altered status of the certificate in the Repository in the form of a revocation list.

For the required distinguished services (e.g. direct leased line access, accelerated issuance) NetLock shall apply a unique tariff.

Other rules for the fees of NetLock can be found in the GTA.

10.1.2 Refund Policy

If justified, NetLock shall refund certain fees related to certificate issuance (e.g. certificate storage fee) for a definite pro-rata period on the basis of a unique decision. Single fees shall be refunded in full amount.

Subject/Affiliated Subject is typically entitled to a refund of the full certificate issuance and storage fee in the following cases:

· data of the issued certificate are not correct due to the default of NetLock;

· NetLock committed an other fault when issuing the certificate;

· it is proved that NetLock does not meet any of its obligations when managing the certificate of the Subject.

Subject and/or Affiliated Subject may request that NetLock provide a refund within thirty (30) days of the certificate issuance or renewal at the central unit of the Registration Authority. In case of a favorable verdict, NetLock shall revoke the certificate free of charge and refund the full certificate issuance and storage fee for the indicated bank account number of the Subject/Applicant within twenty (20) days.

After the certificate issuance or renewal, the Subject/Applicant is entitled to a refund exclusively in case of a proved breach of contract or duties of NetLock. Destruction of the private key of the issued certificate for any reason is not a cause for refunding.

NetLock shall not be obliged to refund fees of its other activities.

10.2 Financial Responsibility

NetLock shall be responsible for damages caused to a third party not having a contractual relationship with NetLock according to the general provisions of the Civil Code. As to the Signer, NetLock shall bear the responsibility for damages caused by digital signature, time stamp, or digitally signed and/or stamped document according to the rules of breach of contract if NetLock did not meet its obligations indicated in Act [1] or other provisions of laws, with especial regard to the following ones:

· § 7 (2): obligations of using an appropriate signing device;

· § 9–11: information and data protection obligations;

· § 14: obligations related to certificate suspension and revocation.

Pursuant to § 6 (4) as well as § 9 (2) of the Act, NetLock determines below the highest transaction values. Taking into account the possibilities arising from the Act and the risk/price ratio of the certificates, NetLock shall not be responsible for the claims and damages related to digital documents issued and signed in transactions exceeding these limits.

In case of the non-qualified certificates, the highest transaction value is the amount indicated in the certificate. If there is no limit in the certificate, in the Case of Class A it is HUF 5,000,000 that is fifth million Hungarian forints, in the Case of Class B it is HUF 500,000 that is five hundred thousand Hungarian forints.

The insurance company of NetLock shall compensate for proved damages belonging to the responsibility circle of NetLock and arising from its own default or negligence up to the above-specified upper limit of indemnity per cases of damages.

In case of the individual certificates, the insurance covers the damages of all the concerned parties in relation to a certain insurance case up to the threefold amount of the above-specified upper limit of indemnity per cases of damages. Several cases of damages occurring due to the same reason and connected in time shall be regarded as a single insurance case.

10.3 Confidentiality, Data Protection

NetLock stores and manages the collected data taking into account the provisions of the prevailing laws. In addition, NetLock guarantees the secure management of the data of its customers also by its internal regulation system.

The aim of the data collection is to perform the registration duties of the certification services. Besides the cases regulated by laws, NetLock uses the data exclusively for the functional support of the efficiency of its main activity (see Section 10.3.8),.as well as for its internal statistics in a properly anonymized form.

NetLock stores the data of the electronic registration form filled in during the registration in digital version, while the photocopies of the documents collected during the identification procedure described in this Practice Statement both in paper and digital versions. NetLock assures the security of the data by secure physical storage and logical protection systems aimed at avoiding data loss data damage, inappropriate or unauthorized use of data.

NetLock shall preserve digital information on certificates – including information on their issuance – and the related personal data for at least ten (10) years of their expiration or till the legally binding conclusion of a possible legal dispute on the digital signature or a signed digital document (if NetLock is informed on the beginning and conclusion of such a dispute according to the obligations described in Section 10.5.3.1). Furthermore, it shall provide tools for determining the content of the issued certificates for the same term.

While searching for information on the web site of NetLock as well as surfing pages besides the so-called Customer Menu, the customers remain anonymous.

NetLock guarantees that no unauthorized persons have access to any submitted data.

10.3.1 Scope of Confidential Information

Basically, the data of the subscribers not included in the certificates. Furthermore, confidential Information covers internal procedures and private keys of NetLock.

10.3.2 Information Not within the Scope of Confidential Information

Registration data treated as public on the basis of the permission from the subscriber. Certificates stored in the Repository, the regulations, and the CRLs are also publicly available.

10.3.3 Disclosure of Information on Certificate Revocation/Suspension

NetLock publishes the revocation and suspension of the issued certificates in the Certificate Revocation List indicating the serial number of the certificate and optionally the reason for revocation. NetLock offers possibility for searching in the Certificate Revocation List according to the identifier of the certificate, as well (see also Section 4.6).

10.3.4 Disclosure Pursuant to Administrative Process

In order to discover or prevent crimes committed by digital signatures and for national security reasons, NetLock shall transmit data – proving the identity of the person in question and agreed pursuant to § 12 of the Act [1] – to the investigation authorities and national security services in case of fulfillment of the conditions determined for data request in a separate Act. In accordance with the provisions of the Act [1], NetLock shall record the fact of data transmission but shall not inform the Signer.

Based on the resolution pursuant to § 8/A of the Act [1], NetLock shall supply the Authority with data for surveys, analyses, and evaluations. NetLock shall assure the privacy, validity, and completeness of the data even during data supply for the Authority.

In case of terminating its activity – if there are no other service providers in the register of the Authority offering the given service on the same or higher level at the moment –, NetLock transmits the data related to the certificates to the Authority in compliance with the provisions of § 16 of the Act [1].

10.3.4.1 EHR+_Ü, EHR_Ü
As to the certificates that can be used in public administration, NetLock carries out exchange identification upon the electronically submitted request of the authority in charge. In this course, NetLock compares the submitted natural identifying data with the natural identifying data checked and managed by itself and sends a response for the authority whether the data submitted for exchange identification are identical with the identifying data managed by NetLock.

10.3.5 Disclosure Pursuant to Judicial Process

In course of a civil procedure at law and other procedures concerning the validity of a certificate, NetLock may transmit the data identifying the Signer to the person with adverse interests or his/her representative or disclose them to the court upon request taking into account the provisions of Section 9.3.8.

10.3.6 Other Information Disclosure Circumstances

In case of terminating its activity, NetLock shall transmit information related to certificates (especially data of changes in certificates, records on the actual status, revocation, suspension of the certificates) to an other service provider offering the given service on the same or higher level in compliance with the provisions of § 16 of the Act [1]. The rules of the data supply for the Authority in case of terminating the activity are set forth in Section 10.3.4.

10.3.7 Disclosure upon the Request of the Subject

NetLock shall disclose private user information to a third party with the authorization from the Subject or Affiliated Subject for which it charges special procedure fee in a degree published on its web site (see Section 1.5).

10.3.8 Disclosure of Other Information to a Third Party

Other information may be disclosed to a third party in case of debts of fee outstanding thirty (30) days with the aim of distraining.

NetLock may transmit other information to organizations in contractual relationship with it that provide services related to the verification of the validity, effectiveness, and applicability of digital documents issued in the frame of the services of NetLock or other digital documents authenticated by them.

10.4 Intellectual Property Rights

All the names, products, regulations, CRLs used in the frame of the service activity are the property of NetLock. The software and hardware components are the property of NetLock or NetLock uses them according to the law.

10.5 Rights and Obligations

10.5.1 Common Obligations of the Certification Authorities

a) Issuance, renewal, suspension, reactivation, revocation of a standard X509 certificate upon request from the Central Registration Authority;

b) publication of the suspension or revocation of a certificate in CRL;

c) publication of its own certificate;

d) full range protection of its own private key by storing it in a dedicated cryptographic hardware module;

e) in case of assumed compromise of the authentication key pair, damage or destruction of the key pair, the immediate information of the members of the Community digitally (e.g. e-mail, a notice on the web site) or using an out of band process (e.g. normal mail, a notice in a daily paper), as well as contacting any member of the Policy Management Authority in writing or personally.

10.5.2 Common Obligations of the Registration Authorities

a) Operation in a way that hurts security of services by no means;

b) operation on their own;

c) management of the applications of the Applicant (Subject) related to certificates (issuance, renewal, suspension, revocation);

d) collection, verification of customers’ data, verification of these data trough the official governmental databases, making a decision on their validity;

e) appropriate protection of non-public customers’ data;

f) notification of the Subject (and Applicant) and other members of the Community on certificate issuance and operations with certificate;

g) making the certificate available for the Subject;

h) making access possible for the Policy Management Authority to the area of service.

10.5.2.1 External Class B registration partners
a) Verification of documents proving identity of the Applicant and validity of other data and signature authentication on  the Service Agreement;

b) transmission of the copies of original documents used for verification to the Central Unit at NetLock.
10.5.2.2 External Class A registration partners
c) Verification of documents proving identity of the Applicant and validity of other data and signature authentication on  the Service Agreement;

d) transmission of the copies of original documents used for verification to the Central Unit at NetLock.

10.5.2.3 Central Registration Authority

a) Supervision of the authentication activity of the external registration partners;

b) checking the authentication on the basis of the submitted copies of documents; as to the certificates that can be used in public administration, this checking activity is complemented with comparing the data with those in public registers;
c) registration, judgment, and transmission of certificate applications and revocation requests.

10.5.3 Obligations of the End User

10.5.3.1 General Obligations of the End User Include to:

a) understand and observe the General Terms of Agreement and this Practice Statement;

b) choose a Certification Policy in compliance with his/her demands before applying for a qualified certificate;

c) choose a certificate type in compliance with his/her demands and the chosen Certification Policy;

d) choose among the transaction value limits determined by NetLock that is indicated in the certificate;

e) act in accordance with the terms and regulations while utilizing the services including application and use of the certificate and the private key;

f) contribute to the security of the services mainly by correct data supply as well as the conscious and responsible use of the public key infrastructure;

g) inform immediately NetLock on the beginning and legally binding conclusion of a possible legal dispute;

h) inform NetLock on the abnormalities – determined in separate provisions of laws and this Practice Statement – detected in connection with the signature, the signed digital document, or the certificate;

i) observe the possible limitations indicated in the certificate.

10.5.3.2 Obligations of the End User during Key Usage Include to:

a) store and use his/her private key in a secure way;

b) use the key pair and certificate properly;

c) destroy his/her private key after the expiration of the relevant certificate;

d) if there is a possibility for the private key compromise, request the suspension or revocation of his/her certificate at NetLock as soon as possible.

10.5.3.3 Obligations of the End User during Certificate Usage Include to:

a) prove the validity of his/her data collected during the registration procedure of certificate issuance by presenting the originals, certified copies, as well as copies of the necessary documents according to the processes described in the relevant items of this Practice Statement (see Section 3);

b) inform NetLock on his/her data necessary for identification, in case of Employee Certificate also the identification data of the person entitled to sign on behalf of the organization, as well as the data of the organization, and the changes in all of these;

c) inform NetLock on the data described in Item d) of Appendix 2 to the Act (special characteristics of the Signer determined in separate provisions of laws and this Practice Statement, as well as the General Terms of Agreement depending on the intended use of certificate) and the changes in them;

d) inform NetLock on the data described in Item k) of Appendix 2 to the Act (in case of a certificate entitling to represent an other person [organization], this quality of the certificate and the data of the represented person [organization]) and the changes in them;

e) inform NetLock without delay on the changes in his/her registered data during the validity period of the issued certificate;

f) follow procedures and use applications that support appropriate usage of the certificates issued by NetLock;

g) before the first use of the certificate, check the accuracy of his/her data in the certificate and if they do not agree with the facts, request the revocation of the certificate.

h) Obviously, the obligations exist during the validity period of the certificate and the key and even afterwards, if necessary.

Warning!

Publishing non-valid, false, or falsified data, the Subject or the Affiliated Subject commits the crime of forgery of official documents pursuant to § 274 of the Criminal Code in certain cases.

10.5.4 Recommendations for the Relying Party

Activities described in this Practice Statement for the Relying Party are recommendations from NetLock that are necessary for the secure acceptance of digital signatures. 
Netlock excludes its liability, if the relying party doesn’t follow the recommendations published in the CPS at the verification of the signature, certificate or timestamp validity and time validity. 

The relying party should follow these recommendations, and the corresponding legislation.
10.5.4.1 It is Highly Recommended for the Relying Party to:

a) accept public keys only for specific purposes and with applications that are in harmony with the content of the “KeyUsage” and “ExtendedKeyUsage” fields of the relevant certificates;
b) follow procedures and use applications that support appropriate usage of the certificates issued by NetLock;
c) when accepting a digital signature or time stamp, make sure of the validity and acceptability of the signature/time stamp by the available methods, furthermore perform every other activity in order to make a well-founded decision on the acceptance of the digital signature/time stamp and certificate including:
A) Checking of the interconnection between the digital message, the digital signature, and the certificate, as well as the integrity of the message:

· exact selection of the digitally signed data from the message;

· decoding of the digital signature by means of the public key in the certificate;

· checking of the interconnection between the digital signature and the signed message, as well as the integrity of the message by hash generation and comparison.

B) Checking of whether the certificate is used legally and in harmony with the regulations:

· checking of the time of signature creation, possibly by checking the time stamp;

· checking of the limitations on the usage of the signing key;

· determination of the interpretation according to the presumed or indicated intention of the Signer;

· study of the other data of the certificate and interpretation of the limitations.

C) Investigation of the validity of the certificate containing the public key:

· study of the data related to the Subject and Affiliated Subject of the certificate and determination of the entity/entities in the “Subject” field on this basis;

· determination of the validity period of the certificate;

· determination of the status of the certificate by studying the revocation information published by NetLock according to the provisions of this Practice Statement and utilizing revocation services.
D) Checking of the Certificate Chain:

· creation of Certificate Chains and selection of the suitable chain;

· control of the members of the Certificate Chain on the basis of the Repository by taking the steps listed in this Section.

Warning!

The Relying Party has to refuse the acceptance of a digital signature or time stamp if the results of any checking step points to the fact that the digital signature, time stamp, or certificate or their usage are invalid, illegal, and/or contrary to this Statement and other related regulations.

If the Relying Party does not act accordingly, he/she shall be responsible for any damages resulting from accepting signatures or time stamps that are invalid, illegal, and/or contrary to this Statement and other related regulations.
10.5.5 Other Obligations of NetLock

General obligations of NetLock include:

a) supervision, operation of the Registration and Certification Authorities as well as the Repository;

b) providing services in accordance with the provisions of the prevailing laws, this Practice Statement, and other public NetLock regulations, contractual conditions;

c) assuring high level and secure services continuously;

d) clear definition of the duties of independent contractors, regular supervision of their activities, assuring the compliance with the procedures ordained by NetLock, and – in case of operation departing from the regulations – ordering and controlling the termination of inappropriate operation;
e) comparing the natural personal identifying data of the customer indicated in the electronic exchange identification request from the authority in charge with the those managed by NetLock and sending a response for the authority whether the data are identical; in this course, checking the signature of the authority in charge prior to fulfilling the exchange identification request, thus certifying the authenticity of the request.
10.5.5.1 Common Obligations of NetLock Units

Obligations of organizations belonging to NetLock, the Registration and Certification Authorities are:

a) determination of the activity, basic principles of the Community in connection with digital authentication, furthermore compilation and regular supervision of detailed regulations on operation;

b) employing personnel with necessary professional qualifications in the required number for the continuous operation defined in the regulations;

c) providing software and hardware infrastructure adapted for the PKI processes defined in the regulations and installed properly, carrying out the necessary changes;

d) continuous supervision of the work and professional skills of the personnel responsible for the operation, correction, and maintenance of infrastructure, carrying out the necessary changes;

e) continuous, secure operation, correction of infrastructure defined in the above points, carrying out standard maintenance of the tools of infrastructure;

f) compilation, application of the Business Continuity Plan;

g) providing, operating, and maintaining software and hardware infrastructure adapted for management, storage, and archival of data generated during the activity defined in the regulations as determined in this Statement and the supplementary regulations;

h) providing software and hardware infrastructure for logical and physical protection of software and hardware system carrying out PKI processes and storing the generated data as determined in this Statement and the supplementary regulations;

i) proper operation of infrastructure for logical and physical protection, creation and maintenance of informatics, physical, administrative, and business security;

j) providing free access for the Policy Administrator to the documents to be supervised as well as creating proper conditions for him/her to control the internal office management processes on the spot.

10.5.5.2 Obligations of the Policy Management Authority

a) Verification of the documents to be supervised as well as the internal office management processes on the spot and information of the management of NetLock on the experiences;

b) reception of the remarks and proposals in connection with the regulations;

c) preparation, discussion, and execution of the actualization of the regulations;

d) specification, approval, and maintenance of the different Certification Policies.

10.5.5.3 Obligations of the Repository and the Related Activities

Obligations of the Repository during operation are:

a) public operation of the Repository available for every Relying Party on NetLock web site (see Section 1.5);

b) publication of NetLock’s own certificates, certificates issued by NetLock, CRLs, actual and previous regulations (NetLock General Terms of Agreement, Practice Statement, Certification Policies) without delay;

c) publication of regulations at least in Adobe Acrobat and Microsoft Word document format;

d) prevention of confidential information, non-public data from being published in the Repository;

e) operation of the Repository with at least 99% availability making access possible to it every day of the year 0–24 hours; and service breakdowns shall not exceed a 24 hours interval;

f) assurance of availability by executing procedures described in the Business Continuity Plan and elaborated by NetLock for preventing abnormal operation;

g) assurance of writing authority to the Repository only for NetLock.

10.6 Responsibilities

10.6.1 General Responsibility of NetLock

NetLock shall be responsible for:

· its service activities within the frame of this Practice Statement;

· the operation of the Registration and Certification Authorities essential for its services, even if certain duties are performed by independent contractors.

10.6.1.1 Limits of Responsibility

NetLock shall not be responsible for the damages arising from the fact that the Signer or the Relying Party did not act in accordance with the provisions of the prevailing laws and/or the regulations of NetLock as well as did not show the due diligence during checking and using the certificates.

As to damages related to its services, either contractual or not, NetLock shall be bound to compensate third parties exclusively for provable damages arising from its own default, not meeting its obligations, as well as negligence attributable to NetLock (see Section 10.2).

10.6.2 Responsibility of the End User

The End User shall be responsible for the damages arising from not meeting his/her obligations indicated in this Statement.

10.6.3 Responsibility of the Relying Party
The relying party is responsible for the careful procedures at the acceptance of the certificate.
Netlock excludes its liability, if the relying party doesn’t follow the recommendations published in the CPS at the verification of the signature, certificate or timestamp validity and time validity. 

The relying party should follow these recommendations, and the corresponding legislation.
10.7 Change Procedure
10.7.1 Procedures for Policy Changes

Within NetLock, the Policy Management Authority operates that is responsible for the maintenance of the Practice Statement. This unit collects the claims for changes, performs modifications, meets internal and external informational requirements, and puts changes into force.

While collecting the claims for changes, the unit creates internal, publicly not accessible working versions of the regulations that undergo an internal supervision before publication. NetLock edits the changes into a new version of regulations in batch making efforts that new regulations should only be issued as rarely as possible.

Before its acceptance, NetLock examines the compliance of the Certification Policies with the followings:

· Compliance with the Recommendation [14] nibinun requirements;

· formal compliance with the standard RFC 3647 [8].

NetLock has definitive authority and responsibility for accepting Certification Policies or possibly choosing them among Certification Policies registered already by NCA. In case of an agreement, NCA registers the Certification Policy approved and declared by NetLock.

Before approving it, NetLock examines the compliance of the Practice Statement in content and form with the Certification Policies.

NetLock has definitive authority and responsibility for approving the Practice Statement. After declaring it, the National Communication Authority verifies it (accepts, or RFC) and publishes it in its register.
The amended versions of the Practice Statement are always published with new version numbers. The examination of the compliance of the regulations with each other, the relevant provisions of laws, and the standards takes place at least twice a year. Extraordinary supervision of or amendment to the regulations are performed in case of changes in the law provisions. NetLock supervises the regulations also on the basis of the practical experiences gained during its operation.

10.7.2 Policy Management Authority

10.7.2.1 Composition of the Policy Management Authority

The Policy Management Authority operates as a working team with the following composition:

· Policy Manager: head of the Policy Management Authority, his/her task is to coordinate the work of the unit as well as approve its decisions;

· Policy Administrator: his/her task is to process the claims of the Community using the regulations supervised by the Policy Management Authority on the amendments to the regulations as well as to elaborate the amendments to the regulations and submit them in form of proposals. Moreover, his/her authority and responsibility are to specify, prepare for approval, and maintain the Certification Policies.

10.7.2.2 Operation of the Policy Management Authority

The Policy Management Authority is called together by the Policy Manager. The Authority has a meeting at least twice every year in order to review thoroughly the provisions of the supervised regulations.

After submitting and discussing the necessary changes, the Policy Manager makes the decisions of the Policy Management Authority. The Policy Administrator is responsible for entering these changes into the regulations.

The prevailing list of the members of the Policy Management Authority is included in the membership list of the Policy Management Authority. Minutes of the meetings of the Authority are kept.

10.7.3 Elements Subject to Change without Notice

NetLock shall not put into force amendments to this Practice Statement without amendment procedures stipulated in the provisions of laws.

10.7.4 Elements Subject to Change with Notice

NetLock shall put into force every amendment to this Practice Statement only if the conditions determined in procedures stipulated by the relevant provisions of laws are satisfied. The amendments not affecting the security level or applicability of services (such as typically the spelling mistakes, formal changes, different contact data, Internet addresses, phone numbers) are performed and thus announced in batch. However, NetLock shall call the attention of the Community to amendments affecting the security level, applicability of services by special announcements (see Section 2.1.2).

10.7.5 Amendments to Object Identifier (OID) or Indices

Every amendment changes the version number and object identifier of the Practice Statement. NetLock publishes the amended Statement concerning only the new certificates to be issued (but not the already issued ones) in an Internet address different from that of the previous main version, thus only the indices of the newly issued certificates refer to it, if any.

10.8 Complaints Management

10.8.1 Lodging a Complaint: Where?
Questions, claims, and complaints concerning the activity of NetLock (including Registration Authorities, as well) may be submitted to the Customer Service office of NetLock (see Section 1.5).

10.8.2 Lodging a Complaint: How?
NetLock accepts complaints in normal mail, e-mail (via info@netlock.hu), by fax, phone, and personally (see Section 1.5).

10.8.3 Procedures for Complaints Management

NetLock informs the complainant on the receipt of his/her complaint within three (3) weekday at the given address indicating the time necessary for investigating the matter. Within the designated period of time, possibly not more than ten (10) weekdays, NetLock investigates the complaint, remedies the detected deficiency within a technically reasonable period of time, and informs the complainant on all of these activities in writing. If the complainant does not accept the reply, he/she has to initiate negotiations with NetLock. If NetLock rejects this or the negotiations between the parties do not lead to agreement within twenty (20) weekdays, the complainant may bring the case before a court. Taking into account the above, the final deadline for complaints management is thirty (30) days from receiving the complaint.

10.8.4 Local Inspectorate for Consumer Protection

Inspectorate for Consumer Protection - Central-Hungarian Regional Inspectorate (NFH Közép-magyarországi Regionális Felügyelősége) address: H-1052, Budapest, Városház u. 7. postal address: H-1364 Budapest, Pf. 270., phone: (+36 1) 318 2681 fax: (+36 1) 318 1639, email: fogyasztovedelem@pest.b-m.hu 
Referred provisions of law, standards, and other documents
The present document refers to the documents below:

[1] Act XXXV of 2001 on Digital Signatures

[2] Decree 3/2005 (III. 18.) of the Ministry of Informatics and Communication on the detailed requirements for the services related to qualified digital signatures and the service providers

[3] Act CXL of 2004 on the General Rules of Administrative Official Procedures and Services and its enforcement decrees

[4] Government Resolution 194/2005 (IX. 22.) on the requirements regarding digital signatures and related certificates, and the certification service providers in the administrative official procedures

[5] ISO 3166 English Country Names and Code Elements

[6] FIPS PUB 140-1 (January 11, 1994) Security Requirements for Cryptographic Modules
 [7] RFC 3280 (earlier RFC 2459) Internet X.509 Public Key Infrastructure – Certificate and Certificate Revocation List (CRL) Profile
[8] RFC 3647 (earlier RFC 2527) Internet X.509 Public Key Infrastructure – Certificate Policy and Certification Practices Framework
 [9] International Telecommunication Union X.509 “Information technology – Open Systems Interconnection – The directory: Public-key and attribute certificate frameworks”

[10] General Terms of Agreement (GTA) – NetLock – actual valid version (at the validity start of this CPS it is: 1.3.6.1.4.1.3555.0.1.20060828
[11] Directive 9/2005 of the Ministry of Informatics and Communication on the organizations certifying digital signature products as well as the rules for their designation

[12] ETSI TS 101 861 v1.1.1 (2001-08) Time Stamping Profile

[13] RFC 3161 Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)

[14] Recommendation of the Ministry of Informatics and Communication on Certification Policies in Public Administration
Certification Policies requiring the use of Signature Creating Device:

Certification Policy referring to customers: 0.2.216.1.100.42.101.3.2.1

Certification Policy referring to public administration officers: 0.2.216.1.100.42.101.4.2.1
Certification Policies not requiring the use of Signature Creating Device:

Certification Policy referring to customers: 0.2.216.1.100.42.101.5.2.1

Certification Policy referring to public administration officers: 0.2.216.1.100.42.101.6.2.1

Certification Policy referring to automatism at the customers: 0.2.216.1.100.42.101.7.2.1

Certification Policy referring to automatism at the public administration authority: 0.2.216.1.100.42.101.8.2.1

[20] Qualified certificate, revocation list, and time stamp profile definitions
[15] ETSI 102 042 v1.1.1 (2002-04) Policy requirements for certification authorities issuing public key certificates

[16] RFC 2560 Online Certificate Status Protocol (OCSP)

[17] Certification and Time Stamping Regulations, Netlock, actual valid version
[18] Recommendation of the Ministry of Informatics and Communication on the Technical Specification of Structure and Data Content of the End User Certificates in Public Administration
[19] Act XLIII of 1992 on Protection of Personal Data and Disclosure of Data of Public Interest
[20] Directive 1999/93/EC of the European Parliament and of the Council on a Community framework for electronic signatures

[21] Non-qualified certificate, CRL and OCSP and time stamping certificate profile definitions, actual valid version (at the start of validity of this CPS: 1.3.6.1.4.1.3555.1.24.20061027)

[22] Recommendations of Ministry of Informatics and Communication about the controversary authentication specifications, actual, valid version, (at the start of validity of this CPS: v5_v1_1)

[23] NCA directive about the cryptographic and hash algorithms usable by CAs, actual valid version (at the start of validity of this CPS: HL-20336-8/2005)

 24] NetLock Authentication Regulations for Signature purpose certificates, actual, valid version
10.9 Interpretation and Enforcement

10.9.1 Governing Law

NetLock performs its activity in accordance with the provisions of the prevailing Hungarian laws (see Act [1], Directive [2], Decree [3]). The Hungarian laws shall govern the contracts, regulations of NetLock, as well as their observation and they shall be interpreted according to the Hungarian laws.

10.9.2 Segregation of the Provisions

Declaration of invalidity or annulment of any provision by court does not have an effect on the force and validity of the other provisions.

10.9.3 Legal Continuity of the Provisions

The regulations on the revocation and revocation information management shall remain in force (and the archived data shall be preserved) even if the services are terminated and thus the Practice Statement ceases to exist.

10.9.4 Extension of the Provisions

Other contracts related to the service activity take into account the provisions of this Practice Statement, as well.

10.9.5 Dispute Resolution Provisions

Questions, claims, and complaints concerning the activity of NetLock (including Registration Authorities, as well) may be submitted in writing via e-mail (info@netlock.hu) or by the central fax number of NetLock (see Section 10.8 ) and also trough phone or personaly at the address of main office of Netlock (see Section 1.5).
In case of any disputes or complaints, the End Users are obliged while the Relying Parties and any third parties are recommended to contact immediately NetLock and provide whole range information on every aspect of the question before bringing the case before a court. The parties always shall make an effort to resolve any dispute in a peaceful way through negotiations.

If the consultation between - which is follows the results of the investigation of the customer complaint - the parties fails within  twenty (20) days of the first day of the consultation initiated by one of the parties, the parties shall mutually submit to the exclusive competence of the Permanent Court of Arbitration within the Hungarian Chamber of Commerce and Industry. Language of proceedings at the Court of Arbitration is Hungarian; the laws applicable to the proceedings are the Hungarian substantive and procedural laws in their up-to-date version. Number of the appellate judges is three (3).
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