CA:Problematic Practices Checklist

Long-lived DV certificates 

Certificates are valid maximum 2 years long. It is possible, to request a new certificate with the same key, but the verification is done again, before issuing it.
Wildcard DV SSL certificates 

Wildcard DV certificates are validated with OV too.

Theoretical question regarding this: 

is this block means, that no individual person can have Wildcard certificate?

for example:

If I own the domain “viktorvarga.hu” it is not possible to have a Wildcard certificate with “*.viktorvarga.hu”.
Delegation of Domain / Email validation to third parties 

Domain and email validation is done internally, by the Central Registration Authority.
Issuing end entity certificates directly from roots 

This is one of the goals of the rollover. At now the actual way is this, after the rollover, we switch to the offline root – subordinate CA combo. 
At the start of the actual roots there was no criteria like this.
Allowing external entities to operate unconstrained subordinate CAs 

At this time, MNB and MKB subordinated external CA is constained by the
CA:TRUE, pathlen:0
constrain.

System are configure and maintained by the Netlock.

Question: Can you define more clear the strength of the needed constrains?

Distributing generated private keys in PKCS#12 files 

There is no distribution of private keys in PKCS#12 except personal encryption certificates.

As a backup, encryption certificates requested on signature device are given on CD to for the user, if she/he lost his device, it is possible with the PKCS#12 backup, to open encrypted mails. Now key recovery is possible trough online system but only for these personal encryption certificates.
Theoretical question: Is the backup sent with the signature device and the key recovery option a PKCS#12 distribution?

Certificates referencing hostnames or private IP addresses 

There is no certificate issued to domains without FQDN.

Question:

There is the UCC certificate profile, which is needed by the Exchange 2007 to use with external and internal names. These names are put in the Subject Alternative Name field of the certificate. 
It is possible to these request have FQDN for external, and internal names without valid FQDN, for internal access. Is this UCC profile in under this practice?

OCSP Responses signed by a certificate under a different root 

This time, there is separated QA, A, B, C roots. In the current architecture only CDP field is included into the certificate.

After the rollover will be there AIA fields too, and this AIA field will be compatible with this option.

(Certificates with OCSP AIA will have public access and will have OCSP responder issued with the same root as the certificate.)
Theoretical question:

The RFC 5280 doesn’t exclude to have multiple OCSP and caIssuers field in the AIA. It is good for redundancy, for example to have two OCSP responder, when one of them is down,the other is accessible? Does the Firefox handle it? This same also implies for CDP.

CRL with critical CIDP Extension 

CRL doesnot have CIDP extension, and they are not an not will be partitioned. 
