Appendix 3 – Examination records

3.1 record – New root private key generation (sha2)

Record number: jkv_0901001_sha2

Record subject: The Netlock generates a now root key with sha2

Record time: 09-04-15

Record made by: Balázs Szekeres

The generation and handling of the private keys used by the CA, published in the QA CPS, and that CPS follows the Hungarian legislation.

The generation of the new SHA2 CA was examined trough its documentation.

The goal of examination, to find out, the generation was done in that way that was published in the CPS or not.
The SHA2 key was generated, root certificate was issued, and it is included into the MS Explorer. The issuance of the productive subCAs are under process, at the time of the examination.

	QA CPS – Rules apply to the CA keys  
	Professional evaluation

	The generation, storage, backup, recover, and destruction of keys should be done by two person in a secure area.
	By the records, it is ok

	The keys of a qualified CA shouls be generated and stored in a FIPS 140, Level 3 crypto module,
	By the records, it is ok

	When the certificate is a qualified certificate, and the key was not genereated directly on an SSCD,, the crypto device should have certificate about one of the follwings:

a) FIPS 140,Level 3

b) CEN HSM – PP.
	Not applicable

	The key can be used by the users with the correct access level, and can be used for the correct usage.
	By the records, it is ok

	The CA system checks the validity of the CA certificate, before the use of the CA key
	Not applicable

	The CA ceriticate keys, and the CRL Signer key are different from all other keys used for other functions
	By the records, it is ok

	The reffres of the CA keys made by out-of-band change
	By the records, it is ok

	At the deletion of the CA keys, the algorithms that used should realy overwrite all the key copies,  on all the storages.
	Not applicable

	At the exporting the private key from the Secure Module the CA secures the process. 
	By the records, it is ok

	At the end-of-life of the keys, the original keys are destructed in that way that is irrecoverable. 
	Not applicable

	The systems which are working with sensitive key data, out of a secure crypto module, are secured against the electromagnetic spying
	Not applicable


	
	
	CA keypairs
	Professional evaluation

	Key generation and installation
	Key generation, storage
	The generation and storage of the CA and other keys should be done by the CA exclusively,.

These private keys are no published to the public.
	Key generation was made in the secure vault. Key storage is in the same area but in a safe.

By the records, it is ok

	
	Key size
	The key size is minimum 2048 bit
	2048 RSA sha 256

By the records, it is ok

	
	Key usages
	-qualified Certificate and CRL signing

-other certificate , CRL and OCSP response signing

-time stamping certificate issuance

-infrastructural and control keys

-reverse identification response signing
	The root can works as a root CA.

By the records, it is ok

	Securing the private key
	Multiple person control
	Two person control needed when working with the private keys.
	It follows the rules, there  is two person control.
By the records, it is ok

	
	Key deposit
	There is no key deposit service
	Not applicable

	
	Key backup
	The private keys of the CA shouls be backed up.
	Backup was done, the storage of the backup is secure.
By the records, it is ok

	
	Key activation
	Key activation should be made by CA


	Key activation made by CA
By the records, it is ok

	
	Key deactivation
	Key deactivation should be made by CA


	Not applicable

	
	Key destruction
	Keys should be destroyed after its validity is over.
	Not applicable

	Other activities
	Archivation of public keys
	The public keys should be stored until the date deined by the legislation
	The public key was generated and stored as needed.

By the records, it is ok

	
	Validity period of the keys
	The validity of a CA private key is same with its corresponding certificate, The public key valid until its  algorithm is valid.
	The key and certificate validation is same.

By the records, it is ok


The results of the examination

The creation of and the structure of the new CA follows the actual regulations.
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