CA – Information Checklist

1. General information

1.1. Name:

Netlock

1.2. Website:

www.netlock.hu
1.3. Organizational type: Ltd.

1.4. Primary market:


Geographical:
Hungary

Customer types:


organizations (singer and encryption certificates)

personal use (signer and encryption certificates)

server owners (ssl)

developers (code signing)
2. Requested CA:
2.1. Friendly name:
Netlock Gold (Arany) Root CA

2.2. Root certificate:


-----BEGIN CERTIFICATE-----

MIIEFTCCAv2gAwIBAgIGSUEs5AAQMA0GCSqGSIb3DQEBCwUAMIGnMQswCQYDVQQG

EwJIVTERMA8GA1UEBwwIQnVkYXBlc3QxFTATBgNVBAoMDE5ldExvY2sgS2Z0LjE3

MDUGA1UECwwuVGFuw7pzw610dsOhbnlraWFkw7NrIChDZXJ0aWZpY2F0aW9uIFNl

cnZpY2VzKTE1MDMGA1UEAwwsTmV0TG9jayBBcmFueSAoQ2xhc3MgR29sZCkgRsWR

dGFuw7pzw610dsOhbnkwHhcNMDgxMjExMTUwODIxWhcNMjgxMjA2MTUwODIxWjCB

pzELMAkGA1UEBhMCSFUxETAPBgNVBAcMCEJ1ZGFwZXN0MRUwEwYDVQQKDAxOZXRM

b2NrIEtmdC4xNzA1BgNVBAsMLlRhbsO6c8OtdHbDoW55a2lhZMOzayAoQ2VydGlm

aWNhdGlvbiBTZXJ2aWNlcykxNTAzBgNVBAMMLE5ldExvY2sgQXJhbnkgKENsYXNz

IEdvbGQpIEbFkXRhbsO6c8OtdHbDoW55MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8A

MIIBCgKCAQEAxCRec75LbRTDofTjl5Bu0jBFHjzuZ9lk4BqKf8owyoPjIMHj9DrT

lF8afFttvzBPhCf2nx9JvMaZCpDyD/V/Q4Q3Y1GLeqVw/HpYzY6b7cNGbIRwXdrz

AZAj/E4wqX7hJ2Pn7WQ8oLjJM2P+FpD/sLj916jAwJRDC7bVWaaeVtAkH3B5r9s5

VA1lddkVQZQBr17s9o3x/61k/iCa11zr/qYfCGSji3ZVrR47KGAuhyXoqq8fxmRG

ILdwfzzeSNuWU7c5d+Qa4scWhHaXWy+7GRWF+GmF9ZmnqfI0p6m2pgP8b4Y9VHx2

BJtr+UBdADTHLpl1neWIA6pN+APSQnbAGwIDAKiLo0UwQzASBgNVHRMBAf8ECDAG

AQH/AgEEMA4GA1UdDwEB/wQEAwIBBjAdBgNVHQ4EFgQUzPpnk/C2uNClwB7zU/2M

U9+D15YwDQYJKoZIhvcNAQELBQADggEBAKt/7hwWqZw8UQCgwBEIBaeZ5m8BiFRh

bvG5GK1Krf6BQCOUL/t1fC8oS2IkgYIL9WHxHG64YTjrgfpioTtaYtOUZcTh5m2C

+C8lcLIhJsFyUR+MLMOEkMNaj7rP9KdlpeuY0fsFskZ1FSNqb4VjMIDw1Z4fKRzC

bLBQWV2QWzuoDTDPv31/zvGdg73JRm4gpvlhUbohL3u+pRVjodSVh/GeufOJ8z2F

uLjbvrW5KfnaNwUASZQDhETnv0Mxz3WLJdH0pmT1kvarBes96aULNmLazAZfNou2

XjG4Kvte9nHfRCaexOYNkbQudZWAUWpLMKawYqGT8ZvYzsRjdT9ZR7E=

-----END CERTIFICATE-----

2.3. X.509 Certificate version: Version: 3 (0x2) 

2.4. SHA-1 fingerprint:06 08 3f 59 3f 15 a1 04 a0 69 a4 6b a9 03 d0 06 b7 97 09 91

2.5. Type of signing key: RSA 2048 bits 
2.6. Signing key parameters: sha256RSA
2.7. Valid from (YYYY-MM-DD):
2008-12-11

2.8. Valid to (YYYY-MM-DD):

2028-12-06.
2.9. A description of the PKI hierarchy rooted at or otherwise associated with this root CA certificate:

2.9.1. Summary of CAs signed by this root.
Note: This is a plan after the rollover.

2.9.1.1. Subordinate operated by the CA:
The redesigned equivalent of existing roots will be created under this root.
2.9.1.2. Subordinate operated by third parties:
The equivalent of existing roots will be created under this root.

2.9.1.2.1. MKB (Hungarian Trade Bank)

2.9.1.2.2. MNB (National Bank of Hungary)

2.9.1.3. Any other roots for which this root CA has issued cross-signing certificates:

There is no cross-signed certificate.

2.9.2. A list of any other root CAs that have issued cross-signing certificates:
There is no cross-signing for this certificate.
2.9.3. Technical controls exercised over subordinate CAs:
2.9.3.1. Certificates issued by subordinates:
2.9.3.1.1. MKB

employee signer certificate

employee encryption certificate
Controlled trough:

· CPS,
· contract between CA and third party.
2.9.3.1.2. MNB
employee signer certificate,
employee encryption certificate,
Contorolled trough:

· configuration of issuing server,

· CPS,

· contract between CA and third party.
2.9.3.2. Subordinates options to create subordinates:

· They can’t create subordinates, controlled trough by
PATHLEN
· configuration of issuing server.

2.9.4. Audits of subordinate CAs:

2.9.4.1. CA audits of subordinates: 
Together with the external audits.

2.9.4.2. Third party audits:

Made by the govermental agency NHH (National Communications Agency).
2.9.4.3. Frequency of audits: Yearly.
2.10. Issued certificates with the hierarchy:

Note: This is a plan after the rollover.

2.10.1. Certificates usable for SSL/TLS:

Technical parameters:

basicConstraints critical,CA:FALSE

keyUsage critical,keyEncipherment

CDP

AIA

2.10.2. Certificates usable for signing and encrypting email messages:

Technical parameters:

common parameters:

basicConstraints critical,CA:FALSE

CDP

AIA

for encryption certificates:

keyUsage critical,keyEncipherment

for digital signature certificates:
keyUsage critical, digitalSignature,nonRepudiation

for qualified signer certificates:

certificatePolicies 

qcStatements

qcsEuCompliance,qcsEuLimitValue:HUF*5*6,
qcsEuRetentionPeriod:10

keyUsage critical,nonRepudiation

2.10.3. Certificates usable for digitally signing executable code objects:

Technical parameters:

basicConstraints critical,CA:FALSE

keyUsage critical, digitalSignature

extendedKeyUsage codeSigning

CDP

AIA

2.11. SSL certificates are issued within the hierarchy rooted at this root CA certificate: 

2.11.1. Domain verification: always 

2.11.2. Organization attribute verification: always
2.11.3. EV guideline compatible verification: always
2.12. Email certificates are issued within the hierarchy rooted at this root CA certificate: 

2.12.1. Email account verification: always
2.12.2. Identity information verification: always
2.13. Code signing certificates are issued within the hierarchy rooted at this root CA certificate:

2.13.1. Identity information verification: always
2.14. EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
EV certificate issuing is planned.

2.15. Example certificate(s) issued within the hierarchy rooted at this root:
Certificate is used at this URL (issued by Class B):

https://www.schalamonek.hu/
Example signer certificate (issued by Class B Legal):
-----BEGIN CERTIFICATE-----

MIIF9DCCBNygAwIBAgIGSdz/bQAQMA0GCSqGSIb3DQEBCwUAMIG0MQswCQYDVQQG

EwJIVTERMA8GA1UEBwwIQnVkYXBlc3QxFTATBgNVBAoMDE5ldExvY2sgS2Z0LjE3

MDUGA1UECwwuVGFuw7pzw610dsOhbnlraWFkw7NrIChDZXJ0aWZpY2F0aW9uIFNl

cnZpY2VzKTFCMEAGA1UEAww5TmV0TG9jayDDnHpsZXRpIEVhdC4gKENsYXNzIEIg

TGVnYWwpIFRhbsO6c8OtdHbDoW55a2lhZMOzMB4XDTA5MDQyMjE4NTYzM1oXDTEw

MDQyMjE4NTYzM1owWjELMAkGA1UEBhMCSFUxETAPBgNVBAcMCEJ1ZGFwZXN0MRUw

EwYDVQQDDAxWYXJnYSBWaWt0b3IxITAfBgkqhkiG9w0BCQEWEnZhcmdhX3ZAbmV0

bG9jay5odTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALkjhneasmrp

T2XGGH7diS6XoqqIPu3cJzfAWDSq3UsZemMzFezt/8xcXNZTK6zlx3ccXALrWUQb

593SxoS7c2MG/XLeEk6pV+opnm3ZTBihTEyHRAGkDv6E8A8QoJUFU7QNKx14tvHu

g2eHY5RCqch4/Wy5t++FEhyJ3HC/UqP7fhe63cHzK6339CF2a+DJ1YXUjAZ0AKFJ

FHCatg9noH/l58oiIDuSZ9cgohnOKNzYQsd8vqHB13CRrvpOFHiqAmChcMbpH/az

BqnVg0RVEtwKHyXk6zPyqvKGZ3bJLd44Nkfz1s+dvVsXZQDOKOvnxHUmYIEr5md/

3VBtuNNv+uECAwEAAaOCAmMwggJfMAwGA1UdEwEB/wQCMAAwDgYDVR0PAQH/BAQD

AgbAMBMGA1UdJQQMMAoGCCsGAQUFBwMEMB8GA1UdIwQYMBaAFDQbLMeyPkpyUz0S

f0Bmuq62pORHMB0GA1UdDgQWBBTYbKuXJvb1WSFgpQPs6aF0mdyfCzCCAUQGCCsG

AQUFBwEBBIIBNjCCATIwLQYIKwYBBQUHMAGGIWh0dHA6Ly9vY3NwMS5uZXRsb2Nr

Lmh1L2NibGNhLmNnaTAtBggrBgEFBQcwAYYhaHR0cDovL29jc3AyLm5ldGxvY2su

aHUvY2JsY2EuY2dpMC0GCCsGAQUFBzABhiFodHRwOi8vb2NzcDMubmV0bG9jay5o

dS9jYmxjYS5jZ2kwNQYIKwYBBQUHMAKGKWh0dHA6Ly9haWExLm5ldGxvY2suaHUv

aW5kZXguY2dpP2NhPWNibGNhMDUGCCsGAQUFBzAChilodHRwOi8vYWlhMi5uZXRs

b2NrLmh1L2luZGV4LmNnaT9jYT1jYmxjYTA1BggrBgEFBQcwAoYpaHR0cDovL2Fp

YTMubmV0bG9jay5odS9pbmRleC5jZ2k/Y2E9Y2JsY2EwgaEGA1UdHwSBmTCBljAw

oC6gLIYqaHR0cDovL2NybDEubmV0bG9jay5odS9pbmRleC5jZ2k/Y3JsPWNibGNh

MDCgLqAshipodHRwOi8vY3JsMi5uZXRsb2NrLmh1L2luZGV4LmNnaT9jcmw9Y2Js

Y2EwMKAuoCyGKmh0dHA6Ly9jcmwzLm5ldGxvY2suaHUvaW5kZXguY2dpP2NybD1j

YmxjYTANBgkqhkiG9w0BAQsFAAOCAQEAPwQziHjxg6VgRpVMirDltjGL6Dc27tB/

8kznjr44P6xwegjZ3DdUdPgzShYYaMO/AaWZF425nZnowucvrUF0MZczUBmCKWfi

LW23A5CcBfVwisHXqbzLjokQXeuP/im4BdRVDLPovxo71FHpRiyz8Hramks4yFpf

g/VvbkfgJD/AMAh5JkS7+zCw5oVvjOn66uFp60w++w5sCpJOO/v86Q8cNF7dUMl6

Vglq6Ay2wJBn/9UyWdMUtTvpyyvk4YKRPhj8ZrjScQb8y4Jl/kTmMejRE+NZ2eUW

k4cfiOAjgF4VA1txg3Hfs9bHBboWUEtj0rNyKDmmfjgeC6/JCTBccg==

-----END CERTIFICATE-----

2.16. Certificate Revocation Lists (CRLs) and URL(s) at which the CRL(s) may be obtained:
GOLD:

http://crl1.netlock.hu/index.cgi?crl=gold

CLASS B LEGAL:

http://crl1.netlock.hu/index.cgi?crl=cblca

CLASS B:

http://crl1.netlock.hu/index.cgi?crl=cbca
2.17. Online Certificate Status Protocol (OCSP) and, if so, the URL(s) for the associated OCSP responder(s):
GOLD:

http://ocsp1.netlock.hu/gold.cgi

CLASS B LEGAL:

http://ocsp1.netlock.hu/cblca.cgi

CLASS B:

http://ocsp1.netlock.hu/cbca.cgi
2.18. Maximum time elapsing from the revocation of an end entity or CA certificate until CRLs and/or OCSP responders are updated to reflect that revocation
Revocation trough the online system: 
1 hour

Revocation trough phone call, by mail :
3 hour

These are the CPS defined maximum, but it is in practice a few minutes.
2.19. The published document(s) describing how certificates are issued within the hierarchy rooted at this root, as well as other practices associated with the root CA and other CAs in the hierarchy, including in particular the Certification Practice Statement(s) (CPS) and related documents:
These are available at:

http://www.netlock.hu/USEREN/html/dok.html
They are avaible only in Hungarian on the page, and I attached the actual in English. 

2.20. The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this would be the "audit report and management assertions" document available from the webtrust.org site or elsewhere.) 
NHH (National Communication Agency, Hungary) audits from their webpage

http://webold.nhh.hu/esign/szolgReszlet/init.do?tipus=mi&azon=12201521-2-41
(the website of the agency is under redesign, so that the cause, why the URL contains the “webold” word.)
