	CRL
	A non-ldap-based URL for the CRL

http://fpkia.gsa.gov/CommonPolicy/CommonPolicy(1).crl


	CA Hierarchy
	The Common Policy CA is actually online and issuing CRLs with an 18 hour validity period every 12 hours.  It does not sign end-entity certificates directly.  It signs subordinate CAs for Shared Service Providers (SSP). The sub-CAs are operated by the SSPs. End-entity certificates may be issued to Federal employees, contractors, affiliated personnel, and devices operated by or on behalf of Federal agencies. The list of certified SSPs is provided on the FPKI website, and includes VeriSign, Cybertrust, Operational Research Consultants, Department of the Treasury, Entrust, and the U.S. Government Printing Office.

	Sub-CAs operated by third parties
	The SSPs only issue end-entity certs under the FCPF CA hierarchy with certificate policy OIDs listed in the FCPF CP to Government-related entities (government employees, sponsored contractors, & devices).  They are required to follow the Common Policy CP and each develops their own CPS which must be approved by the FPKIPA.

They must follow I&A procedures spelled out in their CPS that follow the requirements in the FCPF CP section 3.  Each SSP had to go through the procedures in the SSP Roadmap to obtain approval to become an SSP.
The Common Policy CRLs contain a critical CIDP.  



	Cross-signing
	At the current time, the FCPF CA is only cross-certified with the Federal Bridge CA (FBCA) which is also managed by the FPKI MA, but adheres to the FBCA CP.

	Domain Name Ownership/Control

Email Address

Ownership / Control
	Section 3 of the FCPF CP describes the naming used.  The FPKIPA resolves any disputes on the names.  SSPs only issue certificates on behalf of Federal Agencies who are responsible for the registration of their own domain names. 

	Identity of Code

Signing Subscriber
	Section 3.2.5 of the FCPF CP describes the requirement for validating the authority of a certificate requestor to assert organizational authority.

	Potentially Problematic Practices
	Long-lived DV certificates – N/A
Wildcard DV SSL certificates – N/A
Delegation of Domain / Email validation to third parties – N/A
Issuing end entity certificates directly from roots – N/A
Allowing external entities to operate unconstrained subordinate CAs – N/A
Distributing generated private keys in PKCS#12 files – N/A
Certificates referencing hostnames or private IP addresses
CSP Responses signed by a certificate under a different root
CRL with critical CIDP Extension – applicable in the case of the Common Policy
Generic names for CAs – N/A



