CNNIC Root Acceptance Application

General Information:
1. Company name
China Internet Network Information Center (CNNIC)

2. Website URL
   http://www.cnnic.cn/en/index/index.htm (English Version)
http://www.cnnic.cn/index.htm (Chinese Version)
3. Organization Type
CNNIC is an organization, which is administrated by Computer Network Information Center of Chinese Academy of Sciences.
4. Primary Market
The objective customers are domain owners from general public, including enterprise, government, organization, league, individual, etc.

Root CA

1. name of root CA

CNNIC ROOT
2. root CA certificate

https://www.enum.cn/cn/
3. certificate version
X 509 V3

4. SHA-1 fingerprint
   8b af 4c 9b 1d f0 2a 92 f7 da 12 8e b9 1b ac f4 98 60 4b 6f
5. Type of signing key
    RSA
6. Signing key parameters.
2048bits
7. Valid from 
2007-4-16   15:09:14
8. Valid to 
2027-4-16    15:09:14
9. PKI hierarchy rooted
1、1) A list of subordinate CAs ：

There is one subordinate CA named CNNIC SSL, which offers only SSL Certificate. In the future, we will build other subordinate CAs used in other operations, like email certificate, code signing certificate, etc.
2）Any subordinate CAs operated by third parties.
None
3) Any other roots have issued cross-signing certificates. 
No cross-signing certificates for root certificate

2、A list of any other root CAs that have issued cross-signing certificates
None

3、The extent and nature of subordinate CAs
      1）We offer all kinds of domains from general public, including enterprise, government, organization, league, individual, etc.
2）Whether or not subordinate CAs can create their own subordinates
4、The extent and nature of audits performed against subordinate CAs
1）subordinate CAs are included within the audit；
2）subordinate CAs are subject to third-party audit；

3）once a year
10. CNNIC’s Certificates is usable for enabling web or other servers to support SSL/TLS connections.
Technical Descriptions: 
· CNNIC SSL Certificate is accordance with standard SSL protocol 
· CNNIC SSL Certificate provide CRL inquiring service through LDAP and HTTP
· provide OCSP inquiring
· Length of certificate's private key is 2048 bits
· CRL updates every 12 hours
· Accordance with X.509 Version3
11. If SSL certificates are issued within the hierarchy rooted at this root CA certificate
1） Whether or not the domain name referenced in the certificate is verified to be owned /controlled by the certificate subscriber.
Yes. We have strict policies to verify if the domain name belongs to the certificate subscriber. CA checks the applicant's name and contact information matches the registration information in the WHOIS database for the domain name associated with the SSL Certificate. Details of the verification procedure please refer the CPS.
2） Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber.
 Yes. We not only check the domain name, but also verify if the applicant is a legitimate business by a rigorous validation procedure. Also details of the verification procedure please refer the CPS.
3） Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum.
Now we don't offer EV certificate.
12. We don’t offer email certificates now
13. We don’t offer code signing certificates now
14. We don’t offer EV certificates now
15. Example certificate
https://www.enum.cn/cn/ or https://www.enum.cn/en/
16. CRL URL 
http://www.cnnic.cn/download/crl/CRL1.crl

17. OCSP URL
   We actually have OCSP server. But since now we only provide SSL certificates, we didn't release this to the public.
18. The maximum time of CRLs and/or OCSP update 
The maximum time of CRLs update is 12 hours and the OCSP is available real-time
19. CPS URL
http://www.cnnic.cn/html/Dir/2007/04/29/4568.htm
20. WebTrust audit report
Please visit http://cert.webtrust.org/ViewSeal?id=805
476766
CA Name:     [China Internet Network Information Center (CNNIC) CA ]

Website URL: [http://www.cnnic.cn                                  ]

CA Summary: 

  [CNNIC is an organization, which is administrated by Computer Network Information Center of Chinese Academy of Sciences. CNNIC CA only offers SSL Certificates for servers abroad now. There is only one subordinate CA we have for our SSL Server Certificate. ]

Audit Type (WebTrust, ETSI etc.):  [ WebTrust                              ]

Auditor:  [     Ernst&Young                                                   ]

Auditor Website URL: [http://www.ey.com/global/content.nsf/China_E/home ]

Audit Document URL(s): 

  [http://cert.webtrust.org/ViewSeal?id=805                        ]

URL of certificate hierarchy diagram (if available):

  [http://                                                         ]

Certificate Details

-------------------

(To be completed once for each root certificate; note that we only 

 include root certificates in the store, not intermediates.)

Certificate Name:  [ CNNIC Root

Summary Paragraph:

  [ End entities must offer real application materials and information. And the subscribers must accept and sign CPS of CNNIC CA. The detailed policies are described in CPS. ]
  [ - End entity certificate issuance policy,                      ]

  [   i.e. what you plan to do with the root                       ]

Root certificate download URL (on CA website):

[http://www.cnnic.cn/uploadfiles/rar/2007/6/27/162526.rar/         ]

Certificate SHA1 Fingerprint (in hexadecimal):

  [ 8b af 4c 9b 1d f0 2a 92 f7 da 12 8e b9 1b ac f4 98 60 4b 6f   ]

Key size (for RSA, modulus length) in bits: [     2048bits         ]

Valid From (YYYY-MM-DD): [  2007-4-16                              ]

Valid To (YYYY-MM-DD):   [  2027-4-16                              ]

CRL HTTP URL (if any):

  [http://www.cnnic.cn/download/crl/CRL1.crl                       ]

CRL issuing frequency for subordinate CA certificates: [ 0.5  days ]

CRL issuing frequency for subordinate EE certificates: [      days ]

OCSP responder URL (if any):

  [http://                                                         ]

Class: [domain-validated]

Certificate Policy URL:

[ Didn't publish ]

CPS URL:

  [http://www.cnnic.cn/uploadfiles/pdf/2008/11/18/142721en.pdf        ]

Requested Trust Indicators: [ SSL ]

URL of a sample website using a certificate chained to this root 

(if applying for SSL):

  [https://www.enum.cn/en/                      ]
