E-GUVEN VALIDATION PRECODURES.

A) AUTHENTICATION OF ORGANIZATION NAME

1) Check organization name and contact phone from Dun & Bradstreet (D&B) database, or
Turkiye Ticaret ,Sanayi, Deniz Ticaret Odalari ve Ticaret Borsalari Birligi ( The Union of
Chambers of Commerce Industry Maritime Trade and Commodity Exchanges of Turkey-
TOBB) database for which the list of web address and mail address of chambers are
presented to verify the organization identity.

a. Organization name from Trusted Databases ( TOBB , D&B or
b. Phone number from Telecommunication Service Provider companies
databaseler genislet.

2) If the customer meets E-Guven’s requirements, that is, the organization’s identity
matches to the domain registration and D&B record,or TOBB database ,conduct a
verification call

3) Conduct a telephone verification to verify the correct organization information.

4) Ask for corporate contact/applicant to verify following information

a. Organization name and location

b. The Corporate Contact is aware of the request and authorizes the Technical Contact
to apply for and receive the Digital ID

¢. Common Name

d. Technical Contact’s email address

e. Corporate Contact’s email address

5) Send verification email to corporate contact for information verified by phone,
6) If verification email is confirmed go to domain verification step.

B) AUTHENTICATION OF DOMAIN NAME

Following checks are done in order to authenticate domain name. Verification email is sent to
applicant if all conditions are met. After confirmation of verification payment controls are done in
order to finalize Certificate issuance.

1) Determine if the Common Name is a valid intranet or Internet domain.
a. Common name can not be an IP address.

b. Common names cannot contain any spaces, commas

If the customer has submitted a request with an invalid Common Name, order is rejected and
customer is notified that they must re-enroll using a valid common name.



2) Find the appropriate domain registry for the domain in the request.
Whois records are checked from exact whois provider of domain name.
Query domain from ICANN accredited whois servers and reach exact whois provider of
domain. Query domain name from exact whois provider in order to access current domain
whois information.
Whois records must reflect corporate contact/applicant name .

3) Organization address listed in domain registration matches the corporate contact address or
technical contact address.

4) Either the Corporate Contact or the Technical Contact is also listed as a contact for the
domain registry.

e [femail records are not visible in whois server records and company does not want to
reflect this information Domain Authorization Letter is requested.

e If any of the above conditions are not met Certificate is not issued.

If the customer cannot use any of the above options to prove that the Organization in the
Distinguished Name owns the domain, Domain Authorization Letter is requested from customer as an
official letter format.

C) GENERAL FACTS

In any case an official letter is requested from organization any kind of official letter must meet
following conditions.

e Should be stamped and signed,
e Signature circulary approved by government or notary must be provided,
e Printed on the letterhead stationery of the domain owner.

Any notary documents are verified by following steps if necessary ( this process is done in working
hours) ;

e A phone call is made to relevant notary

e Ask them to verify notary document from reference number .

e Fax document to notary and ask them to confirm it is identical as the on kept in
notary recrds.

o Letter must be printed on company letterhead, as listed in the request



e Letter must be signed by the Corporate Contact
e Letter must be notarized (or equivalent, based on your country’s standards)

D) Example Trusted Database Screenshots

1. Screenshot of a search page
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2. Screenshot of a search page
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3. Screenshot of the list of companies
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1. Screenshot of the company report (1/3)

siciL BiLGILERI

osoft Internet Explorer

Takyidat Yar mi?
Ticaret Sicil Mo
Ticaret Unvani

is adresi

Telefon

Faks

Gikanlmis Sermaye
Kayith Sermaye

Bna Sozlesmenin Tescil
Tarihi

Odaya kayit Tarihi
Meslek Grubu

126428 /0
BRISA BRIDGESTOME SABANCI LASTIK
SANAYI VE TICARET AMONIM SIRKETI

SABANCI CENTER KLULE 2
KAT.2

4. LEVENT

80745

02122780021
02623647300

02122811681
7.441.875.000.000 TL
25.000.000.000.000 TL
28.02,1974

13.05.1974
T1-KAUGUK YE PLASTIK

Firma hakkinda en son sicil kayitlanna gdre gerekl bilgi agadida gdsterilmigtir,

fletisim

Y dnetim Kuruly Dyeleri

isim SOYAD
HUSEYIN BAYRAKTAR
ZIV & ENGIN TUNCAY
SAKIP SABAMNCI
GULER SABANCI
HIS A0 K AW AMOT O
HIROMICHI QDAGIRI
HIS A0 TK AW &,
YOSHIO MEAGART
WMEHMET CIVELEK

Toemmil wem T ammts Oilailaes ﬂ
J e s » H @FFO —Mlcr...l @FFO —Mlcr...l @FFO —Mlcr...l @FFO —Mlcr...l verwsgn.d‘.. |I@ITD— M. |®E¥ﬂﬁ 15:58

2. Screenshot of the company report (2/3)
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Tahdidi tazamrmun etmemek dzere her tip ve nevide dig ve ig

lastikler, ayakkab mamulleri,recineler,plastik kayislar ve
kimyevi maddeler dahil olmak Uzere tabii ve suni kauguk
mureklkabati, kaugugun yerini alan maddeler,lkaugul evsafina
haiz veya ayni maksatla kullarlan maddeler ile kismen veya
tamarmen kauguktan imal edilen maddeleri istihsal ve imal
etrmek Istigal mevzuu ile ilgili makina, yedek parga ve
malzemeleri mibayaa,ithal ve imal etmek Istigal mevzuu ile
ilgili ham madde, yardimecr madde, yan mamul ve mamullerin
ithal,ihrag ve dahili ticaretini yapmak

Maksat ve mewzuu ile ilgili her tarlt menkul gayrimenlkul

ve gayri maddi haklar iktisap etmelk isletmelk kiralamak
kiraya vermek icabinda almak ve satmak bagkalarna ait
menkul ve gayrimenkul mallar Gzerinde sirket lehine ipotek
tesis ve tescil etrmek veya bunlar Uzerinde her torll haklan
iktisap etmek ve 20.12.1975 tarihinde tesil edilen tadil
mukaevelesinde yazih olan diger igler.
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3. Screenshot of the company report (3/3)
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