changes of GPKI Application CA CPCPS

section 2007/7/6 Version (old) 2009/5/25 Version (new)
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As for the application procedure of a Server certificate and |As for the application procedure of a Server certificate and
3.2.2 code-signing certificate, the LRA shall confirm the code-signing certificate, the LRA shall confirm the
authenticity of the organization to which the subscriber authenticity of the organization to which the subscriber
belongs according to a prescribed procedure. belongs by collating the information (organization and so on)
described in the application with the directory of government
officials issued by National Printing Bureau and so on.
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As for the application procedure of a Server certificate and [As for the applrcatron procedure of a Server certrfrcate and
3.2.3 code-signing certificate, the LRA shall confirm the code-signing certificate, the LRA shall confirm the
authenticity of the subscriber according to a prescribed authenticity of the subscriber by collating the information
procedure. (name, contact address and so on) described in the
application with the directory of government officials issued
by National Printing Bureau and so on.
And the LRA shall confirm the intention to subscribe by
telephone or face to face
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4.1.2(1) The LRA shall perform review in accordance with the The LRA shall confirm that the domain holder of the common
prescribed procedures, and apply accurate information to name (CN) described in the Server certificate application is
the IA and RA. the organizations of offices and ministries to which the LRA
belongs by using the database provided by the third-party
body and so on, and apply accurate information to the IA
and RA.
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4.1.2(2) |The LRA shall perform review in accordance with the The LRA shall confirm that the organization name of the
prescribed procedures, and apply accurate information to common name (CN) described in the code-signing application
the IA and RA. exists and it is the organization name of offices and ministries
to which the LRA belongs by using the public documents
published by offices and ministries, and apply accurate
information to the 1A and RA.
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4.2(1)-1  |The LRA shall perform review in accordance with the The LRA shall perform review according to the procedures
prescribed procedures, and registers to the 1A and RA. defined in "3.2.2 Authentication of organization identity" and
"3.2.3 Authentication of individual identity”, and registers to
the 1A and RA.
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4.2(1)-2 |The 1A and RA shall check that the application contents The IA and RA shall check that the applrcatron contents are
registered by the LRA are appropriate in accordance with the [appropriate by operating of the procedures defined by
prescribed procedures. "3.2.1 Method to prove possession of private key", and shall
check that the review in LRA is completed.
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4.2(2)-1 |The LRA shall perform review in accordance with the The LRA shall perform review according to the procedures

prescribed procedures, and registers to the 1A and RA.

defined in "3.2.2 Authentication of organization identity" and
"3.2.3 Authentication of individual identity", and registers to
the IA and RA.
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4.2(2)-2  |The 1A and RA shall check that the application contents The IA and RA shall check that the application contents are
registered by the LRA are appropriate in accordance with the [appropriate by operating of the procedures defined by
prescribed procedures. "3.2.1 Method to prove possession of private key", and shall

check that the review in LRA is completed.
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4.3(1) The IA and RA sign to the public key registered by a The IA and RA sign to the registered public key with the CA
prescribed procedure with the CA private key, issue a Server |private key, issue a Server certificate.
certificate. The IA and RA distribute the issued Server certificate to the
The 1A and RA distribute the issued Server certificate to the [LRA by using a safe means of communication.

LRA in accordance with the prescribed procedures.
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4.32) The IA and RA sign to the public key registered by a The IA and RA sign to the registered public key with the CA
prescribed procedure with the CA private key, issue a code |private key, issue a code signing certificate.
signing certificate. The IA and RA distribute the issued code signing certificate
The IA and RA distribute the issued code signing certificate |to the LRA by using a safe means of communication.
to the LRA in accordance with the prescribed procedures.
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4.4(1) The subscriber shall check the contents of the certificate The subscriber shall check promptly the contents of the
within a prescribed period of time. When detecting a certificate. When detecting a problem, the subscriber shall
problem, the subscriber shall notify the LRA of the problem |notify the LRA of the problem.
within a prescribed period of time. The LRA assumes acceptance of the Server certificate to be
The LRA assumes acceptance of the Server certificate to be [completed if the subscriber notify the LRA of no problem.
completed if the subscriber notify the LRA of no problem
within a prescribed period of time.
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4.42) The subscriber shall check the contents of the certificate The subscriber shall check promptly the contents of the
within a prescribed period of time. When detecting a certificate. When detecting a problem, the subscriber shall
problem, the subscriber shall notify the LRA of the problem |notify the LRA of the problem.
within a prescribed period of time. The LRA assumes acceptance of the code signing certificate
The LRA assumes acceptance of the code signing certificate |[to be completed if the subscriber notify the LRA of no
to be completed if the subscriber notify the LRA of no problem.
problem within a prescribed period of time.
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4.9.1(1) |- In case of loss or compromise of private key. - In case of loss or compromise of private key.
- In case of modification of contents described In the - In case of reissuing of certificate.
certificate. - In case of modification of contents described In the

certificate.
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4.9.1(2) |- In case of loss or compromise of private key. - In case of loss or compromise of private key.

- In case of modification of contents described in the
certificate.

- In case of reissuing of certificate.
- In case of modification of contents described in the
certificate.
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4.9.3(1) The LRA shall perform review in accordance with the The LRA shall confirm that the common name (CN) described
prescribed procedures and registers the Server certificate in the application is the same common name (CN) of the
revocation application to the IA and RA. application for issuing certificate and registers the Server
certificate revocation application to the 1A and RA.
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4.9.3(2) The LRA shall perform review in accordance with the The LRA shall confirm that the common name (CN) described
prescribed procedures and registers the code signing in the application is the same common name (CN) of the
certificate revocation application to the 1A and RA. application for issuing certificate and registers the code
signing certificate revocation application to the IA and RA.
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When the private key of a subscrlber enters a compromise  |When the private key of a subscriber enters a compromise
4.9.12 state, the user shall informthe LRA of the state immediately |state, the user shall informthe LRA of the state immediately.

in accordance with the prescribed procedures. The LRA shall
perform the revocation application procedure quickly in
accordance with the prescribed procedures.

The LRA shall perform the revocation application procedure
quickly.
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