APC manufactures a network device that requires Basic Authentication at a minimum to log into.

The credentials for the device are created and stored on the device. There is a separate java application that is used to create the credentials on the device.

If the credentials are in the form of typical “English” or “ascii” credentials, there is no problem logging into the device.

If the credentials, (user name and/or password) are Japanese or Chinese, the login process fails with IE6, 7 or 8, or Firefox. 

If the credentials, (user name and/or password) are Japanese or Chinese, the loggin process succeeds using the web browser Opera.

Here is a typical process:

1. Create the Japanese user credentials using the java application that connects to the device.

2. Start IE7. (It will already be configured for UTF-8 “encoding”.)
3. Enter the IP of the device in the address bar of IE7.
4. The device will fail the request with a “401”
5. IE 7 will then prompt for credentials, asking for user name and password
6. The user enters the Japanese credentials created previously in step 1.
7. IE7 should translate the Japanese credentials to UTF-8 and then encode them using Base64, but the translation does not occur correctly and the login fails resulting in a repeat of step 5. 
The user name for this test is: テーブル  (this is “table” in Japanese)

The password is apc.
I have included 3 Wireshark network traces. One is mj_firefoxdump, one is mj_ie7dump and the other is mj_operadump
*****************************************

Frame # 243 of the trace called mj_operadump shows the successful login.

Look in the Authentication section of the frame to see this:

Credentials: \343\203\206\343\203\274\343\203\226\343\203\253:apc

**********************************
Frame #41 of the trace call mj_ie7dump shows the failure of the username. Look in the Authentication section of the frame to see this:

Credentials: ????:apc
The ????  is supposed to be the UTF-8 translation of the Japanese user name.

***************************

Frame #328 of the trace call mj_firefoxdump shows the failure of the username. Look in the Authentication section of the frame to see this:

Credentials: \306\374\326\353:apc

The \306\374\326\353 is supposed to be the UTF-8 translation of the Japanese user name.

The filter applied during the capture is:

( ip.dst == 159.215.6.246 &&  ip.dst == 159.215.6.246)  || (ip.src == 159.215.6.43 && ip.src == 159.215.6.246)

(In this cast the IP of the browser is 159.215.6.43 and the IP of the device is 159.215.6.246)

We have tried multiple user names and password combinations in both Japanese and Chinese yielding the same results.

If it would help you to acquire one of our devices to use in your debugging process, we can surely supply that.

My contact information is:

Mike Johnson

American Power Conversion

132 Fairgrounds Road

West Kingston, RI 02892

401 789 5735 x2982

mike.johnson@apcc.com

