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1. Introduction

1.1 Overview

This document is the Certification Practice Staten(€PS) to the D-RUST Root PKI,
which is operated and maintained by the D-Trust 8mb

1.1.1 Certification Service Provider
The Certification Service Provider (CSP) is the

D-TRusTGMBH
Kommandantenstr. 15
10969 Berlin.

The CSP may entrust contractual partners or exteomdractors with parts of the
production process, as long as all agreements atieutously documented and a
contractual relationship has been established fwitre provision of supplied services.

1.1.2 About this document

This CPS defines the possible activities and proaesiwithin the framework of the
Certification Services throughout the validity betCA-certificates and End-User-
certificates (EU-certificates), as well as the mmam requirements that need to be met by
all PKI-participants.

CA- as well as EU-certificates may reference Cette Policies (CPs) that define more
detailed requirements and limitations.

The structure of this document is based on therietestandard RFC 364 hternet
X.509 Public Key Infrastructure: Certificate Polieyd Certification Practices
Framework®, to facilitate understanding and comparisons witter Certificate Practice
Statements.

1.1.3 PKltraits

The D-TRUST-Root-PKI'’s hierarchical structure isltitiered. An example
constellation of the D-TRUST-Root-PKIl is shown iigiie 1.
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D-Trust-Root-PKI

D-TRUST D-TRUST D-TRUST
Root CA Class 3 Root CA Class 2 Root CA Class 1
Y A 4 A 4

A 4
~ ) 4 End-User
End-User End-User certificate zy
certificate xx certificate yy CA Class 2 End-Us
certificate zx

End-User
certificate zz

Figure 1 D-TRUST-Root-PK | example constellation

The CA- and EU-certificates can be categorizedtintee classes (Class 3, Class 2, Class
1). The higher the class (class 3 being the higltsts 1 the lowest), the higher the
quality of the certificates. Class 3 certificates aearly as high in quality as qualified
certificates produced in full accordance with theri@an Signature Law [SigG]. Insofar

as this document does not explicitly distinguistwaen the separate classes or exclude a
class from a description, all requirements andusdipons of a paragraph apply to all

three classes.

Class 3
Class-3-certificates are especially high-grade aded certificates, that comply with
most of the requirements for qualified certificatethering to the stipulations of the
German Signature Law [SigG] and fulfill all the tesgments of [ETSI-F] ,NCP*“ and
.NCP+“. SSL-certificates are only issued to legatiites.

Class 3 EV-certificates
A special case of class-3 category certificatespsesented by the class 3 SSL-EV-
certificates, which follow the Guidelines for Extiud Validation Certificates [GL-
BRO] and fulfill the specifications of [ETSI-F] “E&P”. EU SSL-EV certificates are
distinguishable by the inclusion of an EV-PolicyBDlcompare chapter 1.2). Class 3
EV-certificates do not comprise a separate clagy.&xplanations aimed at the
compartment “Class 3” therefore also pertains @s€3 EV-certifcates. Differences
are explicitly mentioned

Class 2
Class-2-certificates are high-grade, advancedficates adhering to the requirements
of [ETSI-F] ,LCP*.

Class 1

Page 6 of 53
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Class-1-certificates are simple certificates tlmanhdt follow the requirements of
[ETSI-F]; only some of the data that make up tlkeemtent is proofed by the CSP.
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1.3

131

132

133

Document name and identification

Document name: D-TRUST-Root-PKI Certification PreetStatement
Version 1.3_EN

PKI-participants

Certification Authority (CA)

CAs issue Certificate Revocation Lists (CRLs) aadificates. Possible certificates are:
- personalized certificates for natural and legaitiest(EU-certificates),

- group-certificates for groups of individuals, fuiocis and IT-processes (EU-
certificates),

- certification authority certificates (CSP sub-CAtdecates).

Root-CAs (D-TRUST Root Class 3/2/1 CA) only isseetificates with the extension
basicConstraints: CA=TRUECA-certificate). Sub-CAs issue EU-certificateslam
further CA-certificates. The Certification Servieeovider is named in the fieldsuet
which is part of the issued certificates and CRLs.

Registration Authorities (RA)

An RA identifies and authenticates applicants amdgsses. It also verifies the
applications for different Certification Servic8he CSP provides the RA with suitable
hard- and software as well as work-flow proceskasrmust be incorporated by the RA.
The work-flow processes include detailed requiretsér a step-by-step fulfillment of
the RAs objectives as well as contingency proceslimrease of errors (erroneous data,
invalid documents etc.).

Subscriber

Applicants are individuals that appigr a certificate either for themselves or for tnew
person.

Subscribers are individuals or legal entities thah a certificate. The subscriber can
differ from the entry in the certificate®ibjectfield.

Page 8 of 53
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End-Users (EUsubjecj usethe private End-User-Key (EU-key). The End-Useyma
differ from the subscriber. Possible End-Users are:
- Individuals,

- Organizations (legal entities — under private lpublic corporations or government
owned),

- Groups of individuals,
- corporate functions which are administered by gawoization’s employees and
- IT-Processes (SSL-Server, for example).

Class 3
Class-3-certificates may only be issued, if applicaubscriber and end-user are
identical. SSL-certificates are issued to legaitieist

Class 3 EV
EV-Certificates are not issued to sole proprietors.

Class 2
Class-2-certificates may be issued, even if appticgubscriber and end-user differ.

Class 3-2 (Class 3 and Class 2)
The subscriber is responsible for the certificaie iés keys. The applicant must
acknowledge and guarantee the implementation a$ubscriber’s obligation in the
application process. He may do this for himsed. ihe applicant will be the
certificate’s subscriber) or in in lieu of the sabber (i.e. an individual that is not the
applicant will be the certificate’s subscriber).

Class 1
Class 1 does not differentiate between an applieastibscriber and an end-user. An
applicant will automatically be Certificate Holdemd End-User and has full
responsibility for the certificate and its keys.

1.3.4 Relying parties (RP)

Relying parties are individuals or legal entitieattuse the certificates of the D-TRUST-
Root-PKI and have access to the services of the CSP

1.3.5 Other PKI-participants
Not applicable.

1.4 Certificate Usage

1.4.1 Valid usage of certificates
These provisions are specified in the Certificaibdy [CP].

1.4.2 Invalid usage of certificates
These provisions are specified in the Certificaibdy [CP].
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15

151

152

153

1.6

161

CP/CPS maintenance

Document Administrator

This CPS is maintained by the DRISTGMBH. The head of the CSP is responsible for
approving this CPS and any following versions hereo

Contact Address

D-TrRusTGMBH
Redaktion CP und CPS
Kommandantenstr. 15
10969 Berlin, Germany

Tel: +49 (0)30 259391 0
E-Mail: info@d-trust.net

Compatibility of CPs from other CAs with this CP
Not applicable; this document is a CPS, not a CP.

Definition of terms, Abbreviations and Acronyms

Terms and names

Applicant Subscriberjndividual that applies for a certificate. Either
for themselves or for others.

CA-certificate A certificate for a Certification Aority's public key

Certificate Policy (CP) Compare section 1.1

Certification Authority (CA) Root PKI Authority, capare chapter 1.3.1.
Certification Service Provider Provider of Cert#tmon Services

Cross-certificate Certificate used to affirm a teaksrelationship between
two CAs

D-TRUST Root CA Root Certification Authority, exisg in the categories
class 3, class 2 and class 1; compare chapter 1.3.1

D-TRUST-Root-PKI D-RusTGMBH implemented Public Key Infrastructure

Directory Service PKI-service for online accesgnddrmation pertaining to

certificates and CRLs; commonly realized through th
Light Weight Directory Access Protocol (LDAP)

Distinguished Name (DN) A sequence of data-fieldscdibing the CAssuerand/or
thesubjectuniquely. The format of a Distinguished
Name is defined in the [X.501] standard.

End-User (EU) SubjectEnd-Users make use of the private End-User-key
and may differ from the subscriber

End-User-certificate Certificate, that may not Bedito certify and issue other
certificates or CRLs
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EU-certificate
Postident Basic

See “End-User-certificate”

Process of authentication offesethé Deutschen Post
AG. Also compare Registration Authority (RA).

Registration Authority (RA) PKI-incorporated fatylifor participant-authentication;

SmartCard

Soft-PSE

Relying parties

compare chapter 1.3.2.

Integrated circuit card including a miprocessor that
can be used for the generation of digital signatared
for other PKI-applications

Software Personal Security Environmerd, $dftware-
Token; contains the EU-key-pair, the EU-certificatel
the certificate of the issuing CA

Individuals or legal entity thaeasertificates; compare
chapter 1.3.4.

(third party) Revocation Individual or legal entity that is entitled to rdsoa

authority certificate

Status monitoring service PKI-service for on-linguiries concerning the status of
a certificate (valid, revoked, unknown) through the
Online Certificate Status Protocol-Responder (O&3P-

Subscriber Individuals or legal entities that owrdEJser
certificates; compare chapter 1.3.3.

Token Transport-medium for certificates and keys

TrustCenter The High-security area on the preno$éise D-TRUST
GMBH.

Abbreviations

CA Certification Authority

CN Common Name

CP Certificate Policy

CPS Certification Practice Statement

CRL Certificate Revocation List

CSP Certification Service Provider

DN Distinguished Name

FIPS Federal Information Processing Standard

FQDN Fully Qualified Domain Name

HSM Hardware Security Module

ISO International Organization for Standardization

LDAP Lightweight Directory Access Protocol

OCSP Online Certificate Status Protocol
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OID
PIN
PKI
PUK
RA
RFC
SSCD
SuUD
URL
UTF8

References

[ALG-KAT]

[CP]
[CPS]

[Co-PKI]
[ETSI-ALG]

[ETSI-F]

[GL-BRO]
[ISO 3166]

[RFC 2247]
[RFC 2560]

[RFC 3647]

[RFC 5280]

Object Identifier

Personal Identification Number
Public Key Infrastructure

Personal Unblocking Key
Registration Authority

Request for Comment

Secure Signature Creation Device
Secure User Device

Uniform Resource Locator
Unicode Transformation Format-8

The most recent version of the Regulatidgency’s (Bundesnetzagentur
fur Elektrizitat, Gas, Telekommunikation, Post ugidenbahn)
announcement concerning digital signatures in aeuare with the
German Signature Law, specifying suitable cryptpbr@algorithms.
The announcement is published annually in the &ddridletin
(Bundesanzeiger).

Certificate Policy of the D-TRUST-Root-PKI, DRUSTGMBH, in its
most recent version

Certification Practice Statement of the D-T:RURo00t-PKI, D-RUST
GMBH, in its most recent version

Common PKI Specification, Version 2.0,"26f January 2009

ETSI, Algorithms and Parameters for Sex&lectronic Signatures,
ETSITS 102 176-1 V2.0.0, Nov. 2007

ETSI, Technical Specification Electronig®atures and Infrastructures
(ESI); Policy requirements for certification authies issuing public
key certificates, ETSI TS 102 042 V2.1.1, May 2009

Guidelines for Extended Validation Certifites, CA/Browser Forum,
Version 1.1 April 2008

ISO 3166-1:1997: Codes for the represt@rt country names and their
subdivisions - Part 1: Country codes

Using Domains in LDAP/X.500 Distinguishames, January 1998

X.509 Internet Public Key Infrastructer®©nline Certificate Status
Protocol — OCSP, June 1999

Internet X.509 Public Key Infrastructwr€ertificate Policy and
Certification Practices Framework, November 2003

Internet X.509 Public Key Infrastruct@ertificate and Certificate
Revocation List (CRL) Profile, Mai 2008
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[SigAndG]

[SigG]

[SigV]

[SiKo-DTR]

[WebTrustEV]

[WebTrustCA|]
[X.501]

[X.509]

First amendment to the German Signataw,L4th of January 2005
(BGBI. 1 S. 2)

German Signature Law (Gesetz Uber Rahmenbadigen fur
elektronische Signaturen (Signaturgesetz — Sig6).of M% 2001
(BGBI. I S. 876), revised last by this law’s aréiel on the 26 of
Feburary 2007 (BGBI. | S. 179)

Signature edict, T6of November 2001 (BGBI. 1., S. 3074), revised last
by this edict’s article 9, paragraph 18, on th& a8November 2007
(BGBI. I., S. 2631)

Security concept of the SigG-compliargr@fication Service Provider
D-TRusTGMBH — Infrastructure security

WEBTRUST"™ for Certification Authorities — Extended Validatio
Audit Criteria, Canadian Institute of Chartered Agntants (Version
1.1, 2008)

WebTrust CA - WebTrust Program for fifeation Authorities (Version
1.0; August 25, 2000)

ITU-T RECOMMENDATION X.501, Information tégmology — Open
Systems Interconnection — The Directory: Modelg,si@ August 2005

ITU-T Recommendation X.509 (1997 E): Infation Technology —
Open Systems Interconnection — The Directory: Autication
Framework, June 1997
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2.  Responsibility for Directories and Publications

2.1 Directories

The CSP publishes CRLs and certificates into th&RRlirectory. The LDAP-directory
is accessible under the address: |dap://directdryst.net.
The specific address for each certificate is phthe certificate information.

The CSP provides an online certificate status-nooinig-service (OCSP) through which
the revocation status of every certificate in thd RUST-Root-PKI may be checked. The
address for the OCSP-service is part of the ceatdi information. Any certificate’s

status may be checked up to a year after theiraqm, after which time the entry will

be removed from the service.

The [CP], this CPS and the Subscriber’s Obligatiam be downloaded as PDF-
documents from the CSP’s web-site: https://wwwugttnet/repository.

2.2  Publication of Certificate Information

The CSP publishes the following information abdwet D-TRUST-Root-PKI:
- EU-certificates, if so requested by the applicant,

- CA-certificates (Trust-Anchor),

- Certificate Revocation Lists and Certificate Stahisrmation,

- this CPS,

- the [CP],

- Cross-certificates.

2.3 Publication Frequency

EU-certificates are published if the applicant wleis them to be published and remain
listed for a year and additionally for the remaindgthe year in which the listing-period
of one year expires.

CA-certificates are published in the course ofrtbeeation and remain listed for either:

- atleast five years (Class 3) or for
- atleast one year (Class 1 and 2),

after the expiration date of the CA-certificate.

CRLs are published periodically and until the isguCA-certificate expires. A new CRL
is issued instantly with each new revocation oédificate under the CA-tree. Even if no
revocation has occurred in the meantime, the C®hRses a new CRL every day. The
CRLs are listed for at least a year after the Cadypired.
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The [CP] and this CPS are published and remaiediahd downloadable as long as they
remain in effect (compare chapter 2.1). A hostiewyise availability of 99.5% is
guaranteed.

Directory Access Control

Certificates, CRLs, CPs and the CPS are listedigallyl and can be downloaded free of
charge. A read-only access is permitted for theggmpublic. Changes and additions to
public directory entries as well as web-site infatibn are undertaken solely by the CSP

The relevant parts of other, non-public documerdayg be made available on request, if a
vested interest is in evidence.
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3. Identification and Authentication

3.1 Naming Conventions

3.1.1 Types of Names

CA- and EU-certificates principally contain infortita on theissueras well as on the
Subscriber or End-Usesliibjec}. The names are listed in the fieldsuerandsubject
and are formatted along the X.501 standardistinguishedNanse

Alternative names may be registered and would splesgly be displayed in the
subjectAltNamextension of a certificate.

3.1.2 Necessity for Unambiguous Names

Class 3-2
DistinguishedNameare always unambiguous and are always ascribi teame
subscriber.

If the extensiorsubjectAltNames filled in a certificate, there is no need for a
unambiguous name. SSL-certificates, including CBEY¥certificates, are excluded from
this assertion.

The unique names may neither refer to the centdicawhich they are used nor make
use of an IP-address.

3.1.3 Subscriber Anonymity or Subscriber Pseudonyms
These provisions are specified in the Certificaibdy [CP].

3.1.4 Rules for the Interpretation of Different Nam  ing Combinations
EU-certificate’sDistinguishedName®N-components) are interpreted as follows:

DN-component | Interpretation

G First name(s)f the individual named

- in the identifying document (Class 2-3)

- by the applicant (Class 1)

SN surnameof the individual named

- in the identifying document (Class 2-3)

- by the applicant (Class 1)

If pseudonyms are assigned, SN equals CN.
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DN-component

Interpretation

CN

Common namerhe following combinations are used:
Individual without a pseudonym: ,Surname, first regim
Individual with a pseudonym: ,Pseudonym:PN”

Legal entities: official name of the organizati@opany,
agency, association etc.), or, where necessapgnslde
abbreviation in case of an exceedance of the 6dactea
limitation.

Special case: One or multiple domain names mapdiaded in
the CN. Wildcards are not permitted for EV-certafies.
Function or a group of individuals: name of thediuon or
group of individuals, prefixed with the abbreviatigGRP:*,
indicating a group-certificate.

Technical components: Server name or name of thiicapon
or service utilizing the certificate.

PN

Pseudonymidentical to CN.

serialNumber

Serial numbername appendage to ensure a name’s uniqueness
(usually the application number).

Special case: Class 3 EV-certificates accordifgteBRO]:
company registration number if such has been asdjgounding- or|
registry date or a description depicting the natidrne organization
as a public corporation.

the

O Organization:official name of the organization (company, agenc)
association etc.), that employs the subscriberithr which the
subscriber is otherwise connected (sufficient pafdhe affiliation is
required), or, where necessary, a sensible abli@via case of an
exceedance of the 64-character limitation.

Oou Organizational unit:(department, section or other subdivision) of
organization.

C Country:according to the notations specified in [ISO 31ddie
correct country to note is determined as followani organization O
is listed in the DistinguishedName, the countryhaf organization’s
seat shall be listed. If there is no organizatisted in the certificate
then the issuing country of the identification-do@nt presented by
the Subscriber shall be listed.

Title A Title or degree may be included.

Street Street:part of the postal address

Locality Locality: part of the postal address

State State:part of the postal address

PostalCode PostalCodepart of the postal address

BusinessCategonBusiness Category (2.5.4.15) according to [GL-BRO]

Jurisdiction Jurisdiction of the organization according to [GR®]: Locality

Of Incorporation |(1.3.6.1.4.1.311.60.2.1.1)

Locality

Jurisdiction Jurisdiction of the organizatiostate(1.3.6.1.4.1.311.60.2.1.2)

Of Incorporation
State Or Provincg
Name

11%
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DN-component | Interpretation

Jurisdiction Jurisdiction of the organization according to [GR®8]: Country
Of Incorporation |(1.3.6.1.4.1.311.60.2.1.3)

CountryName

3.1.5 Uniqueness of Names
These provisions are specified in the Certificaibdy [CP].

3.1.6 Acceptance, Authentication and Brand-Names
These provisions are specified in the Certificaibdy [CP].

3.2 Initial Identity Inspection

3.2.1 Verifying Ownership of the Private Key
These provisions are specified in the Certificaibdy [CP].

3.2.2 Authentication of Organizations

Organizations that are named in certificates avhiose name certificates are issued must
authenticate themselves comprehensibly.

The different validation procedures, which are dbesd in chapter 4.2.1, are variably
applied towards the DN-components as listed in e l1.4 — and possibly towards
DN-components not explicitly listed in chapter 3.1, depending on the certificate’s
class category.

Class 3 Class 2 Class1
CN Register/ Register/ Register/
@) Non-Register/ Non-Register/ Domain
C Domain Domain
ou S-affirmation/ A-affirmation/ without verification
STREET Register/ Register/
L Non-Register Non-Register/
State out-of-band-
PostalCode mechanisms/
Domain

E-Mail-Address without verification without verification without verification
(applicant (applicant (applicant
affirmation) affirmation) affirmation)
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Class 3 Class?2 Class 1
All further S-affirmation/ A- A-affirmation/ Dok- without verification
attributes affirmation/ Dok- Ident/

Ident/ out-of-band-

out-of-band- mechanisms

mechanisms

If an application is submitted in the name of aalegntity, the representative must prove
his identity and entitlement (analogous to thesigsecific practices described in
chapter 3.2.3).

Proofsthat are not provided in the Latin alphabet are not accepted.

3.2.3 Authentication of Individuals

Individuals applying for a certificate must proveir identity beyond a doubt and, if
applicable, prove their entitlement for applyingaligh an organization.

Class 2
Applicants applying for a certificate meant for #ver individual must provide proof
for their authority to do so. The data-verificatisraimed at the subscriber.

The different validation procedures, which are dbesd in chapter 4.2.1, are variably
applied towards the DN-components as listed in erehl1.4 — and possibly towards
DN-components not explicitly listed in chapter 3.2, depending on the class category,
in which the certificate falls.

Class 3 Class 2 Class1
G Pers-Ident HR-DB/ without
SN Dok-ldent/ verification
CN S-affirmation/
C A-affirmation/
STREET Statutory
L corporations/ out-of-
S band-mechanisms
PostalCode
Title Pers-ldent/ Dok-
ldent
O (Organizational S-affirmation A-affirmation/
affiliation) S-affirmation/
OU (Organizational Statutory
affiliation) corporations/ out-of-
band-mechanisms/
HR-DB

! The [GL-BRO] guidelines apply for Class 3 EV-chctites.
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Class 3 Class?2 Class 1
E-Mail-Address without verification Without verification E-Mail

(applicant (applicant

affirmation) affirmation)

All further S-affirmation/A- A-affirmation/ without
attribute$ affirmation/ Dok- Dok-ldent/ verification
Ident/ out-of-band-
out-of-band- mechanisms/

mechanisms HR-DB

In applications for groups of individuals, functgoar IT-processes, all applicant
attributes that are listed in the above table, ptieg the attributes OU, e-mail-address
and those not relevant to the certificate, arefiegriaccording to the class-category of the
certificate. The inclusion of group-names, functiames or IT-process names in the CN
is treated along the specifications set out intdbe-row “All further attributes”.

Proofsthat are not provided in the Latin alphabet are not accepted.

3.2.4 Unexamined Statements concerning the Subscrib  er

The information given by the applicant is classetefently validated or taken on trust as
described in the chapters 3.2.2, 3.2.3 and 4.2ah Alternative Names given, a
validation is only carried out in the case of amai-address. Otheklternative Names,
such as addresses of LDAP-directories etc. asasgibssible additional certificate-
extensionsAdditionallnformation, monetaryLimit, ejare not verified (compare
chapter 4.9.1). A special case is Aiternative Namén Class 3-2-SSL-certificates,

which is used for the inclusion of further URLswhich case dNSNames are verified.

3.2.5 Examination of Application Entittement

Class 3-2
The identity and, if applicable, the organizatioatiiliation of individuals is
ascertained and verified or confirmed along thesslspecific processes indicated in
chapter 3.2.3.

In the case of organizations, their existence dsagsghe applicant’s representational
authority are verified or confirmed using the clapgcific process indicated in
chapter 3.2.2.

Class 1
Except for a financial inspection, the entitlemfmtapplication is not verified.

3.2.6 Ciriteria for Interoperability
These provisions are specified in the Certificaibdy [CP].

2 The [GL-BRO] guidelines apply for Class 3 EV-chctites.
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331

3.3.2

34

Identification and Authentication of Re-Keying Applications

Re-keying is the process of recreating certificates, if applicable, tokens and keys for a
known applicant. Re-keying is offered for Class GeRtificates only. It is not offered for
Class 1 and Class 3 EV-certificates. In the caselads 3 EV-certificates, the entire
process of identification and registration musbbserved in the same form as for an
initial application. Documents that have been sutaiin a prior application-process
may be reused, if they are still deemed valid atiogrto section D 8 (b) [GL-BRO]
(validity: one year).

Routine Re-Keying Applications
These provisions are specified in the Certificaibdy [CP].

Re-keying after Revocation

The re-keying of revoked EU-certificates is basedhe@ process described in chapter
3.3.1, as long as the identifying data is stilstad and a previously asserted
organizational affiliation has not been rescinded.

Identification and Authentication of Revocation Applications
An applicant’s revocation authority is verifiedfaiows:

- Class 3-1 (Class 3, Class 2 and Class 1)
If a revocation application is submitted vidigitally signed e-majlthe applicant
must either be the certificate subscriber or tleagsigned third party revocation
authority for the certificate in question. The thparty revocation authority’s digital
certificate must be on record with the CSP.

- Class 3-2
If a revocation application is submitted via trazhal mail and a hand-signed
document, then a signature comparison must shawrtbaevocation applicant is
either the certificate subscriber or the preassighed party revocation authority for
the certificate in question.

- Class 3-2
If a revocation application is submitted via thiepéone or aigitally unsignedg-
Mail, the applicant must use the correct revocation parskw

- Class1
If a revocation application is submitted via traatial mail and a hand-signed
document, the revocation applicant must be théficate subscriber.

Diverging procedures concerning the validationesocation applications may be agreed
upon with the applicant.

Revocation procedures are described in chapter 4.9.
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4.  Operating requirements

4.1 Certificate Application and Registration

4.1.1 Application Eligibility
These provisions are specified in the Certificaibdy [CP].

4.1.2 Registration-process and Administrative Resp  onsibility

Class 3-2
During the registration-process the applicants@ade aware of the CP, the CPS and a
subscriber agreement, which they must commit tees The documents will be
published. The formal obligation follows the [ETH|lvegulations. The application
also contains the applicant’s declaration of constating his decision on publishing
the resulting certificates. The documents are dtorepaper or electronically.

Class 3 EV-Certificates
The declaration of consent is consistent with “Subgsr Agreement”, section E 12
[GL-BRO].

4.2  Processing the Certificate Application

4.2.1 Identification and Authentication

The described procedures for identification andstegtion must be fully implemented in
accordance with the provisions for the differeaissl-categories; the necessary
documents of proof must be impeccable.

The CSP defines the following methods of identtima and authentication:

Pers-ldent

An individual must personally identify himself ta &A, an official partner or an
external provider that fulfills the requirementstioé [CP] with his official ID (ID-card,
passport or documents with equal standing) andutiesaticated in turn. A valid ID-card
or passport is deemed an acceptable identificai@ument for individuals from the
European Union or from states belonging to the Bgle-Agreement. Other documents
with comparable status may be submitted insteaccdyees of the identification
documents are made or stored at the RA or CSP.

Dok-ldent

The pertinent contents are compared through cqpagser copies or digitalized, i.e.
scanned documents or faxes) with the applicatida. dRandom samples are verified
through telephone calls (compare out-of-band-mashes). Acceptable documents are
those listed in the section Pers-ldent as wellbasnsercial register (or comparable)
excerpts no older than six months, PhD documentgyrdents of a postdoctoral lecture
gualification, certificates of appointment, or caangible documents. Copies of the
identification documents are kept either as hangieor in digital form.
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Register

A manual or automatic comparison is made betweempiplication data and excerpts of
the commercial register. Admissible are state tegggsuch as registration courts, public
revenue offices, professional statutory corporaioncomparable) or private registers
DUNS, comparable financial databases and othersdgistry excerpt can only be
accepted as valid, if it does not have an attrisutsh as “invalid” or “inactive” attached
to it. Copies of the documents are kept eitheraad-opies or in digital form.

Non-Register

Government institutions/public corporations afficertificate related information with an
official seal and a signature. Copies of the doaumare kept either as hard-copies or in
digital form.

HR-DB

The CSP stipulates an agreement with an organizaothat data complying with the
[CP] is transferred. An organization’s authorizedptéoyee or other responsible party
transfers either an excerpt from the human-resadaitabase, or the applications that
have been filled out on the basis of the data fileerhuman-resource database to the
CSP. The applicable privacy laws need to be reczegnby the transferring organization.
The CSP relies upon the correctness and unambigiihe transferred data. The same
takes effect for certificate-requests transfercethe CSP. The applicant or subscriber
must declare a formal recognition of the obligasias detailed in chapter 9.6.3 prior to
the token hand-over. Digital or hard-copy evideisdeept concerning:

- the transferred data,

- evidence of the fact that the transferring indiablis an authorized employee or the
designated party for this action,

- evidence, that the data was presented by an axgldoemployee or a designated
responsible party and

- evidence that the applicant or subscriber has acleniyed his duties as detailed in
chapter 9.6.3 [CP].

S-affirmation

The organization’s signatory affirms certificatéated information in writing. In isolated
cases a digitally signed affirmation may be acakptethe CSP. The signatory power
must be evident either from the publicly availatganizational documentation or the
supplied proof of existence. Otherwise it needsa@roved separately. Copies of the
documents are kept either as hard-copies or inadliigirm.

A-affirmation

The organization’s authorized employee/respongibléy or a trusted third party, such as
one of the CSP’s contractual partners or a statéution like the chamber of industry
and commerce affirm certain certificate-relatesinfation that is in their sphere of
competence in writing. In isolated cases a digitsijned affirmation may be accepted
by the CSP. Copies of the documents are kept eathbard-copies or in digital form.

out-of-band-mechanisms

The CSP uses out-of-band-mechanisms to verify egpdin data. Communication paths
and verification methods are chosen in such a thay the applicant can not influence
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the process. The evidence is documented and capadsept either as hard-copies or in
digital form.

A possible proof of existence for an organizatiomo individual could be a credit card
deduction, the transfer from a bank account orectly debited bank account. The CSP
trusts the bank whose customer the organizatianddvidual is. A telephoned inquiry
based on the data taken from a public telephomretdiry is also a permissible.

An individual may also be identified through a tgred letter with a returned advice of
receipt sent by the CSP. The signature on themetliadvice of receipt is compared with
the signature on the passport copy or the apphicatocuments.

The organizational affiliation of the applicant malgo be proved through a registered
letter with a return advice of receipt sent to dhganization to the attention of the
applicant. The signature on the returned adviaeagipt is compared with the signature
on the passport copy or the application documériganizational affiliation, e-mail-
address, contents of extensions as well as any o¢hnficate-relevant data may also be
verified through a telephoned inquiry based onddita taken from a public telephone
directory.

Statutory corporations

The CSP stipulates an agreement with a statutapocation, so that the data complying
with the [CP] is transferred. An organization’staarized employee or other responsible
party transfers either an excerpt from the humaouece database, or the applications
that have been filled out on the basis of the tftata the human-resource database to the
CSP. The applicable privacy laws need to be reeegiby the transferring statutory
corporation. In addition, the processes furtheaitkd in the section HR-DBpply.

Domain

An organization’s domain and possibly further atites such as e-mail addresses are
verified by a domain-enquiry in the official regiss. Class 3-2: The findings are
documented. Domains that are not subject to regisir (non Top-Level Domains) are
not validated. The subscriber may only use suchadtosrinternally.

E-Mail
The CSP sends an e-mail to the e-mail addressiéeals verification. The receipt must
be acknowledged (exchange of secrets). The findinggslocumented.

Identification and authentication are achieveddiipfving the guidelines found in
sections 3.2.2 and 3.2.3 of the [CP].

Approval or Declination of a Certificate Appl ication

An authorized “second, impartial” CSP employeehaf appropriate security concept

defined role checks if the application is in kegpmth the following criteria:

- does the documentation show if the applicant has bethenticated following the
correct procedures,

- have all necessary documents of proof been prasente

- are there reasons suggesting an application siheuidrned down.
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4.3

43.1

4.3.2

4.4

441

Possible reasons for an application declinatiorezerded in the [CP].

The application will be declined should doubts rema either the identity- or the data
verification that cannot be alleviated fully andainimely manner by the applicant.

Class 3-2
The content of received PKCS#10- or other certiiagaquests is verified by the CSP.
This verification will not be undertaken in the edbat the CSP has entered into a
contractual agreement with partners that employamigl employees to present the
production requests to the CSP.

After an in-depth verification according to the gedural instructions, the controller
decides if the application will be declined or gutee for further processing.

Time Limit for Application Processing
Not applicable.

Certificate Issuing

CSP Approach in Issuing Certificates

After a satisfactory validation of the applicationrequest, the certificates are produced
in the high-security TrustCenter. A trusted andhatized employee, who holds the
appropriate role according to the CSP’s securitycept, manufactures the certificates.

The application documents are either archivedeéir #ntirety by the CSP as detailed in
chapter 5.5 or by contractual partners (like stafutorporations, compare chapter 4.2.1)
that will archive the application documents andémjuests securely and in their entirety
for the period of time mentioned in section 5.5.2.

Subscriber Notification Concerning Certificat e Issue
There is no separate notification upon certifigataduction.

Certificate Transfer

Certificate Transaction Procedures

Class 3-2
SmartCards will (analogous to the procedures fatified SmartCards) either be sent
to the applicant’s address on record by courierquivalent means, or handed out
personally by the RA, an authorized employee oerotasponsible party of the
organization. Soft-PSEs, saved to a data carierbe sent by mail to the address on
record in the application documents, be made adail@r download over a secured
line or be included with an e-mail (the PKCS#12 fd secured by a PIN of at least 8
figures). If a certificate is created for an exigtkey-pair, the certificate will either be
made available for download (through publicatiothia directory service for example)
or sent by e-mail.
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443

4.5

45.1

45.2

4.6

Class 1
SmartCards will either be sent to the applicantddrass on record by courier or
equivalent means, or handed out personally by theI®ft-PSEs, saved to a data
carrier, can be sent by mail to the address orrdeoahe application documents, be
made available for download over a secured lingeancluded with an e-mail (the
PKCS#12 file is secured by a PIN of at least 8riggl If a certificate is created for an
existing key-pair, the certificate will either beade available for download (through
the publication in the directory service for exag)mr sent by e-mail.

Reclamations concerning the performance of keysakehs will be investigated by the
CSP. Returned SmartCards will be checked. If tisauber’'s suspicion is validated, or
the suspicion cannot be dispelled, the certifigatebe revoked.

Certificate Publication by the CSP

If the applicant agreed to the publication of teetificate during the application process,
it will be made publicly available via the light-wgét directory access protocol after
productior. If the applicant did not agree to publicatiore trertificate will not be made
publicly available.

Notification of other PKI-participants about the Creation of the Certificate
These provisions are specified in the Certificaibdy [CP].

Certificate and Key-Pair Usage

Subscriber Certificate and Private-Key Usage
These provisions are specified in the Certificaibdy [CP].

Relying parties’ Certificate and Public-Key U  sage
These provisions are specified in the Certificaibdy [CP].

Certificate Renewal

Certificate renewal depicts the renewed creation cdrtificate. The new certificate is
based on the information and keys of the origieafificate, albeit with an altered
validity period. When applying for a certificateneaval, any fields of the original
certificate may be changed if according evidensmitted. The CP that is valid at the
time of the certificate renewal applies to the weee certificate. A certificate renewal
will only be issued for valid EU-keys on SmartCardso certificate renewal is offered
for Class 3 SSL and Class 3 EV certificates.

There is no certificate renewal for CA-keys.

3 If the token should contain qualified EU-certifiea or qualified EU-certificates from an accredipedvider in addition to the advanced
certificates of the Root-PKiI, then the publicatisitl follow the procedure for the certificates dfet highest class.
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4.6.1 Criteria for Certificate Renewal
The applicant will be informed if there are any araghanges in the terms of use. The
applicant needs to acknowledge the changed termseof

These provisions are specified in the Certificaibdy [CP].

4.6.2 Eligibility for Certificate Renewal
These provisions are specified in the Certificaibdy [CP].

4.6.3 Processing an Application for Certificate Ren  ewal

Class 3-2
The CSP’s appointed responsible party in the ap@igpsecurity-role verifies the
eligibility for application as well as the signatuaccording to the procedural
instructions. After close examination, the verifilcides if the application is
processed or rejected. If an application is furffrecessed, the appropriate security-
role produces the certificates.

Class 1
Parts of the applications are checked automaticaliyle other parts are manually
verified. Applications are then either further pgesed or rejected.

4.6.4 Informing the Applicants about the Issue of a new Certificate
The regulations of chapter 4.3.2 apply.

4.6.5 Renewed-Certificate Transaction Procedures

The subscriber is already in possession of thepadyin the case of certificate renewal.
The produced certificate is either written ontonaaBCard via a secure data-connection,
which is similar to the procedure employed in thsecof a qualified certificate, or it will
be made available through the LDAP-directory servigpart from these provisions,
chapter 4.4.1 applies.

4.6.6 Publication of the Certificate-Renewal bythe  CSP

The requirements in chapter 4.4.2 apply accordirthe information given in the initial
application. The applicant may change his decialmwut the publication of his
certificate.

4.6.7 Notification of other PKI-participants about the Renewal of the Certificate
The requirements in chapter 4.4.3 apply.

4.7  Certificate Renewal with Key-Renewal

Key-renewal is the term for the renewed issue @dréificate based on the content of the
original certificate with the generation of a negykpair and a change of the validity-

period. When applying for a key-renewal, any datpleyed in the certificate, except for
the CN-field of the distinguished name in EU-cé&stifes without a pseudonym (compare
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4.7.2

4.7.3

474

4.7.5

4.7.6

4.17.7

chapter 3.1.1.), may be altered if sufficient ewickeis provided. The CP that is valid at
the time of the certificate renewal applies tord@ewed certificate. Key-renewals are
only offered for class 3-2. CA-keys of all classesy be renewed as long as they have
not been revoked.

Class 3 EV-Certificates
Certificate renewal in conjunction with key renewsahot offered for EV-Certificates.
The guidelines in [GL-BRO], sections D8 and F25Ilapp Class 3 EV-certificates.

Criteria for Key-Renewal Certificates
The applicant will be informed, if there are anyjonahanges in the terms of use. The
applicant needs to acknowledge the changed termseof

These provisions are specified in the Certificaibdy [CP].

Eligibility for Key Renewal
These provisions are specified in the Certificaibdy [CP].

Processing an Application for Key-Renewal

Class 3-2
The CSP’s appointed responsible party in the ap@igpsecurity-role verifies the
eligibility for application as well as the signatuaiccording to the procedural
instructions. After close examination, the verifilcides if the application is
processed or rejected. If an application is furffrecessed, the appropriate security-
role produces the certificates.

Class 1
Parts of the applications are checked automaticalijle other parts are manually
verified. Applications are then either further pgesed or rejected.

Informing the Subscriber about the Issue ofa  Follow-up Certificate
The regulations of chapter 4.3.2 apply.

Key-Renewed-Certificates Transaction Procedur  es
The regulations of chapter 4.4.1 apply.

Publication of Certificates after Key-Renewal by the CSP

The regulations of chapter 4.4.2 apply. The appticaay change his decision about the
publication of his certificate.

Notifying other PKI-participants about Follow  -Up Certificates
The regulations of chapter 4.4.3 apply.
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4.8 Certificate Changes

Certificate changes are not offered.

4.8.1 Criteria for Certificate Change
Not applicable.

4.8.2 Eligibility for Certificate Changes
Not applicable.

4.8.3 Processing an Application for Certificate Cha  nge
Not applicable.

4.8.4 Informing the Subscriber about the Issue ofa  new Certificate
Not applicable.

4.8.5 Certificate Change Transaction Procedures
Not applicable.

4.8.6 Publication of the Certificate Change bythe  CSP
Not applicable.

4.8.7 Notifying other PKIl-participants aboutthe Is  sue of new Certificates
Not applicable.

4.9 Revocation and Suspension of Certificates

4.9.1 Criteria for Revocation
A certificate is revoked in the following circumstaes:
- upon request of the subscriber or possibly affetited parties (for example an
organization that is named in the certificate),
- invalidity of data included in the certificate,
- if the CSP ceases its operations and no other GBtihaes the duties.
- only code-signing certificates:

« jf the CSP becomes aware of the fact, that théficate has been issued
to a publisher of malware or

» if the CSP becomes aware of the fact, that théficate would damage
the CSP’s reputation if it remained valid

Apart from that, the CSP can arrange a revocation i
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- the private key of the issuing CA or of a higher S&ompromised,

- the key-pair is stored on a SmartCard which alddshthe key-pair of a revoked
qualified certificate,

- weaknesses of the used cryptographic algorithmgrbednown that endanger the
allowed applications during the validity-periodthb€ certificate,

- the deployed hard- or software exhibits defectsendanger the allowed applications
during the validity-period of the certificate,

- the unambiguous assignment of the key-pair toubsiber is no longer possible,
- acertificate was obtained through the declaratiialse data,

- the customer is in arrear after two requests fgnynt,

- the contractual relationship is cancelled or ends.

Class 3 EV-certificates
[GL-BRO] describes mandatory revocation reason&rcertificates (Annex A).

The CSP hosts the EV-reporting office accordingdction 28 [GL-BRO], where PKI-
participants or software producers may report camfs 24/7, remark their suspicions
about the compromise of EV-certificate private kegport the abuse of EV-
certificates, fraud or the improper behavior of E&ftificates.

The CSP will process any reported incidents imeety manner (in the first 24 hours
after the report has been issued), according tose28 (b) [GL-BRO], which may
result in the revocation of the EV-certificates.

Abuse of D-Trust-EV-certificates can be reportedenthe e-mail address:
ev-support@d-trust.net.

Revocations are fitted with a date and are noedsatroactively.

Revocation authorities must authenticate themseleesrding to chapter 3.4.

4.9.2 Eligibility for Revocation
These provisions are specified in the Certificaibdy [CP].

4.9.3 Processing a Revocation Application

A revocation application may be mailed by standaail. If a revocation password was
arranged, revocation authorities may e-mail thdiegion or apply for a revocation by
telephone during the hours of 09:00h -17:00h otaadard work-day.

Revocation telephone number: +49 (0)30 / 25 93@&12

E-Mail-Address: sperren@d-trust.net

Postal address: DRUSTGMBH
Kommandantenstr. 15
10969 Berlin

Class 3 EV-Certificates
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4.9.5

4.9.6

If a revocation password was arranged, a revocaitibmority may revoke a certificate
telephonically 24/7.

Revocation hotline: 030/259391 -601
Diverging revocation procedures may be agreed upon.
A revocation application must contain the followingormation:

- applicant name,
- subscriber name,

- subject-/applicant-serial-number (in the case ofdeéXtificates the registration
number),

- certificate serial-number (if possible as a decimahber), so the certificate may be
indentified correctly.

Revocations are performed in the CSP’s spherespbresibility. Notwithstanding, the
CSP may assign partial tasks to contractually bdhind parties. The revocation may be
undertaken by a third party that acts accordintpeécstandards of the CSP. The CSP
provides appropriate soft- and hardware as weN@ak-flow processes. The work-flow
processes include detailed requirements for alsgestep fulfilment of the revocation
service as well as contingency procedures in cesgars.

The revocation justification given by the revocatauthority will be documented. After
successful revocation, the certificate subscribgrossibly the applicant will be informed
of the revocation.

The authentication of the revocation authoritydals the guidelines as laid out in
chapter 3.4.

Deadlines for a Revocation Application
These provisions are specified in the Certificaibdy [CP].

CSP Revocation-Application Processing Time

On standard work days, revocation-applicationganeessed by the CSP from 09:00h to
17:00h. Revocation-applications that are phonettérprocessed immediately, while
written revocation-applications that are receivedmnaail or e-mail are processed the
following work day by the latest.

Class 3 EV-certificates
The revocation is processed immediately after tloeessful telephonic authorization
of the revocation-applicant.

Methods of Validating Revocation-Information

Topical revocation information is stored in cedéie revocation lists that may be
accessed through the light-weight directory-acpestcol or downloaded via the link
given in section 2.1. Additionally the OCSP-senig@rovided. These services’
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reachability is noted in the form of URLs in thetdecates themselves. Revocation-
information can also be obtained from the websifahe CSP (compare chapter 2.1).
Delta-CRLs are not used.

Integrity and authenticity of the revocation-infation is ensured.

4.9.7 Revocation List Publication Frequency
Compare chapter 2.3.

4.9.8 Maximum Latency Period for Certificate Revoca  tion Lists
Revocation lists are published with their productio

4.9.9 Online Accessibility of Revocation Informatio n

An OCSP-service is provided for the online statusck of certificates. This service’s
reachability is noted in the form of a URL in thertificates themselves.

4.9.10 Necessity of Checking Revocation Information online
These provisions are specified in the Certificaibdy [CP].

4.9.11 Other Forms of Publishing Revocation-Informa  tion
None.

4.9.12 Special Requirements for Compromised Private  -Keys
None.

4.9.13 Conditions for a Suspension
Certificate suspensions are not offered.

410 Status Monitoring Service for Certificates

4.10.1 Mechanics of the Status Monitoring Service

The status monitoring service is implemented thiating Online Certificate Status
Protocol. The service’s reachability is noted ia tbrm of a URL in the certificates
themselves.

The formats and protocols of the services retainavgcation information are described
in the sections 7.2 and 7.3.

4.10.2 Availability of the Status Monitoring Servic e
The status monitoring service is permanently (2dv&jlable.

4.10.3 Optional Services
None.
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411 Withdrawal from the Certification Service

These provisions are specified in the Certificaibdy [CP].
412 Key-Escrow and Key-Recovery

Key-escrow of private EU-keys may be applied for.

Class 3-2
EU-certificate signature-keys are not escrowed.

Class 3 EV-certificates
Keys of Class 3 EV-certificates are not escrowed

4.12.1 Conditions and Procedures for Private-Key-Es  crow and -Recovery
These provisions are specified in the Certificaibdy [CP].

4.12.2 Conditions and Procedures for Session-Key-Es  crow and -Recovery
Session keys are not offered.
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5.  Non-Technical Security Provisions

The descriptions in this chapter refer to the cBa8CAs operated by the DRUST
GMBH.

5.1 Structural Security Provisions

The D-TRUSTGMBH is a Certification Service Provider that is adted for being in

strict accordance with the provisions of the Germsignature law. The structural security
provisions are documented en detail in the infuastiral security concept for signature-
law-conforming Certification Service Providers [$HOTR]). This may be made
available on request, if a vested interest is ideawce. The security concept has been
verified by the Regulation Authority’s approvedhaical control board (TUV
Informationstechnik GmbH). The inspection and applare reiterated periodically and
following any security-relevant infrastructural ciges.

Part of the security concept is a detailed docuatemt of the structural security- and
monitoring provisions that may be made availableemuest, if a vested interest is in
evidence.

Apart from the above, the technical control boatt/fIT has certified (TUVIT-
TSI6651.07 on June, T®007) the D-RusTGMBH high-security TrustCenter for
applying and implementing the “Infrastructural maas for high protection
requirements — Level 3” (according to the inspettateria catalogue for ,Trusted Site
Infrastructure®). All infrastructurally relevant jgescts are tested and assessed in the
course of this TUV-IT-certificate “Trusted Site taétructure”.

These certificates attest the BISTGMBH a high non-technical standard for security
provisions.

The CSP operates the Root-PKI's CAs under the saméitions as the D-RUSTGMBH
CAs for the issue of qualified certificates witlopider accreditation according to the
German signature law.

5.2 Practice Regulations

5.2.1 Role-Concept

The security concept encompasses a role-concafd{STR], in which employees are
assigned one or several roles with the appropptaissions. The role-permissions are
limited to those that need them for the completibtheir duties.

Employees that work in the area of certificationd @aevocation services operate
independently and are free of commercial/finanatelchments that could influence their
decisions and actions. The CSP’s organizationat&tre encourages the employees in
their independence and decisions.

Employees’ identities, trustworthioness and knowgkedre validated before a sensitive
function is assigned. Periodic training as wellraging aimed at newly arisen topics
ensure the employees’s competence in their furstoal the companies overall
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5.2.2

5.2.3

5.24

5.3

531

5.3.2

5.3.3

534

informational security. The CSP thereby compliethiilie requirements of
section H 29 [GL-BRO].

Principle of Multiple Administrators

Highly critical procedures can only be performedhvihe help of at least two attending
administrators. This necessity is implemented tghotiechnical and organizational
provisions, such as restricted access rights aiud khowledge division.

Role Identification and Authentication

The role concept is enforced by technical and argdional provisions, such as limited
access privileges, the targeted inquiry of pagagdswords etc. The realizing
administrator has to authenticate himself succégdiafore gaining access to critical
applications. Any action can be retraced througimélogs and tied to the administrating
employee. Employees are accountable for their @stio

Role-Exclusion

The role-concept arranges for certain role-exchsibhat keep a single person from
creating and publishing a certificate himself. Nagte person has the authority to
undertake all necessary steps to create a cetdifica

Employees

The CSP complies with the personnel requirementswgeby [SigG] and [SigV] which it
details in the security concept [SiKo-DTR].

Requirements of Qualification, Expertise and  Reliability

The CSP ensures that the personnel employed @dhdication Service possess the
necessary qualification, expertise and skill reegiioy their functions.

Security Validation

The CSP complies with the requirements of 8 5 (§5SThe details are described in the
security concept [SiKo-DTR]. Among other provisiptise employees must periodically
present valid and unblemished criminal records.

Training
The CSP trains people working in the Certificat@ervice.

Periodicity of Training and Instructions

The CSP trains people working in the Certificat®ervice upon the initiation of their
duties and when necessary.
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5.35

5.3.6

5.3.7

5.3.8

54

5.5

551

5.5.2

Frequency and Consequences of Job-Rotation

Role-transferences are conducted in accordancetatiecurity concept [SiKo-DTR]
(access privileges, access control) and documentexinew personnel will receive
extensive training before becoming involved in prcitbn processes.

Consequences of Prohibited Actions
The CSP releases unreliable employees from thdfiCation Service.

Conditions for Freelancers
Not applicable; freelancers are not employed.

Delivered Documentation

Comprehensive procedural instructions for everylpation step define the appropriate
personnel-role, the personnel-rights and the maamelutomatic monitoring-
necessities. The technical security provisions em@nted in the D-TRUST
infrastructure ensure that the defined producttepscan not be circumvented.

Monitoring

The CSP implements extensive monitoring capalslitierough video cameras for
example) to secure the Certification Servicesytiesystems and documentation. These
provisions are documented in the security conceiptd-DTR].

The monitoring capabilities are complemented byditganizational regulations. Visitors
for example are only allowed onto the premise gaptments have been made at least
24 hours prior to their visit. Additionally, visite must deposit their ID-documentations
for the period of visitation. Visitors to the Tr@&nter area must always be accompanied
by an employee of the CSP.

Surveying threats to the CSP’s operations and igfisubsequent requirements and
counter measures by continuous risk-analysis usthdr part of the security concept. The
risk-analysis also contains a residual-risk analysi which the tenability of the residual
risk is shown.

Archiving of Records

Forms of Record Archives

There are two forms of archiving: electronicallydgraper-based.

The complete application documents (follow-up aggilons included), the procedural

documents (CP, CPS), certificates, revocation decuation, digital data and protocols
concerning the certificate life-cycle are archived.

Data Archiving Period
Class 3-2
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553

554

555

5.5.6

5.5.7

5.6

Application documents and their verifications, ttega concerning the certificate life-
cycle as well as the certificates themselves aredtfor at least five years and always
additionally for the remainder of the year in whttle archiving period expirésThe
archiving period starts when the last certifichtat thas been issued upon the basis of
these documents expires.

Class 3 EV-certificates
Application documents and their verifications, tta#ga concerning the certificate life-
cycle as well as the certificates themselves aredtfor at least seven and always
additionally for the remainder of the year in whtble archiving period expires. The
archiving period starts with the expiration of thst certificate that has been issued
upon the basis of these documents.

Archive Security

The archive is located in secured rooms and isestib) the role- and access-control-
concept of the CSP.

Archive Backup

Data confidentiality and integrity are observede ocumentation takes place instantly,
SO that retroactive altercations can not occuravtidetection. The German federal
privacy requirements are observed.

Demands on Time-Stamping of Records
The CSP operates a time stamping service accotdif®gG].

Archiving (internal / external)

Archiving takes place in the perimeter of the CSRvall as on equally secured external
premises.

Procedures for Acquisition and Verificatono  f Archive Information

The procedures for the acquisition and verificabbarchive information are subject to
the role concept of the CSP.

CSP Key-Change

The CSP will generate new CA-keys an adequate piened before a CA expires. A new
CA-instance will be created from the generated laay subsequently published.

4 If the token should contain qualified EU-certifies or qualified EU-certificates from an accredipedvider in addition to the non-qualified
certificates of the Root-PKiI, then the archivingipé follows the procedure for the certificategtod highest class.
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5.7

5.7.1

5.7.2

5.7.3

5.7.4

5.8

Compromise and CSP Business Takeover

Treatment of Incidents and Compromises

The CSP has a contingency-concept as well as aepeplan, which are both known to
the concerned roles and can be implemented ifelkd arises. The responsibilities are
clearly appointed and known.

Recovery after Resource-Compromise
The security-concept gives a description aboutebhevery-procedures.

Compromise of the Private CA-Key

In the case of a compromise or a publication ob@allgm-weaknesses or associated
parameters through the relevant authorities as damgection 6.1.6 the CSP will act as
follows:

- implicated CA-certificates and their issued, stélid certificates are revoked,

- involved subscribers or applicants are informedualiwe incident and briefed on the
consequences,

- the incident is published on the CSP’s web-siteing that the certificates issued by
the implicated CA have been invalidated.

The reasons for the compromise will be analyzethabsteps may be implemented to
avoid future compromises. Taking the reason forctirapromise into account, new CA-
signature-keys are generated and new CA-certicarte issued.

Possibilities for Business Continuation after Compromise and Disaster

In case of emergency the CSP will decide, depenatinpe kind of incident, if a
recovery of the backup described in section 6.2lMb& conducted or if in case of
compromise the procedures in section 5.7.3 areemghted.

CSP Discontinuation

If CAs are discontinued the CSP informs all sultms and terminates possible
contractor’s access possibilities as related tartipgemented CAs. Any valid certificates
that were issued by the CAs will be revoked. Imgkcl private CA-keys will be
destroyed.

The directory service as well as the applicatiooutheents will be transferred to the
Bundesdruckerei GmbH and continued in an equivateniner. The preservation of the
directory service is guaranteed until the EU-ciedikes expire and will either be
transferred to a different CSP or to the Bundeddstes GmbH.

The CSP has an appropriate “letter of comfort”dwes the costs of these minimum

requirements in the case of illiquidity of the C&Hor the case that the CSP can not
cover the costs of the transferral for any othasoas.
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If CSP operation is discontinued, the CAs functlipas ceased, so that a certification is
no longer possible.
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6.  Technical Security Provision

The descriptions in this chapter refer to the cBa8CAs operated by the DRUST
GMBH.

6.1 Creation and Installation of Key-Pairs
We differentiate between key-pairs for

- CA-certificates (D-TRUST Root CA Class 3-2 and tt&ib-CAs) and
- End-User certificates (EU-certificates)

6.1.1 Creation of Key-Pairs

CA-keys are created in a ,FIPS 140-2 Level 3“-comfimg Hardware Security Module
(HSM). The HSM is situated in the high-securityctraf the TrustCenter. The creation of
the key-pairs is subject to the role-concept aedetore always overseen by at least two
operators.

EU-keys are created in a cryptographically secuaamar by the CSP or the applicant
and conform to the demands of the [CP] and CPS.

Class 3-2
If EU-keys and EU-certificate are saved to a SmanmdGSecure User Device (SUD)
according to [ETSI-F], D-RusTGMBH avails itself of certified SSCD as SUD), the
CSP handles the acquisition, storage, personalizatid PIN-handling as it does in its
gualified, signature-law and security-concept comiog sector. The CSP may have
third parties that abide by a signature-law confagisecurity concept generate the
keys and personalize the SmartCards. The CSP $igeature-law-conforming
interface to these external personalizers.

6.1.2 Delivery of Private-Keys to Subscribers

If the private keys are created by the CSP, thélybeitransferred as noted in
chapter 4.4.1.

6.1.3 Delivery of Public-Keys to Certificate Issuer s
CA-key-pairs are created in the TrustCenter.
The EU-key-pairs that are created in the CSP apgvirio the CSP. Certificate requests

for available keys may be submitted as a PKCS#G0est by the applicant The
PKCS#10-request contains the public key and mustdmed by the private key.

6.1.4 Delivery of Public CA-Keys to Relying Parties

A CAs public key is contained in its certificatehi$ certificate is usually stored on a
token that is transferred to the applicant. CAiiedgtes may also be downloaded from
the public directory service (compare chapter 4ritp, which they are published after
their creation.

Page 40 of 53



D-TRUST-Root-PKI Certification Practice Statement

ED: TRUST

WE DEFINE SECURITY

6.1.5

6.1.6

6.1.7

6.2

6.2.1

Key Length

Class 3-2
CA-certificates are currently issued with 2048R8A-keys.
EU-certificates are currently issued with 2048R8A-keys.

Class 1
CA-certificates are currently issued with 2048R8A-keys.

EU-certificates are currently issued with 1024R8A-keys.

Determination of Key-Parameters and Quality-C  ontrol

Class 3-2
CA- and EU-certificates are issued exclusivelylombasis of keys that comply to the
currently valid [ETSI-ALG].

Class 3 EV-Certificates
CA- and EU-certificates are issued exclusivelyloa hhasis of keys that comply to the
currently valid [ETSI-ALG] and [GL-BRO].

Class 1
The CSP defines key-parameters for CA- and EUfm=tes.

Signature- and encryption-algorithms are name@atien 7.1.3 CPS.

Key-Usage

Private CA-Keys are exclusively used to sign cedits and CRLs (compare
chapter 7.1.2).

EU-keys may only be used for the use-cases nottekinertificate. The use-cases are
noted in the certificate fieldseyUsageandExtKeyUsagend may be restricted by
additional extensions (compare chapter 7.1.2).

Securing the Private-Key and Cryptographic-Modu  le Requirements

Standards and Security Provisions for Cryptog raphic Modules

The CSP’s cryptographic Modules work flawlesslyeThodules are protected through
technical and organizational procedures from ur@igbd manipulation throughout their
life-cycle (including delivery and storage).

A FIPS 140-2 Level 3 conforming HSM is used to sedDA-keys.

The CSP has fitting hardware as well as softwased&ey-generators in order to
guarantee the quality of EU-keys.
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6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

Multi-Person Private-Key Access-Control (n of ~ m)

The HSM containing the CA-keys is situated in tighksecurity tract of the TrustCenter.
To activate a private key, two authorized employs@esnecessary. The HSM can sign
any desired amount of certificates after the pevady is activated.

Private EU-keys are only accessed in case of keypesas described in chapter 6.2.3.

Key-escrow of Private-Keys
Private CA-keys are not escrowed.
Private EU-key escrow may be applied for. The keyisbe encrypted and kept in the

high-security tract of the TrustCenter. Encryptegskcan only be decrypted by
authorized employees.

Class 3-2
EU-certificate signature-keys are not escrowed.

Class 3 EV-certificates
Class 3 EV-certificate signature-keys are not egetb

Backup of Private-Keys

Private CA-keys are backed up. A CA-key backupeidgrmed in the high-security tract
of the TrustCenter and requires two employeesatetuthorized to access the HSMs.
The same requirements and security procedurespipdy for the productive system also
apply to the backup system. A restoration of thegpe key also requires two employees
that are authorized to access the HSMs. Thereaafartiner copies of the private CA-
keys.

A backup of private EU-keys is not offered excepaipossible applicant-requested key
€SCrow.

Private-Key Archiving
Private CA- and EU-keys are not archived.

Transferring Private-Keys into/out of Cryptog  raphic Modules

Private CA-keys are only transferred into or ouanfHSMs if they are backed up or
recovered respectively. The presence of at leagn@nistrators is enforced. In case of
the export into, or the import out of a differer6M, the private CA-key is encrypted.

Private EU-keys may be transferred out of an HSkhd transfer is technically possible
and the applicant can prove along the guidelinehapter 4.12.1 that he is entitled to re-
use the key. The key is always encrypted when feaes!.

Storage of Private-Keys in Cryptographic Modu  les
The private CA-keys are encrypted and stored irH8M.
EU-keys are encrypted and stored in a databased@A-system.
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6.2.8 Activating Private-Keys

Private CA-keys can only be activated by at leastattending administrators in the
appropriate roles and only for the allowed use-€#@sgyCertSign, cRLSIgnN

Private EU-keys are activated by the correct Ppuin

6.2.9 Deactivating Private-Keys

Private CA-keys are deactivated upon the discomorebetween the utilizing application

and the HSM.

A private EU-key is deactivated by the utilizingpéipation or by the removal of the
SmartCard from the card reader respectively thetokedion or deletion of the soft-PSE,
as the case may be.

A permanent deactivation of SmartCard based EUapzikeys ensues after multiple

incorrect PIN inputs. PUK reactivations of a care mumbered and MultipleSmartCards

are not programmed to accept a PUK.

6.2.10 Destroying Private-Keys

Private CA-keys are deleted after their expiratibme keys are deleted from the HSM as

well as from the backup mediums. If an HSM is degossioned, the private keys are
deleted from it.

If a SmartCard chip is destroyed or the files ciomtg the private EU-key are deleted,

the key is irreparably lost. The destruction ofkegcrowed at the CSP may be requested

(according to section 4.12.1).

6.2.11 Appraisal of Cryptographic Modules

The CSP makes use of qualified hard- and softwasedbkey-generators to ensure the
quality of EU-keys. The production HSMs are FIP®-P4Level 3 certified.

6.3  Other Aspects of Key-Pair Management

6.3.1 Archiving Public-Keys

Public CA- and EU-keys are, conforming to the sigwoncept, archived in form of the
created certificates.

6.3.2 Certificate- and Key-Pair Validity-Period

The validity-period of CA-keys and certificatesvemiable and may be learned from the
certificates. The maximum validity period is 30 ggea

The validity-period of EU-keys and certificatesariable and may be learned from the
certificates. The maximum validity period is:

Class 3-2
5 years,
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6.4

6.4.1

6.4.2

6.4.3

6.5

6.5.1

6.5.2

Class 3 EV-certificates
27 months,

Class 1
15 years.

Activation-Data

Activation-Data Creation and Installation

CA-key activation-data is requested by the HSM. e assigned during
bootstrapping. The presence of at least two adimédss is enforced.

Subscriber: if the key-pair is created by the stibec, the activation-secret is also
created and is available to the subscriber. A prarsPIN-procedure may be incorporated
if the CSP creates the keys, otherwise the PINswiprinted to a PIN-letter and mailed-
or given to the subscriber. An installation is netessary.

Activation-Data Protection

CA-key activation-data is composed of two secretg and only one of which is known
to one and only one authorized employee. Activatiata may only be accessed by
certain designated employees.

Subscriber: If the transport-PIN-procedure is méitl, the SmartCards integrity can be
verified through the transport-PIN. Otherwise thil$Pare printed once to a specially
secured letter and sent- or given to the subscriber

Other Aspects of Activation-Data

Depending on the product in question, the subscnitag be given a Personal
Unblocking Key-Number (PUK) to unlock the SmartCardhe case that the PIN should
have been input incorrectly three times. MultipleBt@ards do not accept a PUK.

IT- Infrastructure Security-Provisions

Specific, Technical Security-Demands onthe |  T-Infrastructure

The computers, networks and other components emglby the CSP safeguard in their
specific configuration that only those actions peemitted, that do not conflict with the
provisions laid-out in the [CP] and [ETSI-F], amdthe case of class 3 EV-certificates
also in [GL-BRO].

The subscriber as well as the relying parties rankt use trustworthy hard- and

software.

Computer Security Evaluation

The computers, networks and other components ermglfny the CA-keys are evaluated
by the Regulation Agency’s approved technical aariioard, the TUV
Informationstechnik GmbH.
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6.6

6.6.1

6.6.2

6.6.3

6.7

Technical Provisions throughout the Life Cycle

Security Provisions during Development

The CSP’s system developments are continuouslyzaedlfrom the design stage onward
according to their adherence to the highest saégfyirements.

Security Provisions of Computer Management

Computers, networks and other involved componeratg exclusively be administered
by personnel after a prior authorization correspagtb the role-concept (part of the
security-concept of the signature-law complying @sPrRuUsTGMBH). Log files are
periodically parsed for rule-infringements, attaeksl other occurrences. Monitoring
starts with the start of operations and ends viighdecommissioning of a machine.

Security Provisions throughout the Life Cycle

Machines are operated according to the manufadunstructions. They are minutely
inspected before being deployed and are only dsedhanipulation can be excluded
without a doubt. Manipulations and manipulatiorpts are noticed as soon as a
legitimate action takes place at the machines@nthchines are inspected in the course
of a periodic revision, since all access possiegdibf incorporated hardware (disk-slots,
USB-slots, screws etc.) are sealed and periodtewacé-checks, among other security
provisions, are automized. Should a machine’s mdaijpn be suspected, a possibly
planned action will not be carried out while theident is reported to the head of the
CSP. Clear escalation guidelines for each role haes defined in order to instantly
react to eventual security-relevant incidents aoardinated.

Capacity-requirements and —utilization as wellyatesn suitability are monitored and
adapted if necessary. Replaced systems are decsion@d such that functionality- and
data misappropriations become impossible. Systemprazess changes are monitored by
a change-management process. Critical changesratengzed by the security manager.
The CA private-keys are destructed after CA exrat

Relevant occurrences pertaining to a CAs life-gyitéeissued certificates and the
generated keys are documented in electronic foras ¢vard-copy print-outs and are
archived audit-compliantly (read-only revision-9abe long-lived media.

Class 3 EV
As a minimum, the events listed in | 31 (b) [GL-BR&e audit-compliantly logged or
recorded.

Network Security Provisions

A network concept is inseparably linked to the apien of the CA. The network concept
is documented en detail (security concept of thpature-law complying CSP DRUST
GMBH — network concept [SiKo-DTR]), which may partiabe made available on
request, if a vested interest is in evidence. Buoeisty concept has been evaluated by the
Regulation Agency’s approved technical control boéne TUV Informationstechnik
GmbH.
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6.8 Time-Stamps

The CSP operates a Time-Stamping-Authority in ataoce with the [SigG]. Time
stamps however are not offered within the framewadrthis CPS.
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7. Profiles of Certificates, CRLs and OCSP

7.1 Certificate Profiles

7.1.1 Version Number

Certificates are issued along the X.509v3 format.

7.1.2 Certificate Extensions

The choice of extensions largely depends on thdymto

CA-certificates contain the followingyitical extensions:

Extension
KeyUsage

BasicConstraints

OID
2.5.29.15

2.5.29.19

Parameter
keyCertSign,
cRLSign

ca=TRUE,
(pathLenConstraint)

CA-certificates may contain the followingncritical extensions:

Extension
AuthorityKeyldentifier

SubjectKeyldentifier
CRLDistributionPoints

AuthoritylnfoAccess

certificatePolicies
SubjectAltName

OID
2.5.29.35

2.5.29.14

2.5.29.31

1.3.6.1.55.7.1.1

2.5.29.32
2.5.29.17

Par ameter

160-bit SHA-1 Hash of the
issuing key

160-bit SHA-1 Hash of the
Subject’s Public Key

LDAP-address of the CRL-
distribution point

accessMethod=OCSP
{1.3.6.1.5.5.7.48.1},
accesslLocation

OID for supporting CPs
Alternative subject name

Additionally extensions may be incorporated if tleynply with [X.509], [RFC 5280],
and [Co-PKI] or are described in a referenced danim
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7.1.3

EU-certificates contain the followingitical extensions:

Extension
KeyUsage

OID
2.5.29.15

Parameter

Possible values:

digitalSignature,
contentCommitment,
keyEncipherment,
dataEncipherment, keyAgreement,
encipherOnly, decipherOnly

and combinations thereof

EU-certificates may contain the followinmcritical extensions:

Extension
ExtKeyUsage

AuthorityKeyldentifier

SubjectKeyldentifier
CRLDistributionPoints

AuthoritylInfoAccess

certificatePolicies

SubjectAltName

OID
2.5.29.37
2.5.29.35

2.5.29.14

2.5.29.31

1.3.6.1.55.7.1.1

2.5.29.32

2.5.29.17

Parameter
According to [RFC 5280]

160-bit SHA-1 Hash of the
issuing key

160-bit SHA-1 Hash of the
Subject’s Public Key

CRL- distribution point in the
form of an Idap-address

accessMethod=OCSP
{1.3.6.1.5.5.7.48.1},
accesslLocation

OID for supporting CPs
CpsURI

Alternative subject name

Additionally extensions may be incorporated if tloeynply with [X.509], [RFC 5280],
and [Co-PKI] or are described in a referenced damntm

Algorithm-OIDs

The following encryption algorithm is currently elaped in CA- and EU-certificates:

- RSA with the OID 1.2.840.113549.1.1.1.

The following signature algorithms are currentlypdoyed in CA- and EU-certificates:

-  SHA1 RSA with the OID 1.2.840.113549.1.1.5,
-  SHA256 RSA with the OID 1.2.840.113549.1.1.11.
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7.1.4 Name Formats

The fieldssubject(here: end-user name) aisduer(issuer name) are used to store names
in the [X.501] DistinguishedName format. The atiitds detailed in section 3.1.4 may be
assigned. The attributes are encoded as UTF8-girjng the case of the attribute C
(country) as PrintableString.

The fieldsSubjectAltNaméalternative subscriber name) dsduerAltNamdalternative
issuer name) can hold names according to [RFC 5280¢h are encoded as IA5String.

7.1.5 Name Constraints
The extension ,NameConstraints” is not used.

7.1.6 Certificate Policy Object Identifier
The field ,CertificatePolicies* may hold the OID séipporting CPs. This CPS complies
with the [ETSI-F] guidelines.

Class 3
Class 3 certificates may include the OID of the $&F] defined NCP or NCP+. Apart
from these, other CPs may be referenced.

Class 3 EV
Class 3 EV-Certificates may include the OID of fE&SI-F] defined EVCP.
Additionally other CPs may be referenced.

Class 2
Class 2 certificates may include the OID of the $&F] defined LCP. Apart from the
LCP other CPs may be referenced.

Class 1
Class 1 certificates will not reference any [ET$HEfined CPs. Other CPs may
however be referenced.

7.1.7 Usage of the extension ,PolicyConstraints*
The extension ,PolicyConstraints” is not used.

7.1.8 ,PolicyQualifiers” Syntax and Semantics
The extension ,PolicyQualifier* is not used.

7.1.9 Processing the Semantics of the Critical Exte  nsion CertificatePolicies

The extensiorCertificatePolicieds uncritical in CA- and EU-certificates. Subsenib
and relying parties may or may not evaluate thtermsion.
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1.2

721

722

7.3

731

732

CRL Profiles

Version Number(s)
CRL v2 are issued according to [RFC 5280]. Delta-€Rre not offered.

CRL extensions and CRL items
CRLs may incorporate following uncritical extensson

Extension OID Parameter

cRLNumber 2.5.29.20 CRL number

AuthorityKeyldentifier 2.5.29.35 160-bit SHA-1 Hash of the
issuing key

Status Monitoring Service (OCSP) Profile

Version Number(s)
OCSP vl is employed according to [RFC 2560].

OCSP-extensions
In OCSP-requests, the responder supports the folgpextensions:

Extension Parameter
RetrievelfAllowed If set, the certificate is included in the answer
(optional).

The OCSP-responder uses the following extensiais @mnswers:

Extension Parameter

ArchiveCutoff Time-period for which status information will be
available through the OCSP-responder after a
certificate has been created.

CertHash In the cases of status = good or status = revdked,
SHA-1 hash-value of the certificate is includedhiis
extension.

CertInDirSince Time of certificate publication into the central

directory service.

RequestedCertificate Contains the certificate, if the request-extension
RetrievelfAllowedvas set.

All the extensions are uncritical. Further uncatiextensions may be included.
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Verifications and other Appraisals

The D-TRUST-Root-PKI CAs are hosted in the samédifi@s as the D-RustGmeH

CA for the creation of qualified certificates wiphovider accreditation for being in strict
accordance with the provisions of the German sigedaw. Revisions, objects subject to
revision and processes are described in the sgcoricept of the signature-law
conforming Certification Service Providers BISTGMBH — [SiKo-DTR]. The section
“role-concept” of the same security concept [SiKoH) describes the necessary
gualification and the standing of the controlleneTsecurity concept was audited by the
TUV Informationstechnik GmbH. It may partially beade available on request, if a
vested interest is in evidence. In addition, cdethy external auditors of the technical
control board TUV Informationstechnik GmbH are cocigtd every three years in the
course of the voluntary licensing process for tI&”@ accreditation according to

815 SigG (German Signature Law) and 811 SigV (GarBignature Regulation). The
signature-law approved procedure attests thekDsTGMBH a high security standard.

Class 3-2
Areas that cannot be reproduced along the linéiseofjualified operations with
provider accreditation (as for example the in-hoyseration of a root-CA) because of
legal or technical differences are checked at lease a year in the course of internal
revision procedures.

This CPS as well as the [CP] comply with the [EFPINCP” and “NCP+”
requirements for class 3 certificates, with “EVGBfuirements in the case of Class 3
EV-Certificates and with the [ETSI-F] “LCP” requiments in the case of class 2
certificates. A regular assessment by a ,competel@pendent party” as required in TS
102 042 [ETSI-F] (section 5.4.1) proves a contincechpatibility.

The CSP only issues certificates including Polidip©which reference [ETSI-F] after

an initial and successful inspection regardingg®$I-F] compliancy by an an
independent, external and licensed auditor. Rapspéctions are carried out on a regular
basis. Should the procedures not comply with thieeoti [ETSI-F] guidelines anymore,
the CSP will immediately stop issuing certificatedil compliancy has been
reestablished and audited accordingly.

Class 3 EV-certificates
The CSP issues EV-certificates only after havisgibcedures audited in respect to
their compliance with the guidelines of [GL-BRO] &y 35 [GL-BRO] entitled,
independent and external certified accountant ssession of a WebTrust-license or
in their compliance with the guidelines of [ETSI‘EElVCP”. Should the procedures
not comply with the current [GL-BRO] guidelines amyre, the CSP will immediately
stop issuing certificates until compliancy hasrbesestablished and audited
accordingly. The audit is conducted annually.

In addition to the above, internal audits are penfed on a regular basis.
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9.  Other Financial and Legal Regulations

The provisions of chapter 9 are laid-out in chaptef the [CP] and in the standard
business terms.
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Annex A Reasons for Revoking a Class 3 EV-certificate

Excerpt from the current guidelines for Extendedid&ion Certificates, CA/Browser Forum.

G 27 [GL-BRO]
Revocation Events  The CA MUST revoke an EV Certificate it has issymsh the occurrence
of any of the following events:

1.

2.

The Subscriber requests revocation of its EV Geatié;

The Subscriber indicates that the original EV Gerdite Request was not authorized and
does not retroactively grant authorization;

The CA obtains reasonable evidence that the Sli#stsiPrivate Key (corresponding to
the Public Key in the EV Certificate) has been campsed, or that the EV Certificate
has otherwise been misused;

The CA receives notice or otherwise becomes awateatSubscriber has violated one
or more of its material obligations under the Suliser Agreement;

The CA receives notice or otherwise becomes avwatetcourt or arbitrator has
revoked a Subscriber’s right to use the domain nksted in the EV Certificate, or that
the Subscriber has failed to renew its domain name;

The CA receives notice or otherwise becomes awfaaaraterial change in the
information contained in the EV Certificate;

. A determination, in the CA's sole discretion, tthat EV Certificate was not issued in

accordance with the terms and conditions of thesieléines or the CA's EV Policies;

The CA determines that any of the information appgan the EV Certificate is not
accurate.

The CA ceases operations for any reason and hasrrextiged for another EV CA to
provide revocation support for the EV Certificate;

10.The CA’s right to issue EV Certificates under thésidelines expires or is revoked or

terminated, unless the CA makes arrangements tinc@maintaining the CRL/OCSP
Repository;

11.The Private Key of the CA's Root Certificate usgddsuing that EV Certificate is

suspected to have been compromised;

12. Such additional revocation events as the CA puédish its EV Policies; or

13.The CA receives notice or otherwise becomes awateatSubscriber has been added as

a denied party or prohibited person to a blacklatjs operating from a prohibited
destination under the laws of the CA’s jurisdictmroperation as described in Section
23 of these Guidelines.
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