Bugzilla ID: 455878
Bugzilla Summary: Add CA Disig root certificate into browser
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.
	General Information
	Data

	CA Name
	Disig

	Website URL (English version)
	http://www.disig.eu


	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	Public Corporation

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	Disig is a public Certification Service Provider, located in Slovakia. Disig is a member of international ASSECO Group, one of the strongest software houses in the CEE region. Asseco is a leader in selected IT segments in countries across Central and Eastern Europe. 




For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data


	Status / Notes

	Certificate Name
	CA Disig
	COMPLETE

	Cert summary / comments
	This root has no subordinate CAs, issuing end-entity certs for SSL, email, and code signing directly.
	COMPLETE

	The root CA certificate URL

Download into FireFox and verify
	http://www.disig.eu/ca/cert/ca_disig.der
	COMPLETE

	SHA-1 fingerprint. 
	2a:c8:d5:8b:57:ce:bf:2f:49:af:f2:fc:76:8f:51:14:62:90:7a:41
	COMPLETE

	Valid from 
	2006-03-21
	COMPLETE

	Valid to 
	2016-03-21
	COMPLETE

	Cert Version
	3
	COMPLETE

	Modulus length / key length  or type of signing key (if ECC)
	2048
	COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	CRL: http://www.disig.eu/ca/crl/ca_disig.crl
CP, Section 4.4.3.1 Frekvencia vydávania CRL:
every 24 hours
	COMPLETE

	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation

EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”
	Not Applicable
	COMPLETE


	List or description of subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)


	This root has no subordinate CAs.
Further info: Our company is running only Root CA, because until now we have been providing a small number of certificate types. In the future we are planning to deploy a hierarchy of CA’s where there will be one Root CA and several Sub CA. Each of these Sub CA will be responsible for issuing a specific type of certificates. Audit has proven that security measures applied to protect our CA are more than sufficent. This was also one of the reasons that conviced company Microsoft to add our Root CA certificate into their store (MS update will be issued on November 25, 2008).
	COMPLETE


	For subordinate CAs operated by third parties, if any: 

General description of the types of
third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited. 
	None
	COMPLETE


	List any other root CAs that have issued cross-signing certificates for this root CA
	None
	COMPLETE


	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	Websites 
Email 
Code 

	COMPLETE

	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	OV
 
	COMPLETE

	If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
	Not Applicable
	COMPLETE

	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	https://kb.asseco.com
	COMPLETE

	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	For more information please see our Certificate Policy  at  

http://www.disig.eu/_pdf/cp-disig.pdf  (available  only  in  Slovak 

language).
Disig’s Certification Authority Website

http://www.disig.eu/index.php?id=ca&L=1

	COMPLETE

	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	Audit Type: ETSI TS 102 042

Date of Report: 31.5.2008
Audit Report: http://www.disig.sk/_pdf/Audit_report_CA_statement.pdf 

The audit team members were: 

Lead Auditor: Mgr. Jan Cesnak, CISA auditor (license no. 650230) 

Expert 1: Ing. Rastislav Machel, CISSP

Expert 2: Ing. Martin Spal

Assoc. Professor Ladislav Hudec, PhD, CISA auditor (license no. 9921170) 

Auditor: Independent Team of Auditors managed by Mr. Jan Cesnak 
Audit Website: http://www.asint.sk/isaca/index.php?option=com_content&task=view&id=43&Itemid=56
CA  Disig  practice  was  audited  by  the  independent  team  of auditors as  is  required by national  legislation given by Article 25 of 215 Act of 15 March 2002 on electronic signature and on amendment of some acts as amended by Act No. 679/2004 Coll., Act No. 25/2006 Coll. and Act No.

275/2006 Coll. 
	COMPLETE
From: Dept: Certification <certification@isaca.org>

Date: Friday, November 14, 2008, 2:07 PM

I have checked my records and can confirm that Mr. Jan Cesnak is CISA certified.

From: Jan Cesnak <jan.cesnak@scientia.sk>

Subject: RE: Verifying Authenticity of Audit report posted on Disig's website

Date: Friday, November 21, 2008

according to your request, I can verify, that the audit  report statement located at

http://www.disig.sk/_pdf/Audit_report_CA_statement.pdf 
is authentic. 


Review CPS sections dealing with subscriber verification (COMPLETE)
· Verify domain check for SSL 
· CP page 27, section 3.1.9 [Translation provided by Disig, verified with Google Translate]: Applicant shell proves to the Registration Authority that he is an owner of the domain for which he is requesting certificate. Ownership is established by written certification from authorized registry e.g. Slovak Top Level Domain Registry (www.sk-nic.sk) etc. Registration Authority shell verify this written certification from independent source on Internet e.g www.sk-nic.sk for Slovak domain; www.eurid.eu for European domain etc.
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· CP page 34, section 4.1.2 point 3 and 4 [Translation provided by Disig, verified with Google Translate]: Applicant shell send certificate request for a certificate to be used for digitally signing and/or encrypting email messages to the CA Disig registration authority (RA) via e-mail. Registration authority shell check if the request for particular applicant was sent from the same e-mail address as is inside his request. If there is difference RA may refuse issue certificate. In addition to this check, RA performs confirmation of the applicant’s e-mail address through an answer to e-mail address from which request was sent.
· Verify identity info in code signing certs is that of subscriber
· Applicant for the certificate presents: name of software component, URL and application description (this can be understood as the declaration on word of honor). Also he is signing the declaration on word of honor that the content of contract complies with the provided documents.

· Make sure it’s clear which checks are done for which context (cert usage)
Flag Problematic Practices (COMPLETE)
(http://wiki.mozilla.org/CA:Problematic_Practices)

· 1.1 Long-lived DV certificates 

· SSL certs are OV

· 1.2 Wildcard DV SSL certificates 

· SSL certs are OV

· 1.3 Issuing end entity certificates directly from roots 
· This root does not have subordinate CAs. It issues end-entity certs directly.

· Further info: Our company is running only Root CA, because until now we have been providing a small number of certificate types. In the future we are planning to deploy a hierarchy of CA’s where there will be one Root CA and several Sub CA. Each of these Sub CAs will be responsible for issuing a specific type of certificates. Audit has proven that security measures applied to protect our CA are more than sufficient. This was also one of the reasons that convinced company Microsoft to add our Root CA certificate into their store (MS update will be issued on November 25, 2008).
· 1.4 Allowing external entities to operate unconstrained subordinate CAs 

· N/A

· 1.5 Distributing generated private keys in PKCS#12 files 

· No

· 1.6 Certificates referencing hostnames or private IP addresses 

· No

· 1.7 OCSP Responses signed by a certificate under a different root 

· N/A

· 1.8 CRL with critical CIDP Extension 

· CRL downloaded into Firefox without error

Verify Audits (COMPLETE)
(Sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/)
· Validate contact info in report, call to verify that they did indeed issue this report.

· Complete

· For EV CA’s, verify current WebTrust EV Audit done.
· N/A

· Review Audit to flag any issues noted in the report

· “However, the security audit revealed some minor findings that are listed in the audit report, the audit team found no evidence of violating the Certification Authority policies, practices or procedures that could have material impact on the security of the certification services.”

