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AUDIT DETAILS

Subject of audit:

Cestification Authority .CA Disig”
registration number “CA-409/2006°

Disig. as

Bratislava. Slovak republic
ing. Poter MidkkowiC

ETS 102042 v.2.1.2

ING. JURAJ ZELENAY, CISA certificate
rumber 1196166

ING. RASTISLAV MACHEL, CISSP,
cernincate number 20981

26.11.2011




SUMMARY

independent oudt feam. leaded by cerified Informaticn systems
cuditor (CISA), has conducted and completed a compliance
security oudit of the Certification Authordty .CA Disig” with the
following technicd specification:

EIS. IS 102042 w212 FEECIRONIC SIGNATURES AND
INFRASTRUCTURES (ESI) POLICY REQUIREMNETS FOR CERTIFICATION

AUTHORITIES ISSUING  PUBUC KEY CERTIFICATES COMPLIANCE
AUDAT.

The main cbjective was 1o verify the level and effectiveness of
exisiing controls within the Cerfification Authorty CA DISIG
infrostructure and 1o cbtain the statement i the Certification
Authority CA DISIG meets the ETSI 102042 requiremeants.

Secondory focus was aimed on related Mozila CARoot
reqQuirements.




CONCLUSION

According to security oudit complance resulls based on EIS
102042 requirements the Independent oudit teom formuiote
folowing statement:

“oud! team verfied thal the requirements identified in the
technical specification ETSI 102042 v2.1.2) gre meel *

Some mincr findings without matenal impoct on the secunty of the
cetification seqvices are stated in the audit report, No evidence of
significant violkating the Cedification Authcaty polcies, procticas of
procedures was found,

Relgted Mazilia CARoot requirements were verfied in 1olowng
oreos
. multi-factor cuthentication for ol account copable of
directly cousing cenificote ssuonce
. automatic blocks in place for high-profile domain Namas
. ssuonce restriction for external third party that! issues
cerificates o« con direclly couse the issuance of
certificates
*  registration outhority security, functiondiity ond knowsedge
in the cedification senices providing.
. complionce with defined cerfification proctice
statameants. QuKIoNCe OnNd DIOCeaUres,
e registration outhorty  coperagtional documeniaghon
avalability,
e records monogement conceming cerificates issuing ond
rovOoCaNion
with the some positive results
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