Date: 14/08/2008


Bugzilla Mozilla Bug Report
1. Firefox certificate OID(s) for G, SN, and Serial Number

	Component:
	Security

	Hardware Platform:
	PC

	OS:
	Windows XP

	Build Identifier:
	Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.1) Gecko/2008070208 Firefox/3.0.1

	URL:
	https://www.mygov.mt

	Summary:
	Firefox certificate OID(s).

	Details:
	When selecting a certificate to view from the Certificate Viewer, OID(s) specifically G, SN and Serial Number are not being resolved under the heading Subject.  The Field Value is outputting these as ‘Object Identifier’ as shown hereunder:

CN = 
Object Identifier (2 5 4 42) = 

Object Identifier (2 5 4 4) = 

Object Identifier (2 5 4 5) = 

OU = 

OU = 
The same OID(s) of the same certificate are being displayed correctly in the identification screen as shown below:
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OID(s) as displayed through the Certificate Viewer

	
	
[image: image2.png]User Identification Request

This site has requested that you identify yourself with a certificate:
rpxeidmygov.qa.ntra.gov.mti443

Orgaisation;
Issued Under

Choose a certificate to present as identification:

Detallsof selected certficate:
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OID(s) being correctly displayed through the User Identification Request


	Reproducibility:
	Happens every time

	Steps to Reproduce:
	To view certificate details:

1. Tools | Options.

2. Advanced | Encryption | View Certificates.

3. Select certificate from ‘Your Certificates’ and click View.

4. From the Certificate Viewer, go to Details tab.  Select ‘Subject’ within the ‘Certificate Fields’ window.



	Actual Results:
	The window under Field Value outputs the subject details as Object Identifiers (as seen in section Details above), in which case such details are not being resolved:

CN = 
Object Identifier (2 5 4 42) = 

Object Identifier (2 5 4 4) = 

Object Identifier (2 5 4 5) = 

OU = 

OU =


	Expected Results:
	When viewing certificate subject details, the following data is expected:

CN = 

G = 

SN = 

Serial Number = 

OU = 

OU = 
This data can be resolved under Internet Explorer.



	Additional Information:
	--

	Severity: 
	Major
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