Bugzilla ID: 443653
Bugzilla Summary: Add Root (EBG Informatic Technologies and Services Corp. (E-Tugra))
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.
	General Information
	Data

	CA Name
	EBG Bilişim Teknolojileri ve Hizmetleri A.Ş. (E-TUGRA)

	Website URL (English version)
	http://etugra.com.tr

	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	Private Corporation

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	EBG Bilişim Teknolojileri ve Hizmetleri A.Ş. (EBG Informatics Technologies and Services Corp.) (E-TUGRA) is a privately held CA operating since 09/2006 in Ankara, Turkey.  E-TUGRA has been certified as one of the 4 authorized CAs that issue qualified certificates as well as SSL and other types of certificates to public in Turkey. E-TUGRA has customers from all geographic areas within Turkey.


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data


	Status / Notes

	Certificate Name
	EBG Elektronik Sertifika Hizmet Sağlayıcısı
	COMPLETE

	Cert summary / comments
	E-TUGRA has a root CA on top of its hierarchy and two internally operated subordinate CAs; Qualified Sub CA and SSL Sub CA. They plan to have at most 2 Levels of PKI hierarchy and issue end entity certificates from the second level CAs.  
	COMPLETE

	The root CA certificate URL

Download into FireFox and verify
	http://www.etugra.com.tr/Portals/3/bilgideposu/EBG_KOKSM.zip
	COMPLETE

	SHA-1 fingerprint. 
	8c:96:ba:eb:dd:2b:07:07:48:ee:30:32:66:a0:f3:98:6e:7c:ae:58
	COMPLETE

	Valid from 
	8/17/2006
	COMPLETE

	Valid to 
	8/14/2016
	COMPLETE

	Cert Version
	3
	COMPLETE

	Modulus length / key length  or type of signing key (if ECC)
	4096
	COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	http://crl.e-tugra.com.tr/e-tugra_ksm.crl                                       

CPS: 4.9.7 Frequency of Publication of Certificate Revocation List (CRL)

“CRL’s are published every 24 hours. E-TUGRA provides CRL services ensuring service 24 hours 7 days.
	COMPLETE


	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation

EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”
	OCSP responder URL (if any):

 http://ocsp.e-tugra.com/status/ocsp
CPS: 4.10.2 Service Accessibility

E-TUGRA provides CRL and OCSP services non-stop on the basis of 24 hours in 7 days. In case CRL and OCSP services are interrupted beyond E-TUGRA control, ETUGRA does its best to ensure resumption of the services within maximum 24 hours.
	COMPLETE



	List or description of subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)

For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CPS, and that any audit covers them as well as the root.
	“E-TUGRA has a root CA on top of its hierarchy and two sub CAs below the Root  CA namely ; Qualified Sub CA and SSL Sub CA.”
Sub CA used for the test site:

EBG Web Sunucu Sertifika Hizmet Sağlayıcısı

CPS:

“E-TUGRA issues the following NQC Certificate types:

 NQC’s for Client Authentication (SSL Client)

 NQC’s for E-mail Protection

 NQC’s for Server Authentication (SSL Server)

 NQC’s for Code Signing”

“Please refer to E-TUGRA QC CPS

(http://www.etugra.com.tr/BilgiDeposu/tabid/610/language/tr-TR/Default.aspx) for NQC’s for Client Authentication and E-mail Protection. This CPS applies to NQC’s for Server Authentication (SSL Server) and NQC’s for Code Signing.”
[I cannot figure out this site, and which document to review]
I believe the reason for confusion is as follows:  We issue  both QC and NQC (Client Authentication and Email Encryption only)  on the same smartcard. NQC is a complimentary certificate that we issue to our customers together with QC certificates. So the application procedures and other certification practices for QC s which requires high security procedures also applies to NQC s(Client Authentication and Email Encryption)  . That’s why we refer to QC CPS for NQC (Client Authentication and Email Encryption only) certificates. 
As a summary ; We have 1 Root CA and 2 internal Sub CAs. QC Sub CA issues certificates for Digital Signing and Non Repudiation while NCQ Sub CA issue certificates for 

· Client Authentication (SSL Client)

· E-mail Protection (Encryption)

· Server Authentication (SSL Server)

· Code Signing”

For client authentication and Email protection  

certification rules for QC s apply. 

	Need to verify that the root only has two subordinate CAs that are internally operated. They are:

SSL Sub CA: EBG Web Sunucu Sertifika Hizmet Sağlayıcısı

and 

Qualified Sub CA: ?
Yes. Exactly.
It looks like the NQC’s for Server Auth and Code Signing are issued off of the “EBG Web Sunucu Sertifika Hizmet Sağlayıcısı” subordinate CA.
Which subordinate CA is used to issue the NQC’s for Client Authentication and Email Protection?
“EBG Web Sunucu Sertifika Hizmet Sağlayıcısı” subordinate CA (NQC) issues Client Auth. and e-mail protection (encryption only) certificates. 
What types of certs does the Qualified Sub CA issue?
Our Qualified Sub CA issues certificates for only Digital Signatures and Non Repudiation purposes.  Basically for  Document signing and e-mail signing. 

	For subordinate CAs operated by third parties, if any: 

General description of the types of
third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited.

(For example, contractual arrangements should require third-party subordinates to operate in accordance with some CPS/CP. Technical arrangements might include name constraints, not allowing them to create their own subordinates, etc.)
The extent and nature of contractual and technical controls exercised over subordinate CAs, including:

a) Whether or not subordinate CAs are constrained to issue certificates only within certain domains. [We need a technical description of how this is typically controlled.]
b) Whether or not subordinate CAs can create their own subordinates. [We need a technical description of how this is typically controlled.]
The extent and nature of audits performed against subordinate CAs, including: 

a) Whether or not subordinate CAs are included within the scope of any audit(s) done against the root CA. 

b)Whether or not subordinate CAs are subject to third-party audits independent of any audit(s) done against the root CA. 

c) The frequency at which any audit(s) for subordinate CAs are done. 
	It looks like there are no subordinate CAs that are operated by third parties.
	Need to verify.
Yes. Confirmed


	List any other root CAs that have issued cross-signing certificates for this root CA
	None
	COMPLETE


	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	Websites (SSL/TLS)

Email (S/MIME)

Code (Code Signing)

	 COMPLETE



	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	OV – All end-entity certs are “Both Domain Validated and Identity/Organizationally validated.”
	COMPLETE

	If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
	Not Applicable
	Not Applicable


	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	https://webmail.takasbank.com.tr/
	COMPLETE


	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	CPS 
 http://www.etugra.com.tr/Portals/3/Templates/NQC_CpCps.pdf 


	COMPLETE


	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	Audit Type (WebTrust, ETSI etc.):  ETSI 101456

Auditor:  Turkish Telecommunications Agency

Auditor Website URL: http://www.tk.gov.tr 

Audit Document URL(s): 

http://www.tk.gov.tr/eimza/doc/aciklama/etura.jpg     

<http://www.tk.gov.tr/eimza/eshs.htm> has links to Turkish government information relating to the CA.


	COMPLETE


Review CPS sections dealing with subscriber verification (COMPLETE)
· Verify domain check for SSL 
· From CPS: “In the case of individual and corporate applications, if the application is for a Secure Web Server Certificate, the domain name for the application is verified. The verification is achieved via web based query. The Turkish domains which ends with .tr extension are queried from the Turkish domain names legal registrar address https://www.nic.tr/. In case the domain is a foreign domain, then the query is made via international sites such as http://www.domaintools.com/ or http://whois.mtgsy.net/default.php”
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· From CPS: “In the case of individual and corporate applications, if the application includes e-mail protection then the e-mail address of the applicant is verified by means of an e-mail authentication and a secret question challenge.”
· Verify identity info in code signing certs is that of subscriber

· Identity info is verified

· Make sure it’s clear which checks are done for which context (cert usage)
· Yes.

Flag Problematic Practices 
· Long-Lived Domain-Validated SSL certs
· They validate the identity and organization, so OV.

· Wildcard DV SSL certs

· Not Found

· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA

· No end entity certs are issued from root.

· Allowing external entities to operate subordinate CAs 
· The two subordinate CAs are operated internally.

Verify Audits (COMPLETE)
· Validate contact info in report, call to verify that they did indeed issue this report.
· Posted on the Turkish Telecommunications Agency website
· For EV CA’s, verify current WebTrust EV Audit done.
· Not Applicable
· Review Audit to flag any issues noted in the report
· No issues noted
