
Open questions in CAInformation 

document as required in bug 435206

Document Date: 2017-02-02

https://bugzilla.mozilla.org/show_bug.

cgi?id=435026

Chapter Field Comment by mozilla SG PKI answer

General information about CA's 

associated organization

Organizational Type

(Others) Need Response From CA

Government Entity

CA's Response to 

RecommendedPractices Audit Criteria Need Response From CA

KPMG, see 

http://www.webtrust.org/licensed-

webtrust-practitioners-

international/item64419.aspx

Document Handling of IDNs in 

CP/CPS Need Response From CA

See CP/CPS, Chapter 3.2.2

Verifying Email Address Control Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

DNS names go in SAN Need Response From CA Compliant: DNS Names go in SAN

Domain owned by a Natural Person Need Response From CA

No DV certificates are issued, see 

CP/CPS, Chapter 1.4.1.

Network Security Controls Need Response From CA See CP/CPS 6.7 

CA's Response to Problematic 

Practices Long-lived DV certificates Need Response From CA

No DV certificates are issued, see 

CP/CPS, Chapter 1.4.1.

Email Address Prefixes for DV Certs Need Response From CA

No DV certificates are issued, see 

CP/CPS, Chapter 1.4.1.

Delegation of Domain / Email 

validation to third parties Need Response From CA

CA does not delegate Domain / Email 

validation to third parties, see CP/CPS, 

Chapter 3.2.

Distributing generated private keys in 

PKCS#12 files Need Response From CA

CA does not distribute generated 

private keys in PKCS#12 files, see 

CP/CPS, Chapter 6.1.2

Issuing SSL Certificates for Internal 

Domains Need Response From CA

CA does not issue certificates for  

internal domains, see CP/CPS chapter 

7.1.2.4.

SHA-1 Certificates Need Response From CA

CA does not issue SHA-1 certificates, 

see CP/CPS chapter 7.1.3.

Lack of Communication With End 

Users Need Response From CA

See CP/CPS 5.2.1, “PKI Order 

Management”.

Backdating the notBefore date Need Response From CA

Backdating the notBefore date is not 

performed by the CA.

Technical Information about Root 

Certificate

Root Stores Included In

Need Response From CA

None so far for this Root.

Mozilla Applied Constraints

NEED: Mozilla has the ability to 

name

constrain root certs; e.g. to *.gov or 

*.mil.

CAs should consider if such 

constraints

may be applied to their root certs.

https://dxr.mozilla.org/mozilla-central

/source/security/nss/lib/certdb

/genname.c#1551

Name constrains are not considered by 

the CA.

Test Results (When Requesting the 

SSL/TLS Trust Bit) Revocation Tested

NEED: Test with

http://certificate.revocationcheck.com

/

successfull test confirmed

https://bugzilla.mozilla.org/show_bug.cgi?id=435026
https://bugzilla.mozilla.org/show_bug.cgi?id=435026
http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf
http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf
http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf


Test Website Lint Test

NEED: test https://www.validev.

pki.admin.ch/ in

http://cert-checker.allizom.org/

ERRORS:

Failure

ASN.1 Error in X520countryName

ASN.1 Error in X520SerialNumber

successfull test confirmed

Test sites:

https://www.valid-ev.pki.admin.ch

https://www.valid-ov.pki.admin.ch

https://www.revoked-ev.pki.admin.ch

https://www.revoked-ov.pki.admin.ch

https://www.expired-ev.pki.admin.ch

https://www.expired-ov.pki.admin.ch

No DV certificates are issued, see 

CP/CPS, Chapter 1.4.1.

EV Tested

NEED: If EV treatment is being

requested, then provide successful

output from EV Testing as described 

here

https://wiki.mozilla.org

/PSM:EV_Testing_Easy_Version

successfull test confirmed

CA Hierarchy Information Cross Signing

NEED:

- List all other root certificates for 

which

this root certificate has issued 

crosssigning

certificates.

- List all other root certificates that 

have

issued cross-signing certificates for 

this

root certificate.

- If any such cross-signing 

relationships

exist, it is important to note whether 

the

cross-signing CAs' certificates are

already included in the Mozilla root 

store

or not.

This CA is not crosssigned.

Verification Policies and Practices

Other Relevant Documents

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

Auditor Name Need Response From CA KPMG

Auditor Website Need Response From CA www.kpmg.ch

Auditor Qualifications Need Response From CA

KPMG is accredited according to X9.79 

(Webtrust).

Standard Audit 

NEED: for all root inclusion/change 

requests. Reference / Need 

Response From CA.

section 2 of https://wiki.mozilla.org

/CA:Information_checklist#Verificatio

n_Policies_and_Practices

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

Standard Audit Type Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

Standard Audit

Statement Date Need Response From CA

25 January 2017

BR Audit

Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

BR Audit Type

Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

BR Audit Statement Date Need Response From CA 25 January 2017

EV Audit

Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf
http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf
http://www.pki.admin.ch/public/83823_Checkliste-Genehm-SSL-TLS-ZertifAntr-CAs-SwissGov-PKI-160513-e_pub.pdf
http://www.kpmg.ch/
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http://www.pki.admin.ch/public/25-01-2017-BIT-ZertES-Certification-Confirmation-2017_Final.pdf


EV Audit Type

Need Response From CA

http://www.pki.admin.ch/public/83823_

Checkliste-Genehm-SSL-TLS-ZertifAntr-

CAs-SwissGov-PKI-160513-e_pub.pdf

EV Audit Statement Date Need Response From CA 25 January 2017

BR Commitment to Comply
Need Response From CA

See CP/CPS, Chapter 1.1.2 and 8.4

Multi-Factor Authentication

Need Response From CA

Smart card authentication is required 

for all accounts capable of directly 

causing certificate issuance

For system operation and maintenance 

segregation of duties is used (4 eyes 

principles), i.e. operator actions can 

only be performed with the security 

credentials of security officers.

Network Security

Need Response From CA

See CP/CPS, Chapter 6.7.

We confirm that we have done the 

following, and will do the following on a 

regular basis: 

- Maintain network security controls that 

at minimum meet the Network and 

Certificate System Security 

Requirements. 

- Check for mis-issuance of certificates, 

especially for high-profile domains. 

- Review network infrastructure, 

monitoring, passwords, etc. for signs of 

intrusion or weakness. 

- Ensure Intrusion Detection System 

and other monitoring software is up-to-

date. 

- Ensure that we are able to shut down 

certificate issuance quickly if we are 

alerted of intrusion.

http://www.pki.admin.ch/public/25-01-2017-BIT-ZertES-Certification-Confirmation-2017_Final.pdf
http://www.pki.admin.ch/public/25-01-2017-BIT-ZertES-Certification-Confirmation-2017_Final.pdf
http://www.pki.admin.ch/public/25-01-2017-BIT-ZertES-Certification-Confirmation-2017_Final.pdf

