Bugzilla ID: 428390
Bugzilla Summary: EV SSL: Request addition of the WellsSecure Public Root Certificate Authority
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied.

	General Information
	Data

	CA Name
	Wells Fargo

	Website URL (English version)
	http://www.wellsfargo.com

	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	Public corporation

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	Bank


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data


	Status / Notes

	Certificate Name
	WellsSecure Public Root Certificate Authority
	COMPLETE

	The root CA certificate URL 
	B64 cert provided in bugzilla

http://crl.pki.wellsfargo.com/wsprca.crt
WellsSecure Public Root Certificate Authority
an issuing ca created under this new root it is present here:

http://crl.pki.wellsfargo.com/wf_ev_00.crt
Wells Fargo Public Primary Certificate Authority
4/24/2008 to 4/24/2018
	COMPLETE

Downloaded into FireFox and verified.
The CA is an offline root used to create new issuing authorities within the Wells Fargo "WellsSecure" PKI. This offline CA was created for the purpose of creating an (online/intermediate) EV SSL issuing authority.  

Future uses will be described in the Wells Fargo CP.



	SHA-1 fingerprint. 
	e7:b4:f6:9d:61:ec:90:69:db:7e:90:a7:40:1a:3c:f4:7d:4f:e8:ee
	 COMPLETE

	Valid from 
	12/13/2007
	 COMPLETE

	Valid to 
	12/13/2022
	 COMPLETE

	Cert Version
	V3
	 COMPLETE

	Modulus length / 
key length
	2048
	 COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	http://crl.pki.wellsfargo.com/wsprca.crl
Downloaded on 5/29/2008

Next update: 10/21/2008

http://crl.pki.wellsfargo.com/ev.crl
Downloaded on 5/29/2008

Next update: 5/29/2008

4.9.7.2 Subordinate CA CRLs 
Information relating to the status of a Certificate issued by a WellsSecure Sub-CA, as being Suspended or Revoked, including the CRLs and ARLs created by any CA, will be published to the Repository a minimum of once every six (6) hours unless otherwise specified with greater frequency in an applicable PKI Implementation Agreement. The WellsSecure Sub-CA shall publish a CRL no less than once every six (6) hours and publish it to the Repository.


	 COMPLETE

	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation
	http://validator.wellsfargo.com
The WellsSecure OCSP Responder will generate a Certificate status response of Good, Invalid or Unknown depending on the information contained in the Directory or from other sources. This information will be cached for a maximum of four (4) minutes.

Comment #8 from Jason:

section 4.9.9 of the wellsfargo CP (http://www.wellsfargo.com/cps) states

This information will be cached for a maximum of four (4) minutes.

(What this means technology wise is that the OCSP responder re-downloads the

CRL before 4 minutes. The OCSP respondor product we are using marks the

lifespan for these precomputed responses to have a lifespan of only 4 minutes

in memory after which time it recomputes the responses for the next four

minutes.)

Additionally with our CRL lifespans being only 6 hours at the longest, and as

an OCSP responder would not base it's responses on a CRL that has expired, the

4 minute caching paired with 6 hour CRL's would prevent a response from ever

having a lifespan anywhere near 10 days.
	COMPLETE
EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”



	List of CAs with certificates signed by this root.

List subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)
For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CPS, and that any audit covers them as well as the root.
	WellsSecure Public Certificate Authority

->

Wells Fargo Public Primary Certificate Authority (http://crl.pki.wellsfargo.com/wf_ev_00.crt)

All Subordinate CA's are covered in CP v11 section 1.3.1, the root requested for inclusion is not the parent of all of Wells Fargo CA's. The "Wells Fargo Root CA" is the parent of the majority of CA's.
From CPS section 1.3.1:

“The WellsSecure Root CA may issue Issuer Certificates to one or more Organizations or WF Organization Units for the purpose of establishing such Organizations as WellsSecure Sub-CAs. In such an event, the Organization or WF Organization Unit seeking to become a WellsSecure Sub-CA must enter into a Sub-CA Agreement with WFNA and must be approved through a WFNA PKI Governance Signoff (see Section 1.5.1.1). The Sub-CA Agreement must bind such Organization or WF Organization Unit to the terms and conditions of this CP and other applicable PKI Documents. The Sub-CA Agreement must also specify such other terms and conditions applicable to the Organization or WF Organization Unit's role as a WellsSecure Sub-CA.”
	COMPLETE


	List subordinate CAs operated by third parties, if any. (For example, this might include enterprise CAs for which this root CA has issued CA certificates.)

We need to double check to see if they have third-party subordinates. If so the key is to determine what contractual and technical arrangements are in place to govern the operations of such third-party subordinates, and what audit arrangements are in place regarding them.

(For example, contractual arrangements should require third-party subordinates to operate in accordance with some CPS/CP. Technical arrangements might include name constraints, not allowing them to create their own subordinates, etc.)
	None currently, but could have in future.
From CPS section 1.3.1:

“The WellsSecure Root CA and all Subordinate CAs (“Sub-CAs”) in the WellsSecure PKI are operated by a WF Entity. Nothing in this CP, however, will prevent the approval of other WF Entities to act as Sub-CAs in the future, provided that such WF Entities (i) adhere to the requirements of this CP and the applicable PKI Documents, (ii) are approved through a WFNA PKI Governance Signoff, and (iii) adhere to any other requirements as the IAPAC (see Section 1.5.1) may establish.”

	COMPLETE

	List any other root CAs that have issued cross-signing certificates for this root CA
	 “WFNA may, from time to time, enter into cross certification agreements with other CAs. Notification of any cross-certification event shall be made to any and all other current cross-certified parties.”
1.3.1.5 GTE CyberTrust Global Root 
The GTE CyberTrust Global Root (“CyberTrust OmniRoot”) is a third-party Root Certificate (subject name CN=GTE CyberTrust Global Root, OU=GTE CyberTrust Solutions, Inc., O=GTE Corporation, C=US). 

WellsSecure Certificate Policy 9 

The Root Certificate Authority associated with this Root Certificate is not owned, operated or maintained by any WF Entity and is not part of the WellsSecure PKI. The CyberTrust OmniRoot is owned, operated and maintained by CyberTrust and is part of the CyberTrust PKI. The CyberTrust OmniRoot is the Root Certificate to which the WellsSecure Root CA and the WellsSecure CA are chained. As such, it is responsible for signing the WellsSecure Root CA and WellsSecure CA's Certificates, each containing the Public Key that corresponds to the Private Key used to issue Certificates under this CP. The operations and procedures associated with the CyberTrust OmniRoot, for signing the Certificate issued to the WellsSecure Root CA and the WellsSecure CA, do not fall within this CP. The CPS for the CyberTrust OmniRoot may be found at the following URL: 

http://www.cybertrust.com/solutions/ssl_certificates/omniroot/ 
1.3.1.6 Federal Bridge Certification Authority 
The Federal Bridge Certification Authority (FBCA) is a third-party Bridge Certificate (subject name OU=Entrust, OU=FBCA, O=U.S. Government, C=US). The Certification Authority associated with this Bridge Certificate is not owned, operated or maintained by any WF Entity and is not part of the WellsSecure PKI. The FBCA is owned, operated and maintained by the U.S. Federal Government. The FBCA has issued a Cross Certificate to the WellsSecure CA. As such, it is responsible for signing the WellsSecure CA Certificate, containing the Public Key that corresponds to the Private Key, to be used by the WellsSecure CA to issue Certificates under this CP. The operations and procedures associated with the FBCA for signing the Cross Certificate issued to the WellsSecure CA do not fall within this CP. The Certificate Policy for the FBCA may be found at the following URL: 

http://www.cio.gov/fpkipa/
	COMPLETE

	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	SSL

	 COMPLETE

	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	DV, OV, EV

From WellSecure Enhanced Website Validation Service Customer Agreement: “3.3.3 Right to Use Domain Name. The WellsSecure CA has taken all steps reasonably necessary to verify that, as of the date the EV SSL Certificate was issued, the Subject named in the EV SSL Certificate has the exclusive right to use the domain name listed in the EV SSL Certificate;”


	COMPLETE

	If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
	2.16.840.1.114171.500.9


	 COMPLETE


	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	the first EV_SSL certificate was issued to our beaconing server:

https://nerys.wellsfargo.com/test.html
	COMPLETE
Viewed the example ssl cert as per the test website.



	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	http://www.wellsfargo.com/cps
The EV SSL CA is described in the Wells Fargo CP V.11 at

http://www.wellsfargo.com/cps in section 1.3.1.3 “WellsSecure EV SSL CA”


	 COMPLETE

	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	WT/EV pre-audit: https://bugzilla.mozilla.org/attachment.cgi?id=326739
WT/CA audit: https://cert.webtrust.org/SealFile?seal=528&file=pdf
KPMG: http://www.kpmg.com/Global/Pages/default.aspx
Comment #7: Since this root isn’t being used yet, we can’t have a real
webtrust audit on it.  (it will happen this year.) there was a “pre-Audit”
performed for EVSSL.  (Audits happen after the fact, this was performed to
ensure that the procedures are in place.)

	COMPLETE

Verified authenticity of the pre-audit:
Sent email to KPMG via their website at http://www.kpmg.com/Global/contactus/Pages/default.aspx
Received following response:

From: Lundin, Mark A <mlundin@kpmg.com>

Date: Tue, Jun 24, 2008 at 8:56 AM

Per your request, attached is a copy of KPMG's Wells Fargo WebTrust EV report dated January 12, 2007.  Please call me if you have any questions.

Mark A. Lundin

Partner

KPMG LLP

Phone: 415-963-5493


Review CPS sections dealing with subscriber verification (COMPLETE)
· Verify domain check for SSL 
· From WellSecure Enhanced Website Validation Service Customer Agreement: “3.3.3 Right to Use Domain Name. The WellsSecure CA has taken all steps reasonably necessary to verify that, as of the date the EV SSL Certificate was issued, the Subject named in the EV SSL Certificate has the exclusive right to use the domain name listed in the EV SSL Certificate;”

· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity. 

· Not applicable
· Verify identity info in code signing certs is that of subscriber

· Not applicable

· Make sure it’s clear which checks are done for which context (cert usage)
Flag Problematic Practices (COMPLETE)
· Long-Lived Domain-Validated SSL certs

· Wildcard DV SSL certs

· I did not see reference to wildcard SSL certs.

· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA

· Allowing external entities to operate subordinate CAs 
· This is allowed, and requirements/agreements for such external entities are clearly described in the CPS. According to the customer agreement, the customer is required to follow the CPS.
Verify Audits (COMPLETE)
· Validate contact info in report, call to verify that they did indeed issue this report.
· Emailed via KPMG website, received email validating report.
· For EV CA’s, verify current WebTrust EV Audit done.
· Pre-audit completed 
· Review Audit to flag any issues noted in the report 
· No issue flagged in the report.

