Bugzilla ID: 414520
Bugzilla Summary: Add Sertifitseerimiskeskus AS root CA certificate
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied, as per http://wiki.mozilla.org/CA:Information_checklist.
	General Information
	Data

	CA Name
	Sertifitseerimiskeskus AS

	Website URL (English version)
	http://www.sk.ee

	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	Commercial CA, covering Baltic region ( Estonia, Lithuania, Latvia )

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	SK (Certification Centre, legal name AS Sertifitseerimiskeskus) is Estonia's primary and currently the only certification authority (CA), providing certificates for authentication and digital signing to Estonian ID Cards.The core function of AS Sertifitseerimiskeskus (SK) is to ensure the reliability and integrity of the electronic infrastructure behind the Estonian ID Card project.

Established in February 2001 by two leading Estonian banks Hansapank (member of the Swedbank group) and SEB (member of SEB Group) and two telecom companies, Elion and EMT (members of the TeliaSonera group), SK has the backing of Estonian and Nordic financial and telecom sector.

Our customers include the Estonian court system and notaries, Central Bank and commercial banks, enforcement organisations (e.g. Police) and many others.


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	Data


	Status / Notes

	Certificate Name
	Juur-SK
	COMPLETE

	Cert summary / comments
	Issuing intermediate certificates for ID-cards, WPKI solutions and

Web server certificates.
	COMPLETE

	The root CA certificate URL

Download into FireFox and verify
	http://www.sk.ee/files/JUUR-SK.der
	COMPLETE

	SHA-1 fingerprint. 
	40:9D:4B:D9:17:B5:5C:27:B6:9B:64:CB:98:22:44:0D:CD:09:B8:89
	COMPLETE

	Valid from 
	2001-08-30
	COMPLETE

	Valid to 
	2016-08-26
	COMPLETE

	Cert Version
	3
	COMPLETE

	Modulus length 
	2048
	COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	CRL HTTP URL: http://www.sk.ee/crls/juur/crl.crl 
All of the CRLs for the root and sub-CAs can be found at:

http://www.sk.ee/pages.php/0202040202,36
Section 2.4.2 of EID-SK CP: Certificate Revocation Lists are generated after every 12 hours.
Section 2.4.2 of ESTEID-SK CP:
Certificate Revocation Lists are generally published within 10 minutes after submission or satisfaction of a relevant request for cancellation. The guaranteed frequency of publication is 12.5 hours.

Seciont 2.4.2 of KLASS3-SK CP:
The guaranteed frequency of publication is 12 hours.

These work:
http://www.sk.ee/crls/test/crl.crl
http://www.sk.ee/crls/klass3/klass3.crl
http://www.sk.ee/crls/eid/eid.crl
These give the ffffe095 error:

http://www.sk.ee/crls/juur/crl.crl

http://www.sk.ee/crls/esteid/esteid.crl

http://www.sk.ee/crls/esteid/esteid2007.crl
http://www.sk.ee/crls/eid/eid2007.crl
	In Firefox four of the CRLs result in error:

“The application cannot import the Certificate Revocation List (CRL).

Error Importing CRL to local Database. Error Code:ffffe095

Please ask your system administrator for assistance.

Do you happen to have the CDP (CRL distribution point) extension flagged as

"critical" for these CRLs?

Mozilla browsers do not presently implement the CrlDP extension because it is

patented. So, Mozilla browsers do not presently honor CRLs with critical CrlDP

extensions.


	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation

EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”
	http://ocsp.sk.ee
	COMPLETE

	List or description of subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)

For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CPS, and that any audit covers them as well as the root.
	Hierarchy Diagram: http://www.sk.ee/files/tree.pdf
Juur-SK

  -> EID-SK (2004-2014)

  -> EID-SK 2007 (2007-2016)

  -> ESTEID-SK (2002-2012)
  -> ESTEID-SK 2007 (2007-2016)

  -> KLASS3-SK (2002-2012)
  -> TEST-SK (2002-2012)
EID-SK: Electronic ID cards which contain certificates for digital signature and certificates for digital identification. 
ESTEID-SK: Internal ID cards of the Republic of Estonia which contain certificates for digital signature and certificates for digital identification.
The Ministry of Internal Affairs of Republic of Estonia is the RA for ESTEID-SK certificates.

Certificates issued under the EID-SK and ESTEID-SK sub-CAs can be used for digital signature as defined in the Digital Signatures Act [3], electronic identification, and secure e-mail.

KLASS3-SK: Device and Webserver certificates that can be used for securing data communication between devices (computers). Device certificates cannot be used for digital signature as defined in the Digital Signatures Act [3].

http://www.sk.ee/pages.php/0202040501
http://www.sk.ee/files/ESTEID-SK.der  

http://www.sk.ee/files/ESTEID-SK%202007.der.cer 

http://www.sk.ee/files/TEST-SK.der 

http://www.sk.ee/files/KLASS3-SK.der 
http://www.sk.ee/files/EID-SK.der 
http://www.sk.ee/files/EID-SK%202007.der.cer 
	COMPLETE


	For subordinate CAs operated by third parties, if any: 

General description of the types of
third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited.

(For example, contractual arrangements should require third-party subordinates to operate in accordance with some CPS/CP. Technical arrangements might include name constraints, not allowing them to create their own subordinates, etc.)
The extent and nature of contractual and technical controls exercised over subordinate CAs, including:

a) Whether or not subordinate CAs are constrained to issue certificates only within certain domains. [We need a technical description of how this is typically controlled.]
b) Whether or not subordinate CAs can create their own subordinates. [We need a technical description of how this is typically controlled.]
The extent and nature of audits performed against subordinate CAs, including: 

a) Whether or not subordinate CAs are included within the scope of any audit(s) done against the root CA. 

b)Whether or not subordinate CAs are subject to third-party audits independent of any audit(s) done against the root CA. 

c) The frequency at which any audit(s) for subordinate CAs are done. 
	
	Please confirm or correct: All of the subordinate CAs are internally operated by Sertifitseerimiskeskus AS. The Ministry of Internal Affairs of Republic of Estonia is the registration authority for ESTEID-SK certificates, but the ESTEID-SK CA is operated internally by Sertifitseerimiskeskus AS.


	List any other root CAs that have issued cross-signing certificates for this root CA
	Not Applicable
	 COMPLETE


	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	Websites (KLASS3-SK)
Email (EID-SK and ESTEID-SK)
Code (? EID-SK and ESTEID-SK ?)
KLASS3-SK CP Section 3.1:

“The Client and data presented by him are verified in accordance with the rules set in

the document “Terms of Use for Device Certificates” [6].

The following checks are performed during certificate application processing:

• Data about the Client as a legal person

• Personal identity of device administrator and his/her mandates for applying for the legal person for certificate issuance/revocation.

• Ownership of the domain name and/or IP address in case the device is accessible over public network”
	As per section 7 of http://www.mozilla.org/projects/security/certs/policy/ please point me to the documentation that satisfies the following requirements: 
a) SSL domain verification – I found this in KLASS3-SK CP section 3.1.
b) for a certificate to be used for digitally signing and/or encrypting email messages, the CA takes reasonable measures to verify that the entity submitting the request controls the email account associated with the email address referenced in the certificate or has been authorized by the email account holder to act on the account holder's behalf; 

c) for certificates to be used for digitally signing code objects, the CA takes reasonable measures to verify that the entity submitting the certificate signing request is the same entity referenced in the certificate or has been authorized by the entity referenced in the certificate to act on that entity's behalf;

	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	OV
	COMPLETE

	If EV certificates are issued within the hierarchy rooted at this root, the EV policy OID(s) associated with those EV certificates.
	Not Applicable
	COMPLETE


	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	https://digidoccheck.sk.ee
	COMPLETE

	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	AS Sertifitseerimiskeskus Certification Practice Statement CPS
http://www.sk.ee/file.php?id=432
EID-SK Certificate Policy

http://www.sk.ee/files/eid-sk-1.0.pdf
ESTEID-SK Certificate Policy

http://www.sk.ee/file.php?id=252
KLASS3-SK, Device Certificates Policy

http://www.sk.ee/file.php?id=434
http://www.sk.ee/files/Seadmesert_CP_en-1.00.pdf

	Would you please review the problematic practices as described in

http://wiki.mozilla.org/CA:Problematic_Practices
and comment as to whether any of these are relevant?

If relevant, please provide further info.

	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	Audit Type (WebTrust, ETSI etc.): ETSI

Auditor: KPMG Estonia

Auditor Website: http://www.kpmg.ee/
Audit Report: http://www.sk.ee/file.php?id=430
As of Personal Identification Act for Estonia - it can be found at address

http://www.legaltext.ee/text/en/X30081K4.htm

	I need to do the independent verification of the audit report.

Audit report meets requirements of

Please see sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/
Audit scheduled for this year?


Review CPS sections dealing with subscriber verification 
· Verify domain check for SSL 
· Yes, as per KLASS3-SK CP Section 3.1:

· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· Not found

· Verify identity info in code signing certs is that of subscriber

· Not Found

· Make sure it’s clear which checks are done for which context (cert usage)
· Yes, different Certificate Policies for EID’s versus device.

Flag Problematic Practices 
(http://wiki.mozilla.org/CA:Problematic_Practices)

· Long-Lived Domain-Validated SSL certs

· Not found

· Wildcard DV SSL certs

· Not found

· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA

· No. Root is offline, certs are issued through internally operated sub-CA’s.

· Allowing external entities to operate subordinate CAs 
· All sub-CAs are internally operated.

· Distributing generated private keys in PKCS#12 files
· Not found
· Certificates referencing hostnames or private IP addresses
· Not found
Verify Audits

(Sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/)
· Validate contact info in report, call to verify that they did indeed issue this report.
· I need to do this.

· For EV CA’s, verify current WebTrust EV Audit done.
· Not applicable
· Review Audit to flag any issues noted in the report
· No issues found in report
