ssl.cap - Wireshark

No. Ti nme Sour ce Desti nation Pr ot oco
1 0.000000 Cisco_el:ch:fc ARP
.90.159? Tell 147.83.90.1

Frame 1 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Address Resol ution Protocol (request)

No. Ti me Sour ce Desti nation Pr ot oco
2 0.100010 Cisco_el:ch:fc ARP
.90.181? Tell 147.83.90.1

Frame 2 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Addr ess Resol ution Protocol (request)

No. Ti me Sour ce Destinati on Pr ot ocol
3 0.100335 Cisco_el:ch:fc ARP
.90.184? Tell 147.83.90.1

Frame 3 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Addr ess Resol ution Protocol (request)

No. Ti e Sour ce Desti nation Pr ot oco
4 6.257387 Cisco_el:ch:fc ARP
.90.90? Tell 147.83.90.1

Frame 4 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Address Resol ution Protocol (request)

No. Ti me Sour ce Destination Protocol Info
5 7.513841 147. 83. 90. 25 147.83.2.3 DNS St andard query
AAAA raco. fib.upc. es

Frame 5 (77 bytes on wire, 77 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.2.3 (147.83.2.3)
User Datagram Protocol, Src Port: activesync (1034), Dst Port: donain (53)

Domai n Name System (query)

No. Ti e Sour ce Desti nati on Prot ocol Info
6 7.514261 147.83.2.3 147. 83. 90. 25 DNS St andard query
response

Frame 6 (126 bytes on wire, 126 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.2.3 (147.83.2.3), Dst: 147.83.90.25 (147.83.90. 25)
User Datagram Protocol, Src Port: domain (53), Dst Port: activesync (1034)

Domai n Nane System (response)

No. Ti me Sour ce Destinati on Protocol Info
7 7.520837 147.83.90. 25 147.83.2.3 DNS St andard query
AAAA raco. fib.upc. es

Frame 7 (77 bytes on wire, 77 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.2.3 (147.83.2.3)
User Datagram Protocol, Src Port: activesync (1034), Dst Port: donmain (53)

Domai n Narme System (query)

No. Ti e Sour ce Desti nation Protocol Info
8 7.521457 147.83.2.3 147. 83. 90. 25 DNS St andard query
response

Frame 8 (126 bytes on wire, 126 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.2.3 (147.83.2.3), Dst: 147.83.90.25 (147.83.90. 25)
User Datagram Protocol, Src Port: domain (53), Dst Port: activesync (1034)

Domai n Nanme System (response)

No. Ti e Sour ce Desti nation Protocol Info
9 7.521537 147. 83. 90. 25 147.83.2.3 DNS St andard query
A raco.fib.upc.es
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Frame 9 (77 bytes on wire, 77 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.2.3 (147.83.2.3)
User Datagram Protocol, Src Port: activesync (1034), Dst Port: domain (53)

Domai n Nanme System (query)

No. Ti me Sour ce Destinati on Protocol Info
10 7.522117 147.83.2.3 147.83.90. 25 DNS St andard query
response A 147.83.41.15

Frame 10 (237 bytes on wire, 237 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.2.3 (147.83.2.3), Dst: 147.83.90.25 (147.83.90. 25)
User Datagram Protocol, Src Port: domain (53), Dst Port: activesync (1034)

Domai n Nanme System (response)

No. Ti me Sour ce Desti nation Prot ocol Info
11 7.522474 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
SYN] Seq=0 Len=0 M5S=1460 TSV=9863 TSER=0 W&=4

Frame 11 (76 bytes on wire, 76 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 0, Le
n: 0

No. Ti e Sour ce Destinati on Prot ocol Info
12 7.522861 147.83. 41. 15 147. 83. 90. 25 TCP https > 7378 |
SYN, ACK] Seq=0 Ack=1 W n=2965504 Len=0 MSS=1460 TSV=2011146287 TSER=9863 W5=9

Frame 12 (76 bytes on wire, 76 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 0, Ac
k: 1, Len: O

No. Ti me Sour ce Destinati on Protocol Info
13 7.522897 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seqg=1 Ack=1 W n=5840 Len=0 TSV=9863 TSER=2011146287

Frame 13 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 1, Ac
k: 1, Len: O

No. Ti e Sour ce Desti nation Protocol Info
14 7.523168 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Client Hello

Frame 14 (214 bytes on wire, 214 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 1, Ac
k: 1, Len: 146
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Cient Hello

Cont ent Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 141

Handshake Protocol: dient Hello

Handshake Type: Client Hello (1)

Length: 137
Version: TLS 1.0 (0x0301)
Random

gm _unix_time: Jan 26, 1970 23:11:31. 000000000
random byt es: 86E581200B2631B3CB8CE1664C7D6C666EF12E7E4EAAGIEA. .
Session ID Length: 0O
Ci pher Suites Length: 54
Ci pher Suites (27 suites)
Conpressi on Methods Length: 1
Conpressi on Met hods (1 nethod)
Ext ensi ons Length: 42
Ext ensi on: server_nane
Ext ensi on: Unknown 10
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Ext ensi on: Unknown 11

No. Ti me Sour ce Desti nation Prot ocol Info
15 7.523501 147. 83. 41. 15 147. 83. 90. 25 TCP https > 7378 |
ACK] Seq=1 Ack=147 W n=7168 Len=0 TSV=2011146287 TSER=9863

Frame 15 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 1, Ac
k: 147, Len: O

No. Ti nme Sour ce Destinati on Prot ocol Info
16 7.534471 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Server Hello

Frame 16 (1516 bytes on wire, 1516 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 1, Ac
k: 147, Len: 1448
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length: 74

Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (0x0301)
Random

gnt _uni x_time: Nov 28, 2007 10:06: 40. 000000000

random bytes: AF40DAEB9941F1449462AEB271E21559C7 CAC233D8AF8DEF. .
Session I D Length: 32
Session | D: 829592B8B1527C5D62123706B500741E7BD22FAA0A7DFSFE. .
Ci pher Suite: TLS DHE RSA W TH _AES 256_CBC SHA (0x0039)
Conpressi on Method: null (0)

No. Ti me Sour ce Destinati on Protocol Info
17 7.534508 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=147 Ack=1449 W n=8736 Len=0 TSV=9866 TSER=2011146290

Frame 17 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 147,
Ack: 1449, Len: O

No. Ti e Sour ce Desti nation Protocol Info
18 7.534591 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Certificate

Frame 18 (1516 bytes on wire, 1516 bytes capt ured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 1449,
Ack: 147, Len: 1448
[ Reassenbl ed TCP Segnents (2335 bytes): #16(1369), #18(966)]
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Lengt h: 2330
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Lengt h: 2326
Certificates Length: 2323
Certificates (2323 bytes)
Secure Socket Layer

No. Ti e Sour ce Desti nation Protocol Info
19 7.534608 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=147 Ack=2897 W n=11632 Len=0 TSV=9866 TSER=2011146290

Frame 19 (68 bytes on wire, 68 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
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Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 147,
Ack: 2897, Len: O

No. Ti nme Sour ce Desti nation Protocol Info
20 7.534780 147.83. 41. 15 147. 83. 90. 25 TLSv1 Server Key Exc
hange

Frame 20 (125 bytes on wire, 125 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 2897,
Ack: 147, Len: 57
[ Reassenbl ed TCP Segnents (530 bytes): #18(482), #20(48)]
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Server Key Exchange
Cont ent Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 525
Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 521
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Server Hell o Done
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 4
Handshake Protocol: Server Hell o Done
Handshake Type: Server Hello Done (14)

Length: O
No. Ti e Sour ce Desti nation Protocol Info
21 7.534794 147.83.90. 25 147.83.41. 15 TCP 7378 > https |

ACK] Seq=147 Ack=2954 W n=11632 Len=0 TSV=9866 TSER=2011146290

Frame 21 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 147,
Ack: 2954, Len: O

No. Ti me Sour ce Desti nation Protocol Info
22 7.573584 147. 83. 90. 25 147.83.41. 15 TLSv1 Client Key Exc
hange, Change G pher Spec, Encrypted Handshake Message

Frame 22 (266 bytes on wire, 266 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 147,
Ack: 2954, Len: 198
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: dient Key Exchange
Cont ent Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 134
Handshake Protocol: dient Key Exchange
Handshake Type: Cient Key Exchange (16)
Length: 130
TLSv1l Record Layer: Change C pher Spec Protocol: Change C pher Spec
Content Type: Change Ci pher Spec (20)
Version: TLS 1.0 (0x0301)
Length: 1
Change Ci pher Spec Message
TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Cont ent Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

No. Ti me Sour ce Desti nation Protocol Info
23 7.577296 147.83.41. 15 147. 83. 90. 25 TLSv1 Change Ci pher
Spec, Encrypted Handshake Message

Frame 23 (127 bytes on wire, 127 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
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Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq:. 2954,
Ack: 345, Len: 59
Secure Socket Layer
TLSv1l Record Layer: Change C pher Spec Protocol: Change C pher Spec
Content Type: Change Ci pher Spec (20)
Version: TLS 1.0 (0x0301)
Length: 1
Change Ci pher Spec Message
TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Cont ent Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

No. Ti me Sour ce Desti nation Prot ocol Info
24 7.577389 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
ACK] Seq=345 Ack=3013 W n=11632 Len=0 TSV=9877 TSER=2011146301

Frame 24 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 345,
Ack: 3013, Len: O

No. Ti e Sour ce Destinati on Prot ocol Info
25 7.577672 147. 83. 90. 25 147.83. 41. 15 TLSv1 Application Da
ta

Frame 25 (569 bytes on wire, 569 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 345,
Ack: 3013, Len: 501
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 496
Encrypted Application Data: 4EF872675F61DEBF4E7B69CA6FD3EAF7E03CDCL92BESSBIB. .

No. Ti me Sour ce Destinati on Protocol Info
26 7.579918 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta

Frame 26 (425 bytes on wire, 425 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 3013,
Ack: 846, Len: 357
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 352
Encrypted Application Data: B84C0OB1A135329D00F369D6CEAD4AE188580600804C80EAAG. .

No. Ti e Sour ce Desti nation Protocol Info
27 7.605087 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 27 (681 bytes on wire, 681 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 846,
Ack: 3370, Len: 613
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 608
Encrypted Application Data: 729AF04A3751B89F90041ECIB50D35F258C34344643D10E2. .

No. Ti e Sour ce Destinati on Prot ocol Info
28 7.612419 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta,
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Frame 28 (1516 bytes on wire, 1516 bytes capt ured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 3370,
Ack: 1459, Len: 1448
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 0D4DB92984182A9027F58D7104E2868B461BE95CLA4E2DAD. .

No. Ti me Sour ce Destinati on Protocol Info
29 7.612542 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 29 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 4818,
Ack: 1459, Len: 1448

No. Ti e Sour ce Desti nation Prot ocol Info
30 7.612558 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=1459 Ack=6266 W n=20320 Len=0 TSV=9886 TSER=2011146309

Frame 30 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 1459,
Ack: 6266, Len: O

No. Ti e Sour ce Destinati on Prot ocol Info
31 7.612664 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta

Frame 31 (1516 bytes on wire, 1516 bytes capt ured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 6266,
Ack: 1459, Len: 1448
[ Reassenbl ed TCP Segnents (2549 bytes): #28(1059), #29(1448), #31(42)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 2544
Encrypted Application Data: 1DBBDC7DF80112C332E0329355D0CA348B89C6E91DF8BD56. .
Secure Socket Layer

No. Ti e Sour ce Destinati on Prot ocol Info
32 7.612981 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta

Frame 32 (475 bytes on wire, 475 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 7714,
Ack: 1459, Len: 407
[ Reassenbl ed TCP Segnents (1813 bytes): #31(1406), #32(407)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 1808
Encrypted Application Data: C50246E5153C7D3A7282FC360F7F6678708181F42B75A758. .

No. Ti e Sour ce Desti nation Protocol Info
33 7.612999 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
ACK] Seq=1459 Ack=8121 W n=26112 Len=0 TSV=9886 TSER=2011146309

Frame 33 (68 bytes on wire, 68 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
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Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq:. 1459,
Ack: 8121, Len: O

No. Ti nme Sour ce Desti nati on Prot ocol Info
34 7.625261 147. 83. 90. 25 147.83. 41. 15 TLSv1 Application Da
ta

Frame 34 (649 bytes on wire, 649 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 1459,
Ack: 8121, Len: 581
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 576
Encrypted Application Data: D5AC005602F3981503EDEF471E6D5DDDEOFD23A49B7B907F. .

No. Ti me Sour ce Destinati on Protocol Info
35 7.627049 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta,

Frame 35 (1516 bytes on wire, 1516 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 8121
Ack: 2040, Len: 1448
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 08F60286B44D613BA4212DAAA8373340DBD6A35696970CDD. . .

No. Ti e Sour ce Desti nation Protocol Info
36 7.627167 147.83.41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 36 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq:. 9569,
Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nati on Prot ocol Info
37 7.627187 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=11017 W n=31904 Len=0 TSV=9889 TSER=2011146313

Frame 37 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 11017, Len: O

No. Ti me Sour ce Destinati on Protocol Info
38 7.627289 147.83.41. 15 147.83.90. 25 TCP [ TCP segnment o
f a reassenbl ed PDU|

Frame 38 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 11017
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
39 7.627412 147. 83. 41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU]

Frame 39 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 12465
, Ack: 2040, Len: 1448
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No. Ti nme Sour ce Desti nati on Prot ocol Info
40 7.627428 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=13913 W n=37696 Len=0 TSV=9890 TSER=2011146313

Frame 40 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 13913, Len: O

No. Ti me Sour ce Destinati on Protocol Info
41 7.628044 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 41 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 13913
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Prot ocol Info
42 7.628162 147.83. 41. 15 147.83. 90. 25 TCP [ TCP segnent o
f a reassenbl ed PDU

Frame 42 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 15361
, Ack: 2040, Len: 1448

No. Ti e Sour ce Destinati on Prot ocol Info
43 7.628175 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=16809 W n=43488 Len=0 TSV=9890 TSER=2011146313

Frame 43 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 16809, Len: O

No. Ti me Sour ce Destinati on Protocol Info
44 7.628284 147.83.41. 15 147.83.90. 25 TCP [ TCP segnment o
f a reassenbl ed PDU|

Frame 44 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 16809
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
45 7.628409 147.83.41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 45 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 18257
, Ack: 2040, Len: 1448

No. Ti e Sour ce Destinati on Prot ocol Info
46 7.628422 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=19705 W n=49280 Len=0 TSV=9890 TSER=2011146313

Frame 46 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 19705, Len: O

No. Ti me Sour ce Destinati on Protocol Info
47 7.628532 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 47 (1516 bytes on wire, 1516 bytes capt ured)
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Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 19705
, Ack: 2040, Len: 1448

No. Ti me Sour ce Desti nation Prot ocol Info
48 7.628655 147.83.41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 48 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 21153
, Ack: 2040, Len: 1448

No. Ti nme Sour ce Destinati on Prot ocol Info
49 7.628667 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=22601 W n=55072 Len=0 TSV=9890 TSER=2011146313

Frame 49 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 22601, Len: O

No. Ti me Sour ce Destinati on Protocol Info
50 7.629018 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU|

Frame 50 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 22601
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
51 7.629142 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta

Frame 51 (1516 bytes on wire, 1516 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 24049
, Ack: 2040, Len: 1448
[ Reassenbl ed TCP Segnents (16421 bytes): #35(1059), #36(1448), #38(1448), #39(1448), #4
1(1448), #42(1448), #44(1448), #45(1448), #47(1448), #48(1448), #50(1448), #51(882)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http

Content Type: Application Data (23)

Version: TLS 1.0 (0x0301)

Length: 16416

Encrypted Application Data: 77DB4F96115F9CO8FECF86B1425307ACD62AF1BFF5ECB449. .
Secure Socket Layer

No. Ti e Sour ce Destinati on Prot ocol Info
52 7.629155 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=25497 W n=60864 Len=0 TSV=9890 TSER=2011146314

Frame 52 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 25497, Len: O

No. Ti me Sour ce Destinati on Protocol Info
53 7.629264 147.83.41. 15 147.83.90. 25 TCP [ TCP segnment o
f a reassenbl ed PDU

Frame 53 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 25497
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
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54 7.629388 147.83.41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU]

Frame 54 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 26945
, Ack: 2040, Len: 1448

No. Ti nme Sour ce Destinati on Prot ocol Info
55 7.629396 147. 83. 90. 25 147.83. 41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=28393 W n=61408 Len=0 TSV=9890 TSER=2011146314

Frame 55 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 28393, Len: O

No. Ti me Sour ce Destinati on Protocol Info
56 7.629510 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 56 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 28393
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Prot ocol Info
57 7.629634 147.83.41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 57 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq:. 29841
, Ack: 2040, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
58 7.629757 147.83. 41. 15 147. 83. 90. 25 TCP [ TCP segnent o
f a reassenbl ed PDU|

Frame 58 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 31289
, Ack: 2040, Len: 1448

No. Ti me Sour ce Destinati on Protocol Info
59 7.629875 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta

Frame 59 (1451 bytes on wire, 1451 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 32737
, Ack: 2040, Len: 1383
[ Reassenbl ed TCP Segnents (9189 bytes): #51(566), #53(1448), #54(1448), #56(1448), #57(
1448), #58(1448), #59(1383)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 9184
Encrypted Application Data: 8517BCF041422A405A7FEC28D1958B653B3D0FB7898BD70F. .

No. Ti me Sour ce Destinati on Protocol Info
60 7.630607 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=2040 Ack=34120 W n=55904 Len=0 TSV=9890 TSER=2011146314

Frame 60 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
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Ack: 34120, Len: O

No. Ti me Sour ce Desti nation Prot ocol Info
61 7.687243 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 61 (697 bytes on wire, 697 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2040,
Ack: 34120, Len: 629
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: ED425CF7FACO010A6DDBB694EB61BCOF822BFE3360D7228BF. .

No. Ti e Sour ce Destinati on Prot ocol Info
62 7.697074 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta,

Frame 62 (1516 bytes on wire, 1516 bytes capt ured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 34120
, Ack: 2669, Len: 1448
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 320
Encrypted Application Data: B57391074158362F8B089797A93A8F784147CA98CE451494. .

No. Ti me Sour ce Destinati on Protocol Info
63 7.697192 147.83.41. 15 147.83.90. 25 TCP [ TCP segnment o
f a reassenbl ed PDU

Frame 63 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 35568
, Ack: 2669, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
64 7.697315 147. 83. 41. 15 147. 83. 90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 64 (1516 bytes on wire, 1516 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 37016
, Ack: 2669, Len: 1448

No. Ti e Sour ce Destinati on Prot ocol Info
65 7.697334 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta

Frame 65 (342 bytes on wire, 342 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 38464
, Ack: 2669, Len: 274
[ Reassenbl ed TCP Segnents (4293 bytes): #62(1123), #63(1448), #64(1448), #65(274)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 4288
Encrypted Application Data: 6561268AB820C0980A366733CA872C70B8CEED58D01C68DM4. .

No. Ti e Sour ce Desti nation Protocol Info
66 7.700342 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
ACK] Seq=2669 Ack=38738 W n=60032 Len=0 TSV=9908 TSER=2011146331




ssl.cap - Wireshark Page 12

Frame 66 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq:. 2669,
Ack: 38738, Len: O

No. Ti nme Sour ce Desti nati on Prot ocol Info
67 7.714070 147. 83. 90. 25 147.83. 41. 15 TLSv1 Application Da
ta

Frame 67 (697 bytes on wire, 697 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 2669,
Ack: 38738, Len: 629
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: 74309ADEAEF021AB2704D6CE4A31D8FO09E412E38DC4172ED. .

No. Ti me Sour ce Destinati on Protocol Info
68 7.715846 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta, Application Data

Frame 68 (1374 bytes on wire, 1374 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 38738
, Ack: 3298, Len: 1306
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 320
Encrypted Application Data: 0B30247BD319F83551714BBCO968BF47BFESEA6BE2558EFAF. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 976
Encrypted Application Data: 77E7028DF8B7BD95732BAC7E2B239407FDFD8CDB3C8B5943. .

No. Ti me Sour ce Destinati on Protocol Info
69 7.733877 147.83.90. 25 147.83.41. 15 TLSv1 Application Da
ta

Frame 69 (665 bytes on wire, 665 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 3298,
Ack: 40044, Len: 597
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 592
Encrypted Application Data: 99D4D4886F7B65F98B835165F2CAFC6155C0363FC2EFDL2F. .

No. Ti e Sour ce Desti nation Protocol Info
70 7.735876 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta,

Frame 70 (1516 bytes on wire, 1516 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90.25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 40044
, Ack: 3895, Len: 1448
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 336
Encrypted Application Data: 971C2851758AC95800BA9DA711A8DFDESF274C89B3CADDDG. .
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No. Ti nme Sour ce Desti nation Protocol Info
71 7.735995 147.83. 41. 15 147. 83. 90. 25 TCP [ TCP segnent o
f a reassenbl ed PDU|

Frame 71 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 41492
, Ack: 3895, Len: 1448

No. Ti me Sour ce Destinati on Protocol Info
72 7.736118 147.83.41. 15 147.83.90. 25 TCP [ TCP segment o
f a reassenbl ed PDU

Frame 72 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90.25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 42940
, Ack: 3895, Len: 1448

No. Ti e Sour ce Desti nation Prot ocol Info
73 7.736168 147. 83. 90. 25 147. 83. 41. 15 TCP 7378 > https |
ACK] Seq=3895 Ack=44388 W n=61408 Len=0 TSV=9917 TSER=2011146340

Frame 73 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 3895,
Ack: 44388, Len: 0

No. Ti e Sour ce Desti nation Protocol Info
74 7.736241 147.83. 41. 15 147. 83. 90. 25 TCP [ TCP segnent o
f a reassenbl ed PDU|

Frame 74 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 44388
, Ack: 3895, Len: 1448

No. Ti me Sour ce Destinati on Protocol Info
75 7.736365 147.83.41. 15 147.83.90. 25 TCP [ TCP segnment o
f a reassenbl ed PDU|

Frame 75 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90.25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 45836
, Ack: 3895, Len: 1448

No. Ti e Sour ce Desti nation Protocol Info
76 7.736383 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=3895 Ack=47284 W n=64096 Len=0 TSV=9917 TSER=2011146340

Frame 76 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 3895,
Ack: 47284, Len: O

No. Ti e Sour ce Desti nation Protocol Info
77 7.736487 147.83. 41. 15 147. 83. 90. 25 TCP [ TCP segnent o
f a reassenbl ed PDU|

Frame 77 (1516 bytes on wire, 1516 bytes capt ured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 47284
, Ack: 3895, Len: 1448

No. Ti me Sour ce Destinati on Protocol Info
78 7.736551 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta

Frame 78 (846 bytes on wire, 846 bytes captured)
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Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 48732
, Ack: 3895, Len: 778
[ Reassenbl ed TCP Segnents (9125 bytes): #70(1107), #71(1448), #72(1448), #74(1448), #75
(1448), #77(1448), #78(778)]
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 9120
Encrypted Application Data: 22AE68CAOBE98FO0A2FOD1FE449EES588371ADEF38326813B6. .

No. Ti me Sour ce Destinati on Protocol Info
79 7.736566 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=3895 Ack=49510 W n=64096 Len=0 TSV=9917 TSER=2011146340

Frame 79 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 3895,
Ack: 49510, Len: O

No. Ti e Sour ce Desti nation Prot ocol Info
80 7.754105 147. 83. 90. 25 147. 83. 41. 15 TCP 7379 > https |
SYN] Seq=0 Len=0 M5S=1460 TSV=9921 TSER=0 W&=4

Frame 80 (76 bytes on wire, 76 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 0, Le
n: 0

No. Ti e Sour ce Destinati on Prot ocol Info
81 7.754538 147.83. 41. 15 147. 83. 90. 25 TCP https > 7379 [
SYN, ACK] Seq=0 Ack=1 W n=2965504 Len=0 MSS=1460 TSV=2011146345 TSER=9921 W5=9

Frame 81 (76 bytes on wire, 76 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 0, Ac
k: 1, Len: O

No. Ti me Sour ce Destinati on Protocol Info
82 7.754568 147.83.90. 25 147.83.41. 15 TCP 7379 > https |
ACK] Seqg=1 Ack=1 W n=5840 Len=0 TSV=9921 TSER=2011146345

Frame 82 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 1, Ac
k: 1, Len: O

No. Ti e Sour ce Desti nation Protocol Info
83 7.756461 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 83 (697 bytes on wire, 697 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 3895,
Ack: 49510, Len: 629
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: 16B62A59C83B1372F48E8798C08CCACDO8672B409BFDF445. .

No. Ti e Sour ce Destinati on Prot ocol Info
84 7.756986 147. 83. 90. 25 147.83. 41. 15 TLSv1 Client Hello

Frame 84 (246 bytes on wire, 246 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
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Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 1, Ac
k: 1, Len: 178
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Cient Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 173
Handshake Protocol: dient Hello
Handshake Type: Client Hello (1)

Lengt h: 169
Version: TLS 1.0 (0x0301)
Random

gnt_unix_tinme: Jan 26, 1970 23:11:32. 000000000
random byt es: B75501A84658502F04A7D556B32A926EE37F636530710211. .
Session I D Length: 32
Session | D: 829592B8B1527C5D62123706B500741E7BD22FAA0A7DFSFE. .
Ci pher Suites Length: 54
Ci pher Suites (27 suites)
Conpressi on Met hods Length: 1
Conpressi on Met hods (1 nethod)
Ext ensi ons Length: 42
Ext ensi on: server_nane
Ext ensi on: Unknown 10
Ext ensi on: Unknown 11

No. Ti me Sour ce Destinati on Protocol Info
85 7. 757567 147.83.41. 15 147.83.90. 25 TCP https > 7379 |
ACK] Seqg=1 Ack=179 Wn=7168 Len=0 TSV=2011146346 TSER=9922

Frame 85 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 1, Ac
k: 179, Len: O

No. Ti e Sour ce Desti nation Protocol Info
86 7.758085 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 86 (1054 bytes on wire, 1054 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 49510
, Ack: 4524, Len: 986
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 384
Encrypted Application Data: 1CF41A78BDBA7B293B75B3D7EF449142B831AEABAGDDB23A. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 592
Encrypted Application Data: CL6FCACA1D8963153C7683366C439169ABA4B099758FDAL2. .

No. Ti me Sour ce Desti nation Protocol Info
87 7.758199 147.83.41. 15 147. 83. 90. 25 TLSv1 Server Hello
Change Ci pher Spec, Encrypted Handshake Message

Frame 87 (206 bytes on wire, 206 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 1, Ac
k: 179, Len: 138
Secure Socket Layer
TLSv1l Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 74
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 70
Version: TLS 1.0 (0x0301)
Random
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gnt _uni x_time: Nov 28, 2007 10:06: 40. 000000000
random bytes: 2B1A79D07783AA19E230A976FEF3ABDO90C27A56CE2829C0. .
Session I D Length: 32
Session | D: 829592B8B1527C5D62123706B500741E7BD22FAA0A7DFBFE. .
C pher Suite: TLS DHE RSA W TH_AES 256 CBC _SHA (0x0039)
Conpressi on Method: null (0)
TLSv1l Record Layer: Change Ci pher Spec Protocol: Change C pher Spec
Content Type: Change Ci pher Spec (20)
Version: TLS 1.0 (0x0301)
Length: 1
Change Ci pher Spec Message
TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Cont ent Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

No. Ti me Sour ce Desti nation Prot ocol Info
88 7.758220 147. 83. 90. 25 147. 83. 41. 15 TCP 7379 > https |
ACK] Seq=179 Ack=139 W n=6912 Len=0 TSV=9922 TSER=2011146346

Frame 88 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 179,
Ack: 139, Len: O

No. Ti me Sour ce Destination Protocol Info
89 7.759511 147.83. 90. 25 147.83.41. 15 TLSv1 Change G pher
Spec, Encrypted Handshake Message, Application Data

Frame 89 (756 bytes on wire, 756 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 179,
Ack: 139, Len: 688
Secure Socket Layer
TLSv1l Record Layer: Change C pher Spec Protocol: Change C pher Spec
Content Type: Change Ci pher Spec (20)
Version: TLS 1.0 (0x0301)
Length: 1
Change Ci pher Spec Message
TLSv1l Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Lengt h: 48
Handshake Protocol: Encrypted Handshake Message
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: 3CDEEOB5C77A8328CD655FA134E431B34CACBB4CE3600CTB. .

No. Ti e Sour ce Desti nation Protocol Info
90 7.759764 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 90 (681 bytes on wire, 681 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq:. 4524,
Ack: 50496, Len: 613
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 608
Encrypted Application Data: 347229A6749F75664C82905EC74BB7C28AE37F2B48B18A0B. .

No. Ti e Sour ce Desti nation Protocol Info
91 7.760905 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 91 (958 bytes on wire, 958 bytes captured)
Li nux cooked capture
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Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 139,
Ack: 867, Len: 890
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 3FA77D067B50666E0C266D9C987735A927397F0CE1B849A6. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 496
Encrypted Application Data: 129CCF6D672CB9683ACD1CA39FEB42CA101408C290508F72. .

No. Ti nme Sour ce Desti nation Protocol Info
92 7.761293 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 92 (1342 bytes on wire, 1342 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 50496
, Ack: 5137, Len: 1274
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 7139D11C73F880AD3C2154606C68E439A73A1283D69498A9. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 880
Encrypted Application Data: 4FD12AE711636F3C2E0343CCB684F5E42E11432FCA297D67. .

No. Ti e Sour ce Destinati on Prot ocol Info
93 7.761919 147. 83. 90. 25 147.83. 41. 15 TLSv1 Application Da
ta

Frame 93 (665 bytes on wire, 665 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 867,
Ack: 1029, Len: 597
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 592
Encrypted Application Data: 94C70B57CD79B93CC643A92B51E43F1713E95F0DC693A493. .

No. Ti me Sour ce Destinati on Protocol Info
94 7.762126 147.83.90. 25 147.83.41. 15 TLSv1 Application Da
ta

Frame 94 (649 bytes on wire, 649 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 5137,
Ack: 51770, Len: 581
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 576
Encrypted Application Data: D7/F6FB35EE2572DFB399F45A4AAAS57E712D95C5CA891EDS. .

No. Ti e Sour ce Desti nation Protocol Info
95 7.763213 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 95 (1342 bytes on wire, 1342 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
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Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 1029,
Ack: 1464, Len: 1274
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 6A32CD37C5A5EBDCB66FCAABFB226B1C3C31654F445D52E7. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 880
Encrypted Application Data: EB4BI9F7C44F7183161FB2BC02797B4FB2FC309E6281593C5. .

No. Ti me Sour ce Desti nation Prot ocol Info
96 7.763248 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 96 (590 bytes on wire, 590 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 51770
, Ack: 5718, Len: 522
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 0A55827371566F65B90FF958AC639A518708B8DBF8F79411. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 128
Encrypted Application Data: FC48105840DCE2542A64EB91BC24DF2A8080EADAECEL7BA2. .

No. Ti e Sour ce Desti nation Protocol Info
97 7.764156 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 97 (649 bytes on wire, 649 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq:. 1464,
Ack: 2303, Len: 581
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 576
Encrypted Application Data: 53295FD5C612803979A1F541CDF5C8371BOEEDDDL 7DEB76B. .

No. Ti e Sour ce Destinati on Prot ocol Info
98 7.764368 147. 83. 90. 25 147.83. 41. 15 TLSv1 Application Da
ta

Frame 98 (649 bytes on wire, 649 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 5718,
Ack: 52292, Len: 581
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 576
Encrypted Application Data: 14561681D80B4D8D4900C6E298DC3754AB6DD56AAEF65CSF. .

No. Ti me Sour ce Destinati on Protocol Info
99 7.765211 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta, Application Data

Frame 99 (782 bytes on wire, 782 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90.25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 2303,
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Ack: 2045, Len: 714
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 85866C529984C32D213347FB834158DC9B42CCE3AOEE2CH1. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 320
Encrypted Application Data: EDD99A45D35753BB6D9EFS5EBA7877F03C0E2D62679BFADOS. .

No. Ti me Sour ce Destinati on Protocol Info
100 7. 765615 147.83.41. 15 147.83.90. 25 TLSv1 Application Da
ta, Application Data

Frame 100 (1086 bytes on wire, 1086 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 52292
, Ack: 6299, Len: 1018
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: CD68053ED952DDAA5865899F1E79FB84DABECC91471101B8. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: 3B120D2F9E26E598834D18D762C8F57BA4F50EF54343A91C. .

No. Ti me Sour ce Destinati on Protocol Info
101 7.793489 147.83.90. 25 147.83.41. 15 TLSv1 Application Da
ta

Frame 101 (713 bytes on wire, 713 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 2045,
Ack: 3017, Len: 645
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 640
Encrypted Application Data: B308F1F339ACLAAD2A7E7F07319FCAF80ED26E6208989EED. . .

No. Ti e Sour ce Desti nation Protocol Info
102 7.793913 147. 83. 90. 25 147. 83. 41. 15 TLSv1 Application Da
ta

Frame 102 (697 bytes on wire, 697 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq:. 6299,
Ack: 53310, Len: 629
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 624
Encrypted Application Data: F998FA5598D5552F4AESEE6A6075E3F1B192D7E09616F504. |

No. Ti e Sour ce Desti nation Protocol Info
103 7.795155 147.83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 103 (1054 bytes on wire, 1054 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 3017,
Ack: 2690, Len: 986
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Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 3F984C5ACD4E653458452850DC4B7DF483BB2B966E14A6G77. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 592
Encrypted Application Data: CA0D324DC05411536E27D2A2804FFCB30D2D6F7658CC5B92. .

No. Ti nme Sour ce Desti nation Protocol Info
104 7.795648 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 104 (1342 bytes on wire, 1342 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7378 (7378), Seq: 53310
, Ack: 6928, Len: 1274
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 384
Encrypted Application Data: 9B3254B222DB62DB8BEECB13FEB61C64ADE2539E028197E9. .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 880
Encrypted Application Data: EBA468221B2295452123164961D625861AB2BE9C62AA5226. .

No. Ti e Sour ce Destinati on Prot ocol Info
105 7.832347 147. 83. 90. 25 147.83. 41. 15 TCP 7379 > https |
ACK] Seq=2690 Ack=4003 W n=16336 Len=0 TSV=9941 TSER=2011146355

Frame 105 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 2690,
Ack: 4003, Len: O

No. Ti me Sour ce Destinati on Protocol Info
106 7.836348 147.83.90. 25 147.83.41. 15 TCP 7378 > https |
ACK] Seq=6928 Ack=54584 W n=64096 Len=0 TSV=9942 TSER=2011146355

Frame 106 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7378 (7378), Dst Port: https (443), Seq: 6928,
Ack: 54584, Len: 0

No. Ti e Sour ce Desti nation Protocol Info
107 8. 254155 Cisco_el:ch:fc ARP Who has 147. 83
.90.254? Tell 147.83.90.1

Frame 107 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Addr ess Resol ution Protocol (request)

No. Ti me Sour ce Destinati on Protocol Info
108 11.476303 147.83.90. 25 147.83.41. 15 TLSv1 Application Da
ta

Frame 108 (569 bytes on wire, 569 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 2690,
Ack: 4003, Len: 501
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 496
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Encrypted Application Data: O0DE14884BEED5D9B8498F42D7FBFBAC7AFFOEAOEDO7434C9. .

No. Ti me Sour ce Desti nation Prot ocol Info
109 11.477894 147. 83. 41. 15 147. 83. 90. 25 TLSv1 Application Da
ta, Application Data

Frame 109 (750 bytes on wire, 750 bytes captured)
Li nux cooked capture
Internet Protocol, Src: 147.83.41.15 (147.83.41.15), Dst: 147.83.90.25 (147.83.90. 25)
Transm ssion Control Protocol, Src Port: https (443), Dst Port: 7379 (7379), Seq: 4003,
Ack: 3191, Len: 682
Secure Socket Layer
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Lengt h: 320
Encrypted Application Data: 08235F459172E030BA61188EBB8D8B5FA3ACO7C3E7CO782A. . .
TLSv1l Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Version: TLS 1.0 (0x0301)
Length: 352
Encrypted Application Data: EAC60DOCE1C345842231DEE4739B6AA4ACCAEODCA0334D72. .

No. Ti e Sour ce Desti nation Prot ocol Info
110 11.477933 147. 83. 90. 25 147. 83. 41. 15 TCP 7379 > https |
ACK] Seq=3191 Ack=4685 W n=18896 Len=0 TSV=10852 TSER=2011147276

Frame 110 (68 bytes on wire, 68 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.25 (147.83.90.25), Dst: 147.83.41.15 (147.83.41.15)
Transm ssion Control Protocol, Src Port: 7379 (7379), Dst Port: https (443), Seq: 3191
Ack: 4685, Len: O

No. Ti e Sour ce Desti nation Protocol Info
111 12. 180760 Cisco_el:ch:fc ARP Who has 147.83
.90.133? Tell 147.83.90.1

Frame 111 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Address Resol ution Protocol (request)

No. Ti e Sour ce Desti nation Protocol Info
112 13.666111 147.83.90. 198 147.83. 90. 255 NBNS Nanme query NB
HERCULES<20>

Frame 112 (94 bytes on wire, 94 bytes captured)

Li nux cooked capture

Internet Protocol, Src: 147.83.90.198 (147.83.90.198), Dst: 147.83.90.255 (147.83.90.25
5)

User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)

Net Bl OS Nanme Service

No. Ti me Sour ce Destinati on Protocol Info
113 13. 666436 Asi arock_4b: f8: 43 ARP Who has 147.83
.90.6? Tell 147.83.90.198

Frame 113 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Addr ess Resol ution Protocol (request)

No. Ti e Sour ce Desti nation Protocol Info
114 15. 379139 Cisco_el:ch:fc ARP Who has 147.83
.90.121? Tell 147.83.90.1

Frame 114 (62 bytes on wire, 62 bytes captured)
Li nux cooked capture
Address Resol ution Protocol (request)




	      1 0.000000    Cisco_e1:cb:fc                              ARP      Who has 147.83.90.159?  Tell 147.83.90.1
	      2 0.100010    Cisco_e1:cb:fc                              ARP      Who has 147.83.90.181?  Tell 147.83.90.1
	      3 0.100335    Cisco_e1:cb:fc                              ARP      Who has 147.83.90.184?  Tell 147.83.90.1
	      4 6.257387    Cisco_e1:cb:fc                              ARP      Who has 147.83.90.90?  Tell 147.83.90.1
	      5 7.513841    147.83.90.25          147.83.2.3            DNS      Standard query AAAA raco.fib.upc.es
	      6 7.514261    147.83.2.3            147.83.90.25          DNS      Standard query response
	      7 7.520837    147.83.90.25          147.83.2.3            DNS      Standard query AAAA raco.fib.upc.es
	      8 7.521457    147.83.2.3            147.83.90.25          DNS      Standard query response
	      9 7.521537    147.83.90.25          147.83.2.3            DNS      Standard query A raco.fib.upc.es
	     10 7.522117    147.83.2.3            147.83.90.25          DNS      Standard query response A 147.83.41.15
	     11 7.522474    147.83.90.25          147.83.41.15          TCP      7378 > https [SYN] Seq=0 Len=0 MSS=1460 TSV=9863 TSER=0 WS=4
	     12 7.522861    147.83.41.15          147.83.90.25          TCP      https > 7378 [SYN, ACK] Seq=0 Ack=1 Win=2965504 Len=0 MSS=1460 TSV=2011146287 TSER=9863 WS=9
	     13 7.522897    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=1 Ack=1 Win=5840 Len=0 TSV=9863 TSER=2011146287
	     14 7.523168    147.83.90.25          147.83.41.15          TLSv1    Client Hello
	     15 7.523501    147.83.41.15          147.83.90.25          TCP      https > 7378 [ACK] Seq=1 Ack=147 Win=7168 Len=0 TSV=2011146287 TSER=9863
	     16 7.534471    147.83.41.15          147.83.90.25          TLSv1    Server Hello, 
	     17 7.534508    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=147 Ack=1449 Win=8736 Len=0 TSV=9866 TSER=2011146290
	     18 7.534591    147.83.41.15          147.83.90.25          TLSv1    Certificate
	     19 7.534608    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=147 Ack=2897 Win=11632 Len=0 TSV=9866 TSER=2011146290
	     20 7.534780    147.83.41.15          147.83.90.25          TLSv1    Server Key Exchange
	     21 7.534794    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=147 Ack=2954 Win=11632 Len=0 TSV=9866 TSER=2011146290
	     22 7.573584    147.83.90.25          147.83.41.15          TLSv1    Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
	     23 7.577296    147.83.41.15          147.83.90.25          TLSv1    Change Cipher Spec, Encrypted Handshake Message
	     24 7.577389    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=345 Ack=3013 Win=11632 Len=0 TSV=9877 TSER=2011146301
	     25 7.577672    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     26 7.579918    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     27 7.605087    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     28 7.612419    147.83.41.15          147.83.90.25          TLSv1    Application Data, 
	     29 7.612542    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     30 7.612558    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=1459 Ack=6266 Win=20320 Len=0 TSV=9886 TSER=2011146309
	     31 7.612664    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     32 7.612981    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     33 7.612999    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=1459 Ack=8121 Win=26112 Len=0 TSV=9886 TSER=2011146309
	     34 7.625261    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     35 7.627049    147.83.41.15          147.83.90.25          TLSv1    Application Data, 
	     36 7.627167    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     37 7.627187    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=11017 Win=31904 Len=0 TSV=9889 TSER=2011146313
	     38 7.627289    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     39 7.627412    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     40 7.627428    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=13913 Win=37696 Len=0 TSV=9890 TSER=2011146313
	     41 7.628044    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     42 7.628162    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     43 7.628175    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=16809 Win=43488 Len=0 TSV=9890 TSER=2011146313
	     44 7.628284    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     45 7.628409    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     46 7.628422    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=19705 Win=49280 Len=0 TSV=9890 TSER=2011146313
	     47 7.628532    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     48 7.628655    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     49 7.628667    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=22601 Win=55072 Len=0 TSV=9890 TSER=2011146313
	     50 7.629018    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     51 7.629142    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     52 7.629155    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=25497 Win=60864 Len=0 TSV=9890 TSER=2011146314
	     53 7.629264    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     54 7.629388    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     55 7.629396    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=28393 Win=61408 Len=0 TSV=9890 TSER=2011146314
	     56 7.629510    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     57 7.629634    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     58 7.629757    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     59 7.629875    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     60 7.630607    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2040 Ack=34120 Win=55904 Len=0 TSV=9890 TSER=2011146314
	     61 7.687243    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     62 7.697074    147.83.41.15          147.83.90.25          TLSv1    Application Data, 
	     63 7.697192    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     64 7.697315    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     65 7.697334    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     66 7.700342    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=2669 Ack=38738 Win=60032 Len=0 TSV=9908 TSER=2011146331
	     67 7.714070    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     68 7.715846    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     69 7.733877    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     70 7.735876    147.83.41.15          147.83.90.25          TLSv1    Application Data, 
	     71 7.735995    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     72 7.736118    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     73 7.736168    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=3895 Ack=44388 Win=61408 Len=0 TSV=9917 TSER=2011146340
	     74 7.736241    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     75 7.736365    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     76 7.736383    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=3895 Ack=47284 Win=64096 Len=0 TSV=9917 TSER=2011146340
	     77 7.736487    147.83.41.15          147.83.90.25          TCP      [TCP segment of a reassembled PDU]
	     78 7.736551    147.83.41.15          147.83.90.25          TLSv1    Application Data
	     79 7.736566    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=3895 Ack=49510 Win=64096 Len=0 TSV=9917 TSER=2011146340
	     80 7.754105    147.83.90.25          147.83.41.15          TCP      7379 > https [SYN] Seq=0 Len=0 MSS=1460 TSV=9921 TSER=0 WS=4
	     81 7.754538    147.83.41.15          147.83.90.25          TCP      https > 7379 [SYN, ACK] Seq=0 Ack=1 Win=2965504 Len=0 MSS=1460 TSV=2011146345 TSER=9921 WS=9
	     82 7.754568    147.83.90.25          147.83.41.15          TCP      7379 > https [ACK] Seq=1 Ack=1 Win=5840 Len=0 TSV=9921 TSER=2011146345
	     83 7.756461    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     84 7.756986    147.83.90.25          147.83.41.15          TLSv1    Client Hello
	     85 7.757567    147.83.41.15          147.83.90.25          TCP      https > 7379 [ACK] Seq=1 Ack=179 Win=7168 Len=0 TSV=2011146346 TSER=9922
	     86 7.758085    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     87 7.758199    147.83.41.15          147.83.90.25          TLSv1    Server Hello, Change Cipher Spec, Encrypted Handshake Message
	     88 7.758220    147.83.90.25          147.83.41.15          TCP      7379 > https [ACK] Seq=179 Ack=139 Win=6912 Len=0 TSV=9922 TSER=2011146346
	     89 7.759511    147.83.90.25          147.83.41.15          TLSv1    Change Cipher Spec, Encrypted Handshake Message, Application Data
	     90 7.759764    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     91 7.760905    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     92 7.761293    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     93 7.761919    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     94 7.762126    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     95 7.763213    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     96 7.763248    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	     97 7.764156    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     98 7.764368    147.83.90.25          147.83.41.15          TLSv1    Application Data
	     99 7.765211    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	    100 7.765615    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	    101 7.793489    147.83.90.25          147.83.41.15          TLSv1    Application Data
	    102 7.793913    147.83.90.25          147.83.41.15          TLSv1    Application Data
	    103 7.795155    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	    104 7.795648    147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	    105 7.832347    147.83.90.25          147.83.41.15          TCP      7379 > https [ACK] Seq=2690 Ack=4003 Win=16336 Len=0 TSV=9941 TSER=2011146355
	    106 7.836348    147.83.90.25          147.83.41.15          TCP      7378 > https [ACK] Seq=6928 Ack=54584 Win=64096 Len=0 TSV=9942 TSER=2011146355
	    107 8.254155    Cisco_e1:cb:fc                              ARP      Who has 147.83.90.254?  Tell 147.83.90.1
	    108 11.476303   147.83.90.25          147.83.41.15          TLSv1    Application Data
	    109 11.477894   147.83.41.15          147.83.90.25          TLSv1    Application Data, Application Data
	    110 11.477933   147.83.90.25          147.83.41.15          TCP      7379 > https [ACK] Seq=3191 Ack=4685 Win=18896 Len=0 TSV=10852 TSER=2011147276
	    111 12.180760   Cisco_e1:cb:fc                              ARP      Who has 147.83.90.133?  Tell 147.83.90.1
	    112 13.666111   147.83.90.198         147.83.90.255         NBNS     Name query NB HERCULES<20>
	    113 13.666436   Asiarock_4b:f8:43                           ARP      Who has 147.83.90.6?  Tell 147.83.90.198
	    114 15.379139   Cisco_e1:cb:fc                              ARP      Who has 147.83.90.121?  Tell 147.83.90.1

