Bugzilla ID: 368970
Bugzilla Summary: Add French Government (DCSSI) CA certificate
CAs wishing to have their certificates included in Mozilla products must comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/) and must supply the information necessary to determine whether or not the policy’s requirements have been satisfied.

	General Information
	Data

	CA Name
	DCSSI (Central Information Systems Security Division)

	Website URL (English version)
	http://www.ssi.gouv.fr/fr/index.html
http://www.ssi.gouv.fr/en/dcssi/index.html

	Organizational type. (E.g., whether the CA is operated by a private or public corporation, government agency, academic institution or consortium, NGO, etc.)
	DCSSI is a part of the French Government. 



	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	DCSSI issues certificates to French Government websites which are used by the general public. Each department has a sub CA; there are at least 20 at the moment, and potentially up to 60.
Primary geographical area(s) served : France, French ambassadies and PCs of

French people abroad, Europe for cross-border application.

There is a growing number of e-services set up in France by French Administration (for people in France and French people abroad, but also for cross-border applications). They require more and more electronic certificates. In this perspective, the IGC/A certificate should not be only available in France


For Each Root CA whose certificate is to be included in Mozilla (or whose metadata is to be modified)

	Info Needed
	RSA Cert
	DSA Cert
	Status / Notes

	Certificate Name
	IGC/A

	IGC/A
	COMPLETE

	Cert summary / comments
	Root certificates of the French Government CA
	COMPLETE

	The root CA certificate URL

Download into FireFox and verify
	http://www.ssi.gouv.fr/fr/sigelec/igca/cert_igca_rsa.crt

	http://www.ssi.gouv.fr/fr/sigelec/igca/cert_igca_dsa.crt 
	COMPLETE

	SHA-1 fingerprint. 
	60:D6:89:74:B5:C2:65:9E:8A:0F:C1:88:7C:88:D2:46:69:1B:18:2C
	95:1E:F4:DC:A3:1D:5C:57:55:16:02:86:51:AB:6A:BA:15:FC:4E:4B
	COMPLETE

	Valid from 
	2002-12-13
	2002-12-13
	COMPLETE

	Valid to 
	2020-10-17
	2020-10-17
	COMPLETE

	Cert Version
	3
	3
	COMPLETE

	Modulus length / 
key length
	2048
	1024
	COMPLETE

	CRL 

· URL

· update frequency for end-entity certificates

	Comment #6:
Concerning CRL, there is no CRLDP in the root CA certificates - as many other commercial root CA certificates - but CRL management is to be done for subordinated CA certificates.

Comment #11:

Revocation isn’t dealt by IGC/A up to now, as we rely on the publication’s service of governmental root CAs. Nevertheless, as the number of certification request is increasing quickly, and because more and more applications need it, we are about to implement CRL (or more precisely ARL) in our PKI.  This is the only point of divergence with WebTrust CA criteria, with the following point concerning third party certification. 
	
	Has CRL/ARL been implemented for these roots?
Is there a statement in the CP (or other relevant document that subordinate CAs must agree to) that specifies the frequency of update for the CRLs for the end-entity certificates chaining up to this root? Would you please translate the relevant text into English?


	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation
	Not Applicable
	Not Applicable
	COMPLETE

	List or description of subordinate CAs operated by the CA organization associated with the root CA. (For example, this might include subordinate CAs created to issue different classes or types of end entity certificates: Class 1 vs. class 2 certificates, qualified vs. non-qualified certificates, EV certificates vs. non-EV certificates, SSL certificates vs. email certificates, and so on.)

For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CP/CPS, and that any audit covers them as well as the root.
	
	
	Are there any internally operated subordinate CAs for these roots?
For internally-operated subordinate CAs the key is to confirm that their operation is addressed by the relevant CP/CPS, and that any audit covers them as well as the root.


	For subordinate CAs operated by third parties, if any: 

General description of the types of third-party subordinates that exist, and what the general legal/technical arrangements are by which those subordinates are authorized, controlled, and audited.

(For example, contractual arrangements should require third-party subordinates to operate in accordance with some CPS/CP. Technical arrangements might include name constraints, not allowing them to create their own subordinates, etc.)
	
	
	For the subordinate CAs that are operated by third parties, please provide a general description and explain how the CP/CPS and audits ensure the third parties are in compliance.
Is there a general certificate hierarchy diagram that can be posted in bugzilla? I could not find one in the CP.


	List any other root CAs that have issued cross-signing certificates for this root CA
	
	
	 Are these roots involved in  cross-signing?


	Requested Trust Bits

One or more of:

· Websites (SSL/TLS)

· Email (S/MIME)

· Code (Code Signing)
	Websites 

Email 

Code

Comment #6:

> - Are you requesting the ability to issue certificates for email and/or code

> signing? 
Not directly, but subordonated certificates may issue such certificates.

The Central Information Systems Security Division - DCSSI has developed the

“IGC/A” public key management infrastructure, to meet the need to guarantee

the identity of CA of ministerial cryptographic keys at the highest level of

State.
	I am supposed to review the CP/CPS to ensure that procedures are in place to do the following. Would you please translate the relevant text from the latest

CP or CPS into English?

a) For SSL, verify that the domain referenced in the certificate is

owned/controlled by the certificate subscriber. 

b) Verify the email account associated with the email address in the cert is

owned by the subscriber, in addition to verification of subscriber’s legal

identity.

c) Verify identity information in code signing certificates is that of subscriber

d) Make sure it’s clear which checks are done for which context (cert usage)

We are looking for text that describes exactly what information is verified, and how the information is verified. 

	If SSL certificates are issued within the hierarchy rooted at this root CA certificate:

· Whether or not the domain name referenced in the certificate is verified to be owned/controlled by the certificate subscriber. (This is commonly referred to as a DV certificate.)

· Whether or not the value of the Organization attribute is verified to be that associated with the certificate subscriber. (This is commonly referred to as an OV certificate.)

· Whether verification of the certificate subscriber conforms to the Extended Validation Certificate Guidelines issued by the CAB Forum. (This is commonly referred to as an EV certificate.)
	DV
	DV
	 

	Example certificate(s) issued within the hierarchy rooted at this root, including the full certificate chain(s) where applicable. 

· For SSL certificates this should also include URLs of one or more web servers using the certificate(s).

· There should be at least one example certificate for each of the major types of certificates issued, e.g., email vs. SSL vs. code signing, or EV vs. OS vs. DV. 

· Note: mainly interested in SSL, so OK if no email example.
	
	
	For each root, would you please provide a url whose website cert chains up to this root?


	CP/CPS

· Certificate Policy URL

· Certificate Practice Statement(s) (CPS) URL

(English or available in English translation)
	http://www.ssi.gouv.fr/fr/sigelec/igca/igca-politique_certification.pdf
(In French)
CP OID: 1.2.250.1.121.1.1.1

Comment #11:

For us, CPS is a document which describes our practices for operating IGC/A in a restricted area. It has not to be public.

Comment #16:

Concerning ….WebTrust CA (pp 27-28) states that "Information regarding the CA’s business practices should be made available to all subscribers and all potential relying parties, typically by posting on its Web site.

Such disclosure may be contained in a certificate policy (CP), certification

practice statement (CPS), or other informative materials that are available to users (subscribers and relying parties)". CPS is only one way to publish this information among others.

If you look at the RFC 3647 or the ETSI TS 101456, they also refer to public part of the CPS, that should be in a PDS (mainly for business activities) or in the CP.

By the way, we consider that this information is included in the CP that is published on our website. As wrote Jean Marc it is unfortunately only available in French, but 'subscribers' of this PKI are French ministries.


	I’m supposed to review the CP/CPS for potentially problematic practices,

as per http://wiki.mozilla.org/CA:Problematic_Practices. Since the CPS is not

in English, would you please comment as to whether any of these are relevant.

If relevant, please provide further info:

•     Long-Lived Domain-Validated SSL certs 

•     Wildcard DV SSL certs

•     Issuing end entity certs directly from root rather than using an

offline root and issuing certs through a subordinate CA 

•     Allowing external entities to operate subordinate CAs – in this case

need to demonstrate that the external entities are required to follow the CPS

and are audited as such.


	AUDIT: The published document(s) relating to independent audit(s) of the root CA and any CAs within the hierarchy rooted at the root. (For example, for WebTrust for CAs audits this

would be the “audit report and management assertions” document available from the

webtrust.org site or elsewhere.)
	http://www.legifrance.gouv.fr/WAspad/UnTexteDeJorf?numjo=PRMX0710016V
Audit Type (WebTrust, ETSI etc.): WebTrust - accredited by the SGDN in 2002 

Auditor: Secretariat Général de la Défense Nationale - General Secretariat

of National Defence, which acts as the French national security authority

Auditor Website: none

Audit Document URL(s): confidential (classified)

Comment #6:

> - The fact that your audit documents are classified may present a problem. How

> classified is "classified"? Do you mean that you can't make them public, or

> that you can't even show them to me?
It's really classified. This context excludes an independent third party

entity, as defined in the Mozilla foundation’s certification policy, auditing

the IGC/A. 

The IGC/A’s accreditation was ruled by the SGDN on 21 August 2002. The SGDN

(Secrétariat général de la défense nationale - General Secretariat of

National Defence) acts as the French national security authority.

Comment #7:

I understand. (Although other Government CAs have been subject to audits.)

However, you will also understand that it might be somewhat difficult to change

things so that millions if Firefox users all trust the French Government,

without being able to see what measures they take to safeguard their keys.

Comment #11:

As we told you, the evaluation report is classified. Nevertheless, the IGC/A has been accredited by the ISS central director (he is the French INFOSEC authority for UE). The statement of this accreditation can be transmitted to you. Compared to the initial audit, this process implies regular audits to maintain the accreditation, giving an assurance that the level of security is maintained. 

Comment #12:

Firstly, as I have stated before, we require an audit to one of the acceptable standards (WebTrust or ETSI), as laid out in policy section 8. The audit report does not have to be public, but the auditor has to, at minimum, make a public statement that the audit has been done, and was passed in every respect. I'm sure you understand that we can't just take your word for it :-)

(This may cause a problem for you; as I understand it, the audit you have had done in the past was qualified - that is to say, it did not pass completely because you did not implement CRLs/ARLs. So a new one would probably be necessary.)

The audit has to be conducted by an acceptable auditor (sections 9 and 10); the SGDN would be acceptable.
	Please see section 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/
We need a publishable statement or letter from an auditor (who meets the policy requirements) that states that they have reviewed the practices as outlined in the CP/CPS for these roots, and that the CA does indeed follow these practices and meets the requirements of one of:

· ETSI TS 101 456
· ETSI TS 102 042
· WebTrust Principles and Criteria for Certification Authorities
I can’t read French, but the letter at http://www.legifrance.gouv.fr/WAspad/UnTexteDeJorf?numjo=PRMX0710016V seems to be of the right form, however I don’t see anything referring to ETSI or WebTrust.
Note that this can be a letter/statement that is posted into bugzilla, and then I will need to do an independent verification of the authenticity of the document by contacting the auditor directly.



Review CPS sections dealing with subscriber verification 
· Verify domain check for SSL 
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· Verify identity info in code signing certs is that of subscriber

· Make sure it’s clear which checks are done for which context (cert usage)
· Flag Problematic Practices 
· Long-Lived Domain-Validated SSL certs

· Wildcard DV SSL certs

· Issuing end entity certs directly from root rather than using an offline root and issuing certs through a subordinate CA

· Allowing external entities to operate subordinate CAs 
Verify Audits

· Validate contact info in report, call to verify that they did indeed issue this report.

· For EV CA’s, verify current WebTrust EV Audit done.
· Review Audit to flag any issues noted in the report

