The Mapping Table between WebTrust Audit Criteria and KISA’s Certification Practice Statement
	WebTrust criteria
	KISA’s Certification Practice Statement

	CA Business Practices Disclosure

	1.1.1 Identification of each certificate policy(CP) and certificate policy statement(CPS) for which the CA issues certificate. 
	1.3 Certificate Policy
 - KISA issues certificates to the LCA, which is nominated under Sec. 4 of the Electronic Signature Act, under Sec. 15 and Sub-Sec. 25

	1.1.2 Community and applicability, including a description of the types of entities within the public key infrastructure (PKI) and the applicability of certificates issued by the CA 
	1.5 Community
 1.5.1 Information Security Promotion Subcommitte

 1.5.2 National Intelligence Service
 1.5.3 Ministry of Information and Communication
 1.5.4 Korea Information Security Agency
 1.5.5 Licensed Certification Authority
 1.5.6 Relying Party

	
	1.6 Applicability
 - the utilization range of the certificate issued by KISA

	1.1.3 Contact details and administrative provisions, including
	1.4.1 Contact Details
 - URL, email, address, and Phone

	1.1.4 Any applicable provisions regarding apportionment of liability
	2.2.1 Liability of Warranties
 - warrant for the certificates issued by KISA 

2.2.2 Exemption from Liability

	1.1.5 Financial responsibility, including:
	※ For financial responsibilities KISA has registered at insurance.

	1.1.6 Interpretation and enforcement, including

 
	2.3 Interpretation and Enforcement
 2.3.1 Applicable Law
 2.3.2 Competent Court
 2.3.3 Dispute Resolution

	1.1.7 Fees
	2.4 Fees
 2.4.1 Fee for Issues, Reissuance and Renewal of Certificate

 2.4.2 Certificate Access Fee
 2.4.3 Access Fee for Suspension and Revocation List of Certificate

 2.4.4 Fees for Other Service

	1.1.8 Publication and repository requirements
	2.5 Notification
 2.5.1 KISA’s Notification
 2.5.2 Notification Frequency

	1.1.9 Compliance audit requirements 
	4.6 Security Audit Procedure
 4.6.1 Types of Event Recorded
 4.6.2 Review and Protection of Audit Log
 4.6.3 Event Occurrence Report

	1.1.10 Description of the conditions for applicability of certificates issued by the CA that reference a specific CP


	1.6 Applicability
- The certificate signed and issued by KISA is used for proving that public key is in accord with the KISA's private key. The certificate issued to an LCA by KISA is used for proving that public key of an LCA is in accord with its private key. KISA can issue the certificate which limits the utilization range and use under Sub-Sec. 4 of Sec. 15 and Sub-Sec. 2 of Sec. 25 when an LCA applies for.

	1.1.11 CA and/or registration authority (RA) obligations
	2.1.1 KISA Obligation
 2.1.1.1 Providing and Notifying Accurate Information
 - Notification of Information on an LCA, Certificate, and other certification practice related information
 2.1.1.2 Providing a Directory Service
 - KISA provides the directory management enabling LCA and the relying party to search KISA's certificates, LCA's certificates, suspension and revocation list of certificates through information and communication networks.

	1.1.12 RA obligations
	※ Not concerned.

※ KISA does not operate RAs.

	1.1.13 Repository obligations
	2.1.1.1 Providing and Notifying  Accurate Information

 - KISA immediately notifies the LCAs and the relying parties of the information as below which can affect the trustworthiness or validity of a certificate in order to help anybody confirming it under the certification practice structures. 
2.5.2 Notification Frequency
 - KISA immediately notifies after processing the information relevant to the issue and practice of certificates in order to help anybody confirming it under the certification practice structure

	1.1.14 Subscriber obligations
	2.1.2 Licensed Certification Authority Obligation
 2.1.2.1 Providing and Notifying Accurate Information
 2.1.2.2. Protecting Private Key
 2.1.2.3 Using a Certified Private Key
 2.1.2.4 Notification and Measures about Loss and Damage or Theft or Drain of Private Key
 2.1.2.5 Notification and Measures about Vulnerability of Private Key

 2.1.2.6 Notification and Measures about Vulnerability of Electronic Signature Algorithm

	1.1.15 Relying party obligations
	2.1.3 Relying Party Obligation
 2.1.3.1 Understanding of Purpose in Use of Certificate
 2.1.3.2 Confirming Certificate

	1.1.16 Any applicable reliance or financial limits for certificate usage
	※ Not concerned.

※ KISA only issues CA certificates.  

	1.1.17 CA key pair generation
	6.1 Key Pair Generation
 6.1.1 Key Pair Generation

 - KISA allows the authorized personnel to create a key pair
 6.1.2 Key Size and Hash Value

- KISA uses the following keys and hash values to have a secure and trustworthy electronic signature algorithm.

	1.1.18 CA private key protection 
	6.2 Private Key Protection
 6.2.1 Private Key Storage Device
 - KISA stores the private key with double encryption in a storage equipped with sealing, access authority confirmation and anti-drain & alteration of key pair functions. 
 6.2.2 Secure Clearing after Private Key Usage

	1.1.19 Whether the CA provides subscriber key management services and a description of the services provided
	※ Not concerned.

※ KISA does not operate subscriber key management services

	1.1.20 CA public key distribution, including a description of how the CA’s public key is provided securely to subscribers and relying parties
	2.1.1.2 Providing a Directory Service
- KISA provides the directory management enabling LCA and the relying party to search KISA's certificates, LCA's certificates, suspension and revocation list of certificates through information and communication networks.
※ KISA’s public Key is distributed when the user software is installed and through the information and communication networks and the hash value of public key is notified for the verification. (stated at the profile)

	1.1.21 Key changeover, including a description of the procedures used to provide a new public key to a CA’s users
	6.3 Valid Term of Private Key

 - KISA and an LCA's private key can be used while the certificate is valid.
※ The procedures of Key changeover is specified in the technical specifics.

	1.1.22 Subscriber key pair generation (if the CA provides subscriber key pair generation services)
	※ Not concerned.

※ KISA is Root CA and does not issue subscriber key management services 

	1.1.23 Subscriber private key protection (if the CA provides subscriber key management services)
	※ Not concerned.

※ KISA is Root CA and does not issue subscriber key management services.

	1.1.24 Whether certificate suspension is supported
	4.3 Certificate Suspension

 - Circumstances and Procedure of Suspension

	1.1.25 Initial registration, including a description of the CA’s requirements for the identification and authentication of subscribers and validation of certificate requests during entity registration or certificate issuance
	3.1 Identification at New Certificate Application
 3.1.1 Uniqueness of Names

- The names used in basic area of a certificate, suspension of a certificate and an revocation list apply X.500 DN(Distinguished Name). 

 3.1.2 Authentication of Organization Identity
- KISA confirms an LCA through a designation letter and a certified copy of registration of the LCA and through equivalent documents of government and municipal authorities.
 3.1.3 Authentication of Individual Identity

	1.1.26 Registration requirements where external RAs are used
	※ Not concerned.

※ KISA does not operate RAs.

	1.1.27 Certificate renewal
	3.3 Identification at Certificate Renewal
- When an LCA applies for a reissuance of a certificate due to the expiration of the term or revocation of the certificate, KISA identifies with a procedure corresponding to the application for a new issue. 
4.2.3 Certificate Renewal
- criteria prior to the renewal of the certificate

	1.1.28 Routine rekey, including a description of the identification and authentication and rekey request verification procedures
	3.2 Identification at Certificate Reissuance
- Identification according to the Copyright Act and other related regulations
4.2.2 Certificate Reissuance
 - criteria prior to the reissuance of the certificate

	1.1.29 Rekey after revocation or expiration, including a description of the identification and authentication and rekey request verification procedures for rekey after the subject certificate has been revoked
	3.2 Identification at Certificate Ressuance
4.2.2 Certificate Reissuance

 - Criteria prior to the reissuance of the certificate

	1.1.30 Certificate issuance

	3.1 Identification at New Certificate Application
4.2.1 New Certificate Issuance
 - Criteria prior to the new issue of the certificate
4.2.4 Information in Certificate
4.2.5 Valid Period of a Certificate
4.2.6 Acceptance of a Certificate

	1.1.31 Certificate acceptance, including a description of the requirements regarding acceptance of an issued certificate and for consequent publication of certificates
	4.2.6 Acceptance of a Certificate

 - An LCA must collect the certificate through visitation within validity hours from the notification of the collection.

	1.1.32 Certificate distribution, including a description of the CA’s established mechanism (for example, a repository such as a directory) for making available to relying parties the certificates and CRLs that it issues
	4.2.6 Acceptance of a Certificate
2.1.1.2 Providing of a Director Service

	1.1.33 Certificate revocation


	3.4 Identification at Certificate Suspension and Revocation Application
4.5 Certification Revocation
 4.5.1 Circumstances for Revocation
 4.5.2 Who Can Request Revocation
 4.5.3 Procedure for Revocation Request
 4.5.4 Grace Period for Certificate Revocation

	1.1.34 Certificate suspension
	3.4 Identification at Certificate Suspension and Revocation Application
4.3 Certificate Suspension
 4.3.1 Circumstances for Suspension
 4.3.2 Who Can Request Suspension
 4.3.3 Procedure for Suspension Request
4.4. Certificate Reinstatement
 4.4.1 Who Can Request Reinstatement
 4.4.2 Procedure for Reinstatement
 4.4.3 Limits on Suspension Period for Reinstatement

	1.1.35 Provision of certificate status information 

	2.1.1.2 Providing a Directory Service
2.5.1 KISA’s Notificatioon
2.5.2 Notification Frequency
4.5.3.3 Renewal and Notification of a Certificate Suspension and Revocation List
5.1.7 Off-site Backup

	1.1.36 Certificate profile
	7. Certificate, Certificate Suspension and Revocation List Profile
 7.1 Certificate Profile
 7.2 Certificate Suspension and Revocation List Profile

	1.1.37 CRL profile
	7. Certificate, Certificate Suspension and Revocation List Profile
 7.1 Certificate Profile
 7.2 Certificate Suspension and Revocation List Profile

	1.1.38 Integrated circuit card (ICC) life cycle management
※ subscriber’s ICC certificate storage management
	※ Not concerned.
※ KISA does not issue subscriber’s certificate nor manage ICC for subscriber’s certificate storage.

	1.1.39 CPS and CP administration
	8. Certification Practice Statement Administration
 8.1 Revision Procedure
 8.2 Enforcement Procedure

	1.1.40 CA termination, including a description of the CA’s procedures for termination and for termination notification of a CA or RA, including the identity of the custodian of CA and RA archival records

	2.1.1 KISA Obligations

- KISA provides the directory management enabling LCA and the relying party to search KISA's certificates, LCA's certificates, suspension and revocation list of certificates through information and communication networks

	1.1.41 Confidentiality
	5.5 Compliance with Security Service Regulations
 - KISA observes 'Security Service Regulations' for the security measures which are not shown in the Certification Practice Statement in the Certification Practice Center practice 

	1.1.42 Intellectual property rights
	2.6 Intellectual Property Rights

 - Intellectual property rights listed in below belong to KISA according to the Copyright Act and other related regulations

	1.1.43 Physical security controls
	5.1 Physical Control
 5.1.1 Physical Access Control
 5.1.2 Power Supply
 5.1.3 Prevention of Flood
 5.1.4 Fire Prevention
 5.1.5 Media Storage
 5.1.6 Waste Disposal
 5.1.7 Off-Site Backup

	1.1.45 Event logging
	4.6.1 Types of Event Recorded
4.6.2 Review and Protection of Audit Log
4.7.1 Types of Event Archived


