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1. 1. instroduction

1.1 overview
In Compliance with the Digital Signature Act (hereinafter referred to as the “Act”), its Enforcement Decree (hereinafter referred to as the “Decree”), its Enforcement Regulations (hereinafter referred to as the “Regulations”), this Certification Practice Statement (CPS) describes the practices of the KTNET Certification Authority (hereinafter referred to as the”TradeSign”) operated by the KTNET public key infrastructure (PKI) service.  This CPS is applicable to all entities with relationships with the TradeSign, including Subscribers, Registration Authorities (RAs), Local Registration Authorities (LRAs), and any other applicable roles defined in this document.  This CPS provides those entities with a clear statement of the practices and responsibilities of the TradeSign, as well as the responsibilities of each entity in dealing with the TradeSign.
1.1.1 Roles and Responsibilities
The TradeSign has a Policy Authority (PA) who is responsible for the selection/definition of certificate policies for the organization, approval of any cross-certification agreements with external CAs and review of this CPS to ensure consistency with the certificate policies.  

The TradeSign has an Operational Authority (OA) who is responsible for interpretation of the certificate policies as stated by the PA, creation and management of this CPS, and the correct operation of the TradeSign. The Operational Authority manages the overall operations of the PKI and is responsible for the day-to-day operation of the PKI. The individuals who interface with the system mainly for CA functions are the Security Officers while those who interface with the system mainly for managing Subscribers are Registration Authorities (RAs). 
This CPS is managed by the TradeSign Operational Authority and adheres to the policies established by the TradeSign Policy Authority. Contact information for these authorities is provided in section 1.4 below.
1.2 Identification
This CPS is called the TradeSign - Certification Practices Statement for TradeSign.

The TradeSign issues certificates for use in verification of digital signatures and certificates for use in encryption. The TradeSign supports a single certificate policy that covers both of these applications.
The CP alphanumeric object identifiers (OIDs) for the use of digital certificates supported by the TradeSign and for which its practices are described in this CPS are identified below:
(a) PKIPrivacyCertPCY:Internal

(b) PKISignCertPCY:Internal

1.3 Community and Applicability
This CPS defines a private Public Key Infrastructure network consisting of the Certificate Authority, at least one Registration Authority and End-Entities. 

The TradeSign Operational Authority shall make a copy of this CPS available to all End-Entities within its Certificate Authority and shall instruct each End-Entity regarding the proper use of TradeSign certificates.

1.3.1 Certification Authorities
The TradeSign operates a single CA, which issues certificates to subscribers on a contractual basis. 
· Creates, signs, distributes and revokes Certificates binding the X.500 Distinguished Name of Subscribers and Registration Authorities with their respective signature verification key and their public encryption key; 

· Promulgates certificate status through Certificate Revocation Lists; 

· Has designed, implemented, and operates its certification practices to reasonably achieve the requirements of this Policy.
The CA can issue cross-certificates to CAs operated by business partners, as required to support The TradeSign business processes and as approved by the TradeSign Policy Authority.

Where necessary, this CPS distinguishes the different Subscribers and roles accessing PKI system for CA functions. Where this distinction is not required, the term CA is used to refer to the total CA entity, including the software and its operations.
1.3.2 Registration Authorities
In this PKI, the TradeSign RA is an integral function with online access to PKI System via the Registration Authority interface. RA privileges are a proper subset of Security Officer privileges. Operation of the RA is primed in the Customer facility. However, the TradeSign makes use of trusted Customer Organization employees, to act as Customer RAs to verify the identity and roles of Customer Subscribers, in accordance with the Customer’s CP. In this CPS, the term RA is used to refer to the total RA entity, including the software and its operations.
1.3.3 Local Registration Authorites
In this PKI, the LRA is a TradeSign employee that assists RAs by performing the identification and authentication of TradeSign subscribers on behalf of the Customer RA.  The LRA function may or may not have RA software.  The LRA is given a sub-set of Registration Authority functionality to administer a sub-group of subscribers.
1.3.4 End Entities 
· End-Entities in this Public Key Infrastructure consists of Subscribers, Relying Parties, hardware devices and/or specific applications.  All End-Entities are Subscribers. End-Entities may also use TradeSign certificates issued by the TradeSign to encrypt information for, and verify the digital signatures of, other End-Entities within the TradeSign Public Key Infrastructure. As such, End-Entities are also Relying Parties. 

1.3.4.1 Subscribers 
· Subscribers to the TradeSign include:

· KTNET full-time employees, part-time employees, contractors and temporaries;

· KTNET business relationship;

· Korean Government agencies;

· Foreign Governments; and

· External cross-certified Certificate Authorities.

· This CPS is binding on each Subscriber that applies for and/or obtains Certificates, by virtue of the Subscriber Agreement, and governs each applicant's performance with respect to their application for, use of, and reliance on, Certificates.  The Subscriber agreement will be signed prior to issuance of the certificate.

1.3.4.2 Relying Parties 
· The right to reasonably rely on TradeSign issued Certificates is limited to the following persons:

· Subscribers that are using approved applications, as defined in Section 1.3.4.1;

· Other individuals with whom KTNET has a business relationship (e.g. vendors, on-site manufacturer’s representatives, business partners, Government agencies, Extranet applications and customers);

· VPN devices utilizing digital Certificates to authenticate to Relying Parties or to protect sensitive information;

· KTNET applications that use that use TradeSign Certificates; and 

· External cross-certified Certificate Authorities that have been approved by the TradeSign Policy Authority.

· TradeSign certificates shall be relied upon for the purposes of verifying digital signatures as well as encryption and decryption operations. The only other purpose for relying on TradeSign certificates is for legitimate KTNET business use. 

· This Certificate Policy is binding on each such Relying Party by virtue of the Subscriber Agreement and governs such Relying Party's performance with respect to its application for, use of, and reliance on Certificates
· .

1.3.5 Mutual Recognition
The TradeSign shall maintain the mutual cooperation with the Pan-Asia Alliance community for the Mutual Recognition.

1.3.6 Applicability
This CPS is applicable to all certificates issued by the TradeSign. 

The practices described in the CPS apply to the issuance and use of certificates and CRLs for Subscribers within the TradeSign domain as well as to the issuance and use of certificates and ARLs for external cross-certified CAs. Requirements for cross-certification will be described in the applicable cross-certification section of the TradeSign CP when a cross-certification is initiated.

1.4 Contact Details
This CPS is administered by the Operational Authority and is based on the policies agreed to by the Policy Authority. The Policy Authority contact person is stated in the CP. 

The contact details for the Operational Authority are:

Attention: TradeSign Operational Authority
Korea Trade Network Trade Tower Rm 30, World Trade Center, 159-1 

Samsung-dong, Kangnam-gu, Seoul 135-729 Korea 

Tel : 82-2-6000-2090
Fax: 82-2-6000-2086
E-Mail: tradesign@ktnet.com
URL : www.tradesign.net
2. General provisions
2.1 obligations

The specific obligation of different roles within the TradeSign is dependent on the registration process.  There may be more roles identified to support a customer’s registration process.
2.1.1 Certification Authority Obligations

· The TradeSign is obliged to:

· Make best effort to provide Certificate Authority services on a 7 day per week, 24 hour per day basis in accordance with this TradeSign Certification Practices Statement;

· Issue certificates to TradeSign customers in accordance with this procedures and practices described in the Certification Practices Statement;

· Revoke certificates that are issued by this Certificate Authority in accordance with the stipulations of this Certification Practices Statement;

· Issue and publish Certificate Revocation Lists on a regular schedule as per their Certification Practices Statement;

· Notify subscribers that certificates have been issued to them or that their digital signature verification certificate has been revoked via Secure Exchange Protocol exchanges between TradeSign and the TradeSign Client Software representing that user; 

· Notify others (e.g. Relying Parties) of certificate issuance/revocation by provision of access to certificates, Certificate Revocation Lists in the TradeSign repository; and 

· Provide renewal, suspension, and replacement of certificates.

2.1.2 Registration Authority Obligations
· The TradeSign Registration Authority is obliged to verify the accuracy and authenticity of the information provided by Local Registration Authority for the acceptance of subscriber certificate applications.  The Registration Authority may make use of existing TradeSign databases as an agent to verify the application data by comparing it with information in the TradeSign databases. The Registration Authority provides this verification on behalf of the TradeSign.

2.1.3 Local Registratin Authority Obligations
· The Local Registration Authority is obliged to verify the accuracy and authenticity of the information provided by subscribers at the time of application for a certificate. The LRA may make use of existing TradeSign databases as an agent to verify the application data by comparing it with information in the TradeSign databases. The LRA provides this verification on behalf of the TradeSign RA.
2.1.4 Subscriber Obligations
· Subscribers represents and warrants to the Local Registration Authority that it shall:

· Provide correct information to the Local Registration Authority, without errors, omissions, or misrepresentations;

· Exercise diligence in protecting the confidentiality of its user password;

· Inform the Local Registration Authority within 48 hours of a change to any information included in their certificate or certificate application request; 

· Inform the KTNET Customer Service Center / Help Desk within 24 hours of a suspected compromise of one or all of their private keys, their Public key profile, their token, or their Public key password;

· Understand the basic principles of Public key certificates and their use within the business / application; 

· Use TradeSign Certificates exclusively for legal and authorized purposes in accordance with the terms and conditions of the Certificate Policy and applicable laws;

· Only use TradeSign Certificates on behalf of the person, entity, or organization listed as the subject of the certificate; and

· Read, understand and adhere to the Subscriber Agreement.

2.1.5 Relying Parties Obligations
· Each Relying Party represents and warrants to all Clients that it shall:

· Use TradeSign Certificates exclusively for legal and authorized purposes in accordance with the terms and conditions of this Policy and applicable laws;

· Verify TradeSign Certificates, including the use of Certificate Revocation Lists, in accordance with the certification path validation procedure specified in ITU-T Rec. X.509:1997 | ISO/IEC 9594-8 (1997), taking into consideration any critical extensions;

· Trust and make use of an TradeSign Certificate issued under this Policy only if the certificate has not expired or has been revoked and only if a proper train of trust can be established to an acceptable root;

· Understand the basic principles of Public key certificates and their use within the business / application; and

· Read, understand and adhere to the Subscriber Agreement.
2.1.6 Repository Obligations
TradeSign shall operate a repository in which TradeSign Certificates issued to end-entities as well as Certificate Revocation Lists and Authority Revocation Lists are stored (the Repository). TradeSign shall ensure unrestricted End-Entity access to Certificate Revocation Lists and Authority Revocation Lists. There is no requirement to disclose in Certificate Revocation Lists the reason for revocation.  

TradeSign shall publish in the TradeSign directory (the Directory) each Subscriber’s digital signature / encryption certificates. Access controls on the Directory may be instituted at the discretion of TradeSign. 

TradeSign Certificates are published in the Directory as they are issued.  Certificate Revocation Lists and Authority Revocation Lists are published in accordance with the Operational Requirements section of this CPS.

2.2 Liabilities
As the Certificate Authority and Registration Authority functions are provided by TradeSign, the liability issues related to both functions are combined in this Certification Practices Statement.

Nothing in this CPS shall create, alter, or eliminate any other obligation, responsibility, or liability that may be imposed on TradeSign by virtue of any contract or obligation that is otherwise determined by applicable law.

The maximum cumulative liability of TradeSign to all subscribers, relying parties and any other entities for losses, costs, expenses, liabilities, damages, claims, or settlement amounts arising out of or relating to use of an TradeSign certificate or any services provided by TradeSign in respect to any TradeSign certificate is limited by this CPS. This CPS also contains limited warranties and disclaimers of representations, warranties and conditions.
2.2.1 Warranties and Limitations on Warranties
· TradeSign warrants and promises to:

· Provide certification and repository services consistent with the Certification Practices Statement;

· Perform the authentication and identification procedures set forth and the procedures defined in Section 3 of their Certification Practices Statement; 

· Provide key management services including certificate issuance, publication, revocation and update in accordance with this Certification Practices Statement; and

· Comply with all legal provisions in this Certification Practices Statement. 

· TradeSign makes no representations or warranties with respect to:

· The techniques used in the generation and storage of the Private Key corresponding to the Public Key in TradeSign certificate, including, whether such Private Key has been compromised or was generated using sound cryptographic techniques;

· The reliability of any cryptographic techniques or methods used in conducting any act, transaction, or process involving or utilizing TradeSign certificate;

· Any software whatsoever; or

· Non-repudiation of any TradeSign certificate or digital signature verified using TradeSign certificate, since determination of non-repudiation is a matter of applicable law.
2.2.2 Disclaimers
· TradeSign is not liable for loss due to any of the following:

· Of Certificate Authority, Registration Authority, service due to war, natural disasters or other uncontrollable forces.

· Incurred between the time that a certificate is revoked and the next scheduled issuance of a Certificate Revocation List.

· Due to unauthorized use of certificates issued by the TradeSign.

· Use of certificates beyond the prescribed use defined by the Certification Practices Statement. Caused by fraudulent or negligent use of certificates and/or Certificate Revocation Lists and/or Authority Revocation Lists issued by the TradeSign.

· Due to disclosure of information contained within certificates and Certificate Revocation Lists; and

· Due to losses incurred if not notified of revoked certificates.

· TradeSign disclaims all other warranties and obligations of any type, including any warranty of merchantability, any warranty of fitness for a particular purpose, and any warranty of accuracy of information provided.
· Under this CPS, TradeSign provides for total cumulative damages resulting from loss as a result of using a certificate issued by the TradeSign.  Any compensation claim deemed to be valid by the TradeSign Policy Authority is limited to a maximum of amount 100,000,000 WON per instance.
2.3 loss limitation
In no event shall the total cumulative liability of TradeSign and any of TradeSign’s employees, or directors to any Subscribers, Relying Party or any other person, entity, or organization arising out of or relating to any TradeSign certificate or any services provided by TradeSign in respect to TradeSign certificates, including any use or reliance on any TradeSign certificate, exceed the net amounts received by TradeSign from the Subscribers, Relying Party, or other person, entity or organization for the certificate giving rise to the liability (“cumulative damage cap”). This limitation shall apply on a per TradeSign certificate basis regardless of the number of transactions, digital signatures, or causes of action arising out of or related to such TradeSign certificate or any services provided in respect of such TradeSign certificate. The foregoing limitations shall apply to any liability whether based in contract (including fundamental breach), tort (including negligence) or any other theory of liability, including any direct, indirect, special, punitive, exemplary, consequential, reliance, or incidental damages.

In the event that liability arising out of or relating to an TradeSign certificate or any services provided by TradeSign in respect to TradeSign certificates exceeds the cumulative damage cap set forth in this section above, the amounts available under the cumulative damage cap shall be apportioned first to the earliest claims to achieve final dispute resolution, unless otherwise ordered by a court of competent jurisdiction. In no event shall TradeSign be obligated to pay more than the cumulative damage cap for each TradeSign certificate regardless of apportionment among claimants.

In no event shall TradeSign or any of TradeSign’s subcontractors, agents, suppliers, employees, or directors be liable for any incidental, special, punitive, exemplary, indirect, reliance, or consequential damages (including, without limitation, damages for loss of business, loss of business opportunities, loss of goodwill, loss of profits, business interruption, loss of data, lost savings or other similar pecuniary loss) whether arising from contract (including fundamental breach), tort (including negligence) or any other theory of liability.

The foregoing limitations shall apply notwithstanding the failure of essential purpose of any limited remedy stated herein and even if TradeSign has been advised of the possibility of those damages.

Subscribers, Relying Parties, Registration Authorities and cross-certified Certificate Authorities are not eligible for compensation claims for losses resulting from inappropriate or fraudulent use of this Public Key Infrastructure. TradeSign compliance only for direct, compensatory damages in any action to recover a loss due to reliance on a certificate, which damages do not include punitive or exemplary damages, damages for lost profits, savings, or opportunity, damages for pain and suffering, losses or damages suffered by anyone who is not a Subscriber.

Any compensation claim deemed to be valid by the TradeSign Policy Authority, is limited to a maximum of amount 100,000,000 WON per instance.
TradeSign is not liable in excess of the amount specified as the reliance limit (defineition) of a geiven certificate.  The reliance limit of all certificates is 0 WON unless otherwise specified on the certificate.

2.4 Interpretation and Enforcement
2.4.1 Governing Law

· The laws of the Republic of Korea, excluding its conflict of laws rules, shall govern the construction, validity, interpretation, enforceability and performance of this Certification Practices Statement, all Subscription Agreements and all Relying Party Agreements.
2.4.2 Force Majeure
· TradeSign shall not be in default hereunder or liable for any losses, costs, expenses, liabilities, damages, claims, or comply with the terms of this Certification Practices Statement, any Subscription Agreement, or any or settlement amounts arising out of or related to delays in performance or from failure to perform Relying Party Agreement due to any causes beyond its reasonable control, which causes include, without limitation, acts of God, so-called "hackers," "crackers" or other computer intruders, or the public enemy, riots and insurrections, war, accidents, fire, strikes and other labor difficulties, embargoes, judicial action, lack of or inability to obtain export permits or approvals, necessary labor, materials, energy, utilities, components or machinery, acts of civil or military authorities.

2.4.3 Interpretation
· All references in this Certification Practices Statement to “Sections” refer to the sections of this Certification Practices Statement. As used in this CPS, neutral pronouns and any variations thereof shall be deemed to include the feminine and masculine and all terms used in the singular shall be deemed to include the plural, and vice versa, as the context may require. The words “hereof,” “herein” and “hereunder” and other words of similar import refer to this CPS as a whole, as the same may from time to time be amended or supplemented, and not to any subdivision contained in this CPS. The words "include" and “including” when used herein is not intended to be exclusive and mean, respectively, "include, without limitation," and “including, without limitation.”

2.4.4 Severability, Survival, Notice

2.4.4.1 Severability

· Whenever possible, each provision of this CPS, any Subscription Agreements, and any Relying Party Agreements shall be interpreted in such manner as to be effective and valid under applicable law. If the application of any provision of this CPS, any Subscription Agreements, or any Relying Party Agreements or any portion thereof to any particular facts or circumstances shall be held to be invalid or unenforceable by an arbitrator or court of competent jurisdiction, then (i) the validity and enforceability of such provision as applied to any other particular facts or circumstances and the validity of other provisions of this CPS, any Subscription Agreements, or any Relying Party Agreements shall not in any way be affected or impaired thereby, and (ii) such provision shall be enforced to the maximum extent possible so as to effect its intent and it shall be reformed without further action to the extent necessary to make such provision valid and enforceable.

· For greater certainty, it is expressly understood and agreed that every provision of this CPS, any subscription agreements, or any relying party agreements that deal with (i) limitation of liability or damages, or (ii) disclaimers of representations, warranties, conditions, or liabilities, is expressly intended to be severable from any other provisions of this CPS, any subscription agreements, or any relying party agreements and shall be so interpreted and enforced.
2.4.4.2 Survial

· Sections 2.2, 2.3, 2.4, 3.3, 4.6 and 8.3 shall survive termination or expiration of this CPS, any Subscription Agreements, and any Relying Party Agreements. All references to sections that survive termination of this CPS, any Subscription Agreements, and any Relying Party Agreements, shall include all subsections beneath such Section.  All payment obligations shall survive any termination or expiration of this CPS, any Subscription Agreements, and any Relying Party Agreements.
2.4.4.3 Confilict of Provisions

· In the event of a conflict between the provisions of this CPS, Certification Practices Statement and any express written agreement between TradeSign and a Subscriber or Relying Party, with respect to a TradeSign certificate or any services provided by TradeSign with respect to TradeSign certificates, such other express written agreement shall take precedence.
2.4.5 Dispute Resolution Procedures

· Within the TradeSign domain, disputes between TradeSign users, one of which acts in the role of a subscriber and the other which acts in the role of a relying party, or between users and the Certification Authority or Registration Authority, will initially be reported to the TradeSign Operational Authority for resolution. 

2.4.6 Limition Period on Arbitrations and Actions

· Any and all arbitrations or legal actions in respect to a dispute which is related to a TradeSign certificate or any services provided in respect to a TradeSign certificate shall be commenced prior to the end of one (1) year after (i) the expiration or revocation of the TradeSign certificate in dispute, or (ii) the date of provision of the disputed service or services in respect to the TradeSign certificate, whichever is sooner. If any arbitration or action in respect to a dispute which is related to a TradeSign certificate or any service or services provided in respect to a TradeSign certificate is not commenced prior such time, any party seeking to institute such an arbitration or action shall be barred from commencing or proceeding with such arbitration or action.
2.5 Notice of limited liability
The TradeSign shall provide a notice of limited liability within each TradeSign Certificate, either through a private certificate extension or the use of the userNotice field within the Certificate.  Such notice shall include the phrase “Limited Liability.  See Certification Practices Statement” and will also provide a URL pointing to the Subscriber Agreement or this Policy.

2.6 Publication and repositories
2.6.1 Publication of CA Information
· All Subscribers and Relying Parties are able to look up this CPS in the TradeSign website (http://www.tradesign.net). All Subscribers and Relying Parties may contact their Customer RAs and request a copy of this CPS. Copies are available to CAs with cross-certification agreements in place with the CA under non-disclosure agreement. 

· The following TradeSign information is published in the TradeSign directory:

· All encryption public key certificates issued by the TradeSign to Subscribers by CRL;

· All revocations of Subscriber public key certificates performed by the TradeSign; and 
· TradeSign Public Verification Key.

2.6.2 Frequency of Publication
· This CPS is re-issued and published in accordance with the policy defined in this CPS.

· Certificates are published in the Master directory automatically as they are issued by the TradeSign. The directory shadowing agreements will be configured to update the shadow directories immediately after the CRL is updated.

CRLs are published in the directory as they are issued.
2.6.3 Access Controls
Certificates and CRLs are available to Subscribers from the TradeSign shadow directory, which is read only.  The TradeSign generates certificates and has read/write and delete privileges to the master directory.  Access to other TradeSign information and write access to the CP, the CPS, certificates and CRLs is granted in accordance with the practices described in this CPS and is controlled in accordance with the practices described in this CPS.
2.6.4 Directories
· The protocol used to access the directory is the Lightweight Directory Access Protocol (LDAP) version 3, as specified in Internet RFC 1777. LDAP v3 over TCP transport port 389 is used.
· TradeSign’s directory services will provide 7 days per week, 24 hour per day, without any days off at all.

Access to TradeSign Shadow Directory: http://ldap.tradesign.net. 

2.7 Compliance Audit
IT Systems Audit Authority will conduct compliance audit of the TradeSign, as far as is necessary, to comply with existing Audit standards and guidelines.  The Policy Authority will be responsible for ensuring there is a compliance audit of the TradeSign.
2.7.1 Frequency of Compliance Audit
A full and formal audit on the TradeSign operations shall be performed at least once every 12 months.

2.7.2 Identity& Qualifictions of Auditor
Annual audits are performed by Audit staff, but may be additionally be carried out by internal auditors or by an external professional, nationally recognized security audit firm approved by the audit department and coordinated with the TradeSign Policy Authority.
2.7.3 Topics Covered by Audit
· Within each compliance audit the auditor verifies the harmony between the Policies and this CPS. The audit also verifies that the operational and technical controls used by the CA, RA, LRA and subscribers satisfy the following, as a minimum, elements of this CPS and the Policy:

Identification & Authentication

· Initial Registration

· Routine Rekey

· Rekey after Revocation

· Revocation Request

Operational Requirements

· Certificate Application

· Certificate Issuance

· Certificate Acceptance

· Certificate Suspension/Revocation

· Computer Security Audit Procedures

· Records Archival

· CA key Changeover

· Compromise and Disaster Recovery
Physical, Procedural & Personnel Security

· Physical Security Controls

· Procedural Controls

· Personnel Security Controls

Technical Security Controls

· Key Pair Generation & Installation

· Private Key Protection

· Other Aspects of Key Management

· Activation Data

· Computer Security Controls
· Lifecycle Technical Controls

· Network Security Controls

· Cryptographic Module Engineering Controls

Certificate & CRL Profiles

· Certificate Profile

· CRL Profile

Specification Administration

· Specification Change Procedures

· Publication and Notification Procedures

· CPS Approval Procedures
2.7.4 Actions Taken as a Result of Deficiency
· There are three possible actions to be taken as a result of identification of a deficiency:

1. Continue to operate as usual.

2. Continue to operate but at a lower assurance level.

3. Suspend operation.

· If a deficiency is identified, the auditor, with input from the TradeSign PA, will determine which of the following actions to take.

· If action 1 or 2 is taken the TradeSign Policy Authority and Operational Authority are responsible for ensuring that corrective actions are taken within 30 days. At that time, or earlier if agreed by the Policy Authority and auditor, the audit team will reassess. If, upon reassessment, corrective actions have not been taken, the auditor will determine if more severe action (e.g. action 3 above) is required.

· If action 3 is taken all certificates issued by the TradeSign, including Subscriber certificates and CA cross-certificates, are revoked prior to suspension of the service. The TradeSign Policy Authority and Operational Authority are responsible for reporting the status of corrective action to the auditors on a weekly basis. The Policy Authority and auditor together will determine when re-assessment is to occur. Upon reassessment, if the deficiencies are deemed to have been corrected, the TradeSign will resume service and new certificates will be issued to Subscribers and other external CAs, depending on conditions specified in individual cross-certification agreements. 

2.7.5 Communiction of Results
· Results of the annual audit are provided to the TradeSign Policy Authority and Operational Authoriry, as well as the TradeSign Audit Department. In the case of action 2, the TradeSign Policy Authority with input from the auditor will determine if Subscribers need to be informed of the action. In the case of action 3, the TradeSign Policy Authority will ensure all Subscribers are informed of the action. Communication to Subscribers to inform them of any deficiency and action is performed via email.

Cross-certification agreements set up with business partner organizations may also dictate that cross-certified CAs are informed of any deficiencies. Unless specified in a particular cross-certification agreement, no communication of the audit results will occur outside of TradeSign Should external cross certified CAs need to be informed, the TradeSign Policy Authority will communicate the necessary information to their contact point in each of the cross-certified CA domains.
2.8 Confidentiality
All information that is not considered by the TradeSign Policy Authority to be public domain information is to be kept confidential. Some specifics are addressed in the subsections below.

2.8.1 Types of Information to be Confidential
· Each Subscriber's private signing key is confidential to that Subscriber. The TradeSign and RA are not provided any access to those keys.

· Information held in audit trails is considered confidential to the TradeSign and shall not be released outside the corporation, unless required by law.

· Personal and corporate information held by the TradeSign and RA, other than that which is explicitly published as part of a certificate, CRL, ARL, CP or this CPS is considered confidential and shall not be released unless required by law.

Generally, the results of annual audits are kept confidential, with exceptions as outlined in this CPS.
2.8.2 Types of Information not Considered Confidential
· Information included in certificates, CRLs and ARLs issued by the TradeSign is not considered confidential. 

· Information in the CP supported by the TradeSign, and identified in this CPS, is not considered confidential.

Information in this CPS itself is not considered confidential, however the TradeSign policy requires that it only be made available to Subscribers, including those in cross-certified CA domains.
2.8.3 Disclosure of Certificate Revocation/Suspension Information
· When the TradeSign revokes a certificate a revocation reason code is included in the CRL entry for the revoked certificate. This revocation reason code is not considered confidential and can be shared with all other Subscribers and Relying Parties. However, no other details concerning revocation are normally disclosed.

Details concerning suspended certificates, if used, are not disclosed.
2.8.4 Release to Internal Compliance Department
The TradeSign will comply with requirements to release information to the internal Compliance Department officials, consistent with the TradeSign CPS.
2.8.5 Release to Law Enforcement Officials
The TradeSign will comply with legal requirements to release information to law enforcement officials, consistent with the TradeSign CPS.
2.8.6 Release as Part of Civil Discovery
No stipulation.
2.9 Class OF AND FEE FOR CERTIFICATES AND REQUIRED DOCUMENTS
TradeSign may determine its charge from time to time for processing the Subscriber Application, administration, and other types of services. A schedule of the current fees is available from the TradeSign Website at www.tradesign.net and as Follows. TradeSign reserves its right to change this schedule of fees from time to time.

2.9.1 Class of Cerfificates
TradeSign provides four classes of certificates according to applied services: e-commerce, server authentication, E-mail, special purpose.

There are three classes of Certificates. Otherwise, TradeSign classifies certificates into three classes according to subjects: individuals, body Corporation/Organization, servers.
2.9.2 Certificates Fees
TradeSign charges fee on certificates according to combination of two methods of certificates classification differently. Calculation criterion of fee is one year.

Refer to the following chart about details of classes and fee of certificates.
	
	
	
	Monetary unit: won

	Classes
	Subjects
	Fees(1 year)
	Services

	E-commerce
	Individual
	10,000
	For Internet banking, e-commerce, insurance, securities, identification and security, etc.

	
	Corporation/Organization
	100,000
	

	Server
	Server
	1,000,000
	For web server authentication

	E-mail
	Individual/Corporation/Organization
	5,000
	For E-mail 

	Special
	Individual/Corporation/Organization
	Separate 

Contract
	For special purpose

	( Due is not included.


2.9.2.1 Charge and Payment
TradeSign charges fee for certificates when customer applies for admission and applicant must pay fee for certificate in advance.
2.9.2.2 Repayment
2.9.2.2.1 Before application for admission about certificates

TradeSign pays back in case applicant calls at TradeSign or RA (Registration Authority) personally and draws up repayment application and requests repayment before expiration time (14 days) of application-required time.
At this time, if actual expense occurs, TradeSign repays fee minus that to applicant.
2.9.2.2.2 If TradeSign mistake, Refund of Fees
TradeSign pays back in the case that applicant calls at TradeSign or RA (Registration Authority) personally and draws up repayment application and requests repayment because of TradeSign mistake.
2.9.2.3 Other Services Fees
TradeSign can impose special fees about services such as update, reissue, and so forth. 

If necessary, TradeSign can impose special service fees according to Article of 28 of electronic-signature-law.
2.9.3 Required Documents
2.9.3.1 Certificates for E-Commerce / E-mail
Required documents about certificates application for E-commerce / E-mail are as follows.
	Applicant 
	Required documents

	Individual
	The Subject

Application
	· 1 copy of certificate issuance application (TradeSign’s prescribed form) 

· 1 copy of transcript of a resident card, a driver's license, a passport, identification card with a photo issued by state organ or a self-governing body or the principal of a school according to laws and regulations pertaining to education (with the original copy)

	
	An agent

Application
	· Documents required when the subject apply

· 1 copy of a letter of attorney (with sealing)

· 1 copy of a document certifying that a seal is registered 

· 1 copy of transcript of an agent identification card (with the original copy)

	Corporation/ Organization
	A

 Representative

Director

Application
	· 1 copy of certificate issuance application (TradeSign’s prescribed form)

· 1 copy of a entrepreneur’s certificate of inscription 

· 1 copy of a certified copy of a body corporate register or commercial register 

· 1 copy of a document certifying that a seal is registered of a body corporate

· 1 copy of a document certifying that a seal is registered and a document certifying that a seal is registered of a body corporate when he use his registered seal impression

· 1 copy of transcript of a resident card, a driver's license, a passport, identification card with a photo issued by state organ or a self-governing body (with the original copy)

	
	An agent

Application
	· Documents required when a representative director apply 

· 1 copy of a letter of attorney 

· 1 copy of a document certifying that a seal is registered of a body corporate 

· 1 copy of transcript of an agent identification card (with the original copy)


2.9.3.2 Special Certificates
Required documents about certificates application for special certificates are as follows.
	Applicant
	Required documents

	Individual/

Corporation/ Organization
	An agent, 

Subject

Application
	According to a special engagement


2.10 Intellectual Property rights
Certificates and CRLs, issued by the CA are the property of the TradeSign.

This CPS is the property of the TradeSign.

The Distinguished Names (DNs) used to represent Subscribers within the CA domain in the directory and in certificates issued to Subscribers within that domain, all include a Relative Distinguished Name (RDN) for the CA and as such are the property of TradeSign.
3. Identification and Authentication

3.1 Initial Registration
Subject to the requirements noted below, application requests for Certificates may be communicated from the applicant to the CA, RA or LRA via a trustworthy process. Authorizations to issue Certificates may be communicated from an authorized RA or LRA to the CA, (1) electronically, provided that all communication is secure, or (2) in person.

The CA expects to process two types of registrations:

· Individual Subscriber registration using a trustworthy, secure, electronic process; and

· Registrations authorized by an RA or LRA. In this situation, authorized RAs or LRAs will authorize the issuance of certificates to Subscribers that they have registered.

3.1.1 Types of Names

· Names for certificate issuers and certificate subjects are of the X.500 Distinguished Name (DN) form. 

· All attributes are as defined in ITU-T Recommendation X.521. 
3.1.2 Need for Names to be Meaningful

· The value of the commonName attribute used in naming Subscriber is the name by which the Subscriber is registered with the TradeSign organization.
3.1.3 Rules for Interpreting Various Name Forms

· Distinguished names (DNs) and their component Relative Distinguished Names (RDNs) are to be interpreted as defined in this CPS. Additional alternative name forms, if present, are to be interpreted in accordance with rules identified by the issuing name authority. In the case of email addresses, for example, the Customer’s email authority provides the rules. 
3.1.4 Uniqueness of Names

· Names should be unambiguously defined for each object in the naming hierarchy for the TradeSign Directory.  A serialNumber attribute is used to ensure that no two individuals are assigned the same DN, and therefore the same electronic identity. Values of the serialNumber attribute are never reused.
3.1.5 Name Claim Dispute Resolution Procedure

· By incorporating Subject names into Certificates, TradeSign does not determine whether the use of the Subject name infringes upon, misappropriates, dilutes, unfairly competes with, or otherwise violates any intellectual property or other rights of any person, entity or organization. TradeSign neither acts as an arbitrator nor provides dispute resolution between Subscribers and third party complainants in respect to disputes in relation to the registration or use of a Subject name in a Certificate.  This CPS does not bestow any procedural or substantive rights on any third party complainant in respect to the Subject name in a Certificate.  The Customer in no way be precluded from seeking legal or equitable relief (including injunctive relief) in respect to any dispute between a Subscriber and third party complainant or in respect to any dispute between a Subscriber and  arising out of the Subject name in a Certificate. The TradeSign shall have the right to revoke a Certificate upon receipt of a properly authenticated order from an arbitrator or court of competent jurisdiction requiring the revocation of the Certificate or Certificates containing a Subject name in dispute. Since both the commonName and serialNumber attributes are used to create the RDNs for Subscribers, such disputes are expected to be rare.
3.1.6 Recognition, Authentication and Role of Trademarks

· Customer RAs and LRAs authenticate names of Subscribers within the Customer organization. Any trademark issues associated with names is outside the scope of this CA domain and this CPS.
3.1.7 Method to Prove Possession of Private Key

· Digital certificates bind a public key to the identity of an individual to assure Relying Parties that signing performed by the private key was done by the individual whose public key appears on the certificate.  This requires that an individual safeguard their private key contained within their profile contained on their smart card token or on local hard drives and password and that the TradeSign require proof of possession of the private key before creating and signing a certificate containing the associated public key.  Proof of possession of a private key is handled automatically by TradeSign to Subscriber messages protected by PKIX Certificate Management Protocol (CMP).
· For the signature private key, PKIX-CMP operation initiated by the Subscriber is digitally signed using the signature private key itself.

· For the decryption private key, this key is transferred to the Subscriber, together with the corresponding certificate, via digitally signed data from the TradeSign that is protected by PKIX-CMP.
· In the case of cross-certificates, the PKIX-CMP message initiated by the subject CA protects digitally signed information that the CA sends as part of the cross-certification process.

· In the case of applications devices and servers the PKIX-CMP may be supplemented by the use of other procedures such as Public Key Crypto Standard 10 (PKCS 10). 
3.1.8 Authentication of Individual Identity

· The following sections detail the registration process to be used for issuance of certificates to Subscribers.

· For subscriber initial enrollment, the Local Registration Authority or Registration Authority authenticates the identity of the individual, in accordance with that provides for positive identification of RAs.  This process is protected via a trustworthy method.

· If the RA or LRA is satisfied that an individual is to be set up as a subscriber, they request that the CA adds the subscriber to the TradeSign Database and creates a directory entry.

· The TradeSign then provides the subscriber with initialization material via a trustworthy and secure process. This information is required for the subscriber to authenticate and initialize themselves with the TradeSign at their initial login.  Subscribers are required to use these within 14days and not to divulge them before their use.
3.1.9 Authentication of Organization Identity

· TradeSigns can issue cross-certificates to the CAs of other organizations.  As there must always exist business agreements between and the organization to be cross-certified with, additional authentication of the identity of the organization is not generally required. 
· If the Policy Authority determines that there is a need for further authentication, this is handled either by searches of recognized databases of registered corporations, or by presentation of the organization's articles of incorporation to the Policy Authority.   In all cases, the authentication documentation is filed and archived by the Policy Authority.
· TradeSign identified the Corporation/Organization Identity complied with the documents, which a representative Director or an agent present an application to RA or LRA in the Section 2.9.3.

3.1.10 Authentication of Devices or Applications

· Application for a device or an application to be a Subscriber must be made by an individual or organization to which the device or application’s signature is attributable for the purposes of accountability and responsibility.
· Identification and authentication of the applicant follows this CPS as if the organization or individual were applying for a certificate on their own behalf.  In addition, the Customer RA or an LRA must verify the authority of the individual or organization to receive certificates for that device or application.

3.2 Routine re-key

CA Subscriber keys are updated automatically with authentication based on possession of the current private key as represented by possession of the profile or secure token and associated password. Prior to expiration of the current key pairs, PKIX-CMP protected messages invoked by Authority update the Subscriber's keys transparently. Authentication of the Subscriber’s identity as defined in this CPS need not be repeated. 

Keys for Subscribers who are full-time employees are updated automatically, within three (3) months of expiration. 

Keys for Subscribers who are part-time employees or contractors are not updated automatically. The authentication process must be repeated before key update commences by the TradeSign.

When tokens are used by part-time employees or contractors re-key requires presentation in person to the RA. or LRA.

For cross-certification relationships, no automatic key update process is applied. If the Policy Authority determines that a cross-certification agreement is to extend beyond the original period, a new cross-certificate is issued, prior to expiration of the current one. The same identification and authentication process used for initial cross-certification agreements applies to the issuance of new keys.

3.3 re-key after revocation
For Subscribers whose certificates have been revoked, re-key will not be permitted until the identification and authentication requirements for initial registration, described in this CPS, are repeated.

The RA may allow exceptions in the following situations: 

· An organizational or TradeSign administrative change results in changes to the DNs of several Subscribers; and

· A Subscriber is temporarily unable to present himself or herself in person (e.g. on extended travel) and the revocation was not due to a key compromise.

For revoked cross-certificates, no re-key will be done until the identification and authentication requirements in this CPS are repeated.

3.4 suspension request
If Subscriber not were use to the Certificate long time, Subscribers require the suspension request to RA or LRA. 

The RA or LRA must be conformed the applicant identification at initial registration inform.  The RA/LRA Administrator can be serviced the suspension request.

An online request from a Trusted Role to the CA to suspend a certificate requires Administrator privilege credentials be supplied at login to TradeSign Authority System before suspension requests can be serviced.

3.5 revocation request
An online request from a Trusted Role (RA, LRA, Security Officer, etc.) to the CA to revoke a certificate requires Administrator privilege credentials be supplied at login to TradeSign Authority System before revocation requests can be serviced.

The type of identification and authentication of the request may depend on the circumstances of the revocation request and follow a different process.
3.5.1 Non-Emergency Revocation Request
· Non-emergency revocation requests can be made by a subscriber or another person authorized to act on behalf of the subscriber (e.g., supervisor, HR dept).  This type of request requires at least one of the following identification and authentication mechanisms before the revocation request is acted upon:

· Digitally signed email sent from the subscriber or other authorized person; or

· In-person notification.

3.5.2 Emenrgency Revocation request
· In the case of emergency revocation, requests from a subscriber or another person authorized to act on behalf of the subscriber (e.g., supervisor) are sent to the RA, LRA, or Help Desk.

4. operational requirements
4.1 certification application
Prior to certificate issuance, Subscribers make application via a trustworthy process, which can be an automated or manual process. A Customer RA or LRA performs due diligence and verifies the validity of the application. Using the RA workstation software either the RA or LRA creates a directory entry and TradeSign database entry for the new subscriber, using a DN that conforms to the CP and CPS for the PKI. Upon successful completion of the identification and authentication procedures described in this CPS, a RA or LRA provides the Subscriber with:

· Hardware token (if required).

· The TradeSign client software used to initialize the certificate issuance process.

Activation data (e.g., Ref number and Authorization code issued by the TradeSign) is provided directly to the Subscriber via a secure, trustworthy. A digital signature key pair is generated by client software at the Subscriber’s desktop and a certificate request is sent to TradeSign Authority System using the PKIX-CMP.
4.2 Certificate issuance
When using a TradeSign client software this process is automated by the client software.  The client software, using the digital signature signing key that is generated by the client software, digitally signs the certificate request message to the TradeSign.  Upon receipt of a valid request, the TradeSign automatically generates an encryption key pair and issues a signature verification public key certificate and an encryption public key certificate for that Subscriber. Both certificates and the decryption private key sent back to the Subscriber using the PKIX-CMP.  During this automatic process a copy of the TradeSign verification certificate is sent to the subscriber, as part of the TradeSign profile.
4.3 certificate acceptance
As the PKIX-CMP operations are themselves secured and the two entities (Subscriber and CA) authenticated, successful completion of and response to, the Subscriber’s certificate request constitutes acceptance of the resulting public key certificates.
4.4 Certificate suspension and revocation

Subscribers, TradeSign Registration Authority or another person authorized to act on behalf of the Subscribers may request the revocation of TradeSign Certificates by notifying the TradeSign Registration Authority or Local Registration Authority.
4.4.1 Circumstances for Revocation Request
· Each Certificate shall be revoked when the Subscribers no longer wants or requires a certificate, or when the public key password, token or profile associated with the certificate is compromised or suspected of being compromised.  This can be done by the Registration Authority or Local Registration Authority, or other authorised person.  Certificates may also be revoked by the TradeSign upon failure of the subscriber to meet its obligations under this Policy or any other agreement, regulation, or law that may be in force.  Revocations shall be requested promptly following detection of a compromise or any other event necessitating revocation.

· The Registration Authority or Local Registration Authority may originate a certificate revocation if they have knowledge or suspicion of a compromise. The rationale for such a revocation shall be documented, signed by the Registration or Local Registration Authority personnel, and archived.
4.4.2 Procedure for Revocation Request
· If an RA is initiating a revocation request, they login by providing the appropriate credentials to Registration Authority and initiate a revocation request to TradeSign Authority for execution.
· Upon receipt of a valid request, the RA will login by providing the appropriate credentials to their registration application and initiate a revocation request to TradeSign Authority for execution.

· In all cases, an electronic record is retained in the TradeSign audit trail of the online request and a paper record of any offline request is retained by the OA. 
· In the case of an RA, the decision to revoke is made by the first Security Officer of the CA.
4.4.3 Revocation Request Grace Period
· In the case of subscriber key compromise, suspected key compromise, or dismissal for cause, the revocation request must be placed within 8 working hours of the detection of the compromise or suspected compromise.

· Revocation requests for other revocation reasons must be placed within 48 working hours of the change.

· The TradeSign is not liable for any damages due to the failure of a Subscriber to meet these requirements for requesting revocation.

· RAs and LRAs are revoked immediately.
4.4.4 Certificate Suspension
· The TradeSign Public Key Infrastructure does support certificate suspension.
4.4.5 Circumstances for Suspension
· A TradeSign Certificate shall be suspended (e.g., disabled) when the subscriber believes that their public key password, token or profile associated with the certificate is compromised or suspected of being compromised.  The Registration Authority or authorized person in the Help Desk / Customer Service Center can suspend a certificate.  Suspensions shall be requested promptly following detection of a compromise or any other event necessitating revocation.
4.4.6 Procedure for Suspension Request
· A suspension request may be generated electronically or verbally.  The request shall be signed with the Subscribers’ or another person authorized to act on behalf of the Subscribers, private signing key and sent to the TradeSign Help Desk.  Or the suspension request can be sent to the Help Desk via telephone notification.  The Help Desk shall be responsible for validating the identity of the person making the request prior to acting on the suspension request. 

· All suspension requests and the resulting actions taken by the TradeSign Registration Authority shall be archived.

· The Certificate Authority notifies Relying Parties by posting revoked certificates to a Certificate Revocation List in the public directory.  There is a risk that Relying Parties may not be notified of a suspended (disabled) certificate if certificate cashing is used.
4.4.7 CRL Issuance Frequency
· As a minimum, the CA issues CRLs on a 24-hour interval. The CRLs are issued 7 days per week at 02:00.
4.4.8 CRL Checking Requierements
· Each certificate issued by the TradeSign includes the full DN of the CRL Distribution Point to be checked during the verification of the certificate. Relying Parties, when working in an online mode shall check the current CRL, identified by the DN in the certificate's crlDistributionPoints extension field, along with any other CRLs required in certificate chain processing prior to trusting the certificate. When working in an offline mode, Relying Parties are not able to perform full CRL checking. For internal Subscribers, the client software performs the check of the CRL.
4.4.9 On-Line Revocation/Status Checking Availability
· The TradeSign does not support on-line revocation/status checking (e.g., OCSP).
4.4.10 Special Requirements Key Compromise
· For RAs and Customer RAs key compromises, a report must be filed with the Operational Authority indicating the circumstances under which the compromise occurred. For other Subscribers, if the compromise is accidental, no action is required. Otherwise, the Customer RA will report the compromise to the Operational Authority for possible follow up investigation and potential action in accordance with the TradeSign security policy.
4.5 Security audit procedures
4.5.1 Types of Events Recorded
· All significant security events on TradeSign Authority are automatically recorded in audit trail files. These include such events as:

· Successful and failed attempts to initialize Subscribers, remove, enable, disable, update, and recover Subscribers, their keys and certificates;

· Successful and failed attempts to create, remove, login as, set reset and change passwords of, revoke privileges of, create update and recover keys and certificates for TradeSign Authority and RAs;

· Failed CA interactions with the directory including failed connection attempts;

· Read and write operations by the CA; and

· Events related to certificate revocation, security policy modification and validation, TradeSign Authority software startup and stop, database backup, cross-certification, certificate and certificate chain validation, attribute certificate management, DN change, database and audit trail management, certificate life-cycle management and other miscellaneous events.
4.5.2 Frequency of Processing Log
· The audit trail is processed (reviewed for policy violations or other significant events) at least once per week.
4.5.3 Retention Period for Audit Logs
· Audit logs shall be retained as part of section 4.6.2 Retention Period for Archive and archived in accordance with the procedures specified in this CPS.

4.5.4 Protection of Audit Log

· The audit trail is stored in regular operating system flat files. Each audit trail file consists of an audit header that contains information about the audits in the file and list of events. The TradeSign master key for the TradeSign is used to protect the audit key, which is stored in the audit header.

· The audit trail can be spread across many files. A new audit trail file is created when the current audit trail file reaches a preset size of 100 Kbytes or the master key is updated.

· Individuals with Security Officer or Audit privileges are capable of viewing and processing audit trail files.
4.5.5 Audit Log Backup Procedures
· Audit trail files are archived by the system administrator on a weekly basis. All files including the latest audit trail file are moved to magnetic tapes and stored in a secure archive facility in accordance with the TradeSign Operational Backup procedures.
4.5.6 Audit Collection System
· The audit trail accumulation system is internal to Authority software system.
4.5.7 Notification to Event-Causing Subject
· RAs and Security Officers and Administrators causing audit events on the CA receive notification, as appropriate, via the Registration Authority interface.

· Subscribers causing audit events on the CA receive notification, as appropriate, via the TradeSign software interface. Such notifications are conveyed from TradeSign Authority to Subscribers using PKIX-CMP messages.
4.5.8 Vulnerability Assessment
· Events in the audit process are logged, in part, to monitor system vulnerabilities. The TradeSign ensure that a vulnerability assessment is performed, reviewed and revised following an examination of these monitored events on a regular basis.

4.6 REcords Archival
Both the audit trail files and the TradeSign database are archived, as described below.
4.6.1 Types of Records Archived

· The types of events recorded in the audit trail files are described in this CPS.

· The types of events recorded in the TradeSign database include:

· Creation of the TradeSign signing key pair;

· Addition and removal of Subscribers from the system;

· Changes to the encryption key pair history and verification public key history for all Subscribers, including certificate issuance and revocation events;

· Changes to the DN of Subscribers;

· Addition/removal of Administrator and Security Officer privileges;

· Changes to the privileges of RAs;

· Changes to some aspects of policy such as certificate validity period; and

· Creation and revocation of cross-certificates.

4.6.2 Retention Period for Archive
· All sensitive events, lists, certificates, keys, records, reports, audit logs, agreements and correspondence archived shall be retained for a period ten (10) years.

4.6.3 Protection of Archive
· The TradeSign database is encrypted and protected by Master User keys. Protection of the audit trail is as described in Section 4.5.4 of this CPS. 

· The archive media is protected by physical security in that it is retained in a restricted access facility to which only TradeSign officers and the Operational Authority have access.
4.6.4 Archive Backup Procedures
· Archive files are backed up as they are created. Originals are stored on-site and housed with the TradeSign Authority system. Backup files are stored at a secure and separate geographic location.
4.6.5 Archive Collection System

· The archive collection system (backup facility) for the TradeSign database is internal to the TradeSign system. 

· The archive collection system (backup facility) for the audit trail files is described in section 4.5 of CPS. 

· The archiving of both data stores onto separate media and secure storage of that media is external from the TradeSign system.
4.6.6 Procedures to Obtain and Verify Archive Information

· Once per year the archive tapes are retrieved by a Security Officer and verified to ensure no damage or loss of data has occurred. If any has occurred, the backup archive is retrieved, becomes the new master archive, and a new backup is produced.

· In addition, the archive condition will be verified during every compliance audit.
4.7 Key changeover
If Subscriber’s encryption and digital signature key pairs were requested the update before the expiry, TradeSign would update the key pairs by means of the Subscirber’s application.  If key pairs for these Subscribers need to be updated, this is done on a case-by-case basis and the RA will set the expiry date of the new key pairs to be consistent with the extended period of part-time or contract employment.
4.8 disaster recovery

· All operations will be covered by a Business Continuity Plan that provides for a smooth transition to the Disaster Recovery (DR) facility.  The following actions will occour:

· The directory data, encryption certificates and CRLs are restored from backup by the personnel responsible to do so at the DR facility;

· The TradeSign Master User restores the CA Using Master Control; and

· Should a Security Officer, Administrator or RA’s profile need recovery, they can be recovered by another Security Officer. If there are not enough Security Officers with valid Security Officer privileges in existence to recover a Security Officer profile two Master Users do the recovery using Master Control.
4.8.1 Computing Resources, software, and /or Data are corrupted 

The TradeSign exist in place a documented and tested disaster recovery and Business Continuity Plan.

4.8.2 CA Private key is Compromised
In case of a compromise, the following steps, as a minimum, are taken to recover a secure environment: 
· All TradeSign passwords are changed for RAs, Security Officers and Administrators, the Operational Authority and the PA; and

· In specific cases, it may be necessary to revoke all subscriber certificates.

4.9 TradeSign Cessation of services
In the event that the TradeSign ceases operation, the following procedures are done, as a minimum:

· Inform all cross-certified CAs and revoke cross-certificates.  

· Revoke all certificates issued by the TradeSign.

· Create and retain an archive of the TradeSign database for a minimum of ten(10) years.

5. Physical, Procedural, and personnel security controls

This section outlines the physical, procedural, and personnel security controls required of the TradeSign, Registration Authority and Subscribers to protect their operations.
5.1 physical Security Controls

Physical security controls shall be implemented to control access to the TradeSign hardware and software. This includes the Certificate Authority host computer and any external cryptographic hardware module or token.
5.1.1 Physical Security Controls for TradeSign

The TradeSign Authority system is located in a locked room to which only KTNET personnel have physical access. The room containing the TradeSign Authority system is designated a security area, and appropriate controls are deployed to assure that no unauthorized personnel enter the room. Alarm systems are deployed to notify security personnel of violations. 
Root login to the system is disallowed other than by the CA appointed System Administrator. RA's remote logins are secured using Session security using the PKIX-CMP protocol
5.1.2 Physical Security Controls for RA
· RA workstations are located in areas where access is restricted to authorized KTNET employees, and contractors, and where visitors are escorted.  They must:
· Physically protect any password that allows access to their private keys;
· Store any device containing an TradeSign profile or password in a safe manner; and
· Not leave their computer unattended when the application is activated.
5.1.3 Physical Security Controls for LRA
· LRA workstations are located in areas where access is restricted to authorized Relying Parties (LRA) employees, and contractors, and where visitors are escorted.  They must:
· Physically protect any password that allows access to their private keys;
· Store any device containing an TradeSign profile or password in a safe manner; and
· Not leave their computer unattended when the application is activated.
5.1.4 Physical Security Contorls for subscribers
· A Subscriber should physically protect any password that allows entry into the Subscribers’ Certificate Authority Client application. Passwords should be memorized and not written down.  If a password needs to be written down, it should be securely stored such that only the Subscriber has access to it. Subscribers should not leave their computers unattended when the Private Key is in an unlocked state (i.e., when the password has been entered).
5.1.5 Environment Controls
· Environmental controls, including but not limited to power and air conditioning, water exposure, fire prevention and detection, media storage, and waste disposal have been implemented in accordance with the KTNET standards and procedures.
5.2 Procedural controls
5.2.1 Trusted Roles
· The CA is represented by the TradeSign Authority software. The main administrative interfaces to Authority are the Registration Authority and Master Control. These interfaces are used by PKI entities with special privileges, to perform the CA and RA functions in the TradeSign. These roles and associated privileges are described below: 

· At the TradeSign, there are three Authority Master User accounts. Their Authority Master User passwords are documented and stored in a TradeSign facility safe.  The Master Users have authority to:

· Maintain TradeSign Authority services (consisting of Administration Service, Key Management Service, and Directory Service) plus the TradeSign database;

· Recover Authority Security Officers in the event they have forgotten their passwords;

· Recover the Administration service, in the event its profile becomes damaged; and

· Backup, re-encrypt and restore from backup as necessary, the Manager database.
In the TradeSign context, the KTNET personnel who implement the CA’s security policies are TradeSign Security Officers. The Security Officer created automatically during the installation of the Authority is the ‘First Officer’. The First Officer, drawing from selected personnel, creates additional Security Officers, as required to provide 24 x 7 operations of the CA functions. The main role of the Security Officers is to set and administer the CA’s security policy as it applies to all Subscribers.  Security Officers use Registration Authority as their interface to Authority and have the following privileges:
· Set the security policy for the CA, and alter it;

· Add, delete and suspend other Security Officers, Administrators, Directory Administrators and Subscribers;

· Authorize sensitive operations, such as adding and deleting Security Officers and Administrators;

· Manage cross-certification agreements and issue, update and revoke cross-certificates;

· Process audit logs; and

· All Administrator privileges.

In the TradeSign context, the KTNET personnel who are RAs have Administrator privileges. 
These are:
· Add, delete and suspend Subscribers;

· Manage key recovery for Subscribers;

· Revoke Subscriber certificates; and

· Change Subscriber DNs.

· Additionally, TradeSign may choose to allow Local Registration Authorities (LRAs) to have Administrator privileges for a specific sub-group, e.g., finance department employees, geographic segment of customers.  

· Normally, someone on the PKI staff performs the role of System Administrator and has root access to the CA computer’s operating system.  However, there may be circumstances when a  access to the system must be provided to someone who is not a member of the PKI staff, e.g., Unix support persons or vendor provided support persons.  These persons are NOT considered a ‘Trusted Role’ and their access to the TradeSign Authority and database should be monitored by a member of the PKI staff. 

· The following table depicts the roles and privileges for the TradeSign.
Default settings for predefined TradeSign roles and privileges for the TradeSign.

	Privilege
	Role

	
	Security Officer
	RA
	LRA
	Directory Administrator
	End Entity
	Auditor

	Audit Logs
	
	
	
	
	
	

	View own logs
	√
	√
	√
	
	
	√

	View all logs
	
	√
	
	
	
	√

	Bulk & Report
	
	
	
	
	
	

	Process bulk files
	√
	√
	
	√
	
	

	Create reports
	√
	√
	√
	
	
	√

	Certificates
	
	
	
	
	
	

	Admin all categories
	√
	√
	
	
	
	√

	Admin selected categories
	
	
	√
	
	
	

	Admin all types
	√
	√
	
	
	
	√

	Admin selected types
	
	
	√
	
	
	

	Certificate Authority
	
	
	
	
	
	

	View CA certificates
	√
	√
	
	
	
	√

	Update CA signing keys
	√
	√
	
	
	
	√

	Revoke CA keys
	√
	√
	
	
	
	√

	View list of imported CAs
	√
	
	
	
	
	√

	Import/Export CA public keys
	√
	
	
	
	
	

	CA Cross-Certification
	
	
	
	
	
	

	View
	√
	
	
	
	
	√

	Initiate
	√
	
	
	
	
	

	Revoke
	√
	
	
	
	
	

	Complete
	√
	
	
	
	
	

	Directory
	
	
	
	
	
	

	Bind to Directory
	√
	√
	
	√
	
	

	Change Directory password
	√
	√
	
	
	
	

	View entries
	√
	√
	
	√
	
	√

	Create, Delete, Modify entries
	√
	√
	
	√
	
	

	User Groups
	
	
	
	
	
	

	View
	√
	√
	
	
	
	√

	Rename
	√
	
	
	
	
	

	Create
	√
	√
	
	
	
	

	Delete
	√
	
	
	
	
	

	Admin all groups
	√
	√
	
	
	
	√

	Admin selected groups
	√
	√
	√
	
	
	

	License Information
	
	
	
	
	
	

	View
	√
	√
	
	
	
	√

	Modify
	√
	
	
	
	
	

	Policy OIDs
	
	
	
	
	
	

	Admin all OIDs
	√
	
	
	
	
	

	Admin select OIDs
	√
	√
	
	
	
	

	Roles
	
	
	
	
	
	

	View
	√
	√
	
	
	
	√

	Modify
	√
	√
	
	
	
	

	Create
	√
	√
	
	
	
	

	Delete
	√
	√
	
	
	
	

	Admin all roles
	√
	√
	
	
	
	

	Admin selected roles
	√
	√
	RA Only
	
	
	

	Searchbases
	
	
	
	
	
	

	View
	√
	√
	√
	√
	√
	√

	Modify
	√
	√
	
	√
	
	

	Create
	√
	
	
	√
	
	

	Delete
	√
	
	
	√
	
	

	Admin all searchbases
	√
	
	
	√
	
	

	Security Policies
	
	
	
	
	
	

	View security policies
	√
	√
	
	
	
	√

	Modify security policies
	√
	
	
	
	
	

	Export certificate specs.
	√
	√
	
	
	
	√

	Import certificate specs.
	√
	
	
	
	
	

	Export user templates
	√
	√
	
	
	
	√

	Import user templates
	√
	
	
	
	
	

	Force CRLs
	√
	√
	
	
	
	√

	View user policies
	√
	√
	√
	
	
	√

	Modify user policies
	√
	
	
	
	
	

	Create user policies
	√
	√
	
	
	
	

	User Templates
	
	
	
	
	
	

	Admin all templates
	√
	√
	
	
	
	√

	Admin selected templates
	
	
	
	
	
	

	Users
	
	
	
	
	
	

	View
	√
	√
	√
	√
	√
	√

	Add
	√
	√
	√
	
	
	

	Re-activate
	√
	√
	√
	
	
	

	Deactivate/Remove
	√
	√
	√
	
	
	

	Change DN
	√
	√
	√
	
	
	

	Modify properties
	√
	√
	√
	
	
	

	Revoke certificates
	√
	√
	√
	
	
	

	Update key pairs
	√
	√
	√
	
	
	

	Set for key recovery
	√
	√
	√
	
	
	

	Cancel key recovery
	√
	√
	√
	
	
	

	Modify key update options
	√
	√
	√
	
	
	

	View activation codes
	√
	√
	√
	
	
	

	Modify OIDs
	√
	√
	
	
	
	

	Change user’s role
	√
	√
	RA Only
	
	
	

	Modify group membership
	√
	√
	
	
	
	

	Import new users
	√
	√
	
	
	
	

	Export to another CA
	√
	√
	
	
	
	

	Archive users
	√
	√
	
	
	
	

	View archived users
	√
	√
	
	
	
	√

	Retrieve archived users
	√
	√
	
	
	
	

	Restore information to Directory
	√
	√
	
	
	
	

	Perform PKIX requests
	√
	√
	
	
	
	

	Create user profile
	√
	√
	√
	
	√
	

	Recover user profile
	√
	√
	√
	
	√
	


5.2.2 Number of Persons Required per Task
· All TradeSign Authority operations need at least one Security Officer authorization. In the CA, the following operations need two Security Officer authorizations:

· Enabling and disabling Security Officers;

· Enabling and disabling Administrators, RAs, Customer RAs and Directory Administrators;

· Modifying Administrator settings;

· Changes to encryption and verification policy;

· Cross-Certifying with other CAs; and

· Key recovery operations.
5.3 Personnel Security controls
For individuals assigned Master User, Security Officer, Administrator, or Registration Authority privileges, there is to be no conflict between their responsibilities within the operation and management of the CA and other duties assigned to them as part of their full-time job.

5.3.1 Personnel Security Contorols for Certification Authority

· Three individuals shall be assigned TradeSign Master User responsibility at any one time. If either of these positions is vacant, the Operational Authority will nominate a senior employee as a temporary replacement.

· At least four and no more than six individuals shall be assigned Security Officer privileges at any one time. All are full-time, senior, employees. 

· The background and clearance requirements for these roles are the same as those for the positions within the KTNET occupied by these individuals, as defined in the KTNET’s Human Resources Policy. All are permanent employees. Those with Master User privileges must have demonstrated expertise in information security. 

· TradeSign Administrator’s should have completed TradeSign Administrator training and /or been provided with appropriate TradeSign documentation
5.3.2 Personnel Secuirty Controls for Registration Authority

· At least four (4) individuals shall be assigned TradeSign Administrator privileges at any one time. 

· The clearance requirements for these roles are the same as for TradeSign Security Officer. All are permanent KTNET employees. 

· All have completed TradeSign Administrator training and been provided with appropriate TradeSign documentation.
5.3.3 Personnel Security Controls for Local Registration Authority

· At least two (2) individuals shall be assigned TradeSign Administrator privileges at any one time. 

· The clearance requirements for these roles are the same as for TradeSign Security Officer. All are permanent Local Orgnaization’s employees 

· All have completed TradeSign Administrator training and been provided with appropriate TradeSign documentation.
5.3.4 Personnel Security Controls for Subscribers and Relying Parties

· Subscribers and Relying Parties shall be made aware of any security practices they need to follow in the protection of their computers and cryptographic devices. The Registration Authority is responsible for communicating these practices to all Subscribers and Relying Parties.
5.3.5 Background Check Procedures

· Background checks will be done in accordance with KTNET Human Resources Policy and procedures.
5.3.6 Training Requirements
· All CA and RA Officers receive formal training in order to perform their duties, including: 

· Training on all software and versions of TradeSign Authority which they might be expected to encounter;

· Training on all relevant policies and procedures;

· Disaster recovery training; and

· Security briefing at commencement of role. 

As part of the registration process, Subscribers are made aware of their responsibilities and the relevant sections of the CPS.
5.3.7 Retraining Frequency and Requirements
· All personnel involved in running CAs and RAs within the TradeSign shall have:

· Vendor support; 

· Refresher training conducted as directed by the OA; and 

· Follow-on training conducted in a manner consistent with maintaining acceptable operational readiness.

5.3.8 Documentation Supplied to Personnel
· The CA Officers are provided with soft copies of:

· TradeSign Administration Guide;

· The TradeSign CP;

· The TradeSign CPS; and

· Other guidelines and procedures necessary for operation of the TradeSign.

· Customer RAs receive the guidelines and procedures while LRAs receive procedural guidelines and appropriate training that enable them to perform their duties within the context of the TradeSign.

· Help Desk personnel will receive appropriate procedural guidelines to enable them to provide appropriate assistance TradeSign subscribers. A help desk will be available to support the TradeSign.

· Subscribers are provided with a user guide detailing procedures for activation, revocation, recovery and loss/compromise.
5.3.9 Short Term Contractors
· Short-term contractors allowed inside the TradeSign facility must be previously authorized, and must be escorted by TradeSign Officers.  All access to the TradeSign will be by non- TradeSign Officers is recorded in a manual log that is maintained at the entrance to the TradeSign facility.

5.3.10 Other Requiremensts
5.3.10.1 TradeSign CA/RA Officers
· CA Security and RA officers are managed by the Operational Authority in accordance with KTNET HR procedures. The Operational Authority appoints all CA /RA Officers in writing.

· All CA / RA Officers are subject to the KTNET Code of Conduct in regard to protection of corporate and personal information and assets.
5.3.10.2 LRA Officers
· The Customer will co-ordinate the appointment of Customer RAs and LRAs. The Customer approves all RA appointments in writing at time of initial contract. Customer RAs approve their LRAs

· All RA and LRA Officers are subject to the KTNET Code of Conduct in regard to corporate and personal information and assets.
5.3.10.3 Subscribers
· During the registration process, Subscribers are made aware of all security practices they need to follow in the protection of their workstations and cryptographic devices.
6. Technical security controls)
6.1 Key Pair generation and installation
6.1.1 Key Pair Generation
· The TradeSign signing key pair is created during the initial start up of the TradeSign Master Control application and is protected by the TradeSign master key. Hardware key generation will be performed using a cryptomodule compliant to at least FIPS 140-1 Level 3.
· TradeSign Authority creates Subscribers’ encryption key pairs and corresponding encryption certificates. The subscriber’s digital signature key pair is generated by the client TradeSign software. Keys generated by software may be stored in a software file or in a hardware token that is a storage only device. 

· The software key generation process is designed to comply with the requirements of FIPS 140-1 Level 3.

6.1.2 Private Key Delivery to Subscriber
· For Subscribers, the private confidentiality decryption key is generated as part of a public/private key pair generation process by TradeSign Authority. It is provided securely to the Subscriber via messages protected by PKIX-CMP that are exchanged between TradeSign Authority and Client Software. The authorization code is used to derive a MAC key that is then used to provide authentication and integrity protection on the session. Since the digital signature key pair is generated by the Subscriber’s Client Software, no delivery of the signature private key is required.

· For cross-certificates, as the CA signing key pair is generated by the subject CA, no delivery of the private key to the subject CA is required.
6.1.3 Public Key Delivery to Certificate Issuer
· For Subscribers, their confidentiality encryption key pair is created by TradeSign Authority as part of a public/private key pair generation process, and therefore no delivery of the Subscriber’s encryption public key to the CA is required. The Subscriber’s digital signature verification public key is transmitted securely from a Subscriber’s Client Software to TradeSign Authority using messages protected by PKIX-CMP. 

· For cross-certificates, the public verification key is provided securely to the issuing CA using messages protected by PKIX-CMP. Authenticity and integrity protection is based on the authorization code.
6.1.4 TradeSign Public Key Delivery to Subscribers
· The TradeSign verification public key is delivered in a CA certificate to Subscribers using messages protected by PKIX-CMP. Authenticity and integrity protection is based on a MAC key derived from the authorization code.

6.1.5 Key Sizes
· The TradeSign Authority Security Officer sets the following cryptographic key sizes:

· Subscriber signing key pairs use 1024 RSA with Secure Hashing Algorithm-1 (SHA-1);

· Subscriber encryption key pairs are 1024 RSA with SHA-1;

· CA signing key pair is also 2048 RSA with SHA-1; and

· PKIX- CMP session keys are Triple-Des.
6.1.6 Public Key Parameters Generation
· The TradeSign Software controls which public key parameters are used for the key generation process.
6.1.7 Parameter Quality Checking
· The quality of the public key parameters (e.g., key size, and algorithm) is ensured by the Client software that generates the parameters.  The receiver of a digitally signed document obtains an authenticated and verified copy of the public key parameters used by the document signer to sign the document. The authenticated copy of the parameters is retrieved from the document signer’s public signature verification certificate and is used in the signature verification process.  The TradeSign will mandate specific public key parameters and will not permit users to change key parameters.  This will be set in the policy certificate that is generated by the CA and is controlled by the TradeSign software.
6.1.8 Hardware/Software Key Generation
· Subscribers use Client Software to generate the digital signature key pair on the hardware token. The keys generated by the CA are generated in hardware in TradeSign Authority.
6.1.9 Key Usage Purposes
· The digital signature key pair is used to provide authentication, integrity and support for non-repudiation services. 

· The encryption key pair is used to protect a symmetric key used to encrypt data, and as such provides confidentiality services. 

· The CA signing key is used to sign certificates, CRLs issued by TradeSign.

· The PKIX-CMP session keys are used to provide secure communications sessions for key management operations.
6.2 Private key protection
6.2.1 Standards for Cryptographic Module
· The cryptographic module used by software to generate keys is designed to comply at least with FIPS 140-1 Level 3.
6.2.2 Private Key Multi-Person Control
· As described in Section 5.2.2 of this CPS a minimum of three or more persons control is required for some CA operations. Other operations require ones person control.
6.2.3 Private Key Escrow, Backup and Recovery
· Neither signing or confidentiality private keys are escrowed by external third parties. 

· CA private signing keys and Subscriber encryption private keys are backed up in the TradeSign database. The Subscriber private signing key is never backed up at Authority, in order to provide support for non-repudiation services. However, a Subscriber who makes a copy of their software profile essentially has an encrypted backup of their signing key. The TradeSign database is encrypted and its integrity is protected by the TradeSign master key. The TradeSign signing key is encrypted and its integrity protected by the CA.

· The encryption key pair history for all Subscribers, including a complete history of all decryption private keys is stored encrypted in the TradeSign database. The TradeSign signing key pair is also stored in the TradeSign database. 

· The TradeSign Manager database is backed up at a minimum on a daily basis.

· Recovery of Subscriber keys from the TradeSign database can be done with the authorization of the Operational Authority or the Policy Authority.
6.2.4 Method of Private Key Activation and Entry into Cryptographic Module

· TradeSign signing private keys will be generated in hardware. Most Subscriber signing private keys are generated in hardware, within a hardware token cryptographic module, and not entered by other entities into that module. In the case of hardware tokens, the token will generate the private signing key. If the hardware token is a storage only device, the private signing key is generated in software, encrypted, and stored in the device. Subscriber decryption private keys come from Authority, in an encrypted format, and are entered into the hardware token cryptographic module without ever being decrypted. In all cases, private keys are stored encrypted in the hardware token cryptographic module.  Private key signing operations are performed on the secure token therefore the subscriber’s private signing keys are never in memory. For both software and hardware crypto-modules, they are decrypted only at the time at which they are actually used. 

· Private keys are activated when a Subscriber logs into a relevant component. (e.g. Client Software for Subscribers, Registration Authority for CAs). 

6.2.5 Method of Deactivating Private Key
· The private keys remain active for the period of login. The login period is ended either by the subject logging out from the application or automatically as determined by a preset timer.  The preset timer is controlled from Authority by the Security Officer through the CA security policy certificate.
6.2.6 Method of Destorying Private Key
· All sensitive keys in memory are overwritten with zeros when no longer used. Permanent destruction of private keys is achieved with secure delete operations
6.3 Other aspects of key pair management
6.3.1 Public Key Archival
· Subscriber encryption public key certificates and verification public key certificates are backed up in the TradeSign database. The complete encryption key pair history and verification public key history for all Subscribers, including history of status changes such as revocation date and reason, are archived in this database.

· The TradeSign database is archived according to the procedures described in section 4.6 of this CPS.
6.3.2 Usage Periods for the Public and Private Keys
The CA signing key lifetime is preset to 5 years.
The key lifetimes for Subscribers set up with automatic key update are:

· Encryption public key:
 

12 months (1 year);
· Verification public key:
 

12 months (1 year);
· Signing private key:

 

12 months (1 year); and

· Decryption private key:  

12 months (1 year).
The key lifetimes for Subscribers not set up with automatic key update are set to the same times as listed above or for the period of designated lifetime of the certificate(maximum of 5 year) whichever is less.

6.4 Activation Data
6.4.1 Activation Data Generation and Installion
· Passwords are required by all entities logging on to client software, RA workstation and Master Console. The Security Officer applies a stringent set of rules to each password to ensure it is secure. The rules on password selection are:

· It must have at least eight characters;

· It must have at least one upper-case letter or digit;

· It must have at least one lower-case letter;

· It must not contain many occurrences of the same character;

· It must not be the same as the entity's profile name; and

· It must not contain a long sub-string of the entity's profile name.

6.4.2 Activation Data Protection
· Extra steps are taken by the application to protect passwords. Upon initial entry, the password is put through numerous hashing iterations, producing a password token. Only the password token is stored in a Subscriber's Client profile. Original passwords are never stored.
6.4.3 Other Aspects of Activation Data
· The names and password hash values for Authority Master Users, Security Officers and RAs are stored in the TradeSign database.
6.5 Computer security controls
The CA workstation is physically secured as described in this CPS.

The operating system enforces password-based identification and authentication of all Officers.

Access to the TradeSign database and audit trails is restricted as described in this CPS.
6.6 Life Cycle security controls
The efficacy and appropriateness of the security settings described in this CPS are reviewed, by or on behalf of the Operational Authority, on a yearly basis. This review is sufficiently documented. A risk and threat assessment is performed to determine if key lengths need to be increased or operational procedures modified to maintain the required level of system security. 

6.7 network security controls
Remote access to Authority via the Registration Authority interface is secured using the security features of the PKIX-CMP and Session. No other remote access is permitted to the host platform for system administration. All unnecessary services will be disabled, and the configuration will comply with TradeSign standards for Unix hosts on the network. 

The network connection to the Authority server is protected by a Firewall. The firewall policy and rules are maintained in the Firewall Design document.

6.8 Cryptographic module engineering controls
The software cryptographic module is designed to comply with FIPS 140-1 Level 3. Optional hardware tokens, which may be used to generate keys, may comply with higher levels of FIPS validation but must at least comply with Level 3.  The HSM used to store the CA private signing key uses a hardware cryptographic module that complies with FIPS 140-1 Level 3 at least

7. Certificate and certificate revocation list profiles 
7.1 Certificate profile

All Certificates will be issued in the X.509 version 3 format and will include the TradeSign Policy identifier within the Certificate Profiles field. The Certificate profiles for Certificates authorized by TradeSign are set forth in this CPS.

Profiles of the various classes of TradeSign Certificates are included in Appendix A.

7.2 Certificate Revocation List Profile
Certificate Revocation Lists will be issued in the X.509 version 2 formats. 
Profiles of the TradeSign CRL is included in Appendix B.

8. Specification administration
The contact details for this CPS and TradeSign are identified in Section 1.4 of this CPS.
8.1 Specification Change procedures
Changes to this CPS which, in the judgment of the Operational Authority and PA, will have no, or minimal impact on the Subscribers and cross certified CA domains using certificates and CRLs issued by this CA, may be made with no change to the CPS version number and no notification to the Subscribers.

Changes to this CPS as well as changes to items within this CPS which, in the judgment the Operational Authority and Policy Authority may have significant impact on the Subscribers and cross certified CA domains using certificates and CRLs issued by this CA, may be made with thirty (30) days notice to the Subscriber community.  In such a situation, the version number of this CPS must be increased accordingly.
8.2 Publication and notification policies
Thirty (30) days prior to major changes to this CPS, notification of the upcoming changes will be posted on the TradeSign web site and conveyed to cross-certified CA organizations via secure email
8.3 CPS approval procedures
The TradeSign Operational Authority approves this CPS. The TradeSign Operational Authority must approve any subsequent changes prior to promulgation.
When formulation or revision this CPS or the Rules, TradeSign reports to the Minister of Information & Communication of the fact, pursuant to Article 6 Clause 1 of the Digital Signature Act.

8.4 applicable Laws

This CPS will be interpreted and applied pursuant to the Digital Signature Act and related laws of the Republic of Korea.

8.5 jurisdiction of litigation court

All litigation concerning certification services between TradeSign and Subscriber or user relying on a certificate shall be referred to the Seoul District Court.

8.6 Mediation of disputes

Should there arise a dispute between and user relying one a certificate, TradeSign may present a plan for mediation or recommend an agreement by requesting the related parties to present relevant material and investigating their compliance with the Digital Signature Act. and CPS.

9. acronyms and Definitions
9.1 acronyms
	ARL
	Authority Revocation List 

	CA
	Certification Authority 

	CAST
	Carlisle Adams XXX

	CCTV
	Closed circuit television

	CIT
	Corporate Information Technology

	CMP
	Certificate Management Protocol

	CP
	Certificate Policy

	CPS
	Certification Practice Statement 

	CRL
	Certificate Revocation List

	DAP
	Directory Access Protocol

	DES
	Data Encryption Standard

	DN
	Distinguished Name

	DNS
	Domain Name Server

	DSA/DSS
	Digital Signature Algorithm / Digital Signature Standard

	FIPS
	Federal Information Processing Standard 

	HR
	Human Resources

	HTTP
	Hypertext Transfer Protocol

	I&A
	Identification and Authentication

	IETF
	Internet Engineering Task Force

	ISO
	Information Security Officer

	ITU
	International Telecommunications Union

	LDAP
	Lightweight Directory Access Protocol

	RA
	Registration Authority 

	OA
	Operational Authority

	OID
	Object Identifier 

	PA
	Policy Authority 

	PIN
	Personal Identification Number

	PKI
	Public Key Infrastructure 

	PKIX
	Public Key Infrastructure X.509 

	PMA
	Policy Management Authority 

	PUB
	Publication

	RDN
	Relative Distinguished Name 

	RFC
	(IETF) Request For Comments

	RSA
	Rivest-Shimar-Adleman

	S/MIME
	Secure/Multipurpose Internet Mail Extensions

	SHA-1
	Secure Hash Algorithm

	S-HTTP
	Secure Hypertext Transfer Protocol

	SMTP
	Simple Mail Transfer Protocol

	SSL
	Secure Sockets Layer

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator


9.2 definitions

This list of definitions will evolve as the TradeSign evolves. It will include formal definitions from other sources and informal definitions being used by the TradeSign..

	Accreditation


	A decision by the responsible official of the TradeSign to operate a system and accept the residual risks identified by the certification activities, or accept the risks even though no certification activities have been done or completed. 

	Activation Data
	Private data, other than keys, that are required to access cryptographic modules.

	Authority Revocation List (ARL) 
	A list of revoked CA certificates.  An ARL is a CRL for CA cross-certificates.

	Authorized Subscriber
	An Authorized Subscriber is a Subscriber which has obtained a certificate under this Policy.

	Balanced Approach to Security
	Combinations of safeguards are utilized to optimize the minimizing of security risks to critical assets against the cost effectiveness of implementing these safeguards. Such safeguards for balanced security may consist of technical, personnel, procedural, physical, legal, and other elements, which are used to either: 

· Protect the assets’ integrity, confidentiality or availability.

· Mitigate the effects of the threat. 

The process often involves formal threat and risk assessments (TRAs) where the residual risk is determined.

	CA Evaluator
	An independent agent, member of an accounting body, or other qualified professional which is recognized by the CA Evaluator Accreditation Body.  Responsible for:

· Evaluating the CA Operational Authority’s compliance to the target Certificate Policy.

· Using Certificate Policies, Certification Practice Statements, the IETF PKIX Part 4 Framework and other specific evaluation guidance, criteria and standards sanctioned by the CA Evaluator Accreditation Body, to develop an “audit opinion” that there are adequate controls in place and these controls are operating effectively, such that reliance can be placed on transactions that are recorded, processed, executed or maintained by the Operational Authority in question.

· Evaluating other evidence of compliance with the target Certificate Policy where the parties have effected obligations through mechanisms such as contracts and membership agreements and through the implementation of related operational safeguards or business methods within the enterprise.

· Producing a Certificate Policy Compliance Evaluation Report. 

	CA Evaluator Accreditation Body
	An independent body, industry association or other agency, which is recognized by the Competent Authority. Responsible for:

· Approving and giving formal recognition that CA Evaluators are professionally competent to perform evaluations of CAs’ compliance to Certificate Policies or other requirements which may be provided by the Competent Authority; and

· Sanctioning, selecting and/or developing CA evaluation guidance, criteria and standards

	Certificate  
	A certificate issued under this Policy by a TradeSign and identified as such by the inclusion of the TradeSign ID for the Certificate Policy in the Certificate Policies field and at a minimum: 

· Identifies the CA issuing it.

· Names or otherwise identifies its Subscriber.

· Contains a public key that corresponds to a private key under the control of the Authorized Subscriber.

· Identifies its operational period.

· Contains a certificate serial number and is digitally signed by the CA issuing it.

The certificate format is in accordance with ITU-T Recommendation X.509.

	Certificate Authority (CA)
	A certificate (or certification) authority is an entity that is responsible for authorizing and causing the issuance of a certificate.  A CA can perform the functions of a registration authority (RA) and can delegate or outsource this function to separate entities.

A CA performs two essential functions.  First, it is responsible for identifying and authenticating the intended Authorized Subscriber to be named in a certificate, and verifying that such Authorized Subscriber possesses the private key that corresponds to the public key that will be listed in the certificate. Second, the CA actually creates and digitally signs the Authorized Subscriber’s certificate. The certificate issued by the CA then represents that CA’s statement as to the identity of the person named in the certificate and the binding of that person to a particular public-private key pair.

	Certificate Policy (CP)
	A named set of rules that indicates the applicability of a certificate to a particular community and/or class of applications with common security requirements. For example, a particular CP might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the trading of goods within a given price range. 

	Certification Authority Software

	The application software required to manage the keys and certificates of Subscribers.

	Certification Practice Statement (CPS)
	A statement of the practices, which a certification authority employs in issuing and revoking certificates, and providing access to same. The CPS defines the equipment; policies and procedures the CA uses to satisfy the requirements specified in the certificate policies that are supported by it.  

	Certificate Revocation List (CRL)
	A list of revoked certificates that is created, time stamped and signed by the same CA that issued the certificates.  A certificate is added to the list if it is revoked (e.g., because of suspected key compromise, distinguished name (DN) change) and then removed from it when it reaches the end of the certificate’s validity period.  In some circumstances the CA may choose to split a CRL into a series of smaller CRLs.  

	Competent Authority
	An agent of the legal jurisdiction that is responsible, within the legal jurisdiction, for:

· Issuing licenses, authorization, regulations or other government or legal recognition to open community CAs as managed by the respective CA Policy Authorities and Operational Authorities.

· Setting minimum Certificate Policy requirements for advancing compatibility of digital signature levels of trust across legal jurisdictions.

· Giving formal recognition to standards, criteria and frameworks for advancing the compatibility of digital signature levels of trust and CA accreditation schemes across legal jurisdictions.

· Approving and giving formal recognition to CA accreditation schemes.

· Giving formal recognition to a CA Evaluator Accreditation Body, which is chartered to carry out the accreditation of CA Evaluators.

	Digital Signature 
	The result of a transformation of a message by means of a cryptographic system using keys such that a person who has received a digitally signed message can determine:

· Whether the transformation was created using the key that corresponds to the signer’s key.

· Whether the message has been altered since the transformation was made. 

	Directory
	A directory system that conforms to the ITU-T X.500 series of Recommendations. 

	Subscriber
	A person, device or application that uses the keys and certificates created within the PKI for purposes other than the management of the aforementioned keys and certificates.  A Subscriber may have the roles of a Subscriber or a Relying Party.

	Entity 

	Any autonomous element within the Public Key Infrastructure.  This may be a CA, RA or a Subscriber. 

	Employee 
	An employee is any person employed in or by KTNET; as well as contractors and other persons who have been authorized to access electronic networks.

	Federal Information Processing Standards
	Federal standards that prescribe specific performance requirements, practices, formats, communications protocols, etc. for hardware, software, data, telecommunications operation, etc. Federal agencies are expected to apply these standards as specified unless a waiver has been granted in accordance to agency waiver procedures.

	Governing Body
	Authorities that dictate policy and procedures that may impact the Policy Authority and Operational Authority.

	Internet Engineering Task Force
	The Internet Engineering Task Force is a large open international community of network designers, operators, vendors, and researches concerned with the evolution of the Internet architecture and the smooth operation of the Internet.

	Issuing CA
	In the context of a particular certificate, the issuing CA is the CA that signed and issued the certificate. (See also Subject CA). 

	Object Identifier (OID) 
	The unique alphanumeric/numeric identifier registered under the ISO registration standard to reference a specific object or object class.  In the TradeSign they are used to uniquely identify the policies and cryptographic algorithms supported. 

	Operational Authority (OA)
	An agent of the CA domain. The Operational Authority is responsible to the Policy Authority for:

· Interpreting the Certificate Policies that were selected or defined by the Policy Authority.

· Developing a Certification Practice Statement (CPS), in accordance with the IETF PKIX Part 4 Framework, to document the CA’s compliance to the Certificate Policies and other requirements.

· Maintaining the CPS to ensure that it is updated as required.

· Operating the CA in accordance with the CPS.

	Organization
	 Department, agency, partnership, trust, joint venture or other association.

	Policy Authority
	An agent of the CA domain or enterprise. For a closed community CA providing a service to an enterprise, this role would likely reside with the corporate Chief Information Officer (CIO). The Policy Authority is responsible for:

· Selecting and/or defining Certificate Policies, in accordance with the IETF PKIX Part 4 Framework, for use in the CA domain or organizational enterprise.

· Approving of any cross-certification or interoperability agreements with external CA Domains.

· Approving  practices which the CA must follow by reviewing the Certification Practice Statement to ensure consistency with the Certificate Policies.
· Providing policy direction to the Operational Authority.

	Public Key Infrastructure
	 A structure of hardware, software, people, processes and policies that uses Digital Signature technology to provide Relying Parties with a verifiable association between the public component of an asymmetric key pair with a specific Subscriber. 

	Public/Private Key Pair
	Two mathematically related keys, having the properties that:

· One key can be used to encrypt a message that can only be decrypted using the other key.

· Even knowing one key, it is computationally infeasible to discover the other key.

	Registration Authority (RA) 
	An Entity that is responsible for the identification and authentication of certificate Subscribers before certificate issuance, but does not actually sign or issue the certificates (i.e., an RA is delegated certain tasks on behalf of a CA). 

	Relying Party
	Is a Subscriber of the CA domain. The Relying Party is a recipient of a certificate signed by the KTNET Phase 1PKI CA who acts in reliance on those certificates and/or digital signatures verified using that certificate.

	Repository
	The single Repository operated for all Authorized Subscribers and Qualified Relying Parties on the Network. All Certificates issued by all CAs, and all CRLs relating thereto, shall be published in the Repository.

	Revoke
	To revoke a certificate means to prematurely end the operational period of a certificate from a specified time forward.

	Security Accreditation Authority
	An agent of the CA domain or enterprise. Responsible for:

· Approving the operation of the CA in a particular mode using particular safeguards; and

· Accepting residual security risks on behalf of the CA domain or enterprise.

	Subscriber
	A member of the   CA domain. A party who is the subject of a certificate and who is capable of using, and is authorized to use, the private key, that corresponds to the public key in the certificate. Responsibilities and obligations of the Subscriber would be as required by the Certificate Policy. 


appendix A – certification profiles

The purpose of this appendix is to define the various certificate profiles that shall be issued as part of this TradeSign.  This TradeSign supports the following certificate types:

· CA Certificate Profile
· Subscriber Certificate Profile
1. CA Certificate Profile

· The following fields of the X.509 version 3 certificate format are used in the TradeSign CA certificate:

	X.509 v3 Certificate Attributes/ Extensions
	Critical/Non Critical
	Optional
	Notes

	Attributes
	
	
	

	Version
	
	
	· v3

	SerialNumber
	
	
	· integer

	Signature
	
	
	· sha-1WithRSAEncryption – {1.2.840.113549.1.1.5}

	Issuer
	
	
	· cn=CertRSA01,ou=ROOTCA,o=KISA,c=KR

	Validity
	
	
	· 5 years

· notBefore and notAfter are specified

	Subject
	
	
	· ou=TradeSignCA,ou=LicensedCA,o=TradeSign,c=KR

	SubjectPublicKeyInfo
	
	
	· sha-1WithRSAEncryption – {1.2.840.113549.1.1.5}

· RSA public key is 1024 bit public key

	Extensions
	
	
	

	SubjectAltName
	Non critical
	Optional
	· Other Name: Attribute (1.2.410.200004.10.1.1.3)

	PolicyMappings
	Non critical
	Optional
	· Not present.

	NameConstraints
	Non critical
	Optional
	· Not present.

	PolicyConstraints
	Non critical
	Optional
	· ExplictPolicy = 1

	IssuerAltName
	Non critical
	Optional
	· Not present

	SubjectDirectoryAttributes
	Non critical
	Optional
	· Not present.

	PrivateKeyUsagePeriod
	Non critical
	Not optional
	· notAfter is always used  

· notBefore is never used

	AuthorityKeyIdentifier
	Non critical
	Not optional
	· contains a 20 byte hash of the subjectPublicKeyInfo in the CA certificate

	SubjectKeyIdentifier
	Non critical
	Not optional
	· contains a 20 byte hash of the subjectPublicKeyInfo in the certificate

	BasicConstraints
	Critical
	Not optional
	· Subject Type=CA
· Path Length Constraint=0

	CRLDistributionPoints
	Non critical
	Not optional
	· only 1 distribution point name is included in each certificate

· only element [1] (distributionPoint) is used and includes the full DN
· only element [2] (distributionPoint) is used and includes the full URI

	KeyUsage
	Non critical
	Not optional
	· Certificate Signing, Off-line CRL Signing, CRL Signing(06)

	CertificatePolicies
	Non critical
	Not optional
	· must include reference to this Policy (OID)


2. Subscriber Certificate Profile

· The following fields of the X.509 version 3 certificate format are used for Subscriber certificates in this TradeSign:

	X.509 v3 Certificate Attributes/ Extensions
	Critical/Non Critical
	Optional
	Notes

	Attributes
	
	
	

	Version
	
	
	· v3

	SerialNumber
	
	
	· integer

	Signature
	
	
	· sha-1WithRSAEncryption – {1.2.840.113549.1.1.5}

	Issuer
	
	
	· cn=TradeSignCa,ou=LicensedCA,o=TradeSign,c=KR

	Validity
	
	
	· 1 years

· notBefore and notAfter are specified

	Subject
	
	
	· c=KR
· o=[Service kind assigned by CA]
· ou=[Service kind assigned by CA]
· cn=Subject ID [Subject ID refers to the unique identifier applied to the certificate applicant as a participant in the TradeSign].

	SubjectPublicKeyInfo
	
	
	· sha-1WithRSAEncryption – {1.2.840.113549.1.1.5}

· RSA public key is 1024 bit public key

	Extensions
	
	
	

	SubjectAltName
	Non critical
	Optional
	· Information of the Subscriber’s identification

	PolicyMappings
	Non critical
	Optional
	· Not present.

	NameConstraints
	Non critical
	Optional
	· Not present.

	PolicyConstraints
	Non critical
	Optional
	· Not present.

	IssuerAltName
	Non critical
	Optional
	· Not present.

	SubjectDirectoryAttributes
	Non critical
	Optional
	· Not present.

	PrivateKeyUsagePeriod
	Non critical
	Not optional
	· notAfter is always used  

· notBefore is never used

	AuthorityKeyIdentifier
	Non critical
	Not optional
	· contains a 20 byte hash of the subjectPublicKeyInfo in the CA certificate

	SubjectKeyIdentifier
	Non critical
	Not optional
	· contains a 20 byte hash of the subjectPublicKeyInfo in the certificate

	BasicConstraints
	Critical
	Not optional
	· Not present

	CRLDistributionPoints
	Non critical
	Not optional
	· only 1 distribution point name is included in each certificate

· only element [1] (distributionPoint) is used and includes the full DN
· only element [2] (distributionPoint) is used and includes the full URI

	KeyUsage
	Non critical
	Not optional
	· DigitalSignature, NonRepudiation

	CertificatePolicies
	Non critical
	Not optional
	· must include reference to this Policy (OID)


Appendix b - CRL profiles
The purpose of this appendix is to define the certificate revocation list profile that shall be used as part of the TradeSign 

	X.509 v2 Certificate Attributes/ Extensions
	Critical/Non Critical
	Optional
	Notes

	Attributes
	
	
	

	Version
	
	
	· v2

	Signature
	
	
	· sha-1WithRSAEncryption – {1.2.840.113549.1.1.5}

	Issuer
	
	
	· ou=TradeSignCA,ou=LicensedCA,o=TradeSign,c=KR

	ThisUpdate
	
	
	· Time of CRL issue

	NextUpdate
	
	
	· Time of next expected CRL issuance

	RevokedCertificates
	
	
	· List of revoked certificate information

	Extensions
	
	
	

	AuthorityKeyIdentifier
	Non critical
	Not optional
	· contains a 20 byte hash of the subjectPublicKeyInfo in the CA certificate

	CRLNumber
	Non critical
	Non optional
	· Incremented each time a particular CRL is changed

	ReasonCode
	Non critical
	Not optional
	· CRL entry extension

	IssuingDistributionPoint
	Critical
	Not optional
	· element [0] (distributionPoint) includes the full DN of the distribution point 

· element [1] (onlyContainsUserCerts) is included for CRLs

	IssuerAltName
	Non critical
	Optional
	· Not present

	HoldInstructionCode
	Non critical
	Optional
	· Not present

	InvalidityDate
	Non critical
	Optional
	· CRL entry extension

	CertificateIssuer
	Non critical
	Optional
	· Not present

	DeltaCRLIndicator
	Non critical
	Optional
	· Not present
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