1. Overview
1.1 Background and Objectives
1.1.1 Background and Objectives of KFTC yessign 
The Korea Financial Telecommunications and Clearings Institute (hereinafter referred to as "KFTC") has been designated as an accredited certification authority pursuant to the Digital Signature Act (Law No. 6585), which was enacted to ensure the safety and reliability of electronic documents processed through the Internet and other open-architecture data communications networks. KFTC operates certification systems together with financial institutions.
This certification practice statement (hereinafter referred to as "CPS") seeks to prescribe matters related to the provision of KFTC certification services including certificate issuance and management, operational policies, and procedures as well as the duties and liabilities of the parties involved in the provision of certification services in accordance with the Digital Signature Act (hereinafter referred to as "Act"), its Enforcement Decree (hereinafter referred to as "Decree"), and its Enforcement Regulation (hereinafter referred to as "Regulation") as well as the certification practice statement of the Korea Internet & Security Agency (hereinafter referred to as "KISA").
1.1.2 Digital Signature Certification System
The Ministry of Public Administration and Security shall manage the establishment, implementation, and supervision of certification related policies, and the digital signature certification system shall be composed of KISA as the top accredited certification authority and its subordinate five (5) accredited certification authorities. 
Accredited certification authorities may delegate to registration authorities duties including identity verification of subscribers, and persons who are provided with certification services shall be subscribers and users.
1.1.3 KFTC
As a non-profit corporation established on June 2, 1986 pursuant to Article 32 (Incorporation and Approval of Non-profit Corporations) of the Civil Act, KFTC operates an inter-bank joint network and offers services such as inter-bank clearing, Giro, and payments through the financial joint network. Since its designation as an accredited certification authority as per Article 4 (Designation of an Accredited Certification Authority) of the Act by the Public Administration and Security on April 12, 2000, KFTC has been providing accredited certification services.
1.1.4 Accredited Certificate Definition and Validity 
1.1.4.1 Definition
Accredited certificate shall be issued by an accredited certification authority pursuant to Article 15 of the Act, and shall mean digital data of confirming and providing the exclusive correspondence of Digital Signature Creation Data to subscribers.
After verifying that the subscriber's identity matches the subscriber information submitted to the registration authority at the time of application, KFTC issues a certificate that is digitally signed using digital signature verification data as submitted by the subscriber and digital signature creation data of the accredited certification authority. In other words, KFTC only guarantees the consistency of the information entered in such certificate at the time of the subscriber’s application for certificate issuance, not the subscriber’s credit and invariability of information related to the subscriber.
1.1.4.2 Validity 
An accredited certificate issued by KFTC shall remain valid in case of reasons for revocation as stipulated in Article 16 (Revocation of Accredited Certificates, etc.) of the Act, in which case the validity of such certificate shall be revoked or suspended. 
1.1.4.3 Scope of Use and Restrictions
A certificate issued by KFTC may be used for electronic transactions, which refer to any and all acts of using the certificate in accordance with the stated purposes of the certificate by a subscriber carrying lawful rights. Otherwise, or in case of security concerns related to the accredited certification service, KFTC may restrict the use of the issued certificate.
1.2 Name of Rules 
The Rules shall be referred to as "yessign Certification Practice Statement."
1.3 Parties Engaged in the Accredited Certification Practice
For the effective issuance, use, and management of digital signature certificates, parties engaged in the accredited certification practice shall cooperate based on the principles of trust and good faith.
1.3.1 Ministry of Public Administration and Security
As a policymaking and supervisory authority responsible for the stable and reliable operation of Public Key Infrastructure (PKI), the Ministry of Public Administration and Security shall perform the following tasks:
– Establishment of policies for the construction and operation of a safe and reliable digital signature PKI
– Designation of an accredited certification authority, issuance of corrective orders, suspension of business, cancellation of designation, or investigation of business
– Management and supervision of KISA as well as an accredited certification authority to determine whether they comply with laws related to digital signature 

– Mutual recognition of digital signature certificates with foreign governments
1.3.2 Korea Certification Authority Central (Korea Internet & Security Agency)
Designated as a Korea Certification Authority Central in accordance with  Article 25 (Management of Digital Signature Certification) of the Act, Korea Internet & Security Agency shall perform the following tasks:
- In designating an accredited certification authority pursuant to Article 4 of the Act, to provide review of facilities and equipment that must be possessed by an entity that desires to be accredited as a certification authority
- To provide examinations for accredited certification agencies pursuant to Article 14-1 of the Act
- To provide reviews and technologies for protective measures pursuant to Article 18-3 of the Act
- To check the safe operations of facilities and equipment pursuant to Article 19-2 of the Act
- To provide certification services of issuing and managing certificates for accredited certification authorities
- To conduct research of technical developments, dissemination, and standardization relating to digital signature certification
- To conduct research of digital signature certification related policies or support international cooperations, such as a reciprocity
- To revoke certification practice or takeover a subscriber certificate by an accredited certification authority whose designation has been revoked
- To provide other necessary services related to digital signature certification
1.3.3 KFTC
As an accredited certification authority designated as per Article 4 (Designation of an Accredited Certification Authority) and Article 8 (Performance of Accredited Certification Services) of the Act, KFTC has the following duties:
– Processing applications for subscription to certification services
– Verifying the identities of subscribers
– Managing the certificate issuance, reissuance, and renewal, updating of subscriber information, certificate suspension, certificate reinstatement, and certificate revocation
– Announcing information on the certificate lists and the certificate suspension and revocation lists 
– Providing time-stamping service
– Managing registration authority
– Performing other duties deemed necessary as an accredited certification authority
1.3.4 Registration Authority
A registration authority shall perform several duties including the receipt of certificate applications and verification of the identities of subscribers for purposes of certificate issuance, suspension, reinstatement, or revocation. For the subscribers' convenience, registration authorities are designated in different areas.
Registration authorities designated by KFTC include Korea Development Bank and 19 other banks, Korean Federation of Community Credit Cooperatives, and National Credit Union Federation of Korea. KFTC may authorize the operation of additional registration authority; in this case, KTFC shall announce the list of new registration authority in accordance with Section 1.3.2 (URL of Key Information - List of Registration Authority).
1.3.5 Subscriber 
Subscribers refer to persons who have received certificates from registration authority or KFTC.
In case of a corporation, its agent may receive certificates and file an application for certification services on behalf of a subscriber; provided that he/she presents the necessary documents including a power of attorney of the subscriber. Note, however, the agent is not allowed to sign digitally on behalf of the subscriber (principal). 
1.3.6 User
Users pertain to persons who attempt to verify the correspondence between subscriber’s digital signature creation data and digital signature verification data through the certificate issued by KFTC.
1.3.7 Obligations of KFTC
1.3.7.1 Provision of Accurate Information
Through its directory system or the yessign homepage (http://www.yessign.or.kr),KFTCshallannouncetosubscribersandusersthefollowinginformationthatmayaffectthereliabilityandeffectivenessofcertificatespursuanttoArticle22,Section2(ManagementofCertificates)oftheActforverificationpurposes:
– Designation of accredited certification authority
– Rescission, suspension, or revocation of certification services
– Cancellation of the designation of accredited certification authority
– Transfer, takeover, or consolidation of certification services
– Certification Practice Statement
– Information on certificates
· Subscriber certificates
· List of suspended or revoked subscriber certificates
– Other information related to the certification service
1.3.7.2 Protection of Digital Signature Creation Data 
KFTC shall create its own digital signature data securely by utilizing reliable software or hardware in accordance with Article 21 (Management of Digital Signature Creation Data) of the Act and manage them appropriately to prevent loss, damage, theft, or leakage.
1.3.7.3 Restriction on the Use of Digital Signature Creation Data 
When issuing subscriber certificates pursuant to Article 8 (Performance of Accredited Certification Services) of the Act, KFTC shall only use Digital Signature Creation Data matching the verification information approved by KISA. 
1.3.7.4 Security of Digital Signature Creation Data
KFTC shall notify KISA and subscribers of any event that may affect the reliability or validity of certificates including loss, damage, theft, or leakage of Digital Signature Creation Data pursuant to Article 21 (Management of Digital Signature Creation Data) of the Act and may revoke the subscriber certificates issued using the relevant Digital Signature Creation Data as necessary. 
KFTC shall immediately post the corresponding notice on the yessign homepage (http://www.yessign.or.kr)andupdatetheCertificateSuspensionandRevocationLists.Likewise,KFTCshallalsoallowuserstousetheupdatedCertificateSuspensionandRevocationListsandtakeappropriatemeasurestosecurethereliabilityandvalidityofitscertificationservice.
1.3.7.5 Management of Registration authority
KFTC shall ensure that registration authorities maintain safety and effectiveness to guarantee security and validity when receiving applications for use of subscriber certificates, performing background checks, etc. The requirements of registration authority as well as their obligations, responsibility, and business handling shall be governed by the Regulation as well as a separately prescribed enforcement regulation. 
1.3.7.6 Verifying the Identity
KFTC may verify the actual name of a subscriber pursuant to Article 15 (Certificate Issuance) of the Act, collect related documents, and verify the actual details.
1.3.8 Obligations of the Registration Authority
1.3.8.1 Receipt of Application for Certificates and Explanation of Key Contents
Article 7 (Provision of Certification Services, etc.) of the Act prohibits a registration authority from rejecting applications for certificate issuance, re-issuance, renewal, suspension, reinstatement, or revocation without justifiable reasons. A registration agency shall also explain key contents to customers in order to promote understandings pursuant to Article 3 (Duty to Specify and Explain Clauses) of the Act on the Regulation of Standardized Contracts. 
1.3.8.2 Verifying the Identity
A registration authority may demand the submission of the relevant documents to check the real name of a subscriber pursuant to Article 15 (Certificate Issuance) of the Act.
1.3.9 Subscribers’ Obligations
1.3.9.1 Provision of Accurate Information 
Subscribers shall provide accurate information on the following items to the registration authority and KFTC pursuant to Article 15 (Certificate Issuance) of the Act and cooperate fully in submitting the relevant documents for verifying their identities as requested by the registration authority or KFTC: 
- Application for certificate issuance
- Application for certificate re-issuance
- Application for certificate renewal
- Application for certificate suspension, reinstatement, or revocation
- Updating of subscriber information, etc.
1.3.9.2 Rational Use of Certificates 
Subscribers shall use accredited certificates for legal purposes and with restrictions as applicable. Likewise, the subscribers shall use Digital Signature Creation Data matching digital signature verification data as included in the accredited certificates through which a digital signature is provided. 
1.3.9.3 Safekeeping of Digital Signature Creation Data
Subscribers shall create digital signature data using reliable software or hardware pursuant to Article 21 (Management of Digital Signature Creation Data) of the Act and shall keep and manage them securely to prevent loss, damage, theft, or leakage.
Subscribers shall either keep or manage Digital Signature Creation Data safely even during the period of suspension or completely delete all Digital Signature Creation Data if they do not wish to keep them. 
Subscribers shall assume full responsibility for all damages arising from their violation of the duty to protect information on the creation of their digital signatures.
1.3.9.4 Security Measures for Digital Signature Creation Data 
To enable KFTC to revoke the relevant certificates, subscribers shall immediately notify KFTC or the registration authority in case Digital Signature Creation Data is lost, damaged, stolen, or leaked or otherwise believed to be unsecure pursuant to Article 21 (Management of Digital Signature Creation Data) of the Act. 
1.3.9.5 Guarantee of KFTC’s Exemption from Liability
Subscribers shall agree to free KFTC from any liability as well as all responsibilities and obligation to reimburse expenses incurred due to the following causes related to the use and disclosure of certificates effective as of the time of receipt of their applications for certification service and for 10 years after the expiration (including revocation) of the relevant certificates:
– Incorrect information provided by subscribers
– Changed information that have not been provided by subscribers intentionally or otherwise
– Careless management of Digital Signature Creation Data (exposure, loss, or alteration of Digital Signature Creation Data)
1.3.9.6 Liability for Compensation
Subscribers shall indemnify KFTC or users for any damage arising from the use of certificates intentionally or otherwise. 
1.3.10 Users' Obligations
1.3.10.1 Understanding the Purpose of Accredited Certificates 
Users shall understand the purpose and scope (including limitations) of the use of the accredited certificates issued by KFTC to subscribers and shall assume full responsibility for any damage due to their own fault.
1.3.10.2 Validation of Accredited Certificates 
According to the written items in the accredited certificates, users shall take the following measures to verify the genuineness of accredited electronic signature:
- To verify the effectiveness of accredited certificates
- To verify the suspension or revocation of accredited certificates
- To verify restrictions on the application scope or uses of accredited certificates
- To verifying relevant matters where a subscriber has the representation right for a third party or where business qualifications are required to be specified
1.3.10.3 Liability for Compensation
Users shall indemnify KFTC or subscribers for any damage arising from the use of certificates intentionally or otherwise. 
1.4 Management of Certification Practice Statement
1.4.1 Contact Information 
Department: Digital Certification Center, KFTC (http://www.yessign.or.kr)
E-mail: yessign@kftc.or.kr
Address : KFTC, 10-3, Jeongja-dong, Bundang-ku, Seongnam-shi, Kyunggi-do, Korea

Phone : 1577-5500
FAX : (02)531- 3379
1.4.2 Amendment of Certification Practice Statement
Pursuant to Article 6 (Certification Practice Statement, etc.) of the Act, KFTC shall establish or amend its Certification Practice Statement as instructed by the Minister of Information and Communication or as deemed necessary by the President of KFTC to improve its certification services.
Only the President of KFTC may establish or amend the CPS.
Whenever this CPS is amended, KFTC shall maintain records containing the following:
– CPS versions
– Application scope and outline
– Records related to the establishment and amendment of CPS
· Existing provisions of CPS prior to its amendment
· Particulars of amendment
· Reasons for amendment
1.4.3 Reporting and Application of Certification Practice Statement 
KFTC shall report the established or amended CPS to the Minister of Information and Communication 15 days before its application pursuant to Article 6 (Certification Practice Statement, etc.) of the Act. 
1.4.4 Announcement of Certification Practice Statement 
KFTC shall announce the details of the establishment or amendment of CPS as listed in "Section 4.2.1 (URL of Key Information – KFTC Certification Practice Statement) on the yessign homepage (http://www.yessign.or.kr). 
1.4.5 Consent of Subscribers
Unless subscribers raise their objections in writing (or through electronic documents digitally signed using Digital Signature Creation Data) within 30 days (including the date of announcement) of the day the amended CPS is announced, KFTC shall assume that they have agreed to the amended CPS. 
1.5 Definitions and Abbreviations 
1.5.1 Definitions
1.5.1.1 Definitions of Terms in the Digital Signature Act
The main terms used in the CPS shall have the definitions in Section 6.6 Relevant Laws of Accredited Electronic Signature.
1.5.1.2 Definitions of Terms
For purposes of the CPS, the terms shall be defined as follows:
- Directory System : It shall be the system that complies with the ITU-T X.500 standards to preserve accredited certificates and CRL and provide a reliable party with notification and search system.
- Information of Accident : It means the equipment information (IP and MAC addresses, etc.) and personal information (name and resident registration number, etc.), which the electronic financial accident has occurred to.
1.5.2 Abbreviations
The following abbreviations shall be used in the CPS:
- CRL: Certificate Revocation List (List of suspension and revocation of accredited certificates)
- DN: Distinguished Name (Name for distinctions)
2. Types of Certificates and Fees
2.1 Types of Certificates
KFTC issues general-purpose certificates and special-purpose certificates to individuals and corporations/organizations.
	Classification
	OID
	Purposes 

	Individuals
	General-purpose
(Renewed)

	1.2.410.200005.1.1.1
	․Financial services
․Government services
․Other electronic document-related services

	
	Special-purpose
	Banking/
Credit Card/ Insurance
	1.2.410.200005.1.1.4
	․Banking (individual, joint) and insurance services
․Credit card services
․Government services

	Corporations/Organizations
	General-purpose
(Renewed)

	1.2.410.200005.1.1.5
	․Financial services
․Government services
․Other electronic document-related services

	
	Special-purpose
	Banking/
Credit Card/ Insurance
	1.2.410.200005.1.1.2
	․Banking (individual, joint) and insurance services
․Credit card services
․Government services

	
	
	Electronic Tax 

	1.2.410.200005.1.1.6.8

	․Electronic Tax Certificate services

․Public services provided by National Tax Office



	
	
	PPO one-click service
	1.2.410.200005.1.1.6.3
	․Procurement service from Public Procurement Office (PPO)

	
	
	FSC
CTR
	1.2.410.200005.1.1.6.5
	․Compulsory reporting of large cash transactions to the Financial Services Commission (FSC)



	
	
	Server
	1.2.410.200005.1.1.3
	․Server-based services on the Internet including Internet banking and payment gateway, virtual shopping mall

	
	
	Other purposes
	1.2.410.200005.1.1.6.X
	․Issued to a specific person, used with restrictions for designated areas

	※ Where a private enterpriser intends to participate in digital bidding, he/she may receive certificates for corporations.
※ Use of accredited certificates shall be guaranteed to subscribers who have received certificates for general purposes until June 30, 2006 pursuant to the Notification of the Ministry of Public Administration and Security (No. 2006-17, April 27, 2006).

※ Certificates for banking/insurance or credit card services that have been received until July 31, 2006 may be used until the effective dates. In order to apply certificates of banking/insurance to credit card services, certificates shall be reissued. 


2.2 Fees
KFTC may bill subscribers and users for fees pursuant to Article 28 (Imposition of Fees) of the Act and may waiver them or apply a discount rate at its discretion.
2.2.1 Fees for Certificate Issuance and Renewal 
KFTC shall impose fees for certificate issuance and renewal as follows:
(Unit: KRW/year, VAT-exclusive)
	Classification
	Individuals
	Corporations/Organizations

	
	General-purpose

(Renewed)


	Special-purpose
	General-purpose

(Renewed)


	Special-purpose

	
	
	Banking/

Credit Card/

Insurance
	
	Banking/

Credit Card/

Insurance
	Electronic Tax
	PPO one-click
	FSC
CTR
	Server
	Other purposes

	Fee
	4,000
	Free
	100,000
	4,000
	4,000
	Free
	4,000
	1,000,000
	Variable

(separate contract)


2.2.2 Fees for Access to Certificates
KFTC shall not impose fees on users who inspect and verify certificates.
2.2.3 Fees for Certificate Revocation and Access to Information
KFTC shall not impose fees on users who merely access information on the revocation or status of certificates.
2.2.4 Fees for Ancillary Services
KFTC may impose fees for ancillary services as necessary.
2.3 Refund of Fees
KFTC shall refund fees only when requested by an applicant or a subscriber within 7 days of the registration of the application if the relevant certificate has not been issued or within 7 days of the issuance of the relevant certificate and revoke such certificate after refunding the fees. When refunding the fees to a subscriber, KFTC may deduct the necessary costs.
Moreover, KFTC shall refund fees and revoke the relevant certificate as requested by the subscriber only if KFTC or the registration authority concerned has been proven to have failed to perform its major duties or violated the warranties provided under the yessign Service Agreement or this CPS. 

3. Operation
3.1 Registration of Application for Certificates 
3.1.1 Application for Certificate 
Individuals (including Korean nationals abroad and foreign nationals), corporations/organizations that reside within Korea may apply for certificate issuance.
3.1.2 Issuance Procedure 
- A person who intends to receive a certificate issuance shall submit a certificate application by visiting KFTC or a registration agency in person with his/her identification card including a resident registration certificate.
- An authority that receives applications shall confirm the identity of applicants and immediately confirm registrations of applications unless there are special circumstances. 
- An applicant shall apply for a certificate issuance through the homepage of yessign (http://www.yessign.or.kr) or an media of using digital financial services of the registration agency.
- KFTC shall confirm the identity of applicant and issue an accredited certificate.
- An applicant shall save to a media the accredited certificate issued by KFTC.
3.1.3 Restrictions on Issuance 
KFTC may restrict a certificate issuance in each of the following cases:
- Applications by illegally using others' names
- Entering false information in applications or attaching a false document
- Where the registration agency finds business or technical difficulties
- Applications by using the Information of Accident 

3.2 Renewal of Accredited Certificate 
3.2.1 Verification of Identity
KFTC or a registration agency shall verify the identity of a person who intends to receive an accredited certificate. In this case, although KFTC or the registration agency in principle verifies the identity by direct confrontation, it may do so through an information communication network where a subscriber of digital financial transactions whose real name has been verified by a financial institution intend to receive an accredited certificate pursuant to the Act on Real Name Financial Transactions and Guarantee of Secrecy.
3.2.1.1 Issuance through Identification Verification by Confrontation
When KFTC or a registration agency by direct confrontation verifies the identity of a person who intends to receive an accredited certificate, it verifies his/her real name with the identity verification certificate, and his/her identity with the attached photo pursuant to Articles 13-2 (Standards and Methods of Identification Verification) and 13-3 (Identification Verification Certificate) of the Decrees.
Where a corporation files an application through an agency, in addition to the corporation's identity verification certificate, the agency's identity verification certificate, a power of attorney of a representative of the corporation, and a corporate seal impression certificate shall be verified as well.
In particular, in case of certificates for server, subscribers providing digital transaction services on the Internet shall identify themselves by visiting KFTC in person with relevant documents. Documents required for identity verification purposes shall be as follows: 
- Where a representative files an application;
․Application for server certificate
․Business registration certificate related to the relevant service
․Certificate of corporate seal impression certificate, Transcript of corporate register
․Documents verifying the existence of domain (copy of domain name registration certificate)
․Representative's identification card
- Where an agency files an application;
․Application for server certificate
․Business registration certificate related to the relevant service
․Certificate of corporate seal impression certificate, Transcript of corporate register
․Documents verifying the existence of domain (copy of domain name registration certificate)
․Agency's identification card 
․Representative's power of attorney
However, in case of individual enterprisers, the certificate of corporate seal impression and transcript of corporate register shall not be required. 
3.2.1.2 Issuance through Online Identity Verification
Pursuant to Article 13-2 (Standards and Methods of Identity Verification) Section 4 of the Enforcement Regulation, the general-purpose and banking/credit card/insurance certificates issued by an registration agency may be issued through non-confrontation identity verifications for subscribers of digital financial transactions whose real names have been verified under the Act on Real Name Financial Transactions and Guarantee of Secrecy.
Information for online identity verification shall be as follows:
- ID and its Password, or an account number or its Password of subscribers of digital financial transactions
- Resident registration numbers of subscribers of digital financial transactions 
- One-time passwords (including a password of security card) or more than two information that only the subscriber can know of
3.2.2 Certificate Issuance
3.2.2.1 Application for Certificate Issuance 
Subscribers shall connect to KFTC or a registration authority within 7 days (including the date of application) of registering the certificate application to create digital signature data using the necessary user software for applying and send details of certificate application containing digital signature verification data using subscriber information including the approval code and reference number received when registering the application.
The certificate application shall then be digitally signed using the Digital Signature Creation Data to verify whether the digital signature verification data included in the certificate application matches the Digital Signature Creation Data owned by the subscriber. During the process of applying for issuance, certain parts can automatically be processed by the user software.
To prevent the exposure of the approval code and the reference number and to guarantee the validity of verifying the identity, an application for accredited certificate shall be submitted within 7 days (including the date of request) of registering the application. After 7 days, however, an applicant must register the accredited certificate application again.
3.2.2.2 Certificate Issuance
Upon receiving a certificate application, KFTC shall check the following items contained in such application prior to issuing a certificate: 
– Whether the subscriber or messages are forged or altered through the use of approval code, reference number, and application details
– Uniqueness of the digital signature verification data submitted by the subscriber
– Whether the subscriber holds the Digital Signature Creation Data matching the digital signature verification data he/she submitted 
– Accuracy of the information to be registered in the certificate
After verifying the information contained in the certificate application, KFTC shall issue and transmit a certificate containing the following items to the rightful subscriber (KFTC shall also make the corresponding announcement through its directory system): 
– Subscriber's name
– Subscriber's digital signature verification data 
– Method of digital signature used by the subscriber and KFTC
– Serial number of the certificate
– Validity of the certificate
– Name of KFTC as a certificate issuer
– Scope of use of the certificate and restrictions, if any
Accredited certificates issued by KFTC may be classified with one another by DN. DN shall include the real name and ID of subscribers. Subscriber IDs shall be exclusively given according to the registration agency, subscribers, and the usages of accredited certificates under the practice statement of the registration agency. 
Using the name registered by the subscriber in registering an accredited certificate application, KFTC shall set the names to be used in the basic domains within accredited certificates, CRL. The composition method of such names shall follow the domestic and international standards. In principle, in registering an application, it is possible for an applicant to do so with the real name of the applicant. 
3.2.2.3 Subscribers' Acceptance of Accredited Certificates 
Upon receiving the accredited certificate issued by KFTC through the subscriber software, the subscriber shall select a media to store, and safely save and preserve the accredited certificate and his/her Digital Signature Creation Data.
3.2.2.4 Sending Subscriber Information 
All subscriber information between KFTC and a registration agency shall be sent through an information communication network under the practice statement of KFTC and the registration agency. All subscriber information between KFTC and a registration agency sent through the information communication network shall be checked for forgery and/or alternation in verifying the digital signature of the subscriber and shall be safely sent by encoding.
3.3 Certificate Renewal 
3.3.1 Certificate Renewal 
Certificate renewal pertains to the case wherein a new certificate of the same type but with updated digital signature data and term of validity is issued during the period beginning 1 month before the expiration of a certificate to the day the validity of the certificate expires. The renewed certificate shall assume the term of validity of the existing certificate and remain effective for 1 year from the day the existing certificate expires.
3.3.2 Procedure for Certificate Renewal 
3.3.2.1 Subscriber's Application for Certificate Renewal and Verification of Identity
The subscriber shall create the digital signature data and forward the details of application of renewal of the accredited certificate on the subscriber's software through accessing to KFTC or the registration authority concerned.  The details of renewal of the accredited certificate shall include as follows:
.
- Newly created digital signature verification data
- Digitally signed data with newly created digital signature creation data
- Data digitally signing the above content with existing created digital signature creation data 
- Existing accredited certificate data
Since a subscriber may apply for certificate renewal only when his/her existing digital signature is valid, KFTC shall identify the subscriber based on the digital signature shown in the application for certificate renewal. In case the existing registration information of the subscriber is changed at the time of applying for certificate renewal, KFTC or the registration authority concerned may request the subscriber to submit documents related to the change(s).
3.3.2.2 KFTC's Issuance of Accredited Certificate Renewal 
Prior to renewal of accredited certificates, upon receiving an accredited certificate renewal application, KFTC shall check the following items contained in the details of the accredited certificate renewal application:
- To verify the uniqueness of the digital signature verification data submitted by the subscriber 
- To verify whether the subscriber holds the Digital Signature Creation Data matching the digital signature verification information he/she has submitted,
- To verifying the identity of the subscriber by checking the digital signature created with the existing Digital Signature Creation Data
After verifying the information contained in the details of accredited certificate renewal application, KFTC shall renew the accredited certificate where it finds that the subscriber is the rightful one. KFTC shall transmit the renewed accredited certificate to the subscriber and make the corresponding announcement through its directory system. 
DN of a newly issued accredited certificate shall succeed to DN of the existing accredited certificate. 
3.3.2.3 Subscriber's Acceptance of Accredited Certificate 
With respect to procedures through which a subscriber accepts a newly issued accredited certificate, the procedure of Section 3.2.2.3 Subscriber's Acceptance of Accredited Certificates shall apply. 
3.3.2.4 Sending Subscriber Information 
With respect to methods to send subscriber information, Section 3.2.2.4 Sending Subscriber Information shall apply.
3.4 Certificate Reissuance 
3.4.1 Certificate Reissuance 
Certificate reissuance pertains to the case wherein the subscriber requests for reissuing his/her certificate when the subscriber revoked or lost his/her certificate or worries over the exposure of or damage to Digital Signature Creation Data. The reissued certificate is valid from the date of reissuance until the expiration date of the original certificate.
3.4.2 Procedure for Certificate Reissuance 
With respect to reissuance of accredited certificates, Section 3.2.2 Procedure of New Issuance shall apply.
3.5 Updating of Subscriber Information
3.5.1 Updating Requirements of Subscriber Registration Information 
Updating of subscriber registration information refers to the case wherein KFTC changes the registered information as requested by a subscriber in case the subscriber registration information (email address, address, telephone numbers, etc.) other than those reflected in the certificate is changed.
3.5.2 Application for Updating Subscriber Information and Verification of Identity 
KFTC may be requested to update subscriber information through the Internet. In particular, KFTC shall confirm the subscriber's identity using the digital signature shown in the application for updating subscriber information.
With respect to methods to send subscriber information, Section 3.2.2.4 Sending Subscriber Information shall apply.
3.6 Suspension of Validity; Reinstatement; Revocation of Certificate 
Certificate suspension pertains to the case wherein the validity of a certificate is suspended for a certain period at the request of the subscriber or as deemed necessary by KFTC to maintain safety, security, and reliability in carrying out accredited certification practice. 
Certificate revocation refers to the case wherein the validity of a certificate is compulsorily terminated during the term of validity at the request of the subscriber or as deemed necessary by KFTC to maintain safety, security, and reliability in carrying out accredited certification practice. 
Certificate reinstatement refers to the case wherein the validity of the suspended certificate is reinstated within the term of validity as requested by the subscriber or once the reasons for the suspension of such certificate have been removed.
3.6.1 Reasons for Certificate Suspension 
KFTC may suspend the validity of a certificate under any of the following cases:
– An application for certificate suspension has been filed by the subscriber.
– It becomes necessary to assess the authenticity of the subscriber's application for certificate revocation.
3.6.2 Reasons for Certificate Revocation 
KFTC shall revoke an accredited certificate for any of the following reasons pursuant to Article 18 (Certificate Revocation) of the Act and Section 1.3.7 (Obligations of KFTC) of this CPS:
– An application for certificate revocation has been filed by the subscriber.
– KFTC discovers that the subscriber has obtained a certificate fraudulently or through forgery or other illegal means.
– The subscriber is found to be using his/her certificate intentionally for purposes other than those prescribed by KFTC.
– KFTC discovers that the subscriber has been reported dead or missing, or that the organization has been dissolved.
– KFTC discovers that subscriber's digital signature creation data has been lost, damaged, stolen, or leaked.
– The subscriber’s certificate has not been reinstated 6 months after the date of suspension.

– KFTC’s digital signature creation data used for the signature on the subscriber's certificate has been lost, damaged, stolen, or leaked, making the certificate unsecure.

- KFTC discovers that subscriber's accredited certificate has been issued by using Information of Accident.
– The subscriber failed to observe his/her major obligations or other matters stipulated in this CPS.
3.6.3 Application for Certificate Revocation or Suspension and Verification of Identity
The procedure for applying for certificate revocation or suspension and verifying the identity is the same as that in Section 3.2.1 (Identity Verification).
3.6.4 Updating and Announcement of Accredited Certificate Suspension and Revocation Lists (CRL)
KFTC shall update the Certificate Suspension and Revocation Lists after reflecting the results of suspending and revoking subscribers’ accredited certificates and periodically announce the updated lists on the homepage of yessign (http://www.yessign.or.kr) or on its directory system.
3.6.5 Notice of Compulsory Certificate Suspension and Revocation 
KFTC shall notify the subscriber through email or telephonically in case of the suspension or revocation of his/her certificate without his/her consent for reasons stipulated in Section 3.6.1 (Reasons for Certificate Suspension) or Section 3.6.2 (Reasons for Certificate Revocation).
3.6.6 Application for Certificate Reinstatement and Verification of Identity
With respect to application for reinstatement of accredited certificates and identity verification, the procedures in Section 3.2.1 Identify Verification shall apply. 
3.6.7 RReinstatement of Compulsorily Suspended Certificates 
After KFTC had suspended an accredited certificate of a subscriber, where the reason for suspension has been removed, KFTC shall reinstate the accredited certificate and notify the subscriber accordingly via e-mail or telephone. 
3.6.8 Announcement of Reinstated Certificates
When an accredited certificate is reinstated, KFTC shall announce the amended Certificate Suspension and Revocation Lists after deleting the relevant certificate from the same list.
3.6.9 Restriction on the Period for Certificate Reinstatement 
Accredited certificates that have not been reinstated within 6 months of the date of suspension shall automatically be revoked even without the consent of the subscriber pursuant to Article17 (Certificate Suspension) of the Act. 
3.7 Online Certificate Status Protocol (OCSP) Service 
Online Certificate Status Protocol (OCSP) service refers to one whereby if a subscriber presents his/her accredited certificate by connecting with a user, the user verifies the digital signature and transmits a serial number of the accredited certificate to KFTC‘s OCSP system, and then KFTC verifies in real-time the validity of the accredited certificate and send the verification results to entities using the service. With this service, a user may verify in real-time the validity of not only the yessign accredited certificates of KFTC but also accredited certificates issued by other accredited certification authorities. 
A user shall enter into the Service Use Agreement with KFTC, and receive, install into his/her web server, a server certificate. In this respect, S/W may be provided by technical cooperation companies of KFTC.
Service charges shall be imposed in proportion to the number of uses on a monthly basis.
3.8 Time-stamping Service
KFTC may provide time-stamping service verifying an electronic document by digitally signing the time of submission, pursuant to Article 20 (Time-stamping of Electronic Messages) of the Act.
3.9 Accredited Certificate Profiles)
Accredited certificates issued by KFTC shall comply with the Technical Standards of Digital Signature Accredited Certificate Profiles and include the following matters:
1) Basic Fields
	#
	Name of Field
	Type of ASN.1 
	Support
	Note
	Remarks

	
	
	
	Creation
	Processing
	
	

	1 
	Version
	INTEGER
	m
	m
	0x02 (Version 3)
	

	2
	Serial Number
	INTEGER
	m
	m
	Automatic allocation
	

	3
	Signature
	OID
	m
	m
	
	

	4
	Issuer
	
	m
	m
	[KCAC.TS.DN] compliance
C(Country) is printableString, the property figures for others are utf8String
	

	
	type
	OID
	m
	m
	
	

	
	value
	printableString
or utf8String
	m
	m
	
	

	5
	Validity
	
	m
	m
	Duration of certificate
	[1]

	
	notBefore
	UTCTime
	m
	m
	
	

	
	notAfter
	UTCTime
	m
	m
	
	

	6
	Subject
	
	m
	m
	[KCAC.TS.DN] compliance
C(Country) is printableString, the property figures for others are utf8String
	

	
	type
	OID
	m
	m
	
	

	
	value
	printableString
or utf8String
	m
	m
	
	

	7
	Subject Public Key Info
	
	m
	m
	
	

	
	algorithm
	OID
	m
	m
	Compliance with technical standards of digital signature certification system algorism
	

	
	subjectPublicKey
	BIT STRING
	m
	m
	
	

	8
	Extensions
	Extensions
	m
	m
	
	[2]


[1] Durations specified in Section 2.1 Kind of Accredited Certificates, Section 3.3 Issuance of Accredited Certificate Renewal, and Section 3.4 Reissuance of Accredited Certificates 
[2] See the below "2) Extension Fields”

2) Extension Fields

	#
	Name of Field
	Type of ASN.1
	C
	Support
	Note
	Remarks

	
	
	
	
	Creation
	Processing
	
	

	1
	Authority Key Identifier
	
	n
	m
	m
	
	

	
	keyIdentifier
	OCTET STRING
	
	m
	m
	KeyID of issuer certificates
	

	
	authorityCertIssuer
	GeneralNames
	
	m
	m
	
	

	
	authorityCertSerialNumber
	INTEGER
	
	m
	m
	
	

	2
	Subject Key Identifier
	OCTET STRING
	n
	m
	m
	160 bit hash figures of subjectPublicKey data
	

	3
	Key Usage
	BIT STRING
	c
	m
	m
	Digital signature, Non-repudiation
	

	4
	Certificate Policy
	
	c
	m
	m
	
	

	
	policyIdentifier
	OID
	
	m
	m
	Certificate policy
	[1]

	
	policyQualifiers
	
	
	m
	m
	
	

	
	PolicyQualifierId
	OID
	
	m
	m
	CPS, UserNotice
	

	
	Qualifier
	
	
	m
	m
	
	

	
	CPSuri
	IA5String
	
	m
	m
	URI of CPS
	

	
	UserNotice
	
	
	m
	m
	
	

	
	NoticeReference
	SEQUENCE
	
	-
	-
	
	

	
	ExplicitText
	BMPString
	
	m
	m
	Compliance with indication standards of accredited certificates
	

	5
	Policy Mappings
	
	-
	-
	-
	
	

	6
	Subject Alternative Names
	otherName
	n
	m
	m
	Korean real name and VID of subscriber in id-kisa-identifyData
	

	
	
	rfc822Name
	
	o
	m
	
	

	7
	Issuer Alternative Names
	otherName
	n
	o
	m
	Korean real name of accredited certification authorities in id-kisa-identifyData
	

	8
	Extended Key Usage
	OID
	n
	o
	o
	id-kisa-HSM
	[2]

	9
	Basic Constraints
	
	-
	x
	x
	
	

	10
	Policy Constraints
	
	-
	-
	-
	
	

	11
	Name Constraints
	
	-
	-
	-
	
	

	12
	CRL DistributionPoint
	
	n
	m
	m
	
	

	
	distributionPoint
	DistributionPointName
	
	m
	m
	CRL acquisition data
	

	
	reasons
	ReasonFlags
	
	-
	-
	
	

	
	cRLIssuer
	GeneralNames
	
	o
	m
	Used in indirect CRL issuance
	

	13
	Authority Information Access
	
	n
	m
	m
	
	

	
	accessMethod
	OID
	
	m
	m
	id-ad-ocsp
	

	
	accessLocation
	GeneralNames
	
	m
	m
	OCSP URI
	


[1] For certificate policy, see Section 2.1 Kind of Accredited Certificates of CPS
[2] In case of basis for a security token of [KCAC.TS.HSM], use the Hardware Security Module identifier (id-kisa-HSM)
3.10 Accredited Certificate Suspension and Revocation List (CRL) Profiles 
CRL created by KFTC shall comply with the Technical Standards of Digital Signature Certificate Suspension and Revocation List Profiles and include the following matters:
1) Basic Fields
	#
	Name of Field
	Type of ASN.1
	Support
	Note
	Remarks

	
	
	
	Creation
	Processing
	
	

	1
	Version
	INTEGER
	m
	m
	0x01 (Version 3)
	

	2
	Signature
	OID
	m
	m
	
	

	3
	Issuer
	
	m
	m
	[KCAC.TS.DN] compliance
C(Country) is printableString, the property figures for others are utf8String
	

	
	type
	OID
	m
	m
	
	

	
	value
	printableString
or utf8String
	m
	m
	
	

	4
	This Update
	UTCTime
	m
	m
	Creation time of CRL
	

	5
	Next Update
	UTCTime
	m
	m
	Expected time of the following renewal of CRL
	

	6
	Revoked Certificates
	
	m
	m
	
	[1]

	
	userCertificate
	INTEGER
	m
	m
	
	

	
	revocationData
	UTCTime
	m
	m
	
	

	
	crlEntryExtensions
	Extensions
	m
	m
	
	[2]

	7
	CRL Extensions
	Extensions
	m
	m
	
	[3]


[1] Where there are no suspended or revoked certificates, a field of Revoked Certificates shall not be created

[2] See the below “3) CRL Entry Extension Fields”

[3] See the below “2) CRL Extension Fields”

2) CRL Extension Fields

	#
	Name of Field
	Type of ASN.1
	C
	Support
	Note
	Remarks

	
	
	
	
	Creation
	Processing
	
	

	1
	Authority Key Identifier
	
	n
	m
	m
	
	

	
	keyIdentifier
	OCTET STRING
	
	m
	m
	KeyID of certificates of certification authorities
	

	
	authorityCertIssuer
	GeneralNames
	
	m
	m
	
	

	
	authorityCertSerialNumber
	INTEGER
	
	m
	m
	
	

	2
	Issuer Alternative Names
	otherName
	n
	o
	m
	Korean real name of accredited certification authorities in id-kisa-identifyData
	

	3
	CRL Number
	INTEGER
	n
	m
	m
	
	

	4
	Issuing DistributionPoint
	
	c
	m
	m
	
	

	
	DistributionPointName
	IA5String
	
	m
	m
	CRL acquisition data
	[1]

	
	onlyContainsUserCerts
	BOOLEAN
	
	-
	-
	
	

	
	onlyContainsCACerts
	BOOLEAN
	
	-
	-
	
	

	
	onlySomeReasons
	BIT STRING
	
	-
	-
	
	

	
	IndirectCRL
	BOOLEAN
	
	o
	m
	
	[2]


[1] The same as CRLDP (See [KCAC.TS.DSCP])

[2] In using IndirectCRL, it must be set as “TRUE”

3) CRL Entry Extension Fields

	#
	Name of Field
	Type of ASN.1 
	C
	Support
	Note
	Remarks

	
	
	
	
	Creation
	Processing
	
	

	1
	Reason Code
	ENUMERATED
	n
	m
	m
	
	

	2
	Hold Instruction Code
	OID
	n
	o
	m
	
	

	3
	Invalidity Date
	UTCTime
	n
	o
	m
	
	

	4
	Certificate Issuer
	GeneralNames
	c
	o
	m
	
	


3.11 Accredited Certificate Profiles for Online Certificate Status Protocol (OCSP) Service 
KFTC shall receive from KISA accredited certificates for Online Certificate Status Protocol (OCSP) service, including the following matters:
1) Basic Fields
The same as Section 3.9 Accredited Certificate Profiles, 1) Basic Fields
2) Extension Fields

	#
	Name of Field
	Type of ASN.1
	C
	Support
	Note
	Remarks

	
	
	
	
	Creation
	Processing
	
	

	1
	Authority Key Identifier
	
	n
	m
	m
	Use all three figures
	

	
	keyIdentifier
	OCTET STRING
	
	m
	m
	
	

	
	authorityCertIssuer
	GeneralNames
	
	m
	m
	
	

	
	authorityCertSerialNumber
	INTEGER
	
	m
	m
	
	

	2
	Subject Key Identifier
	OCTET STRING
	n
	m
	m
	160 bit hash figures of subjectPublicKey data
	

	3
	Key Usage
	BIT STRING
	c
	m
	m
	Digital signature, Non-repudiation
	

	4
	Certificate Policy
	
	c
	m
	m
	
	

	
	policyIdentifier
	OID
	
	m
	m
	Certificate policy
	

	
	policyQualifiers
	
	
	m
	m
	
	

	
	PolicyQualifierId
	OID
	
	m
	m
	CPS, UserNotice
	

	
	Qualifier
	
	
	m
	m
	
	

	
	CPSuri
	IA5String
	
	m
	m
	URI of CPS of accredited certification authority that has issued OCSP certificate
	

	
	UserNotice
	
	
	m
	m
	
	

	
	NoticeReference
	SEQUENCE
	
	-
	-
	
	

	
	ExplicitText
	BMPString
	
	m
	m
	Compliance with indication standards of accredited certificates
	

	5
	Policy Mappings
	
	-
	-
	-
	
	

	6
	Subject Alternative Names
	otherName
	n
	m
	m
	Korean real name and VID of subscriber in id-kisa-identifyData
	

	7
	Issuer Alternative Names
	otherName
	n
	o
	m
	Korean real name of accredited certification authorities in id-kisa-identifyData
	

	8
	Extended Key Usage
	OID
	c
	m
	m
	
	

	9
	Basic Constraints
	
	-
	x
	x
	
	

	10
	Policy Constraints
	
	-
	-
	-
	
	

	11
	Name Constraints
	
	-
	-
	-
	
	

	12
	CRL DistributionPoint
	
	n
	m
	m
	
	

	
	distributionPoint
	DistributionPointName
	
	m
	m
	CRL URI
	

	
	reasons
	ReasonFlags
	
	o
	m
	
	

	
	cRLIssuer
	GeneralNames
	
	o
	m
	Used in indirect CRL issuance
	

	13
	Authority Information Access
	
	n
	o
	m
	
	[1]

	
	accessMethod
	OID
	
	
	
	id-ad-ocsp
	

	
	accessLocation
	GeneralNames
	
	
	
	
	

	14
	OCSP No Check
	OID
	n
	o
	m
	id-pkix-ocsp-nocheck
	[2]


[1] In case of issuance of an accredited certification authority, it must be created

[2] Used when a shortlived certificate is issued

3.12 Renewal of Digital Signature Key of Accredited Certification Authority 
Once a digital signature key of KFTC is renewed, KFTC shall disclose the renewed accredited certificate on its directory server. In issuing, renewing, or reissuing an accredited certificate of a subscriber, KFTC shall make it possible for the subscriber to download the renewed accredited certificate of KFTC.
3.13 Suspension and Revocation of Accredited Certification Services 
3.13.1 Suspension of Accredited Certification Services
When KFTC intends to suspend accredited certification services in whole or in part, it shall set a period of suspension, notify subscribers thereof within thirty (30) days before the expected date of suspension, and report the suspension to the Ministry of Public Administration and Security. 
A period of suspension shall not exceed six (6) months pursuant to Article 10 (Suspension and Revocation of Certification, etc.) of the Digital Signature Act. 
3.13.2 Revocation of Accredited Certification Services
When KFTC intends to revoke accredited certification services, it shall notify subscribers thereof within sixty (60) days before the expected date of revocation, and report the revocation to the Ministry of Public Administration and Security. 
In this case, KFTC shall transfer to other accredited certification authorities the accredited certificate of the subscriber and records on the suspension and revocation (hereinafter referred to as "Subscriber Certificates"). However, where unavoidable circumstances make it impossible to transfer subscriber certificates, KFTC shall without delay notify the Ministry of Public Administration and Security thereof. In this case, the Ministry of Public Administration and Security may order KISA to take over subscriber certificates of such accredited certification authority. 
3.14 Discontinuance or Cancellation of Designation for Accredited Certification Services 
Where an accredited certification authority falls under each of the following cases, the Ministry of Public Administration and Security may order discontinuance of the whole or part of accredited certification services or cancel the designation by setting a period of less than six (6) months; provided that the designation shall be cancelled where it is designated by deceit or other wrongful ways or where a person subjected to the order of discontinuance of accredited certification services fails to discontinue accredited certification services in violation of the order. 
- Where an accredited certification authority is designated as such pursuant to Article 4 of the Act by deceit or other wrongful ways;
- Where an accredited certification authority subjected to the order of discontinuance of accredited certification services fails to discontinue accredited certification services in violation of the order;
- Where an accredited certification authority fails to commence accredited certification services within six (6) months from the date of such designation pursuant to Article 4 of the Act or suspends accredited certification services more than six (6) consecutive months;
- Where an accredited certification authority has violated an order of change of the CPS pursuant to Article 6 Section 4 of the Act; or 
- Where an accredited certification authority fails to perform corrective orders pursuant to Article 11 of the Act without justifiable reasons.
Where the designation is cancelled, with respect to matters on transfer of subscriber certificates, Section 3.13.2 Revocation of Accredited Certification Services shall apply.
4. Public Announcement
4.1 Announcements by KFTC
KFTC shall publicly announce information on the issuance and management of accredited certificates and information related to the status of accredited certificates, such as Certificate Suspension and Revocation Lists on the homepage of the yessign (http://www.yessign. or.kr) or on its directory system so that anyone can check the information at any time.
4.2 Methods of Announcement
4.2.1 URL of Key Information
KFTC Certification Practice Statement: http://www.yessign.or.kr/cps.htm
Accredited Certification search: ldap://ds.yessign.or.kr/

Certificate Suspension and Revocation Lists: ldap://ds.yessign.or.kr/

List of registration authority: http://www.yessign.or.kr/ra.htm 
Accredited Certificate of the Korea Certification Authority Central: http://www.rootca.or.kr/cert.htm
Certificate Suspension and Revocation Lists of accredited certification authorities: ldap://ds.yessign.or.kr/

4.2.2 Frequency of Announcements
Information on certificate issuance and management shall be promptly announced after each processing. The CRL shall be updated and announced periodically to a maximum of 24 hours. Note, however, that the period may be changed, in which case KFTC shall publicly announce the change on the homepage of yessign (http://www.yessign.or.kr).
5. Physical, Procedural, and Personnel Control Related to Security
5.1 Physical Protective Measures
KFTC may prescribe details to enhance the security with respect to subscriber's registration information management system, creation and management system of digital key, creation, issuance and management of accredited certificates, real-time status checking system of accredited certificates, time-stamping system (hereinafter referred to as "Accredited Certification Systems").
5.1.1 Matters on Division of Accredited Certification System Operation Room 
KFTC shall divide the following accredited certification systems into separate operation rooms:
- With respect to the system of providing a subscriber information management function and the system of providing functions of managing digital keys of accredited certification authorities, creating and issuing accredited certificates, the systems may be installed at the same operation room, but divided into separate operation rooms as distinguished from other systems 
- The system of providing a function to publicly announce accredited certificates shall be divided into a separate operation rooms as distinguished from other systems
- The system of providing a function to check the status of accredited certificates and the system of providing a time-stamping function may be may be installed at the same operation room, but divided into separate operation rooms as distinguished from other systems 
5.1.2 Control of Physical Access
KFTC shall safeguard the site of the core certification systems from physical risks such as intrusion by outsiders, illegal access, or fires as follows:
– KFTC shall install and operate the core certification systems in a separately controlled area.
– The access control system of KFTC shall control access to the controlled area using a combination of identification cards, fingerprinting system, and weight sensing devices. 
– KFTC shall install the core certification systems in a secure cabinet to control physical access.
– In case of a need for an outsider to gain access to the core certification system to repair hardware, KFTC shall ask a manager in charge to accompany the outsider.
– KFTC shall maintain and review regularly the record of entry to the controlled area in connection with the access control system. 
– KFTC shall install the following monitoring systems in order to activate alarm systems and communicate with adjacent facilities in case of an abnormal situation through wired and wireless reporting functions: 
· CCTV camera and other monitoring systems 
· Intrusion detection system
– KFTC shall employ 2 or more private policemen to guard the controlled area.
5.1.3 Prevention of Flood Damage
KFTC shall install the accredited certification systems at least 30cm above the floor in order to safely protect the accredited certification systems from flood, and shall use a water leakage alarm in order to detect and promptly cope with water leakages.
5.1.4 Prevention of Fire Damage
KFTC shall install fire detectors, portable fire extinguishers, and automatic fire extinguishing facilities in order to prevent the fires of the accredited certification system rooms.
5.1.5 Power Source
KFTC shall use UPS in order to prevent serious system damages due to unexpected power failures and shall securely provide power sources by installing separate independent power generators. 
5.1.6 Protection 
The outer walls of accredited certification system operation rooms shall be designed to protect the accredited certification systems from external invasions as required to provide accredited certification services.
- The materials of outer walls shall be erected with bricks or ferroconcrete, or shall be welded to steel-frame structures with iron plates of more than 3T 
- Outer walls shall be perfectly finished from the floors to the ceilings
- The inner walls of the accredited certification systems shall be designed as separated from the operation room
- Where there is any window, a window coated with tempered glasses or films shall be used 
5.1.7 Constant Temperature and Humidity, Ventilation 
Proper quantities of devices for constant temperature and humidity shall be installed and managed at accredited certification system operation rooms, and blackout curtains shall be installed in ventilating windows where persons can pass through. 
5.1.8 Other Protective Facilities 
Devices sensing and alarming physical invasions into accredited certification system operation rooms shall be installed as follows: 
- Installing invasion sensors within operation rooms, such as a vibration sensor or a voice sensor 
- The function to sensing a problem in invasion sensors 
- The function to promptly informing a manager of invasion sensors' sensing invasions
5.1.9 Storage of Media
KFTC shall store major media in a fireproof vault installed in a controlled area to control physical access.
5.1.10 Waste Disposal
KFTC shall destroy documents or diskettes in a physically and logically irrecoverable way in accordance with its regulations. 
5.1.11 Remote Backup
KFTC shall backup into a physically remote place such important information as subscriber accredited certificates and the CRL pursuant to Article 22 (Management of Records Related to the Certification Service) of the Act and preserve the information for ten (10) years after such accredited certificates are rendered invalid.
5.2 Procedural Protective Measures
5.2.1 Division of Accredited Certification Services 
KFTC shall manage certification service personnel by classifying them according to their roles, thus ensuring the safety and reliability of its certification services.
- KFTC shall designate a manager to plan, supervise, and control all protective measures
- KFTC shall designate a security manager to take all protective measures
- KFTC shall have more than one security staff as a professional personnel (a person with more than two (2) years' experience in relevant fields) who takes charge of managing accredited certification systems and networks for purposes of maintenance and control of main facilities
- KFTC shall arrange more than two (2) personnel to jointly perform services in establishing, managing, maintaining, and repairing accredited certification systems that support the function to subscriber registration information 
- KFTC shall arrange more than two (2) personnel to jointly perform services in establishing, managing, maintaining, and repairing accredited certification systems that support the function to create, issue, and manage accredited certificates 
- KFTC shall arrange more than two (2) personnel to jointly perform the services of establishing, managing, maintaining, and repairing accredited certification systems that provide the time-stamping function
5.2.2 Method to Verify Person in Charge of Accredited Certification Services 
KFTC's personnel in charge of accredited certification services may manage protected systems with fire walls or server security software after passing restricted and protected areas with multiple combinations, such as identification cards, fingerprint identifications, weight sensors.
5.2.3 Accredited Certification Services that Cannot be Simultaneously Performed by the Same Person 
To enhance the reliability and security in operating accredited certification services, KFTC shall not have the same person simultaneously perform the following tasks: 
- Keys shall be jointly created by at least three (3) persons
- The services of accredited certificate issuance and management shall be jointly performed by at least two (2) persons 
- A staff in charge of managing systems shall not perform the duties of a supervising manager of systems
5.3 Technical Security Control
5.3.1 Creation of Digital Signature Data
- Only authorized persons shall be allowed by KFTC to create digital signature data.
- KFTC shall create digital signature data using a secure key creation system that is not connected to any internal and external communications network and is consequently protected from physical intrusion.

5.3.2 Size and Hash Value of Digital Signature Data 
To use a safe and reliable digital signature algorithm, KFTC shall use information of the following sizes and hash value:
- In case of RSA and KCDSA: 1024 bits or higher
- In case of HAS-160 and SHA-1: 160 bits 

5.3.3 Storage of Digital Signature Creation Data
KFTC shall store Digital Signature Creation Data safely by dually encoding the memory carrying the function of sealing and verifying access authorization and function of preventing the leakage or change of Digital Signature Creation Data. 
5.3.4 Safe Deletion of Digital Signature Creation Data After Creation and Use
KFTC shall delete Digital Signature Creation Data from the system memory immediately after its creation and use.
5.3.5 Destruction of Digital Signature Creation Data
Upon the expiration of certificates or in case of damage to or leakage of Digital Signature Creation Data, KFTC shall physically and completely destroy the storage media of the relevant Digital Signature Creation Data.
5.3.6 Validity of Digital Signature Creation Data
Digital signature creation data of KFTC and subscribers may be used during the validity of the relevant certificate.
5.3.7 Matters on System Protection of Accredited Certification System Composition and Management 
- KFTC shall compose accredited certification systems into a dual system.
- KFTC shall install and operate systems to check operations of main programs or processes related to accredited certification services.
- KFTC shall install software to restrict the rights of a root manager. 
- KFTC shall only install programs necessary to operate accredited certification services. 
- KFTC shall delete unnecessary matters in operation systems of accredited certification services.
- KFTC shall install and operate the latest patches to solve a failure in operation systems of accredited certification services. 
- KFTC shall preserve accredited certification systems at a security cabinet equipped with a locking device, and manage a key to the locking device by preparing a separate storage.
- KFTC shall establish a logical access control for accredited certification systems.
- KFTC shall record on a management book and maintain matters on addition/deletion/change (such as changes in operation systems, patches, etc.) of accredited certification systems.
- KFTC shall manage matters on addition/deletion/change of accredited certification systems pursuant to the internal guidelines.
- KFTC shall use an invasion detection system in order to prevent service blocking attacks.
- KFTC shall use an invasion blocking system for network security that meet the Evaluation Standards and Guidelines of Invasion Blocking System of Information Communication Networks for Government Authorities.
5.3.8 Matters on Operation Management: Configuration Management of Accredited Certification S/W 
KFTC shall conduct configuration management of operations of accredited certification systems, such as configuration management of accredited certification S/W.
- Configuration management for S/W registration of accredited certification systems
- Configuration management for operation management, such as changes in accredited certification systems
5.3.9 Matters on Network Protection: Network Composition and Operation
- KFTC shall prepare for a failure by composing accredited certification networks into a dual system, and protect networks by using an invasion blocking or invasion detection system.
- KFTC shall install an invasion blocking or invasion detection system according to the Rules on Facilities and Equipment of Accredited Certification Authorities.
- KFTC shall use separate circuits in order to provide accredited certification services with network circuits.
- KFTC shall only install software of functions for an invasion blocking or invasion detection system. 
- KFTC shall periodically renew database of an invasion detection system and continuously monitor accredited certification systems by using network management system.
- KFTC shall figure out invasion attempts, network loads by periodically analyzing log-in records and take appropriate measures in this respect. 
- KFTC shall establish a logical access control for an invasion blocking or invasion detection system.
- KFTC shall record on a management book and maintain matters on addition/deletion/change of an invasion blocking or invasion detection system.
- KFTC shall manage matters on addition/deletion/change of an invasion blocking or invasion detection system pursuant to the internal guidelines.
5.3.10 Protective Measures on Operation of Additional Services: Time-stamping Services 
KFTC shall take protective measures for operation of additional services, such as time-stamping services.
5.4 Personal Security
KFTC shall periodically examine the qualifications and qualities of operation personnel for accredited certification systems and continue to manage whether the matters are maintained.
5.4.1 Required Qualifications, Experiences of Accredited Certification Service Providers
As operation personnel of facilities and equipment necessary for accredited certification services, KFTC shall have more than twelve (12) persons who meet the following requirements.
- Possessing a national engineering qualification that the Ministry of Public Administration and Security recognizes, including more than an information communication engineer, an information processing engineer, or an electronic calculator system application engineer, or more than equivalent qualifications 
- Having working experiences of more than two (2) years in the fields of information protection or information communication operation and management as set forth and announced by the Ministry of Public Administration and Security
- Completing a course of study on operation of facilities and equipment, emergent restoration measures, coping with infringements conducted by KISA 
5.4.2 Matters on Education, Service Circulation of Accredited Certification Services
- KFTC shall take necessary measures of internal education in order for its employees to understand relevant matters for protective measures.
- KFTC shall get a security manager, a security staff in charge, personnel in charge of managing accredited certification systems to complete internal or external educations related to information protection more than once per year.
- KFTC shall get personnel managing accredited certification systems to execute and seal a non-disclosure agreement of confidential matters acquired in the course of performing his/her duties.
- KFTC shall take supplementary measures without delay where it is necessary to amend or supplement protective measures due to changes in working environments.
- KFTC shall take appropriate measures of deleting accounts or returning saved media according to the internal rules in case of personnel shifts or retirements of personnel that manage accredited certification systems.
5.4.3 Disciplinary Matters on Unauthorized Activities
- With respect to unauthorized activities of its employees, KFTC shall follow its internal rules.
5.5 Audit and System Recovery Measures
5.5.1 Types of Incidents Included in Audit Records
KFTC shall include on the inspection records details of the following events that have occurred on accredited certification systems for more than ten (10) years:
– Entry of, access to, change in, or deletion of subscriber registration information
– Creation of, access to, or deletion of digital signature datas
– Certificate preparation, issuance, renewal, suspension, or revocation 
– Registration and management of subscriber certificates
– Time-stamping of digital documents
– Start and end of core certification systems
– Addition and deletion of accounts
– Changes in user priority
– Login and logoff
– Other major activities of core certification system managers
5.5.2 Review and Protection of Audit Records
An inspection manager of KFTC shall check and manage inspection records of accredited certification systems. Insepction records of each system shall be generally managed by the inspection manager, and each service manager of system may only read inspection records of its own services. 
5.5.3 Backup Period and Procedure of Insepction Records 
KFTC shall back up and preserve inspection records on a daily basis.
5.6 Storage of Records
5.6.1 Types of Records for Storage
KFTC shall record and preserve details of the following services for ten (10) years from the date when the relevant certificate is revoked pursuant to Article 22 (Management of Records Related to the Certification Service) of the Act: 
- Accredited certification services including issuance and management of accredited certificates

- Operation services of accredited certification system of KFTC

5.6.2 Safekeeping of Stored Records 
To prevent forgery, tampering, or damage, KFTC shall protect the stored records as follows:
- Electronic documents shall be safely stored with digital signatures.
- General documents shall be stored in cabinets equipped with locking devices.
A document manager shall manage all stored records; note, however, that other managers shall be allowed to inspect records related only to their business. 
KFTC shall preserve one copy of the records in "5.6.1" in the facility where accredited certification services are performed and in a remote storage facility of more than 10Km from such facility, respectively.
5.5.3 Backup Period and Procedure of Stored Records
KFTC shall back up and preserve stored records on a daily basis.
5.7 Restoration of Failure and Disaster 
KFTC shall take prompt measures and establish restoration systems in preparation for discontinuance of accredited certification services due to a failure of accredited certification systems, outflows of Digital Signature Creation Data or equivalent accidents, and disasters of earthquake, flood, or fire.
5.7.1 Reporting and Restoration by Type of Failures and Disasters of Accredited Certification Services 
KFTC shall notify the Ministry of Public Administration and Security and KISA of failures and disasters by type pursuant to the Practice Manual of Emergent Measure against Accredited Certification Services.
5.7.2 Type of Failures of Accredited Certification Services 
The following types of failures shall be classified into an emergent condition of "Caution."
- Outflows of Digital Signature Creation Information of some subscriber due to infringing accidents of hacking, etc.
- Failures due to failures or malfunctions of accredited certification systems
- Failures due to a warm, virus, Dos attack, etc.
The following types of failures shall be classified into an emergent condition of "Alert."
- Damages of Digital Signature Creation Information (including backups)
- A large quantities of outflows of subscriber's Digital Signature Creation Information due to infringing accidents of hacking, etc.
- Failures of accredited certification validity verification services
- Failures of accredited certificate issuance services
The following types of failures shall be classified into an emergent condition of "Serious."
- Outflows of Digital Signature Creation Information used in issuance of subscriber accredited certificates
- Occurrence of wrongful uses due to a large quantity of outflows of subscriber's Digital Signature Creation Information due to infringing accidents of hacking, etc. 
- Failures of accredited certification validity verification services
5.7.3 Notification Procedures by Type of Failures of Accredited Certification Services
- In case of an emergent condition of "Caution," KFTC shall notify KISA thereof and take its own emergent measures.
- In case of an emergent condition of "Alert," KFTC shall notify KISA thereof, participate in the emergent measure team of KISA, and take its own emergent measures.
- In case of an emergent condition of "Serious," KFTC shall notify KISA thereof, participate in the emergent measure center of the Ministry of Public Administration and Security, and take its own emergent measures.
5.7.4 Restoration by Type of Failures of Accredited Certification Services 
- In case of a failure due to a warm, virus, or Dos attack, KFTC shall disconnect relevant IPs and ports by using an invasion blocking system and take measures to strengthen monitoring through an invasion blocking system. 
- In case of outflows of subscriber accredited certificates due to hacking, KFTC shall revoke the subscriber's flown-out accredited certificates and notify the subscriber thereof.
- In preparation for a warm, virus, Dos attack, and hacking, KFTC shall manage firewall, an invasion detection system, security S/W, ID, Password and take protective measures with the latest patch of S/W, and restore damages with backup data.
- KFTC shall compose and operate accredited certification systems into a dual system, and prepare for disasters and failures of earthquake, flood, or fire in operating the backup center.
- Upon the occurrence of a logical failure, KFTC shall use the function to restore the failure to the prior conditions.
- KFTC shall compose an access control and a restoration system for main resources by system accessible IP control, server security S/W installation
5.7.5 Measures to Secure Continuity: Prevention of Failure of Accredited Certification Services 
- KFTC shall compose accredited certification systems into a dual system, establish a nonstop operation system, and use best efforts to prevent a failure by operating a backup center. 
- Upon the occurrence of tampering or damage of main data in subscriber accredited certificates, KFTC shall maintain continuity of services by prompt restoration with backup materials.
- KFTC shall employ operation personnel of accredited certification services by night and day, and provide accredited certification services all the year round.
6. Audit and System Recovery Measures
6.1 Warranty
6.1.1 Warranty 
KFTC shall guarantee the following items regarding the accredited certificates it has issued: 
- The details shown in the accredited certificates are based on facts registered with KFTC (existing facts when the subscriber applied for certificates).
- Subscribers' accredited certificates shall be in accordance with the Act, its Decree, and its Regulation and issued pursuant to this CPS.
- The accuracy of the lists of suspended and revoked certificates shall be ensured.
6.1.2 Limitation on Warranty
KFTC shall not guarantee matters other than those prescribed under the Act, its Decree, and its Regulation and in Section 6.1.1 (Warranty Liability) of this CPS, i.e., subscribers' credit and integrity of information related to subscribers.
6.2 Liability
6.2.1 Liability for Compensation
Where KFTC has caused damages to subscribers or users who have trusted and utilized accredited certificates in violation of the provisions of the Act, its Decrees, and its Regulation and the CPS, it shall indemnify the damages within the limit of liability pursuant to Article 26 (Liability for Compensation) of the Act.
6.2.2 Limitation on Liabilities
KFTC shall not be held liable for damages other than that arising from the accredited certificates it has issued and the accredited certification services. Also KFTC shall be exempted from liability where it has been proven that KFTC was not negligent pursuant to Article 26 (Liability for Compensation) of the Act.
6.2.3 Limit of Compensation
KFTC shall assume liability for any damage, provided the amount of indemnification does not exceed KRW 2.5 billion per certificate and per year regardless of the types of certificates it issued.
The amount of indemnification for damage arising from the certificates shall not exceed the limit of compensation decided by KFTC in accordance with Article 393 (Predetermination of Damages) of the Civil Act. Such limit shall apply to all damages sustained by subscribers, users, and other interested parties in relation to the issuance, management, revocation, or expiration of the relevant certificate.
Indemnification for damages exceeding the prescribed limits shall be subject to agreement between the parties concerned or final judgment of a court. 

6.3 Interpretation and Enforcement
6.3.1 Applicable Laws
This Certification Practice Statement (CPS) shall be interpreted and applied pursuant to the laws of the Republic of Korea. 
6.3.2 Legal Jurisdiction
Disputes related to the accredited certification services shall be handled by a district court having jurisdiction over KFTC or headquarters of the relevant registration authority.
6.3.3 Cooperation Regarding the Settlement of Disputes
In case of a dispute related to the accredited certification services between KFTC and subscribers or users, the Minister of Information and Communication may investigate related matters to determine whether KFTC has violated the Act, its Decree, and its Regulation and this CPS and mediate or issue an order for corrective action. If a dispute arises between subscribers and users regarding the certification services provided by KFTC, however, KFTC may provide the relevant information to the parties concerned as requested in writing.
6.4 Protection of Personal Information
KFTC and registration agencies shall comply with Article 24 (Protection of Personal Information) of the Act with respect to the following materials acquired in the course of performing accredited certification services, and shall not use or disclose the materials for purposes other than accredited certification services. However, where a third party requests for the disclosure of information in accordance with the requirements and procedures prescribed by laws, KFTC may accede to such request: 
– Private information of subscribers (excluding information whose release was authorized by the subscriber or information disclosed in the certificate and directory system)
– Records related to certification and message logs
– Data related to the audit of certification services generated or kept by KFTC
– Disaster recovery measures
– Security measures for the operation of KFTC’s certification services 
6.5 Inspection and Examination
6.5.1 Review of Facilities and Equipment
KFTC shall perform accredited certification services by using the facilities and equipment that have been subjected to reviews at the time when it was designated as an accredited certification authority.
Where it is necessary to change facilities or equipment for KFTC's performance of accredited certification services, KFTC shall notify the Ministry of Public Administration and Security thereof, receive confirmation of appropriateness of the change(s), and then apply the changes to accredited certification services. However, where it is necessary to take urgent measures due to infringing accidents, natural disasters, or system failures, KFTC may apply the change(s) in advance and report the application within seven (7) days thereafter.
6.5.2 Regular Examination 
KFTC shall be subjected to annual regular examinations of KISA with respect to safe operations of facilities and equipment for performance of accredited certification services.
Examinations shall be made with respect to the following matters:
- Accredited certification services
- Management of digital signature keys
- Other accredited certification services
- Management of facilities and equipment
- Management of documents and records
- Test operations and provision of information for accredited certification services
- Network and system security
- Physical security
- Disaster prevention
- Managerial security and emergent plans
6.6 Observance of Relevant Laws 
Relevant parties of digital signature certification system in Section 1.3 shall comply with the following laws:
- The Act
- The Enforcement Decrees
- The Enforcement Regulations
- Notices of the Ministry of Public Administration and Security
․The Digital Signature Authorization Service Guidelines
․The Rules on Facilities and Equipment of Accredited Certification Authorities
․The Rules on Protective Measures of Accredited Certification Authorities
․The Preparation Standards of Certification Practice Statement
Intellectual property rights to the following matters shall revert to KFTC pursuant to relevant laws including the Copyright Act:
- Software and hardware developed by KFTC
- The CPS
- Name of KFTC
․Name of corporation
․Name of accredited certification services (yessign)
- Digital signature data created by KFTC
- CRL
In case of subscriber accredited certificates, it shall be allowed to distribute the certificates in the course of using them, but without permission of KFTC, it shall be prevented from disclosing accredited certificates in places accessible by many people.
6.7 Validity of CPS 
Once the CPS is amended, the content prior to the amendment shall become void from the date when the amended CPS comes into effect. The CPS as amended shall come into effect from July 1, 2010.
