Enforcement Regulations
(Amended by the Information and Communication Ministry Decree No. 132 on July 11, 2002)
Article 1 (Purpose) The purpose of the Regulations is to prescribe the matters delegated by the Electronic Signature Act and the Enforcement Decree of the Act and the matters necessary for the enforcement of the Act and the Decree.
Article 2(Application for the Accreditation of Certification Authority) The application for the accreditation of certification authority referred to in Paragraph ① of Article 3 and Paragraph ① of Article 3.3 of the Enforcement Decree of the Act (hereinafter "Decree") is the same as attached No. 1 Form.
Article 3(Accreditation Form of Accredited Certification Authority) The accreditation form of accredited certification authority pursuant to Paragraph ④and Paragraph ③ of Article 3 of the Decree is the same as attached No. 2 Form.
Article 4(Discussion) The Minister of Information and Communication shall discuss with the Director of the National Intelligence Service when accrediting a central government agency or a local government agency as an accredited certification authority pursuant to Paragraph ⑤ of Article 3 of the Decree to decide whether it agrees with the national security policy.
Article 4.2(Announcement of the Accreditation of Certification Authority, Etc.) The announcement of the accreditation of a certification authority pursuant to Paragraph ⑥ of Article 3 of the Decree, the announcement of the renewal accreditation of a certification authority pursuant to Paragraph ④ of Article 3.3 of the Decree or the announcement of suspension of accredited certification services (hereinafter "certification services") and the revocation of accreditation pursuant to Article 3.4 of the Decree shall be published in the Official Gazette as follows:
1. When accrediting a certification authority and renewing the accreditation:
  1) The name and address of the accredited certification authority
  2) Date of accreditation

  3) Valid period of accreditation

  4) Other necessary matters

2. When suspending certification services and revoking the accreditation:

  1) The name and address of the person punished

  2) Type of punishment

  3) Date of punishment

  4) Suspension period of certification services (only in case of suspension of certification services)

  5) Other necessary matters
Article 5 (Report Period for Change in the Rules for Certification Services ) Any change in the rules for certification services  shall be reported pursuant to Paragraph ② of Article 6 of the Electronic Signature Act (hereinafter "Act") 15 days before certificate services are carried out according to the changed rules for certificate services.
Article 6(Report on Acquisition of Certification Services and Merge, with Another 
Accredited Certification Authority, Etc.)①A report on the acquisition of certification services 
from an accredited certification authority shall be filed pursuant to Paragraph ① of Article 9 of 
the Act within 15 days from the day of acquisition by submitting a report on acquisition of 
certification services, provided in attached No. 3 Form, with each of the following documents to 
the head of the regional communications office in the district.
1. Copy of the assignment-acquisition contract;

2. Articles of incorporation and the register of juridical person of the assignee; and
3. Business plan after the acquisition. 
② The person who files a report on a merge with another certification authority pursuant to Paragraph ① of Article 9 of the Act shall submit the report on merge with another certification authority, provided in attached No. 4 Form, with each of the following documents to the head of the regional communications office in the district within 15 days from the day of merge.
1. Copy of the merge contract; 

2. Articles of incorporation and the copy of register of juridical person of the merged entity; and

3. Business plan after merge
③ When certification services of an accredited certification authority are acquired or accredited certification authorities are merged, the Minister of Information and Communication shall announce such an acquisition or a merge to make it known to the public.
Article 7(Report on Suspension and Termination of Certification Services) The person
who reports suspension or termination of certification services according to the beginning part 
of Paragraph ① of Article 10 of the Act or Paragraph ② of the same article shall submit the 
report with each of the following documents to the head of the regional communications office 
in the district:
1. <Deleted>

2. A copy of the assignment-acquisition contract with the accredited certification authority that
acquired accredited certificates of subscribers and records of suspension and termination of 
certification services (hereinafter "subscriber certificates, etc.") (only in case of termination).
3. A document proving the notification of suspension or termination of certification services 
to subscribers; and 

4. Accreditation of certification authority (only in case of termination)
Article 8(Report on Reasons for Impossible Assignment of Subscriber Certificates, Etc.) In case an accredited certification authority cannot assign subscriber certificates, etc. to another accredited certification authority in accordance with Paragraph ③ of Article 10 of the Act or Paragraph ② of Article 12 of the Act, the accredited certificate authority shall submit the reasons for impossible assignment of subscriber certificates and the list of subscriber certificates to be assigned by using attached No. 6 Form to the head of the regional communications office in the district.
Article 9(Administrative Disposition) ①The standards for suspending certification services 
and revoking accreditations referred to in Paragraph ① of Article 12 of the Act are provided in 
Attached Table 1.
② When the Minister of Information and Communication suspends certification services or revokes an accreditation of an accredited certification authority according to the Paragraph ② of Article 12 of the Act, the Minister shall notify the suspension or revocation in written form to the accredited certification authority.
Article 10(Applicable Regulation) The regulation prescribed in Paragraph ③ of Article 6
shall be applied mutatis mutandis to each of the following: 
1. Suspension of certification services or revocation of accreditation in accordance with Article 7.

2. <Deleted>

3. Assignment of certificates of subscribers in accordance with Paragraph of Article 10 of the Act and Paragraph of Article of the Act.
Article 11(Violation Acts Subject to Fines, Etc.) ①The types of violation acts on which fines 
are imposed in accordance with Paragraph ① of Article 13 of the Act and the amount of fine
for each violation act are provided in Attached Table 2.
② The Minister of Information and Communication can raise or cut the amount of a fine referred to in Paragraph ① hereof by taking the severity of the violation and the frequency of violation into consideration, but the raise or cut shall not exceed the half (1/2) of the fine. When the fine is raised, the total amount of the fine shall not exceed 20,000,000 Won.
Article 12 (Imposition and Payment of Fines)①When the Minister of Information and Communication imposes a fine in accordance with Paragraph ① of Article 13 of the Act, the Minister shall write a fine notice, based on Attached No. 7 Form, indicating the type of violation act and the amount of fine for the act and send it to the violator.
② The person who receives a fine notice according to Paragraph hereof shall pay the fine to a banking institution designated by the Minister of Information and Communication within 20 days from the date on which the person receives the fine notice. But, if the person cannot pay the fine by the due date owing to natural disasters or other unavoidable reasons, the person can pay the fine within 7 days from the day on which such problems are solved.
③ The banking institution receiving a fine according to Paragraph ② hereof shall issue a receipt provided in Attached No. 7 Form to certify the payment of the fine to the payer.
④ The banking institution collecting fines shall send notices of fine receipts provided in Attached No. 7 Form to the Minister of Information and Communication immediately after it receives fines pursuant to Paragraph hereof.
⑤ Fines can be paid on the installments
Article 13(Reminder and Collection of Fines)  ①If the person who receives a fine notice according to Paragraph of Article 12 fails to pay the fine by the due date, the Minister of Information and Communication must issue and send a reminder to the person within 7 days from the due date. In this case, the person shall pay the fine within 10 days from the day on which a reminder is received.
② If the person who has been urged to pay a fine pursuant to Paragraph ① hereof fails to pay the fine by the due date, the Minister of Information and Communication can have a government employee under its control collect the fine forcibly according to precedent disposition for failure to pay national taxes. In this case, the government employee must show proof of the authority delegated to her or him for such a forced collection of fine to the delinquent.
Article 13.2(Standards and Method for Verifying the Identity) ①An accredited certification authority shall verify the identity of the applicant for issuance of an accredited certificate pursuant to the regulation prescribed at the end of Paragraph of Article 15 of the Act by checking real information of the applicant as follows:
1. Person
1) The name and resident registration no. on a copy of family residential registration 
papers. But the name on a passport and the passport no. for overseas residents (for those overseas residents for whom passports has not been issued, the name and registration no. on the register for overseas residents according to the Overseas Resident Registration Law).
2) The name and registration no. on the registered foreigner record by the Immigration Control Law for foreigners. But, the name and no. on the passport or an ID card for those foreigners for which a forefinger registration card is not issued. 
2. Juridical Person (including corporate juridical persons regarded as juridical persons by the
Basic Law for Taxes)

The name and business registration no. on the business registration card issued according to
the Corporation Tax Law. But, the name and tax payment no. of the juridical person written on 
the document to which the tax payment no. is given according to the Corporation Tax Law for 
those juridical persons for whom business registration cards have not been issued.

3. Organization (not juridical person) 
The name of the person representing the organization according to Paragraph ① hereof. But, the name, no. or tax payment no. for those organizations which are given a no. by the value-added tax or a tax payment no. by the Income Tax Law.
4. In case Paragraphs, and can hardly apply : The real name designated by the 
Minister of Information and Communication

② An accredited certification authority shall verify the identity of the applicant for issuance of an accredited certificate by checking the applicant's name against the real name pursuant to Paragraph hereof and the identity verification proof pursuant to Article 13.3. But, if the applicant is a juridical person, the identity of the representative of the juridical person shall be verified pursuant to No. 1 of Paragraph hereof and Paragraph of Article 13.3.
③ The identity of the applicant for issuance of an accredited certificate can be verified via a proxy pursuant to Paragraphs and hereof in case the applicant has a inevitable reason. In this case, the allowance range of proxy and the verification method and procedure shall be established and announced by the Minister of Information and Communication.
Article 13.3(Identity Verification Proof) The identity verification proof shall be used in
verifying the identity of the holder of a title deed pursuant to No. 1) of Paragraph of Article 
13.2 by applicant type as follows: 
1. Person

1) The resident card for those subject to issuance of resident cards. But, a proof or a 
certificate issued by a central government agency or a local government agency or by a school principal according to the Elementary and Secondary Education Law and the Higher Education Law by which the name can be verified pursuant to No. 1) of Paragraph of Article 13.2.
2) For those not subject to issuance of resident cards, the proof issued by a central
government agency or a local government agency or by a school principal according to the Elementary and Secondary Education Law and the Higher Education Law or a copy of family registration papers of the applicant and the proof of a legal proxy by which the name can be verified pursuant to No. 1) of Paragraph of Article 13.2
3)
A passport or an overseas resident card for overseas residents.

4)
A foreigner registration card issued pursuant to the Immigration Control Law for foreigners. But, a passport or an ID for those foreigners for whom foreigner registration cards are not issued. 

2. Juridical Person 

A copy of the register of juridical person or a copy of the register of commerce pursuant to the nonlitigation case procedure, a copy of the business registration card pursuant to the Corporation Tax Law, a document of a copy of the document to which a tax payment no. was assigned according to the Income Tax Law, a business registration card pursuant to the Value-Added Tax Law and a document of a copy of the document to which a no. is assigned.
3. Organization (not juridical person) 

Proofs and documents listed in No. 1 hereof with which the identity of the representative of an organization can be verified. But a document or a copy of the document to which the tax payment no. or a no. is assigned for those organizations falling under No. 3 of Paragraph ① of Article 13.2.
Article 13.4(Protective Measures) ①Accredited certification authorities shall take each of the
following protective measures pursuant to Article 18.3 of the Act to insure the security of 
facilities used for certification services:
1. Protective measure against electronic infiltration;
2. Protective measure, such as prohibition of outsider's access;  

3. Preparations for disasters, such as fire and flood; and
4. Other measures for achieving the security of facilities used for certification services.
② Details about the protective measures referred to in Paragraph hereof will be established by the Minister of Information and Communication.
Article 13.5(Regular Checking) ①An accredited certification authority shall  check its facilities and equipment used for certification services within 8 month from the day on which it was accredited and continue the checking once a year on the regular basis.
② Each of the following is checked regularly in accordance with Paragraph  hereof: 
1. If the guidelines for electronic signature certification services are observed pursuant to Article 8 of the Act; and 

2. If the protective measures are carried out pursuant to Article 13.4.
Article 13.6(Support of Costs Spent on the Project) ①To receive supports for costs spent on the project, relative agencies and organization performing the project on interoperability of electronic signatures in lieu of the Minister of Information and Communication in accordance with the regulation specified at the end of Paragraph of Article 26.3 of the Act must submit the project plan and the estimated budget to the Minister of the Information and Communication.
②The relative agencies and organizations receiving financial supports pursuant to Paragraph ① hereof shall make a separate account for the financial support and shall not use it for other purposes.
③ The matters necessary for the procedure for applying the supports for costs on the project referred to in Paragraph hereof, the way of providing the financial supports and the supervision of the financial supports shall be established and announced by the Mister of Information and Communication.
Article 13.7(Pilot Electronic Signature Project) The Minister of Information and Communication may perform each of the following as a pilot project pursuant to Article 26.5 of the Act:
1. Pilot project for expanding electronic signature use;
2. Project for effective certification services, such as interoperability of electronic signatures;
3. International cooperative project for cross-certification of electronic signatures;
4. Project for practical use of electronic signature technology; and
5. Project for promoting electronic signature use.
Article 14(Collection Procedure of Fines) The rules for handling the revenue collection shall be applied mutatis mutandis to the collection procedure of fines in accordance with Paragraph ④ of Article 6 of the Decree. In this case, the notice of tax payment shall contain the formal objection method and the formal objection period.
Addendum
① (Enforcement Date) The Regulations shall enter into force on they are declared.
② (Interim Measures Concerning Regular Checking) Despite the amendment of Article 13.5, certification authorities that were accredited in accordance with Article 4 of the Act and hold valid accreditations at the moment the Regulations are effective shall have the first regular checking for the safe operation of facilities and equipment used for certification services by June 30, 2003.
③ (Amendment of Other Laws) Part of the Enforcement Regulations of the Medical Services 
Law is amended as follows: 
"Electronic Signature" under Paragraph of Article 15 shall be replaced by "accredited electronic signature."
