Electronic Signature Act 

◉Enacted on Feb. 5, 1999, Act No. 5792 

◉Amended by Act No. 6360 on Jan. 16, 2001 

◉Amended by Act No. 6585 on Dec. 31, 2001 

◈ 1. Reasons for the Act 
The Electronic Signature Act enacted in 1999 has limited electronic signature technologies to specific technologies, such as "electronic signature keys." In preparation for constant development in electronic signature certification technologies, the concept of the electronic signature needs to be defined broadly to cover more diverse technologies. It is also necessary to clarify electronic signature certification used for international trading which has shown a steady increase this past decade. Deficiencies and shortcomings in the current system have been ameliorated and supplemented.   
◈ 2. Key Points

1) The concept of electronic signatures limited to specific technologies shall be defined sufficiently wide as to cover all applicable electronic signature technologies that are constantly introduced. (Articles 2 and 3 of the Act) 

2) In order to achieve the security of certification services, accredited certification authorities shall take protective measures for their facilities and equipment used for accredited certification service, and are obliged to check the secure operation of such facilities and equipment. (Article 18.3, Paragraphs ② and ③ of Article 19 of the Act) 

3) The government shall seek ways to establish and implement basic policies for achieving the security and reliability of electronic signatures and promoting their use. (Article 26.2 of the Act) 

4) If a cross-certification agreement is made with any foreign government, electronic signatures and certificates created and used in that foreign country shall have the equal legal effect as accredited electronic signatures or accredited certificates created and used pursuant to the Korean Electronic Signature Act if they offer a substantially equivalent level of reliability. (Paragraph ④ of Article 27.2 of the Act) 

CHAPTER 1 GENERAL PROVISIONS 
Article 1 (Purpose) The purpose of this Act is to establish the basic framework for electronic signatures in order to achieve the security and reliability of electronic documents and to promote their use, thereby expediting nationwide electronic connectivity and ultimately improving convenience in people's living standard. 

Article 2 (Definitions) The following definitions shall be used throughout this Act: 

1. "Electronic document" means information generated, sent, received or stored in an electronic form by an information processing system. 

2. "Electronic signature" means data in electronic form in, affixed to, or logically associated with, an electronic document, which may be used to identify the signatory in relation to the electronic document and indicate the signatory's approval of the information contained in the electronic document. 

3. "Accredited electronic signature" means an electronic signature that is based on an accredited certificate and meeting any of the following conditions: 

(a) The electronic signature creation data are linked to the subscriber and to no other person; 

(b) The electronic signature creation data were, at the time of signing, under the control of the signature and of no other person; 

(c) Any alteration to the electronic signature, made after the time of signing, is detectable; and  

(d) Any alteration to the electronic document, made after the time of signing, is detectable. 

4. "Electronic signature creation data" means data in electronic form used to create an electronic signature. 

5. "Electronic signature verification data" means data in electronic form used to verify an electronic signature. 

6. "Certification" means an act of confirming and proving the exclusive correspondence of electronic signature creation data to a subscriber. 

7. "Certificate" means data in electronic form used for confirming and proving the exclusive correspondence of electronic signature creation data to a subscriber. 

8. "Accredited certificate" means a certificate issued by an accredited certification authority pursuant to Article 15. 

9. "Accredited certification practice" means services provided for accreditation certification, such as the issuance of an accredited certificate and management of records related to that certification. 

10. "Accredited certification authority" means an entity accredited to offer accredited certification services pursuant to Article 4. 

11. "Subscriber" means a person whose electronic signature creation data is certified by the accredited certification authority. 

12. "Signatory" means a person who holds electronic signature creation data and acts either on their own behalf or on behalf of the person it represents. 

13. "Personal data" means data pertaining to a living person which are used for identifying the person and are accessed by name and resident registration number, such as symbol, character, voice, sound, image and biological characteristics (or, when such data alone are insufficient for identifying a particular person, yet capable of easily identifying such a person when combined with other data). 

Article 3 (Legal effect of electronic signatures, etc.)  
① When a signature or a signature-seal is required in electronic writing or in written form by other laws, that requirement shall be met if an accredited electronic signature is affixed to the electronic document. 

② If an electronic document has an accredited electronic signature affixed to it, the electronic document shall be presumed to have the signature or signature-seal of the signatory and not to have been altered in its contents after it was signed.  

③ Any electronic signatures other than accredited electronic signatures shall have the same legal effect as the signatures or signature-seals through agreement between parties involved. 

CHAPTER 2 ACCREDITED CERTIFICATION AUTHORITY
Article 4 (Accrediting of certification authorities) 
① The Ministry of Information and Communication may accredit an entity, deemed to be capable of carrying out accredited certification practice (hereinafter "certification practice") in a secure and reliable manner, such as an accredited certification authority. 

② The entity that can be accredited as a certification authority shall be limited to central government agencies, local government agencies and legal persons. 

③ The entity that desires to be accredited as a certification authority must possess the technical and financial capabilities, facilities and equipment prescribed by Presidential Decree and satisfy other requirements therein. 

④ Accrediting procedures and other necessary provisions shall be established by Presidential Decree. 

Article 5 (Disqualification) 

Any entity that falls under any of the following Subparagraphs shall not be accredited as a certification authority: 

1. Legal persons who fall under any of the following categories: 

(a) Persons who are judicially declared incompetent, quasi-incompetent, or who are bankrupt and not yet rehabilitated. 

(b) Persons who have received a sentence not lighter than imprisonment, and for whom two years have not passed after termination of such sentence (including cases where the sentence is deemed to have been terminated) or exemption therein. 

(c) Persons who have received a suspended sentence of a punishment not lighter than imprisonment, and who continue to remain in the suspended sentence period. 

(d) Persons whose qualifications have been deprived or suspended under a court judgment or other law. 

(e) Persons who employ a legal person whose accreditation was revoked pursuant to Article 12. (limited to cases where two years have not elapsed after such revocation). 

2. Legal persons whose accreditation was revoked pursuant to Article 12, and for which two years have not elapsed thereafter. 

Article 6 (Accredited certification practice statement, etc.) 

① Prior to the commencement of certification services, an accredited certification authority shall file its accredited certification practice statement (hereinafter "certification practice statement") with the Ministry of Information and Communication, and which contain all of the following: 

1. Categories of certification services 

2. Working rules and procedures of certification services 

3. Terms, conditions and fees for use of certification services 

4. Other necessary matters in carrying out certification services 

② In the event an accredited certification authority changes the certification practice statement reported pursuant to Paragraph ① herein, the accredited certification authority shall file the statement with the Ministry of Information and Communication within the period set by the Decree as issued by the Ministry of Information and Communication. 

③ In the event the Ministry of Information and Communication determines that the contents of the certificate practice statement reported pursuant to Paragraph ① herein interferes with the achievement of security and reliability of the certification services or is likely to harm the interests of subscribers, the Ministry may order the respective accredited certification authority to amend such certification practice statement within a substantial period of time. 

④ Accredited certification authorities shall faithfully abide by the certification practice statement.       

Article 7 (Provision of certification services, etc.) 
① An accredited certification authority shall not refuse to provide certification services without a valid reason. 

② An accredited certification authority shall not unjustly discriminate against a subscriber or certification service user. 

Article 8 (Guidelines for accredited certification authorities) 
The Ministry of Information and Communication may determine and announce the specific matters that must be abided by accredited certification authorities in carrying out certification services as guidelines for electronic signature certification services in order to achieve the security and reliability of certification services. 

Article 9 (Acquisition of certification services, etc.) 
① An accredited certification authority that intends to acquire the certification services of another accredited certification authority or to merge with another accredited certification authority that is a legal person shall file a report with the Ministry of Information and Communication in accordance with the Decree issued by the Ministry of Information and Communication. 

② The accredited certification authority which acquired certification services or the surviving legal person or the newly established legal person after the merger pursuant to Paragraph ① herein shall assume the status of the former accredited certification authority. 

Article 10 (Suspension and termination of certification services, etc.) 
① An accredited certification authority that intends to suspend all or part of its certification services shall notify the subscribers of the suspension period no later than 30 days before such intended suspension, and file a report with the Ministry of Information and Communication.  Such suspension period shall not exceed 6 months. 

② An accredited certification authority that intends to terminate its certification services shall notify the subscribers therein no later than 60 days before such termination date, and file a report with the Ministry of Information and Communication. 

③ An accredited certification authority that filed a report pursuant to Paragraph ② herein shall assign to another accredited certification authority the subscriber accredited certificates and records of the suspension and revocation of the certificates (hereinafter the “subscriber certificates, etc.”).  Provided, however, that the subscriber certificates, etc. cannot be assigned owing to unavoidable circumstances, the accredited certification authority shall make a report to the Ministry of Information and Communication without delay. 

④ Upon receiving the report pursuant to the proviso of Paragraph (3) herein, the Ministry of Information and Communication may order the Korea Information Security Agency (hereinafter "KISA") to take over the subscriber certificates etc. from such accredited certification authority. 

⑤ Matters necessary for reporting the suspension or termination of certification services and assignment and take-over of the subscriber certificates, etc. pursuant to Paragraphs ① through ④ herein shall be established by Decree of the Ministry of Information and Communication. 

Article 11 (Corrective orders) 
The Ministry of Information and Communication may order an accredited certification authority to take corrective actions within a specified period of time in any one of the following cases: 

1. When the method of handling certification services used by an accredited certification authority is inappropriate such that it is likely to interfere with the achievement of security and reliability of accredited electronic signatures. 

2. When the requirements of an accredited certification authority under Paragraph ③ of Article 4 have not been satisfied after being accredited as an accredited certification authority. 

3. When any director or officer of an accredited certification authority falls under any of the categories in Subparagraph 1 of Article 5. 

4. When an accredited certification authority, in violation of Article 6, fails to report the certification practice statement or any change in such rules, or when an accredited certification authority fails to abide by the certification practice statement filed with the Ministry of Information and Communication. 

5. When an accredited certification authority, in violation of Article 7, refuses to provide certification services or unjustly discriminates against subscribers or certification service users. 

5.2 When an accredited certification authority, in violation of Article 8, fails to abide by stipulations put forth in the guidelines for electronic signature certification services. 

6. When the filing of an acquisition of certification services or a merger between accredited certification authorities is not made, in violation of Paragraph ① of Article 9. 

7. When notification or filing of a suspension or termination of the certification services is not made or when subscriber certificates, etc. are not assigned upon termination of the certification services, in violation of Article 10. 

8. When subscriber certificates, etc. are not assigned by an accredited certification authority whose accreditation is revoked or a filing of a report is not made, in violation of Paragraph ② of Article 12. 

9. When any record under Paragraph ① of Article 14 is not submitted. 

10. When an accredited certificate is not suspended or restored, or when measures are not taken to confirm such fact, in violation of Article 17. 

11. When an accredited certificate is not revoked or when measures are not taken to confirm such fact, in violation of Article 18. 

11.2 When protective measures are not taken to achieve the security of facilities related to certification services, in violation of Article 18.3. 
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Article 12 (Suspension of certification services and revocation of accreditation, etc.) 
① The Ministry of Information and Communication may suspend for a specified period, not exceeding 6 months, or revoke all or part of the accreditation of certification practice if an accredited certification authority falls under any of the following Subparagraphs, provided, however, that, in case of Subparagraph 1 and 2, accreditation shall be revoked: 

1. When an accreditation under Article 4 was obtained through fraud or any other wrongful means. 

2. When the legal entity ordered to suspend its certification practice fails to suspend the certification services in violation of such order. 

3. When certification services are not commenced within 6 months after the grant of a certification authority accreditation under Article 4 or when certification services continue to be suspended for a period of more than 6 months. 

4. When an order to amend the certification practice statement under Paragraph ③ of Article 6 is violated. 

5. When a corrective order under Article 11 is not complied without a valid reason. 

② An accredited certification authority whose accreditation is revoked pursuant to Paragraph ① herein shall assign its subscriber certificates, etc. to another accredited certification authority.  However, if the subscriber certificates, etc. cannot be assigned due to an unavoidable reason, it shall make a report to the Ministry of Information and Communication without delay. 

③ Paragraph ④ of Article 10 shall be applied mutatis mutandis to an accredited certification authority whose accreditation is revoked. 

④ Any necessary matters pertaining to standards and procedures for the actions under Paragraph ① herein and assignment and acquisition under Paragraphs ② and ③ herein shall be established pursuant to the Decree of the Ministry of Information and Communication. 

Article 13 (Imposition of administrative fines) 
① When a suspension of the respective certification service results in serious inconvenience to subscribers or is likely to cause harm to any other public interest, the Ministry of Information and Communication may impose an administrative fine in the amount of up to twenty million (20,000,000) won, in lieu of suspension of the accreditation, for any act that falls under any of the Subparagraphs in Paragraph ① of Article 12. 

② All matters including applicable amount of the administrative fine according to the type and severity of the violation subject to the administrative fine under Paragraph ① herein shall be established by Decree of the Ministry of Information and Communication. 

③ In the event the administrative fine under Paragraph ① herein is not paid by the due date, the Ministry of Information and Communication shall collect such administrative fine in accordance with the established procedures for collecting national taxes in arrears. 

Article 14 (Investigation, etc.) 

① Whenever deemed necessary to achieve security and reliability of certification services, to protect subscribers, or for any other reasons, etc., the Ministry of Information and Communication may order an accredited certification authority to submit relevant records, and have relevant public officials enter the offices, work sites or any other necessary premises and examine facilities and equipment, books, records and other matters with regard to certification services. 

② The public officials who enter and conduct the inspection pursuant to Paragraph ① herein shall show proof of their authority to relevant persons. 

CHAPTER 3  ACCREDITED CERTIFICATE 

Article 15 (Issuance of accredited certificates, etc.) 
① An accredited certification authority issues an accredited certificate to those who desire to be issued an accredited certificate.  In such event, the accredited certification authority shall verify the identification of the applicant. 

② An accredited certificate issued by an accredited certification authority shall contain each of the following: 
1. The subscriber's name (legal name); 

2. The subscriber's electronic signature verification data; 

3. The type of electronic signature used by the subscriber and the accredited certification authority; 

4. The serial number of the accredited certificate; 

5. The effective period of the accredited certificate; 

6. Data able to identify an accredited certification authority, such as the name of the accredited certification authority; 

7. Matters relating to any limitation as to the scope of usage or uses of an accredited certificate;
8. Matters required when a subscriber acts on behalf of a third party or when a statement of occupational qualification is requested; and  

9. Mark proving an accredited certificate. 
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④ Upon the request of an applicant for an accredited certificate, the accredited certification authority may issue an accredited certificate restricting the scope of its usage or uses. 

⑤ The accredited certification authority shall determine an appropriate effective period for the accredited certificate, taking into account the scope of intended usage and uses and the integrity and reliability of the technology used. 

⑥ Other matters pertaining to the identification procedure and method required for issuing an accredited certificate shall be determined by the Decree of the Ministry of Information and Communication. 

Article 16 (Invalidity of accredited certificates, etc.) 
① An accredited certificate issued by an accredited certification authority shall become invalid when any of the following occurs: 

1. If the effective period of the accredited certificate expires; 

2. If the accreditation of a certification authority is revoked pursuant to Paragraph ① of Article 12; 

3. If the legal effect of the accredited certificate is suspended pursuant to Article 17; or 

4. If the accredited certificate is revoked pursuant to Article 18. 
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② If it is necessary to achieve the security and reliability of certification services, the Ministry of Information and Communication may suspend the legal effect of an accredited certificate issued by an accredited certification authority for which it has suspended or terminated certification services pursuant to Article 10 or whose certification services were suspended pursuant to Article 12. 

③ Immediately upon suspension of an accredited certificate pursuant to Paragraph ② herein, the Ministry of Information and Communication shall take the necessary measures to have KISA allow any person to verify such fact. The same applies to when an accredited certificate becomes invalid pursuant to Subparagraph 2 of Paragraph ① herein. 

Article 17 (Suspension of accredited certificates, etc.) 
① Upon request by a subscriber or his or her agent, the accredited certification authority shall suspend an accredited certificate or terminate suspension of a certificate. The request for the termination of such suspension shall be made within 6 months from the date on which the certificate is suspended. 

② Immediately upon suspension or termination of the suspension of an accredited certificate, the accredited certification authority shall take necessary measures to enable any person to verify such fact by means of facilities and equipment used for certification services. 

Article 18 (Revocation of accredited certificates) 
① An accredited certification authority shall revoke an accredited certificate in the event any of the following occurs: 

1. Upon a request of a subscriber or his or her agent for revocation of the accredited certificate. 

2. Upon becoming aware that the accredited certificate was issued to a subscriber through fraudulent or any other wrongful means. 

3. Upon becoming aware that a subscriber has died or has been judicially declared missing or has been dissolved. 

4. Upon becoming aware that a subscriber's electronic signature creation data has been lost, compromised, stolen or disclosed to a third party. 

② Immediately upon revocation of an accredited certificate pursuant to Paragraph ① herein, the accredited certification authority shall take necessary measures to enable any person to verify such fact by means of the facilities and equipment used for certification services. 

Article 18.2 (Identity upon using an accredited certificate) Unless otherwise limited or excluded in any other law, a subscriber may prove their identity using a accredited certificate issued by an accredited certification authority pursuant to this Act thereby confirming their use of the accredited certificate with such laws.  

CHAPTER 4 ACHIEVEMENT OF SECURITY AND RELIABILITY OF CERTIFICATION SERVICES 

Article 18.3 (Achievement of security of accredited certification authorities) 
Accredited certification authorities shall take protective measures as stipulated by the Decree of the Ministry of Information and Communication to ensure the security of facilities used for certification services. 

Article 19 (Operation of facilities used for certification services) 
① The accredited certification authority shall operate its facilities and equipment used for certification services in a safe manner so that the validity of an accredited certificate which it issues may be verified by any person via information networks at any time. 

② The accredited certification authority shall have the KISA check its facilities and equipment used for certification services as mentioned in Paragraph ① herein for the safe operation of such facilities and equipment. 

③ The accredited certification authority shall report any change in its facilities and equipment mentioned in Paragraph ① herein to the Ministry of Information and Communication without delay. In this case, the Ministry of Information and Communication may have KISA check the safety of such facilities and equipment.  

Article 20 (Time stamp of electronic documents) 
Upon the request of a subscriber or accredited certificate user (hereinafter "user"), the accredited certification authority shall stamp the electronic signature with the time and date at which the electronic document was submitted to the respective accredited certification authority. 

Article 21 (Management of electronic signature creation data) 
① Subscribers shall hold and retain their electronic signature creation data safely, and in the event that a subscriber becomes aware that the electronic signature creation data is lost, compromised, stolen, disclosed outside or damaged, the subscriber shall notify the respective accredited certification authority without any delay. In this case, the subscriber shall announce the risks having been notified to the accredited certification authority to users without delay. 

② An accredited certification authority shall provide means to notify or announce the fact pursuant to Paragraph ① herein. 

③ Unless requested by a subscriber, the accredited certification authority shall not hold a subscriber's electronic signature creation data, and an accredited certification authority which holds the electronic signature creation data by request from a subscriber shall not use or disclose it to any person without the subscriber's approval. 

④ The accredited certification authority shall hold and retain electronic signature creation data it uses in a secure manner, and in the event that the electronic signature creation data is lost, compromised, stolen or disclosed outside the respective accredited certification authority, the accredited certification authority therein shall notify KISA without any delay, and take necessary measures to achieve security and reliability for all certification services therein.  

Article 22 (Retention of records of certification services) 
① An accredited certification authority shall hold and retain records related to subscribers' accredited certificates and certification services in a secure manner. 

② An accredited certification authority shall retain a subscriber's certificate, etc. for a period of 10 years after the expiration of the respective accredited certificate. 

  

Article 22.2 (Maintenance of accredited certificates) 
① The accredited certification authority and subscribers shall do their best to keep the contents of certificates or data associated with the certificates accurate and perfect until the effective period of such accredited certificates expires. 

② The accredited certificate authority shall provide users with a convenient means for confirming each of the following: 

1. Data able to confirm the accredited certification authority, such as the name of the accredited certification authority; 

2. The fact that the electronic signature creation data is under the control and management of the subscriber at the moment the accredited certificate is issued; and 

3. The fact that the electronic signature creation data is valid before an accredited certificate is issued. 

③ The accredited certification authority shall provide users with a convenient means for confirming each of the following:  

1. The method of confirming the identity of the signatory; 

2. Limitation of uses or usage amount of electronic signature creation data or an accredited certificate; and  

3. The scope and degree of responsibilities assumed by the accredited certification authority. 

Article 23 (Security of electronic signature creation data, etc.) 
① No one shall fraudulently use or disclose any other person's electronic signature creation data. 

② No one shall issue an accredited certificate in the name of another person or aid in such issuance. 

③ No one shall have a certificate that is not an accredited certificate representing an accredited certificate, use a mark similar to the one of an accredited certificate that might be taken for an accredited certificate or make a false mark for the use of an accredited certificate. 

Article 24 (Protection of personal data) 
① Certification authorities shall protect personal data when carrying out all certification services. 

② Articles 22 through 32, Paragraph ① of Article 36 and Articles 54, 55, 62, 66 and 67 of the Act on Promotion of Utilization of Communications Network and Information shall be applied mutatis mutandis to the protection of personal data under Paragraph ① herein. In this case, "information and communication service provider" shall be replaced by "accredited certification authority," and "user" shall be replaced by "subscriber." 

Article 25 (Supervision of electronic signature certification services) 
① For the purpose of creating an environment in which electronic signatures may be used in a secure and reliable manner, and in order to efficiently supervise accredited certification authorities, KISA shall carry out each of the following services: 

1. Support for the testing of facilities and equipment to be equipped with by the entity that desires to be accredited as a certification authority when KISA issues accrediting for a certification authority pursuant to Article 4; 

2. Support for the investigation of an accredited certification authority pursuant to Paragraph ① of Article 14; 

3. Examination of protective measures and technical support pursuant to Article 18.3; 

4. Checking of the safe operation of facilities and equipment pursuant to Paragraph ② of Article 19; 

5. Certification services of an accredited certification authority, such as the issuance of accredited certificates; 

6. Development and supply of technologies for electronic signatures and certification and studies on the standardization of such technologies; 

7. Support for international cooperation, such as studies on formal systems related to electronic signatures and certification, and cross-certification; and 

8. Other necessary actions for electronic signature and certification services. 

② Articles 3, 6, 7, 15, 16, 17, 18, 18.2, 18.3, Paragraph ① of Article 19 and Article 22 shall be applied mutatis mutandis to KISA's electronic signature certification services. In this case, "accredited certification authority" shall be replaced by "KISA," and "subscriber" shall be replaced by "accredited certification authority." 

③ KISA may charge administrative fees for electronic signature certification services, such as examination, technical support, checking and issuance of accredited certificates, pursuant to Paragraph ① herein. 

Article 25.2 (User's obligations) 
When a user checks if an accredited electronic signature is valid depending on the contents of the accredited certificate, as from nos. 1 to 6 in Paragraph ② of Article 15, each of the following shall be confirmed: 

1. Legal effect of the accredited certificate; 

2. Suspension or revocation of the accredited certificate; and 

3. Nos. 7 and 8 in Paragraph ② of Article 15. 

Article 25.3 (Prohibition of request for a specific accredited certificate) 
No one shall request accredited certificates issued by a specific accredited certification authority without valid reason when an electronic signature is verified using an accredited certificate. 

Article 26 (Liability for damages) 
The accredited certification authority shall be liable for damages incurred by a subscriber or any user relying on an accredited certificate in connection with the performance of certification services. If, however, such damages resulted from a force majeure event, the liability shall be reduced, and if the accredited certification authority is proven not liable for such damages, the liability shall be exempted. 

CHAPTER 5  PUSH OF THE ELECTRONIC SIGNATURE CERTIFICATION POLICY, ETC. 

Article 26.2 (Establishment of policies for development of the electronic signature certification system, etc.) 
The government shall establish and implement each of the following policies for development of electronic signature and certification services in order to achieve the security and reliability of electronic signatures and to promote their use: 

1. Basic policies for achieving the security and reliability of electronic signatures and promoting their use; 

2. Policies and technical standardization for smooth interoperability of electronic signatures; 

3. Development of technologies for electronic signatures; 

4. Education and advertising for promoting electronic signature use; 

5. Improvement of formal systems and arrangement of related laws for promoting electronic signature use; 

6. Support for organizations involved in electronic signatures and provision of information about electronic signatures; 

7. Protection of rights of subscribers and users in relation to certification services; 

8. Cross-certification of and international cooperation for foreign electronic signatures and certifications; 

9. Fostering of industries and training of human resources related to electronic signatures; 

10. Protective measures for achieving the security of certification services provided by accredited certification authorities; 

11. Implementation of pilot projects and surveys on statistical data and actual state for promoting electronic signature use; 

12. Use of cryptography for achieving the security and reliability of electronic documents; and 

13. Other necessary matters for achieving the security and reliability of electronic signatures and promoting their use. 

Article 26.3 (Interoperability of electronic signatures) 
① The Ministry of Information and Communication shall promote each of the following for smooth interoperability of electronic signatures: 

1. Studies on domestic and foreign standards and development of standards for the interoperability of electronic signatures; 

2. Enactment and supply of standards for interoperability of electronic signatures; 

3. Coordination of policies for electronic signatures and certification for interoperability of electronic signatures; and 

4. Other matters related to electronic signatures. 

② The Ministry of Information and Communication may have relative agencies and organizations perform the duties listed in Paragraph ① herein. In this case, the Ministry can support the costs spent on the duties pursuant to the Decree of the Ministry of Information and Communication.  

Article 26.4 (Development of technologies and training of human resources for electronic signatures) 
The Ministry of Information and Communication shall perform each of the following to develop technologies and train human resources needed for promoting electronic signature use: 

1. Survey of the level of electronic signature technologies and studies, development and facilitation of electronic signature technologies; 

2. Technical cooperation and technical transfer pertinent to electronic signatures; 

3. Provision of information about electronic signature technologies and cooperation with relative agencies and organizations;  

4. Support for investigations of the demand and supply of electronic signature experts and for training electronic signature experts; and 

5. Other matters necessary for developing technologies and training human resources for electronic signatures. 

Article 26.5 (Performance of a pilot electronic signature project) 
① The Ministry of Information and Communication may perform a pilot project pursuant to the Decree of the Ministry of Information and Communication to promote electronic signature use. 

② The government may provide administrative, financial and technical support for the pilot project under Paragraph ① herein. 

Article 26.6 (Support for the promotion of electronic signature use) 
① The central government or local governments may provide financial support for promoting electronic signature use. 

② The government may establish and implement such a policy that reduces service charges imposed for electronic trading in case where accredited electronic signatures are used for achieving the security and reliability of electronic trading. 

③ The government may support all or part of the annual project cost within the budget in case where a legal person or organization involved in electronic signatures carries out a project for promoting electronic signature use.  

CHAPTER 6  SUPPLEMENTARY PROVISIONS 

Article 27 (Protection of subscribers and users) 
① The government shall prepare necessary measures for handling subscribers' and users' complaints and losses in an expeditious and fair manner. 

② Details pertinent to the measures mentioned in Paragraph ① herein shall be determined by the Decree of the Ministry of Information and Communication. 

Article 27.2 (Mutual recognition) 
① The Government may enter into an agreement with a foreign government for mutual recognition of electronic signatures. 

② The agreement entered into pursuant to Paragraph ① herein shall grant the same legal status or effect to a foreign certification authority or certificate issued by a foreign certification authority as an accredited certification authority, or an accredited certificate issued by an accredited certification authority under this Act. 

③ When an agreement with a foreign government for mutual recognition of electronic signatures is executed, the Ministry of Information and Communication shall make known the contents therein by public notice pursuant to Paragraph ① herein. 

④ When an agreement with a foreign government for mutual recognition of electronic signatures or certificates is executed pursuant to Paragraph ① herein, the electronic signatures or certificates issued by the foreign certification authority shall have the same legal effect as accredited electronic signatures or accredited certificates issued by an accredited certification authority under this Act.  

Article 28 (Imposition of fees) 
An accredited certification authority may impose necessary fees such as service charges on those who apply for the issuance of an accredited certificate or receive certification services. 

Article 29 (Hearing) 
In case the Ministry of Information and Communication desires to revoke an accreditation pursuant to Paragraph ① of Article 12, a hearing shall be held to deal with the matter. 

Article 30 (Delegation of authority) 
Part of the authority held by the Ministry of Information and Communication under this Act may be delegated to the head of any subordinate agency in accordance with Presidential Decree. 

Chapter 7  PENALTIES 

Article 31 (Penalties) 

Any person who falls under any of the following Subparagraphs herein shall be subject to imprisonment of up to 3 years or fines of up to thirty million (30,000,000) won: 

1. One who retains a subscriber's electronic signature creation data without the subscriber's consent or uses or discloses the subscriber's electronic signature creation data without the approval of the subscriber who requested the retention of the electronic signature creation data, in violation of Paragraph ③ of Article 21; 

2. One who fraudulently uses or discloses another person's electronic signature creation data in violation of Paragraph ① of Article 23; or
3. One who has been issued an accredited certificate in the name of another person or aids such issuance in violation of Paragraph ② of Article 23. 

Article 32 (Penalties) 
Any person who falls under any of the following Subparagraphs herein shall be subject to imprisonment of up to 1 year or fine of up to ten million (10,000,000) won: 

1. One who fails to retain a subscriber certificate, etc. in violation of Paragraph ② of Article 22 (including cases in which Paragraph ② of Article 22 is applicable); or 

2. One who requests only an accredited certificate issued by a specific certification authority in violation of Paragraph ③ of Article 25. 

Article 33 (Concurrent penalty) 

If the representative of a legal person, or an agent, an employee, or any other person working for a legal person or for an individual has committed any violation referred to in Article 31 or Article 32 in connection with the business of the said legal person or individual, the applicable fine shall be imposed upon the said legal person or individual as well as upon the person who has actually committed the violation. 

Article 34 (Administrative fines) 
① Any person who falls under any of the following Subparagraphs herein shall be subject to an administrative fine of up to five million (5,000,000) won: 

1. One who fails to file a report on the certification practice statement or any change in the rules for certification services, in violation of Paragraph ① or Paragraph ② of Article 2 (including cases in which Paragraph ② of Article 25 is applicable), or fails to comply with the order to amend the rules for certification services, in violation of Article 3 (including cases in which Paragraph ② of Article 25 is applicable); 

2. One who refuses to provide certification services without valid reason or unreasonably discriminates against subscribers or certification service users, in violation of Article 7 (including cases in which Paragraph ② of Article 25 is applicable); 

3. One who fails to file a report in violation of Paragraph ① of Article 9; 

4. One who fails to notify the subscriber, or fails to file a report with the Ministry of Information and Communication, of the suspension of certification practice pursuant to Paragraph ① of Article 10 or the termination of certification practice pursuant to Paragraph ② of the said Article; 

5. One who fails to assign to another accredited certification authority subscriber certificates, etc., or fails to report them, without valid reason, in violation of Paragraph ③ of Article 10 or Paragraph ② of Article 12; 

6. One who fails to submit records as referred to in Paragraph ① of Article 14 or submits false records, or refuses, obstructs or evades the entry or inspection of the relevant public officials; 

7. One who fails to provide notice pursuant to Paragraph ③ of Article 21; 

8. One who has a certificate taken for an accredited certificate that is not an accredited certificate, uses a mark similar to the one of an accredited certificate that it might be taken for an accredited certificate or makes a false mark for use of the accredited certificate. 

②The Ministry of Information and Communication shall impose and collect the fine referred to in Paragraph ① herein in accordance with the procedure established by Presidential Decree. 

③Any person who wants to contest the fine imposed pursuant to Paragraph ② herein may file an objection with the Ministry of Information and Communication within 30 days after receiving notice of the fine. 

④In the event a person files an objection under Paragraph ③ herein with respect to the fine imposed pursuant to Paragraph ② herein, the Ministry of Information and Communication shall inform the competent jurisdictional court of such fact without any delay, and such court upon receiving the notice shall adjudicate the case under the Non-Contentious Case Procedure Act. 

⑤If a person subject to a fine neither files an objection to the fine within the statutory period provided for in Paragraph ③ herein or does not pay the fine, the fine shall be collected in accordance with the procedures for collecting national taxes in arrears. 

Addendum 

Article 1 (Enforcement date) 
This Act shall enter into force on April 1, 2002. 

Article 2 (Interim measures concerning liability for damages) 
Previous regulations shall be applied to the liability for damages incurred when certification services are carried out by an accredited certification authority before this Act goes into effect. 

Article 3 (Interim measures concerning penalties) 
Previous regulations are applied to penalties for acts performed before this Act goes into effect. 

Article 4 (Amendment of other laws) 
① Part of the Act on Promotion of Utilization of Communications Network and Information is amended as follows: 

Article 18.2 "Electronic signature (referring to the means able to identify the preparer and to check any change in a document)" shall be replaced by "accredited electronic signature pursuant to No. 3 of Article 2 of the Electronic Signature Act". 

② Part of the Information Facilitation Act, in relation to administrative services for realizing e-government, is amended as follows: 

"Electronic signatures under No. 2 of Article 2 of the Electronic Signature Act" in Paragraph 1 of Article 18 and Paragraphs 1 and 3 of Article 20 shall be replaced by "accredited electronic signature under No. 3 of Article 2 of the Electronic Signature Act."   

